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B 72l I 7 =T B AIAEN, IBIEHEEEA TR T HHE LV AT LI ToT
(Internet of Things) £t H &3 Mz « JLIRITIBUNT, A (8idE Mo ONE A BRI 1) O HITK
RFMEYED M) B2 DK, O R T DX 2V T & Bt 2N olc 7 5z (&
F 2T %) RRREIC 225 TUD, TPA Tl 2007 FEEL DO E R L | MLIAL T A
TLDEF 2T AT Dbk 2 R MECHTARDORELAREZ T C&l, ZO—EREL
T, 2010 FEBHIEI AT LOEF 2D T4 (BEE R HR) ORI RVMA TE22, TOHTIX
TRV T4 HEOBRER, EX 2T AL LR EFX 2T 4~ R A 2T L (CSMS: Cyber
Security Management System) Z i MiRE T DAL A DOFETAFT\V N IEC 62443 OTE HDOHE
HER> CSMS i & MR fil EE DN BT S F 5 U TEIS, Fio, EIAT LOFHEL T, Av—
MA=Z =V 2T LD EF 2V T VAT 5387 (BLUF | URZ S Laiil) 04, BICHE A7 T4 %
DIk 7257 B OFIHIS AT DOV AT 538 % FEf L TUDS,

TN EFX 2T 45t R A2 T T D72 DL, REE FED ML ZN OIS T 5 O
g5 MDA JZO“C)Xﬁé’MH*ﬁ‘E))Xﬂ/\ﬁ T HEFEICEETRARRT B EATHDS, filx
IZ. ISMS (Information Security Management System)<> CSMS %, fiAH2 X271
KR CToHLEFX 2V T4V XA N AT LD AR §I B ClE, VA2 53T D Ffi s H A (7R
AlE) DLABEEL TS, LLRDD, filiI 27 L5 BT IV TR, UAZ 0 &2 BARHIIC F
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L TPA: IoT Ot&F=U7 ¢

https!//www.ipa.go.jp/security/iot/index.html

2 TPA: I 2T LD ®F 2T ¢

https://www.ipa.go.jp/security/controlsystem/index.html

3 TPA: i AT AZBITHEF 2 VT 4~ XD AL AT ORI AT T ~IEC62443-2-1 DIEH DT 71
—F~

https://www.ipa.go.jp/security/fy24/reports/ics management/index.html

4 R IR E R - BRI S SAREE . BN A~ — A= F = AT AOFER X 2V T 3R 28 A
http://www.ndf.go.jp/press/at2015/20150731bt.pdf

5ORRUEPEZEA . WK 27 FEMIE TR OME (PR &R (p.21)
http!//www.meti.go.jp/main/yosan/yosan_fy2015/hosei/pdf/pr_01.pdf
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3 ISA-62443-4-1 ISA-62443-4-2
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2 development lifecycle requirements for IACS
D) requirements components

IEC 62443 Z 32 U7=. flfH 27 AT S A IR 2
HIE S 2T L% 4 DR
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2014 F LA TS,
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DEX2UT 2T DEBEER, ISA DDORITINDG AT

10 https!//www.isa.org/isa99/

11 EDSA (I 27 L8R D

12 CSMS (BF 2V T 4= R A M AT LD WA M ) https//www.jipdec.or.jp/

IEC 62443 (ISA-62443) D&KL

(Hi#) ISATISA99, Industrial Automation and Control Systems Security) (2018 4F 9 H %) 104552

BIFHEX 2V T4~V A N AT LD

T ERFERI ) http://www.css-center.or.jp/
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IEC system security - Part 2-1: Establishing an industrial automation and control
system security program?*3
ISO/IEC ISO/IEC 27001:2013, Information technology -- Security techniques --
Information security management systems -- Requirements!4
NIST Cybersecurity Framework Version 1.1 (April 2018)%
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BENPFICHBTDEREFLVTAHERICRILREHARSMY F 4 2
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https!//www.iso.org/standard/54534.html
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https!//www.nisc.go.jp/active/infra/shisakul.html

http!//www.meti.go.jp/press/2015/03/20160301001/20160301001.html
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R AT =PRI NAV AT q 9T TV —a LAY O T ak A AL TS, AT —h7
NAVARY 2 e T D77 AT T4 — Ve N7 —% 7 7 F %% X A4 (TRT, K7
TAT U A—IZEY, & TCP T yMItTHAT— TN AL AR arZikL | FTP,
HTTP. SMTP %07 7V —ar LAY D7 aba st T ad s h—E 254t 528
WHEETH D, REZREICTDHIET, SMBIRY N — I B HE AR N — 7 ~ DB R P19
BAHEM AR FESEAZENHIFF T D,

KT —XT7 7 F XA T 556, 7 —HLAN T U ORBELFTIIEC T, 77T U4 —/LD
HEN—NEEETDHVERDHD, K A-4 |TRLTEARIZ, 7 —XeAN T oM MR A T — 21
RESNSE, T — AN T VB Ry Y —27 EORIEIEEE L OW@E AT T AL — Lk
T7AT T A —VICHET DB DD, [EHRAY N —7 FICEREDOHHRANEI TR TRIE
SNTRANNGED 7y M3l 2 D PLC ITHEIESNAD FIREMERN D, F7o, KIFNIRL TR
D, T —HEAN T By N — 7 FICRESNIZGE | By N — 27 NO 2 TORAR
DT —=HEAN T EDIBEEFF AT DN —NET7AT T4 — VIR E LT UL bian, 2
DOEE28151X SQL X° HTTP OUARY T ANERE X DIV, T —HEAN T A M HESFAE LT
WA WEBENTRETHD, T —FZEAN T U N AT 27 IR 58 R T —27 DD
J=RUILHL MO DB BN G0 HZ 0B 2 bID,

Tz, PRI SN T B U0 TE LI AR BRIy NN T 7 AT 4 — VA @i L, il R
N — 7\ % RAE 3 alREME 35D, B2 1E HTTP /7y 37 7 AT 04—/ L Db a7 nf &
NTCWDGA | AR E R I B LT~y = 7 SRR S S AL, B4R T 7 o7 LTS
LTeT — 2% EROBEF \TEETHRNDR DD, LOOMBEEE A TWD, eofloT —47nm
—% X A-41TRT,
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(5) 1353—2#5(DMZ)

TGy N — 2 Ll Ry N — 2 ORIC DMZ GEREEHITT) Z23%1F, DMZ (27 —XEARNT
CERETHILICED, X2 T AL AWETHIENTE D, (Hilry b —2 LRy hY
—ZMNCRESNTZT 7AT U4+ — I T ARy N —7 il ry MY —27 Y DMZ 12
EIT D, DMZ 2 FHE L7727 —X% 77 F %% K A-5 [T T, Ry NI — BT 72358
5 (F =2 T %) 1 E, AT DMZ IR E T 2, 1y N — 2Bl ey MY — 7 ~E4E
WETORBIIARELRD, ZOT7 —F T 7F ¥ T, BRIy NI — 70D DR ERI 7237 R
HEHI Ry MY — 7 N EEINDTEEIER T D0, TN DR T — I bD T 7 76 K5
HZEITID,

ZOT—=XTIF v DIVAT X, WEEE D DMZ NOMEEHIARET 7B AL ThD, 0
B BRI ARET 7B AR LT i LT filE Ry N — 7 ~ B DT LA AT RELC
72%, o C DMZ NIy T 28 ToH% , SREZPHET 53812, iRy Y —27L DMZ
E, HIE Ry FY — 2 OB OBEZBRIG L 25 B IS D AFF AT T K9V — VAR ET D
(DMZ OREZRDOIBIE BT D LN TEARWVGREIZT D) LERHD,
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IRE =45 DHELIE T, 7 —HEAN T U RREII TS DMZ % 1 5 (2 B) D77 AT U+
— VTR T —X% 77 F v %, X A6 [TRT, ZOT—F%T7F ¥ Tld, FW#1 [ZX-oTERRy
NI =213 7 —FeAR T b LURHIE Ry N — 220 CORE 2y M fE R L,
FW#2 (25> T, BIZIE~ T =T I8 LT T —HEAN T b O MR NT 7 40 7 D3R
YN —=ZNZEEINDHZEEP, BLLIL, HHR Y N =2 bD N T 4 7T —He AN T
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FW#1 & FWH2 % B2 50U 2 —DOREZRHCTHZEED, X2 T (L& L0 iiE 152k
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18 B. HE LX) T4 RRITHTHFIVIIRE

1k B TlE, 9 BB CRLIEAFE B 2V T X RIS DB IR MEOBL S5 HlfE s AT 20
Y2V T AR AR AR T D2 DF = JU AN A5,

KT =7 VANT, WO BESNIZEEOFHMIE B 05705, A iHiE HiZiE, [HHE1F
TXTHESE | OB 2V T B AR E L B & L7p o 7 [ R v - 3 FURE U4 o BE S8 (5 flr &
ZRELCREHLT, BEHOEAFTEZFOEKE, LTIORT,

EAH LT Bk
TDEBELT W= ENROONSER,

EFRAREE RSSO R FURERECITH LT, MUST/MUST NOT +
SHALL/SHALL NOT. REQUIRED OXRBEZRWVWTRESNSEBICHY

PR 43,
FEIZBNTHE. XEOEECOEMETHERIZ. [ F BT, IO
TRET 3,
T OERERT LA WES N BER.
E R IZHE R PEFRIZEREIZH VT, SHOULD/SHOULD NOT 4>
s 47 RECOMMENDED/NOT RECOMMENDED ORIRZAWVWTHESINDIE

BICHEHT .
AEICEVTEH XEDBRBEICOEMETHEHRIC T FHILNEFL
Lo JIOXHETERIRT D%,

HEI S AT DI DR (45 I TE B (64 2 E L DOIRML) ZFE AT 58T, K E
TX 2T A ROFERARDLZ AL | 5 =F (Tl Tl THLNE 0 E ) E T DEIFI
THIENTED,

95 ISO: How to write standards
https!//www.iso.org/files/live/sites/isoorg/files/archive/pdf/en/how-to-write-standards.pdf

96 TETF: RFC 2119 Key words for use in RFCs to Indicate Requirement Levels
https!//www.ietf.org/rfc/rfc2119.txt

97 [E| BRI AEBIAR O UE AR O B ARFERRICE S TUL, T T RETH D, |OERTRELSN TODEEBT
TETHN, ARZBIZBITA - FHZENEEL, 1T, BRSCEAHTICEL CTR%THD,
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KF =y 7YAR 9 BHEOXHGZ, LLTFITRT,

BRIV 9 BLDORIE
B.1. BEEMFAFvIIRL 9.1
B.2. EMAKERRFIvIIRL 9.2
B.3. MEPARERKFTVIRE 9.3
B4. I7ATI+—ILEREFTYII)RL 9.4
B.5. S EBECIEEMARKF VIR 9.5
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B.1.

FERMFIATFTYIUAR

EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fv9') ALEIER

HE |

R#L EEREAR)

EEST7ILOUXLERE

[BEESET7ILTVRL(HERES)EZFALTLSIEE]
OREHTITIVALERRT B,
OCRYPTREC &5 ') ALD I E F BT HE L2 05
OH#BREESLLTIOVIEELZERATIES

CRYPTREC REH) RMZigE SNz %*IJFH% REFRATHIIENEELLY,
OBE 128EYMULDEEERERIRT 2L,

SUAMIZBEH SN -ABRESERRAITOIENEELL,

*NISTIR 7628: 4.1.2.2,42.1.1,4.2.1.7
*NIST SP800-57 Part 1: 4.2.2, 5.6
*NIST SP800-131A: 2

-CRYPTREC Rg&1) X+

[EFEAT7IITIVRAL(NRARES)ZFEALTLSIEE]
OREHBTITIVALERIRT B,
OCRYPTREC BB ArDI EFBAFHREB S AN ICHE SN - ABRESZIRATHIIENEELL,
OFMRAK EDBE M MEBE T IIREH D ERBICE IARBEENIHA. #E 2048 EwhLL L (FEE 2030 £FT)
F-13BE 3072 Ew LI E (FE 2031 £ LI DRSS H#ERIRTHL
OfsHEh R E DBEE I MBI E D<A RBEEENES. R 256 £ JH«,LLOD EEHRETERTHIE,

-NISTIR 7628: 41.2.2, 41.25,42.1.1,42.1.7
-NIST SP800-57 Part 1: 4.2.4, 5.6

-NIST SP800-131A: 3

*CRYPTREC 5! X+

[(BEH BEETIILTUXL(DRBES) ZFEALTLSI5E]
OREHBTITVALERIRT B,
OCRYPTREC BB ArDIEFBAFHREB S ) AN ICHE SN - ABRESZIRATHIIENEELL,
OFMBK ELDOHME BT - IRAM S BHEICEOICLARERESNIGES. #K 2048 EvhLL L (FEFE 2030 £FT)
FIEX8E 3072 Ewk LI E (FEFE 2031 £ L) DRSS H#%E:EIRT 5L
OFsHER#R L DB BT MAREICE KA RRIEENIES. BB R 256 £ Jhuiw EEHRETERTHIE,

-NISTIR 7628: 41.2.2, 41.25,42.1.1,42.1.7
-NIST SP800-57 Part 1: 4.2.5, 5.6

-NIST SP800-131A: 5, 6

-CRYPTREC EE&') R+

[(BSVEL T 7TV L(RBRES)ZFEALTVSES]
OREHTINIIVALERIRTHE,
OCRYPTREC &5 AN EFEAFHELE
OfEFK 128 E‘Jl‘l&li@ﬂa"?ﬁéﬁ*}i?éu&o

SUAMIZHBE SN A BRBESERATIENEZELL,

-NISTIR 7628: 41.2.2, 42.1.1, 42.1.7
-NIST SP800-57 Part 1: 4.2.5.4, 5.6
-NIST SP800-131A: 7

*CRYPTREC 5! X+

[BER(EH)7ILITVXLEFEALTNSES]
ORERTINTYXLERIRT S &,

W“B'C‘ﬂtd)T)l/:l‘“')Z“L\’éﬁPﬂL’CL\%%A~

CRYPTREC B SR DI EFHFHREB AN ICBE SN =TI TIVALEFRBTHIENEELLY,
OXEREEN—RANDIGE ﬁﬁmst;huim BEEREERTHIL,

-NISTIR 7628: 4.1.2.2,421.1,4.21.7
-NIST SP800-131A: 8
*CRYPTREC S X+

[Ny a7 ILTYRLEFERALTNSES]
OREHTITIXLEREIRTBHIE,

OCRYPTREC FE SR DI EFHFHEFS AN IZBEHIN -/ 1 BBEREBATHIENEELLY,

-NISTIR 7628: 41.2.2, 42.1.1,42.1.7
-NIST SP800-57 Part 1: 4.2.1
-NIST SP800-131A: 9

-CRYPTREC EES') R+

[AyE—PBHA7IILTY XL (Ayvte—URa—R) #FAL TS5 E]
OREHTINTYXLERIRT B L,
OCRYPTREC RS A+DIEF BT HEE RS
OBMFENYLAR—ZDIFE. LX) T AE (XERBREOHRE) 128 EVFLI LD
OfBRIEER—ADIBEA . BE 128EYMULDEESRERIRT 5L,

BUAMIZBEEN AV —URBRIa—FERAT HENEFLLY,
SHEERT DS

-NISTIR 7628: 4.1.2.2, 42.1.1, 42.1.7
-NIST SP800-57 Part 1: 4.2.3, 5.6
-NIST SP800-131A: 10
-CRYPTREC S R+

[ELBAERTILTVXLEFERALTLNSES]
OREHTINITYXLEREIRT BT,
ORETHDT7ZIILI) X LEFALTLNSES.

CRYPTREC BB ALDIEFHAHERES AN ICEBEHINE=7ILTVILERATHIIENEFLLY,

*NISTIR 7628: 41.2.2,42.1.1,42.1.4,421.7
*NIST SP800-57 Part 1: 4.2.7

*NIST SP800-90A

*NIST SP800-131A: 4

-CRYPTREC &' Rk
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EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fryy') AFEIEH

HE |

RHL EERE AR

BOEM

[HERES (HEBER) ZFEALTLSIEE]
ORELAEEANWT. BEERT DL,
OHBRIZ. LTOVWTNHODHETERTHIENEELLY,
(1) B—hIL(BEFERTIHEFIN) T U TOVWTNAIDFETERT S,
R AATICER B ER T LT X LIZHH seed ZRTEL. BEDTDOIAEEEREFALVTseed EFHLT
BERT S
WEANICERSREFADORPAREN S, H4 A BIE (KDF: Key Derivation Function) Z FALNTRAERT 5,
2) VE—MR—DOREERT HOMBOEETELIE=F W BY—/\)) ICTBWTERL-EEZITERS,
O BEREIX. BEICEBL-BEEE LGN EZHEELI-LETERTHIENEELLY,

*NISTIR 7628: 4.2.1.2, 42.2.3

10

(AFSEES (AFE  WERORT)EERALTLSER]
ORELHERERVT. BATEERTHE,
OMZ2/\—t4%H 95 H/WHWHI:HSM, S FRRIKZER D IC) DRI TEATEERT HEMNEFLLY,

*NISTIR 7628: 4.1.2.4.2

ROERM

11

(@SS (LER ZFEALTLSIER]
OXBRII. EEMRVEEMZEH-T RGO T TRMI S,
ORDOBMICANSAN=ZZL B BEESTIVT)AL)([F, DIELKELBERFDREZFOTNHIEAEFELLY,

*NISTIR 7628: 4.2.2.3, 43.3.3
*NIST SP800-57 Part 1: 6.1.1

(AFSEES (AR HEROXRT)EFERALTVSER]
O LFBEITLME. MERITEMRUEERZH T EHOTTERMATSHL,
ORDOBMICANSAN=ZZL B BEESTIVTVAL)([F, DIELKELBERFDREZFOTNHIEAEFELL,

*NISTIR 7628: 4.3.3.3
*NIST SP800-57 Part 1: 6.1.1

BORE

(HEEES (HER) ZEALTLSIEE]
OHXBRII. TEMRVEENEH-TREDTTRET S,
OX#tIZFIRT HIBER L. MR/ A—HEFIT D H/WWHLBESEREBERDIC) DRATRE T HENEELLY.,

*NISTIR 7628: 4.2.2.3, 4.3.3.3
*NIST SP800-57 Part 1: 6.1.1

(AFSEES (AR MEROXRT)EERALTLSER]
OLFBEITLME. MERIZTEMRUEERZH-IEFHOTTRETSHL.
OMERIL. M2/ \—EEHT S H/WHI:HSM, BSERRBIRERD IC) DN TRE T S EMNEFLL,

*NISTIR 7628: 4.1.2.4.2, 4333
*NIST SP800-57 Part 1: 6.1.1

O—DD#EL, BE— DMk (Bl i1, B |MIvEL Y ELMER . EFER) TRATHIEAEFELLY,
CH—DRESROBSLENERICEROKEZRRT 5156 (Bl ER LREL. BSEEFRED ERR<
AR REEAROARE MEREATICHITIAMABAMAERTERDOODEFELER

*NIST SP800-57 Part1: 5.2

B

[HEHES (XER) ZFERALTLSIEE]
ORMBEICFHTIEEERE. BEILEAET I —FHOMEBRZEIT—EOH R BEREFRTHE
ZEBULO#BTHEREEALANIS),

*NISTIR 7628: 4.1.3, 43.3.3

17

(DRSS (AR WERORT)ZFEALTISIES]
OB EIC—EDNFARRTZFERAT S E(ZAULEDHEBTHEREZLALLGNY),

*NISTIR 7628: 4.1.3, 4.3.3.3
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EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fryy') AFEIEH

HE |

RHL EERE AR

BEEFR (S5

(BRI S 7 LT X LEFRALTLS548]

18 | OREBEALTA—SEBATHE. it

ORAUINTA—EE, T U EH/-TEHDO T CRA-RETSHIL,
[(JovImEEEERLTLSIEE]

19 | ©IOyIEBIL. EEAFAE—F(CBC E—F, OTR E—K%) ERRLI L TRET AL, i

OCRYPTREC 5 ArDIEFBAFHRERBS)AICBE N -FHAET—FEFEATEIENZELL,
[JoysigEEd CBC E—K, CFB £—K, OFB E—FZ&EALTL\5158]

20 ©CBC E—F., CFB E—RIZHITHMEEARI2 (V) (X, FRIFEEEEHB-T L, -NIST SP800-57 Part 1: 6.1.2
©OFB E—FIZHEFTHHMEEAIZ (V) (. —BED (AEWZELGD) [EFXFERTHIL, -NIST SP800-38A: 5.3, Appendix C
OMEERSZ(V) X, T2 MERH-TEHED T CERA-RETDHIE,

[TOovy/iEE® CTR E—REFERALTLAIEE] .

21 OR— DR ERCEASh A2 TN AN ENREH L (A—DEBR ALY AEBEALLNCL)., NIST SP800-38A: 6.5, Appendix B
[JOovsrEEn CCM E—REFEALTLSEE]

2 | OR— 0 ER RSS2 TH Nonce AENZRAD & (Fl—0 3 ER TR Nonce ZBEALANE) NIST SP800-38C: 5.3
[7OvIEEE D GCM E—F, GMAC E—RZFEALTL5154]

23 | OMBMEAIAWV)IE. —BD(ENRES) EEEATHE, ST ShB00980, 2211 82,5, Anoondis A
OMHERIA(IV) X, B M%EFH-TEHDOD T CRA-RETHIL, T

[ EIZREHR (Shared Secrets) AL TL\SIES]

24 OHEMERMIE. T2 RUBENZRH-IFHDO T TRA-RETHIL, -NIST SP800-57 Part 1: 6.1.2

OFERDKRTULI-ABEMERBRIE. FONCEET DI L,
[ELEAE R seed ZERAL TS5 E]

o5 OFEBEMA seed [T, +HBIVIAE—EH>-EEFERTIIL, -NISTIR 7628: 4.1.2.1,42.1.2,42.14
OFEHER A seed . EEMRUBEEER-IEHOTTRA-RET HIE, -NIST SP800-57 Part 1: 6.1.2
O—EEAL-ELEE A seed [T, HOMNEETHIE,
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EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fryy') AFEIEH

HE | B EERAR)
BOEH
(F—2E S L REOHER (HBRFES)ZEALTLSEE]
OT—AEELRAZEOHLERE. B GH AHMERALI-R. BEEHITHIL, 'NISTIR 7628. 42.2.3. 4333
26 OT—4BEStAEO{BERE. BHECHATLIEE. 1 B~1 BREURNICEHFRTEIIENEZFELL, NIST spsoo;sf I.De-zr;:1--5.3.
OT—AMEELRAEOHERE. FHEECHAITIEE N vAURNICEHRTHIENEFELLY, o
OT—AME LRGN L ERE. BIEECFIATIIEE. 2 FLURICEFRTIENEFELLY,
[FREERED @S (X ERES)ZEALTLDEE] "NISTIR 7628. 43.3.3
27 ORI AZD L ERIL. B GH AHMERALI-R. BEEHITHIL, NIST spsoo;sf ﬁém- 53
OFRIAEDEERIE. 2 EURNICEHFTHIENEELLY, o
[(BSVEL T AEDOHER (XERES) ZFERALTLSIES]
ORZVEL T HAEOH BRI, EULH AHMERALI-R. BEEHITHL, \NISTIR 7628. 4.33.3
28 | ORSYELIMEMERIE. BHEIHATHHE. 1 B~ 1 BRALNICESHTHIENLELL, \NIST SP800-57 Parti: 5.3
OBSVEL T AEOHERIL. PHEEICHRATIEE. 1 v ALURIZEFHTIZENEELLY, o
ORZVELTHEDHERIE. BHEEICHATIEE. 2 FLRNICEHTEHIIENEFLL,
[vRea—BRAZOHER(EXERES)EFEALTLSIEE] \NISTIR 7628: 4.33.3
29 OVRA—HAZROHBRIE. BULAAHMZRBELI-E. BEEHTLHL, NIST SP800;5§ ﬁém- 53
ORRA—BRAROEERIE. DIEB 1 ETLIZEHTHIENEELLY, o
(ELBAE R R ZRO A BERE GLERES) T X 0ME - WMERRT (ARRES) 2EALTLSEE] \NISTIR 7628: 43.3.3
30 | OIMEMAROLBE AR WERRTIE. BOLFAHMEREL%. BR7EEHTHIL, 'NIST SP800-57 Part1: 5.3
OEBMERTINTIRLDNEDEHICOLWTRELTLSIGE L. TNITHSIEMNEFLLY, o
(EFELRAROARME HERA7 (NHRARES)ZFEALTLSIEE] \NISTIR 7628: 4.33.3
31 OBEFELRARDOAME TERATIL. BULMAHMEZRBLIE. BRTEZEHTLHIL, NIST spsoo;sf bém- 53
OEFELAZRD LB TMEBRTIEI AN FE~IFURNICEHITIIENEELL, o
[FREEREDLRSE MERERT (AFREES)ZEALTLSIEE] \NISTIR 7628: 4.33.3
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| ERATARIRMRY S —EL THEN TS, ) olololololo! st sraose s

Denying communications traffic by default and allowing communications traffic by exception (i.e., deny all, permit by exception). A

deny—all, permit—by—exception communications traffic policy ensures that only those connections which are approved are allowed.

This is known as a white—listing policy.

OFaxoH—NEREL, HIES AT LEEOFER AT LYY—R(T7AIL, G, U —ERE) 20T 5. A EHLLDERE

HASEDHIENEFELLY,
2 : = ; . = N ; , O|O| O | O] -NIST SP800-82: 5.2
Implementing proxy servers that act as an intermediary for external domains’ requesting information system resources (e.g., files,

connections, or services) from the ICS domain.

ORASNTWVELMERDFLEHLELETHIENEFLLY,
BIZIEL. 7TV r—232 T 74T 24— Il (Deep Packet Inspection: DPI) %> XML #—b A4 FEZALVD, CTNED T /A1 R,
TORLDTH—T Y OLERICERLTWENET TV r—aV BTRIEL. YT —YBORSURR—NETHET S

3 TNARATIIEHTELROIESEEHZRDIT5EBZRT, O|O|O|O|O | O] -NIST SP800-82: 5.2

Preventing the unauthorized exfiltration of information. Techniques include, for example, deep packet inspection firewalls and XML

gateways. These devices verify adherence to protocol formats and specification at the application layer and serve to identify

vulnerabilities that cannot be detected by devices operating at the network or transport layers.

O#. AT L. 7TV r—2av RUEADSIS 1 D1 N) FIFERICED, BAISh ., BIESNIZEETELETRLAD

S BIE B ZENE o
4 NTHRBEDHENETT S ENEELL O|0|0|0|0O|O]| -NST SP800-82: 5.2

Only allowing communication between authorized and authenticated source and destinations address pairs by one or more of the

organization, system, application, and individual.

- mi == 20 S - s - étzé .
5 OABREHEZXRL. FlHATLDERERADT I ERAZHIRTHIEAEFELL ololololo!lo! -nsTspsoo-s 52

Enforcing physical access control to limit authorized access to ICS components.

OfHI AT LDBAERD LY T—IT L AN D AoV ERIZIERKL (ABLGL, DNS [CEELGNEF) Mnlé

s 7‘~ FIZ : Qtzé \o
6 TORATEQRIMRICT HENEFELL olololo!|o| 0O/ -NIST SP800-82: 5.2

Concealing network addresses of ICS components from discovery (e.g., network address not published or entered in domain name

systems), requiring prior knowledge for access.

OBEALIIN a—T10 VAN FIZERE - RBEITLD) RV I —VORRICHERLG, TO—FF v A AvE—D%FS

_o S m;l: : °t£ﬂ o
. Y—EZARUVTALILZEENL T HIEAEELL olololololo! nstspsoo-ss 52

Disabling control and troubleshooting services and protocols, especially those employing broadcast messaging, which can facilitate

network exploration.

OtFaTARAUIZIF,. FNEFNFNDRYRT—OFRLREZRETHENEFLLVPBIZIE, ETHREHGLEH T RVYATFRLR
8 I295%), O|O|O|O|O| O] -NIST SP800-82: 5.2

Configuring security domains with separate network addresses (i.e., as disjoint subnets).

O7abrILDREEIZRBLIZBE IS EERIZTr—F /NI EESLEVRICL GER TE—FE) . KEENFHREF/ONLZL
%2 BHIENE o
9 FRICTBIEMNEFELL O|O|O|O|O | O] *NIST SP800-82: 5.2

Disabling feedback (e.g., non—verbose mode) to senders when there is a failure in protocol validation format to prevent adversaries

from obtaining information.
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FE AT LDRINT—I DR EEERE| (DL AT LD 7 BfE)
OHIEAR YR T—IRU DMZ [T/ TEZRY VTR RELTERBEZREDNICREL., 75— FERBTIHHRIZTHIEN
10 | [ER;E] SP800-82 [Z# (13 ICS network (. SEEBEFTICL > THIWIZEKRNEL->TWREEZOND M, 5.2 DR TIX. O|O|O|O|O | O *NIST SP800-82: 5.2

ETILCATLIZEITBEHIE ARV T—S R DMZ (ZHE X T B LR,

Establishing passive monitoring of ICS networks to actively detect anomalous communications and provide alerts.

FIZ IAY TAR AL S ADT— —&F3RHE _ENE °
» OFIZ, BRDEFaUTARAURBTIR, BEARDT—HI70—ZRETHEAEFELL olol ol -nsTspsoosz 52

Implementing one—way data flow, especially between different security domains.

O#IHARYRT—IRUDMZ IZF I EALELIETHETHI—HFITHL T, EX a7 HRAEERTHENEELLY,
FREEICIE, BRI —F  BRA/NRT—F BERZBEL. b—U0 . £HFREL AV—Mh—FF  BRATREDOHENH D,
ARG EEER T HDTELL, RETREHERYNT—I KU DMZ OB HEEEH . RE>1-FEZEIRT 5,
[ER3E] SP800-82 [ZF 115 ICS network [, SREERTICK > THINIZEKRMNBRL - TS EEZDNDH, 5.3 DR TIE,
12 ETIVVRATLIZE T SHEHR YT —I RV DMZ [SHH T HEMERLT-, O|O|O|O|O|O| -NIST sP800-82:53

Enforce secure authentication of all users seeking to gain access to the ICS network. There is flexibility to employ varying

protection levels of authentication methods including simple passwords, complex passwords, multi—factor authentication
technologies, tokens, biometrics and smart cards. Select the particular method based upon the vulnerability of the ICS network to

be protected, rather than using the method that is available at the device level.

O AT LTIHBE Y TIZHELABLNALGNS, SIS AT LICELERR—FH[ 35 EMNEELLY,

— o 'EE‘ - — - E *_* Ay = - > » — O _s‘
13 BIZIE, EFA—ILEDELX 1) TAOEBVEBEDELE, BXOTVWA—HFEZOTIL—TN\RD—FOER%, ololololo!lo!-nsTspsoo-s2: 53

Permit the ICS to implement operational policies appropriate to the ICS but that might not be appropriate in an IT network, such as

prohibition of less secure communications like email, and permitted use of easy—to—remember usernames and group passwords.

—_ “ Be 7] NS . = _ :$ Eu‘ : \stzé .
2 | OF5717 &R, BRI RUBARNOL, BROTA— (ih) ERRT 5 ENLELL I S N S D 5

Record information flow for traffic monitoring, analysis, and intrusion detection.

OflHA YT =D EEBAYNT—IDEDT VL ARAUMIRIER (51 BERFDHA) EL, XEICBHREEN TS IEN

ZFELLY,
OREKUI\YITYTH)DTHERARAUIAHBIGEEIZIE. BT XEITEHIENEELLY,
15 | [ER;E] SP800-82 [Z# (13 ICS network (X, SEEBEFTICL > THWIZELRMNEL > TR EEZLND N, 5.4 DR TIL. O|O|O|O|O | O] *NIST SP800-82: 5.4

ETUVVATLIZEITBHEHAVT =BT HEMRLT-,

There should be documented and minimal (single if possible) access points between the ICS network and the corporate network.

Redundant (i.e., backup) access points, if present, must be documented.

ORI T =D EEFERA VT —IRID R T—RIIL I 7AT O A—ILIL, BBEEIZERISN =L D LUN . — DS 7090 %FIER
T ARRICERTETHENEELLY,
16 | [ER;X] No.15 DERFSHE O|O|O|O|O| O] -NIST SP800-82: 5.4

A stateful firewall between the ICS network and corporate network should be configured to deny all traffic except that which is

explicitly authorized.

Q7747 94— ILIL—I)LTlE. FSURZyLaavkaO—)L7aka)L(TCP) R A—HFT—445.L.77aa)L (UDP) R—+D
TANA) YT A A=y AYE—2TORaL (ICMP) 24 T RUI—F DTV A) VT ICMA T, RIETEEERT RV
FRIEDITAILA) T (AT AT T IERAEEIMACIZELATD I(ILE) Y TOEMNEFELLY,

7 17 9&. ANR) DT (AT 4 ’7 ﬁ%lﬁﬂF ] 21 .9). ?%).jéﬁ? E$ ololololo!lo! -nsTspsooss 54

The firewall rules should at a minimum provide source and destination filtering (i.e., filter on media access control [MAC] address),

in addition to TCP and User Datagram Protocol (UDP) port filtering and Internet Control Message Protocol ICMP) type and code

filtering.
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18 OEEJFI%; 2 ’)0)’*“/9“—‘0)7747@i—)b’éﬁﬁﬁ?’é:tb‘*%?u\(TJK’]‘I&;’JEWE,F‘“’G*IJ,'%«‘:Eé) o o "NIST SP800-82: 5.5.5
If firewalls from two different manufacturers are used, then this solution may offer an advantage.
Y—/\(T—EERN)T7)
02— RTL(MDMZ L) EBIFT IV =0 AT LGRE:DMZ HU) FRAL. T—2ZEINETHEE (THIHR YT —5
19 Mz, ?—9€§$§T6E3I~U7‘/:‘/71'3—*‘/Hi DMZ Wl:ﬁﬂ%?’é:&bf%ibpo . . olololololo! -nsTspsoo-sz 5101
The best solution is to avoid two—zone systems (no DMZ) and use a three—zone design, placing the data collector in the control
network and the historian component in the DMZ.
JE—+T7OER
OVE—FRYRT—UMSHERYNT—IIZTIERTEETHDI—FIEL b—OR—RBIEDRNGRIEAN=—X L%
20 [ EALT, MEEERERSNOENLILLY : , : : O|O|O|O|O|O | -NSTSP800-82: 5.10.2
Any users accessing the control network from remote networks should be required to authenticate using an appropriately strong
mechanism such as token—based authentication.
OV A= YNERIFFATILT YT ET LBATERL KD E—MRTFEIX. REORYNT—VIZERHTH-OIC. %
D VPN BFEISAT U, 7TV r—23 8 —/\ £F27 HTTP 7O REDBES{LTara)LEHERAL, F—Y0~A—X
o1 %%?aﬂsﬁ%@?ﬁﬁfokaﬁaftfjj_z‘.il.\’éﬁﬁﬁ'@d‘é;tb\%i.L,L.\o . ololololo!lo! -nsTspsoosz 5102
Remote support personnel connecting over the Internet or via dialup modems should use an encrypted protocol, such as running a
corporate VPN connection client, application server, or secure HTTP access, and authenticate using a strong mechanism, such as a
token based multi—factor authentication scheme, in order to connect to the general corporate network.
OUE—ITVERTEGE. HIERINT—IT7AT7 04— ILICEVWT, b—OUR—REERBIAF OB ANLGAN=XLE
99 FALTHERMZERLT,L, %U@*“Jh'?-’]fd)??txééfﬁﬁ'é:e‘:h“‘i’aibb\o . ' . ololololo!lo! -nsTspsoosz 5102
Once connected, they should be required to authenticate a second time at the control network firewall using a strong mechanism,
such as a token based multi—factor authentication scheme, to gain access to the control network.
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The base rule set should be deny all, permit none.

ETIHRIL—ILIE. IP PRLRARU TCP/UDP R—hE4HEL. WY THNIERT—FIILETBHIENEELLY,
24 2 p LFE“ 2O RohEREL, & )] BhIEXT , Tr.é 2F O|O|O|O|O| O | -NIST SP800-82: 5.7
All “permit” rules should be both IP address and TCP/UDP port specific, and stateful if appropriate.

OETOIL—IIE FST4vIEHED IP PRLREIXTFRLRAGEEICRET HENEELLY,

[ER;E]LLTIE. TFirewall Checklist (SANS Institute, SCORE (Security Consensus Operational Readiness Evaluation) Checklist Project)
fYU5IH,
“UTDOFTRELA(FRLREE) [FEATT,
25 255.255.255.255, 127.0.00, O|O|O|O|O | O] -NIST SP800-82: 5.7
10.0.0.0~10.255.255.255(%), 172.16.0.0~172.31.255.255(%), 192.168.0.0~192.168.255.255(%),
240000 %
(*) A2A—YMHEHLLTLDIES . B P [IERTRE, 12—y RiERFIE. ERA,

All rules should restrict traffic to a specific IP address or range of addresses.

OAVNIURFZT49IDIL—ILDTRLRE IFBRAVET—I EDREDTFL A2y S, Gl RV T—0 LD TN

oot 2 (o Y7 ST4vICBET BT EMLELL,
gg | ORET/UAT—BERNTLE) ~ADFST1VIISRES ST EMNLELL O|O0|O|O|O|O| NISTSP800-82: 57

The address portion of the rules should restrict incoming traffic to a very small set of shared devices (e.g., the data historian) on

the control network from a controlled set of addresses on the corporate network.

OflHRYRT—IRDY—IN~ADT It R%E  ERIVNT—I LEOWANES P FRLRICHLTHEFRI T D EEHELEL,

ST — M) - Sk AN ZBE CENE o
97 | Ffo FHER MIADDF=&H, HTTPS EO LB X1 7L TOMILICRES HTEMNEZELL ololololo!lo! NsTspsoo-gz 57

Allowing any IP addresses on the corporate network to access servers inside the control network is not recommended. In addition,

the allowed ports should be carefully restricted to relatively secure protocols such as Hypertext Transfer Protocol Secure (HTTPS).

OHTTP,FTP ZDMD X 27 THWTARINIFZAT IA—ILEBDIDIE. b TAVIDRAZY T4 T PHREADENH
HB=-H. EX2UTAIRGELD, FIHHR YT =0 DHRADEH H R YT —5 EDRARANDEHGEBIA TELRLFRIC
IL—ILEEBMTBIENLEELL, HIFHRYCT—HORADTINA RFEFIZHIE RN TD —o DN R T I EEHFTIL—IL

_— — é"_—g
28 ST BHIEMNLEFELLY, O|O|O|0O|0O| O] -NIST SP800-82: 5.7

Allowing HTTP, FTP, or other unsecured protocols to cross the firewall is a security risk due to the potential for traffic sniffing and

modification. Rules should be added to deny hosts outside the control network from initiating connections with hosts on the control
network. Rules should only allow devices internal to the control network the ability to establish connections outside the control

network.

ODMZ 7—FTOFxZEALTLSEB AL, FST74vINBERAVET—V LGIEHR YT —IBTEELYRYSNG VRIS R T
LEBRETHIENEELLY,
EONDFHEHINEHEN. WVTHOEINSDIST1v03 DMZ AD Y —/\TRIGESEHZEMNTRETH S,

29 ; T - : . — , O | O | O | -NIST SP800-82: 5.7
If the DMZ architecture is being used, then it is possible to configure the system so that no traffic will go directly between the

corporate network and the control network. With a few special exceptions (noted below), all traffic from either side can terminate at
the servers in the DMZ.
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T7AT 24— ILDIL—)LEvk

ORERINT—IDITFAT IA—INEBBIT IMNNDUEDEST491E, 2B, MO, BAIENT= DMZ EH—/\Hhi5d
FSI499DHIZBRE CEMEELLY,

30 [ 2ZAYZDAIRIET B CHEE : - , —r - O | O | O | -NIST SP800-82: 5.7

Outbound traffic through the control network firewall should be limited to essential communications only and should be limited to

authorized traffic originating from DMZ servers.

OrZT4v P&, HlEIR YR T —I DD IEBR YT —INEEEESNENRIZT HIENEELL,
4 3 . Y — = “ 4R fu - ¢§é .
31 B, (Hl#ERYET—ID0EESND) ETDIS T4y 71E, DMZ TRIGY S EMNEFELLY ololo! nsTspsoo-ss 57

Traffic should be prevented from transiting directly from the control network to the corporate network. All traffic should terminate
in the DMZ.

Ol yt7—4& DMZ BTSN -TarLERILTARIILIE, DMZ LEBR YT VR (ZDH A MD) TIE.

BRI ZEIETH2EMNEFELLY,
32 = - O | O | O | -NIST SP800-82: 5.7
Any protocol allowed between the control network and DMZ should explicitly NOT be allowed between the DMZ and corporate

networks (and vice—versa).

O#lfHR YT —ODNSIERAIYET—IOADETDT IRV EDRST4v01d, —E RER—MZKYEE TR USRI FHIR
(42 LA
33 ERITHEMZELLY. O|O0|O0|0O|0O| O/ -NIST SP800-82: 5.7

All outbound traffic from the control network to the corporate network should be source and destination—restricted by service and

port.

OfHAR YT —0F =L DMZ MEDT I MNIURD /N IbE EET TR AA R YT —IF =L DMZ RDT/NA X[

BYHBTONIZIELWIP PRLATH DG EIZOHHFRITHIEMNEFELLY,
34 J kke ks AT = : O | O | O | -NIST SP800-82: 5.7
Outbound packets from the control network or DMZ should be allowed only if those packets have a correct source IP address that

is assigned to the control network or DMZ devices.

YT — A SDAB—F E BN ENE o
35 OHEHA YT —VADTINAZADNSDAE—2 9T I RRIE, FFRAILIENCEMNEFELL olololololo! st spaooss s

Control network devices should not be allowed to access the Internet.

ey kI — —)LTHRE EEAVI—FIMNIEHGLEWENE o
26 O#lH R YT =D&, T7AT7 94— L TRESNTOTL, BEAVEA—RYMNIERELELIENAZEELL ololololo! ol nstspsoo-ss s

Control networks should not be directly connected to the Internet, even if protected via a firewall.
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FYRD—DEEITEMNEFELLY,
37 All firewall management traffic should be carried on either a separate, secured management network (e.g., out of band) or over an (ONNORNORNG) *NIST SP800-82: 5.7
encrypted network with multi—factor authentication. Traffic should also be restricted by IP address to specific management
stations.
28 Oh574‘y7(7747®w—)}/®%iim b5T490) 1%, IlP_7|~“l/7u:otU~ ##iw%fiﬁﬁakl:rﬁi?é:&ﬁ%il,L\o olololo NIST SP800-82: 5.7
Traffic should also be restricted by IP address to specific management stations.
=g
OfHA YD —IRELFERR VLT —IBDR—FR VY —ER (I T—RNAT—ATOHIEFIZE DT, R—rEH—ER
39 | EFBEFAL, AT BTENDELL | . olololo NIST SPB00-2: 57
Ports and services between the control network environment and the corporate network should be enabled and permissions
granted on a specific case—by—case basis.
OFAISNI=T IR YURFEFAV N IURDT—270—I2D0TIH, TREFNYRISTIZE KB E LOBRMKVEFA]
a0 |EREREAL, K%b?é:&ﬁ%i‘u% S , ; TR 0|O0|0|0 -NIST SP800-82: 5.7
There should be a documented business justification with risk analysis and a responsible person for each permitted incoming or
outgoing data flow.
41 | OETRTZAT I A — %, EMWIRIET B LR LELL, olololo NIST SPE00_82: 57
All firewall policies should be tested periodically.
49 021.037747@1—»(;\ %?sﬁbéﬁé‘.ﬁﬁuL/\.‘y’77‘y7°‘é‘.6._t.75\*£$u\o olololo 'NIST SP800-82: 5.7
All firewalls should be backed up immediately prior to commissioning.
T7AT 24— ILDOTORI)LERTE (telnet)
43 Oié.ﬁ%%"iil:lis (FRiE :telnet DRDOYIZ) £F 272V (SSH) TH h:)baﬁﬁﬁ?é:tﬁ%iu\o olololo \NIST SP800-82: 5.8.4. 5.8.6
It is recommended to use the Secure Shell (SSH) protocol [5.8.6] for remote administration.
OB YR T—IDBHIHRYRT—IAD A2 INI VR D telnet £y av(d h—IUR—ADEBERBIARUVESEI RIL
a4 ’éﬁﬁﬁL,’C-lzﬂF:L'J?»riJ‘”EEﬁéé#’L’CL\t;L\@IBI?f, BIEgTHIENEELLY, - . . olololo "NIST SP800-82: 5.8.4
Inbound telnet sessions from the corporate to the control network should be prohibited unless secured with token—based multi—
factor authentication and an encrypted tunnel.
O (FRE: #EHR YR T—IDBIEHARYET—IAD) T IRINDUED telnet 2yiav(d, BAISNIAFED T /NA RITH LT,
45 EHAERRIL (VPN ) TOHEFAI T HEMNEFELLY, ©0|0|0O0 |0 -NIST SP800-82: 5.8.4
Outbound telnet sessions should be allowed only over encrypted tunnels (e.g., VPN) to specific authorized devices.
T7ATOA—ILOFTOLa)LERTE (DNS)
OIFEAEDF—RIZEWT, IRy T —I DD EHRRYNT—2IZx39 % DNS YV TR MEEFAI T HICEHEHITFET LK,
FlERYcT—21Z%9 % DNS YO TR MEEFAI I HIEH TG, FERybT—oH 5 DMZ 1239 % DNS YO TR,
46 ’7'—Z/\4’7'—Z’C°$:ﬁﬁt.f'3'%>n_&o A—7JL DNS 7RXR T 741 )L (host file) #ERAT HIEMNEELLY, olololo "NIST SP800-82: 5.8.1
In most cases there is little reason to allow DNS requests out of the control network to the corporate network and no reason to
allow DNS requests into the control network. DNS requests from the control network to DMZ should be addressed on a case—by—
case basis. Local DNS or the use of host files is recommended.
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47

OHTTP [, 13— I/ EERAVET—IMDHIER YT —INBSENEANEELLY,

HTTP should not be allowed to cross from the public/corporate to the control network.

*NIST SP800-82: 5.8.2

48

O1 A=Y A ERRYET—IDBHIER YT =12 LT HTTP 2F AT 3158 (D IR—IAK M OERAALELBES).
LUTE&ERTAHENEELLY,
RIARN)AREFALT, D2 IR—RAY—ERNT I ERET =RV IBFEIEIR YT =B THIET S
EETRVIBEDNATT VERG#EEITS
TR AT —IBTIIEL Y—ERANDT I RBA O EAET T ) r— a0 B TERETS
WBOEMOAEFERALTH—EREREETEH(RVTMILEBELRIGEEDAHERT H%)
LN TWET IV r—2a3rtFxal) T4REBE (TSI T4R) IR H>TH—EREFIVIT S
‘Web H—ERZFIALLSETZLTDHAEEERT S
"HTTP DR HYIZHTTPS ZEAL. BAISNI=HET NI RDALET D

If web—based technologies are absolutely required, the following best practices should be applied:
— Control access to web—based services on the physical or network layer using white-listing;
— Apply access control to both source and destination;
— Implement authorization to access the service on the application layer (instead of physical or network—layer checks);
— Implement service using only the necessary technologies (e.g., scripts are used only if they are required);
— Check service according to known application security practices;
- Log all attempts of service usage ; and
— Use HTTPS rather than HTTP, and only for specific authorized devices.

-NIST SP800-82: 5.8.2

T7AT94+—ILDTALIJLEETE (SNMP)

49

Oy T—oh 5 B, FERYRT—HAD SNMPV1 & V2(V2C &) DaATURIE. DS -1 T7HEHE
IR —0%EBLTITIEE LSME, BilETHIEMNEELLY,
[ER;E] SNMPV1 & V2(V2C &) TlE, EXD/NNRAT—REFRHALTLNS,

SNMP V1 & V2 commands both to and from the control network should be prohibited unless they are over a separate, secured

management network, ---

*NIST SP800-82: 5.8.9

T7AT7 94— )LD TOrIJLERTE (DCOM/ DBV R—R AT HR-ETIL)

50

ODCOM ZOrajLlZk, &lfEykT—-& DMZ I THOHKEFAIL ., DMZ LiFHRRYNT — IR TIEBARMICTOVvITHIEN
EFELW

This protocol should only be allowed between control network and DMZ networks and explicitly blocked between the DMZ and

corporate network.

*NIST SP800-82: 5.8.10

51

Oa31—H(&. DCOM ERTNAA(FRE:PC. —NHFE)DLPAN)EZZEEL . FHETIR—FDEEERTETHIENEELLY,

Users are advised to restrict the port ranges used by making registry modifications on devices using DCOM.

*NIST SP800-82: 5.8.10

T7AT2A—ILDTOLI)LERTE (SCADA LEZX AT ORIl Modbus/TCP, EtherNet/IP, DNP3 %)
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OModbus/TCP. EtherNet/IP. IEC 61850, ICCP. DNP3 M#%7%: SCADA RUEEXRATOMIILIE, (FEAEDFIHEEIRIZEST
HWAEDTORLTHS, ChoOTaraLOFERE., FER VST —IRATOHHFAL, FHER YT —IMSERR YT —H
ANFEFRT LN EANZEELLY,

SCADA and industrial protocols, such as Modbus/TCP, EtherNet/IP, IEC 61850, ICCP and DNP3, are critical for communications to

most control devices. These protocols should only be allowed within the control network and not allowed to cross into the

corporate network.

*NIST SP800-82: 5.8.11
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FTP communications should be allowed for outbound sessions only or if secured with additional token—based multi—factor
authentication and an encrypted tunnel.
OTFTP BIEIF. £ TIAYITEHIEMNEFELLY,
54 (FR3E) TFTP (X, 21— REEHAEA LY, O|O|O|O|O|O | -NIST SP800-82: 5.8.3
All TFTP communications should be blocked.
OFEETHNILEIZ, £F 27 FTP(SFTP) ®tF27aE—(SCP) &lVvofz, KYEFaUT DBV TARILEZRATHIEN
55 ZFELLY, O[O |O|O|O|O| -NIST SP800-82: 5.8.3
More secure protocols, such as Secure FTP (SFTP) or Secure Copy (SCP), should be employed whenever possible.
T7ATI4—ILDTORIJLERTE (A—)L-SMTP)
OBFA—NAYE—VITERILIDITHEEN TSI ENZ VD, AV /INIURDEFA—ILIE, LWHVELFIER YT —2
TNARIZH L THRILNIEMNEELLY,
56 FER YT =IO MSIER R VT —IADEIE SMTP A—)LAVE—T (& TI—bAvE—D DEEHIZEHFIND, O|O|O|O|O | O] -NIST SP800-82: 5.8.8
Email messages often contain malware, so inbound email should not be allowed to any control network device. Outbound SMTP mail
messages from the control network to the corporate network are acceptable to send alert messages.
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Traffic flows related to SOAP—-based services should be controlled at the firewall between corporate and ICS network segments.
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If these services are necessary, deep—packet inspection and/or application layer firewalls should be used to restrict the contents
of messages.
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