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https://www.energy.gov/sites/prod/files/2014/02/f7/ES-C2M2-v1-1-Feb2014.pdf
3 C2M2 Facilitator Guide
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& e v . & REORRRALRRT 510, U A2 BEMEAEBRICEFENTLS e
threat environment
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¢ ” ’ e BREHEOY I SMHKBLEN, URIEET 774 £7 4 TRASNTIS s o 24
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b. Identified risks are mitigated, accepted, tolerated, or transferred b HES ALY RS ER, FA, FRELRBEIATLS (REPHRE maRE K4 nEeRE
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management strategy
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2207 9 R 5|y [*Idented isks are analyzed o rirtize response actities n accordance e FFEE ALY A 2 AT A U A S BEMSICT (LXHR) ToTACTH | L miL2
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Risk Management
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. Stakeholders for risk management activities are identified and involved bURIERT 57 4 EF 1 ONBBFAARES N, BELTLS ks
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L EETIFA LT
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organizational directives ZHNTLD U
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h. lity and authority for the of risk
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nowledge needed to perform their assigned responsibilties L RERR TS
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SAF AR TE
C2M2 Cybersecurity Capability Maturity Model
CBA Cost Benefit Analysis
CERT®-RMM | CERT® Resilience Management Model
CIP Critical Infrastructure Protection
COP Common Operating Picture
COTS Commercial Off-The-Shelf
CRPA Cyber Risk Preparedness Assessment
CVSS Common Vulnerability Scoring System
DHS Department of Homeland Security
DOE Department of Energy
ES-C2M2 Electricity Subsector Cybersecurity Capability Maturity Model
ES-ISAC Electricity Sector Information Sharing and Analysis Center
FIRST Forum of Incident Response and Security Teams
FERC Federal Energy Regulatory Commission
GWAC GridWise Architecture Council
HR Human Resources
IAM Identity and Access Management
ICS Industrial Control System
ICS-CERT Industrial Control Systems Cyber Emergency Response Team
ICSJWG Industrial Control Systems Joint Working Group
IEC International Electrotechnical Commission
ISAC Information Sharing and Analysis Center
IT Information Technology
MIL Maturity Indicator Level
NERC North American Electric Reliability Corporation
NIST National Institute of Standards and Technology
oT Operations Technology
RAWG [European Union M/490] Reference Architecture Working Group
RPO Recovery Point Objective
RTO Recovery Time Objective
RMP Electricity Subsector Cybersecurity Risk Management Process Guideline
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SRR TE
SCADA Supervisory Control And Data Acquisition
SEI Software Engineering Institute
SGIP Smart Grid Interoperability Panel
SLA Service Level Agreement
SME Subject Matter Expert
US-CERT United States Computer Emergency Readiness Team
VoIP Voice over Internet Protocol
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