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Data Broker

m Definition

Qbusinesses whose revenue model revolves
around aggregating information about
iIndividuals from a variety of public and
private sources.

m Example
acxi@m. < datalogix:
IPGIZ5EH]] OraclelZ5E 4]
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de facto data brokers

m Online services
aGoogle
dFacebook

Qthey use the collected data to build
powerful advertising services that have
data on billions of users worldwide



Custom Audiences

m Online Advertising platforms
dadvertisers to create custom audiences

Facebook Custom Audiences
Twitter Tailored Audiences
Google Customer Match
Pinterest Audiences
LinkedIn Audience Match
) a
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V. Attacks

m A. De-anonymizing web visitors

Qddetermine if a particular user has visted
website.

m B. Inferring a victim’s PII

Awith victim’s email address, infer a victim’s
other PII (phone number)

m C. en-masse De-anonymization

Qinfer the phone numbers of all members of
all visitors to a webpage.



two characteristics (how)

m 1. Size statistics

Areported and obfuscated using rounding
(we negate the effect of rounding)

m 2. de-duplicates

AQmultiple PII records refer to the same user
when reporting the size
(we determine whether two of Pll refer to
the same)



Evaluation

m Boston
a(617 and 895) plus 7 digits

140 lists of 1M numbers (30 minutes to
upload)

m France

a6 or 7 digits

Q82 lists of 10M numbers (over a period of a
week)
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