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https:/ /www.telerik.com/download/fiddler
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= Download K& &9

Download for Windows
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© FiddlerSetup.exs o
/2

® 1 A=W I1Y—RICTEDTLI L AM=ILT
<FESELY,

¥ Progress Telerik Fiddler: License Agree... = © © Progress Telerik Fiddler: Installation ... - &
4”0 You must agree to this license before installing. 4}’6 Select the directory to install Frogress Telerik Fiddler:
“rogress Telerik Fiddler Web Debugger and Proaress Telerik Fiddler M

Destination Folder

(Last Updated January 1, 2019)
| D:¥Users-AppData¥Local¥Pr',:\grams¥FiddIer Browse...

The following terms and conditions govern the use of Progress Telerik Fiddler
Web Debugger and Progress Telerik Fiddler (collectively and individually the
“Software”). By using any of the Software and/or any updates to it, you
indicate your acceptance of these terms. If you do not accept these terms,
do notinstall or use the software.

The Software and any updates to it are provided "as is™ and you bear the risk g o neTT
of using it. In no event shall Progress Software Corporation, its affiliates, or pace required: 1%
itz lirenzars. he liahle far anv ronseanential. snecial. incidental or indirect b Space available: 1.6GE

Cancel < Back / Install

Cancel
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® 1 AMN=IVIcRETI9 A&, TFiddler 41 AAA=a—|C
EMENET,

Progress  COMPANY:  TECHNOLOGY®  SERVICES®
e AlAlle
: |
Installation was successful!
O To start Telerik Fiddler

1A=V HETITRE LOEHRIRTINET,
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o Fiddler&&EIL. TDRKETT59Y

TASHD

IPA

TMET 7L ATRE. HTTPBEI F+7FrahET,

© Progress Telerik Fiddler Web Debugger

@ @ erowse - GrClear Cache T TextWizard [ Tearoff = MSDN Se
[] Fiters

: All sessions ~ € Any Process 44 Find [l Save |

atists |4 Inspectors | £ AutoResponder | [ Composer | (8] Fidder Orchestra Beta | i Fiddersarpt
This is a Tunnel. Status: CLOSED, Raw Bytes Out: 2,963; In: 1,605

Tevelne.

] Log

To enable Fiddler's KTTPS-decryption feature and view decrypted traffic, click Tools > Options > HTTPS.

Request Count: 1

Bytes sent: 224 (headers:224; body:0)
Bytes Received: 116 (headers:116; body:0)
Tunnel sent: 1963

Tunnel Received: 1,605

ACTUAL PERFORMANCE

clientconnected:
ClientsegirReques:

overall Elapsed: 0:00:08.760

RESPONSE SYTES (by Content-Type)

~headers~: 116

ESTIMATED WORLOWIDE PERFORMANCE
The following are VERY rough estimates of download Times when hiTting servers based in seattle.
US West Coast (Modem - 6KB/sec)

RTT: 0.105

Elapsed: 0.10s

Japan / Northern Europe (Modem)
s 0.155

Elapsed: 0.155
Cchina (Modem)

RTT: 0.455

Elapsed: 0.455

US west Coast (DSL - 30KB/sec)
RTT: 0.105
Elapsed: 0.105

Japan / Northern Europe (DSL)
RTT: 0.155

Elapsed: 0.155
china (osL)

T 0.455

Elapsed: 0.455

Cearn more about WTTP performance at At

Show Chart

Capturing (@ Web Browsers 1/32 This was a CONNECT tunnel to Togd.yahoo.co.jp:443. Raw Bytes Out: 2,963; In: 1,605
T

(& Online X

The selected session is a WTTP CONNECT Tunnel. This tunnel enables a client to send raw traffic (e.g. WTTPS-encrypted streams or WebSocket messages) through a WTTP Proxy Server (like Fiddler).
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—

[~#] MNon-Browser
| @ Hide Al

‘©5/eb Browsers

ooooo

I
b 75U DBEEF LTI F 4TS

All Processes 2TH7AtRDEEZE

oS4y [<IET All Processes 1% 7=l
Web Browsers Isw#n@Ens | Web Browsers 1@ #RLET,
Non-Browser :;Z;;%ODJEE% XAfiﬁgat?&il;E;Emtai
| e ;Zg cl&MWeb Browsers
Hide All ETDFNVITFYZ=RT °
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E Fiddlero70F 8% E

EIeAEdit.BL.rles | Tools ¥ie\v Help EEELO}FTOOIS Jb\é
WG | TOptions |£&IRL. #170Y
oo femeese  cter |l BRIWUVET

A rConnections 157 &:®IRL
General | HTTPC Connections ateway | Appearance | Scripting | Extensions | Performance ' Tools r onnec Ions J s

Fiddler can debug traffic from any application that accepts a HTTP Proxy. All WinINET traffic is routed

'Act as system proxy on

Learn more...
Fiddlerlistensonport: 8888 Act as system proxy on startup I t t ‘- ? " 7”‘1# L \Tc \
Copy Browser Proxy Configuration URL [¥] Monitorall connections [[] Use PAC Script s ar u p J L I /
[] Capture FTP requests [ DefaultLaN ab\iE Eﬂb*j—
[] Allow: remote computers to connect | A o

Reuse client connections

FIVIHLEWMERIEFIVI%E
ANTIOK jZ$8L . Fiddlerz
BEFHLET.

Help Note: Changes may not take effect until Fiddleris restarted. oK Cancel
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BHEI Fr7FrHTELY, RTELZEEID
NBHHIET,

X EEEEL CORRICK S TRF+ 7F
TELVMERAHBTLERELTVET,
FDBAIRMDT FIFDOFIAETREL IS,
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| TATar ZREET,

QO ookl

iNn @ ©

B sLLoRy Ctrl+N
e | ATAR=TO—BTFICHD

o s s TRYNI—ORE IO BRRE ERTL,
e xR Ty a—zyMEBICERTZ 70400
BT if WCTERELIER - EEITHIEHTE

3 ATy
s DAERAZ...

Ay NI—JE%0E
Firefox D4 >3y MOIERDEESTELET . 54
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TOF>—EERLBL(Y)
CQRYNI—HOT O+ —EREBEHTH(W)
o S2FhOTO+S —HERRIAIB(U)

FETIOF2—EF/ETH(M)
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E Windows 8.1 I T+ 7 F+HATELUERS

Windows 8.1 BAFEICIET AppContainer &Ly S#ERED
'), Internet Explorer*Edge M SFiddler\nNiE{E %
BIITHSNTUESD, REETIDREHLIHIET,

5% L9 AWindowsIRIRDIZ R . Fiddler®d
*JJIEIE_EJJH#CJMT’EIW’J‘ﬁTéhi?

n In C e
browser. Use the WinConfig button in Progress Telerik Fiddler's toolbar

Would you like to learn more?

To disable this warning, click 'Cancel

gggggg
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AppContainer Configuration

@B \Vindows uses an isolation technology called ‘AppContainer' that may

to enable traffic capture.
Would you like to learn more?

To disable this warning, click 'Cancel’.

WARNING: Your default browser may be running in an AppContainer.
For Fiddler to work, you have to enable the loopback traffic of your

default browser's container using the WinConfig tool.

Yes

) interfere with traffic capture from Immersive Applications and the Edge
browser. Use the WinConfig button in Progress Telerik Fiddler's toolbar

Cancel

©

File

Edit Rules Tools View Help
) *4+ Replay - b Go

Copyright © 2019 ¥

SATHUR A TRERALIE HEEE AR

indows 8.1 LI CH+7F+rHATELES

RRSNE=F17O07DAT.
F7=I3FiddlerEIE A LD
F'WinConfig 105, X EEH %

FRA<CENTEET,

)

AppContainer Loopback Exemption Utility

removal of this restriction for debugging purposes.

= - |

For security and reliability reasons, Windows blocks "Immersive” apps from sending network traffic to the local computer, This utility enables

+5 Refresh Exernpt All Exempt Mone Learn more...
DisplayMame Description Package AC Name ACSID AC User(s) Binaries 2
[Cli@{Microsoft.BingFin.. MSN Money App Micros.. microse.. §-1-13-2-3492..  ipauser CAWindows\system32\...
[ @{MicrosoftBingFo... @{MicrosoftBingF.. Micros.. microso.,  5-1-13-2-1986..  ipauser CAWindows\system32\...
[ @{Microsoft.BingHe... HealthAndFitness Micros... microse... 5-1-13-2-1138..  ipauser CAWindows\system32\...
[] ®{Microsoft.BingMa... @{Microsoft.Bing... Micros.. microso.. $-1-15-2-1220.. IPA\ivdi-mstadmi... (Mone)
[} @{MicrosoftBingNe... @{Microsoft.Bing.. Micros.. microso.. S$-1-15-2-5081.. ipauser CAWindows'system32\...
[ @{Microsoft.BingSp... @{MicrosoftBingS.. Micros.. microso., 5-1-13-2-1457..  ipauser CAWindowshsystem32\...
[] @{Microsoft.BingTra.. @{MicrosoftBing.. Micros.. microso.. 5-1-13-2-2870.. IPAvivdi-mstadmi..  CAWindows\system32\...
[[] @{Microsoft.BingWe... @{MicrosoftBing.. Micros.. microso.. 5-1-13-2-2040.. IPA\ivdi-mstadmi..  C:\Windows\system32\...
[[] @{Microsoft.HelpAn... @{Microsoft.Help... Micros.. microso.. 5-1-15-2-1743..  IPA\ivdi-mstadmi.. (MNone)
[[] @{Microsoft.Reader_... @{MicrosoftRead.. Micros.. microse.. 5-1-15-2-1836..  IPA\ivdi-mstadmi..  (None) v

<

Refreshed AppContainer information at 11:14:55.

16
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» Windows 8.1 Lll’ﬁT#v?’?vﬁ"(é&b\iaA

o AppContainer Loopback Exemption Utility =

For security and reliability reasons, Windows blocks “lmmersive” apps from sending network traffic to the local computer. This utility enables
rernaval of this restriction for debugging purposes.

+4 Refresh Exempt All Exempt None Save Changes Learn more...

DisplayMame Description Package AC Name ACSID AC User(s) Binaries G
[ ] Microsoft PlayReady  PlayReady Conten... Micros.. microso.. 5-1-15-2-7843...  IPA\ivdi-mstadmi.. (MNone)
[] Microsoft Visual C+... Microsoft Visual C...  Micros.. microso. 5-1-15-2-1004...  IPA\ivdi-sysadmin.. (Mone)
[ ] OICE_15_974FA576_3... OICE_15_974FAST6.. (NoPa.. oice 15_.. S5-1-15-2-1904.. IPA\ivdi-sysadmin  (Mene)

[] OICE_16_G74FA576_3.. OICE 16_974FA576.. (MoPa.. oice_16_.. S5-1-15-2-4021.. IPA\s-ootomo (Mone)
[] OneMote OneMote Micros... microso..  5-1-13-2-3445...  IPAVivdi-mstadmi..  (Moneg)
[] Skype Skype Micros... microso.. 5-1-15-2-2246... |PA\ivdi-sysadmin.. C:A\Windows\SysWOWE...
[] SenicWALLMobileC... SonicWALLMeobil...  Senic.. SonicW.. 5-1-15-2-1141... Everyone (Mone)
S et fS.vpn.client fivpn.. fiwvpn.c.. 5-1-15-2-3873..  Everyone (Mone)
windows_ie_ac_001 Created by |E (Mo Pa... window... 5-1-13-2-1430... Administrator; IPA... (Moneg)
LTARF AR (Mo Pa.. winstor..  5-1-15-2-2608.. Everyone C\Windows\Systern32\... »
£ >

Click Save Changes to commit updates.

FExempt All 123U T28IRI S5 N'windows_ie_ac_### 1l<
Fxv9% AN, Save Changes 1L TR EBEZRMEEET,

F7=I3FIN—=IcHB LT WinConfig & Ctrid—z R BFIcifd
CET, ERIRDIKEBH IR RRESNET,
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o AEHITIL. AppGoatd! B \NEE TUERELS.
HTTPUYZ I AN/ LAKR L AN iEEBRHLET

o ENfthDFiddlerDEEETHS. HTTPUIZ T AMD
EEB[APHTTPSIBIEDF+ 7 FrIcDUVTIE,
AppGoat®d' i J\NIEB O D! FiddlerdfiEL VS 1%
Bl T/=&l,

— FHIE Fiddler® {8, H

+ [iEng 14D 2 1F B Java: Ruby) N

PN

arty] DL » = Fddler&ld = {2F -l = BIEF = HITPUATAE XHTTPL AR 20 HEE2
= HITPU AT 2 M BEFER =S HITPS /Ot QI E S+ F +F HIBSOFFTF (FE)
! = L (OWASP ZAF) D{E
L

= Leer-AmentsD TR (HE) = @hial i8S
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HTTPV 7T AR/ LAK:

o £flloty:
L9,

A2ntgzR 1PA

ANADSEHIDEEZET. 707

|3 Progress Telerik Fiddler Web Debugger

o

Eile Edit Rules Tools wiew Help
WinConfig C) 3 Replay X - b Go

Stream §i Decode | Keep: All sessions ~ @ Any Process 34 Find [l Save |8} () @ Browse - X Clear Cache /T TextWizard | [ Tearoff | MSDN Searct

& Online X

3 Resuit  Protocol Host  URL @ statistis |4 1nspectors | # AutoResponder | [ composer | (8 Fiddier Orchestra Beta | (s Fiddiersarpt | [E] Log | [] Fiters | = Timeline
@ o Toestt =y i T T o o
@ HITR Tunnel toIpt.c.yimg jp:44: Eytes Received: 43,229 (headers:776; body: a8, 453)
& HTTP Tunnel to cache2-ebookjapan.akam. .. o e
[c) HTTP Tumnelto s.yjtag.jp: 43 =
- . ClientConnectad:  17:01:07.926
@ HITP Tunnelto - qurosity. yahoo.ca.ja: 443 Clienteegimequest: 17:01:07. 026
@ HITR Tunnel to . . @ 17:01:07.936
= ClienthoneRequest: 17:01:07.336
& HITP Tunnel to oo c0.jp:443 Determine Gateway: Oms
@ HITR Tumnelto giniZ-pe.C.Yimg. 144 DS LookUp:
@ HrTP Tumnel to yads.c.yimg. 4% HTTPS Wandshake:
@ HrTP Tunel to shoo.co iy [ seruercomnecred:
@47 HITR Tunnel to ams.cymajpiaz [ ServercotRequest:
& o Tienato Sy iimepn
@& HrTe Tumnel to ServerboneResponse
& . e Clientseginespons
& HTTP Tunnel to
a s . Overall Elapsed:  0:00:01.461
) HITP Tumnel to RESPONSE BYTES (by Content-Type)
& HTTR Tumnel to - yjtag.yahoo.co.jp:443 ¥
& HTTP Tunnel o Ipt.c.yimg.jpi443 il
& HTTP Tumnel to cache2-ebookjapar
& . Tundlte s - ESTIMATED WORLDWIDE PERFORMANCE
=] HTTP Tunnel to  quriosity. yahoo.co. jp:44: The following are VERY rough estimates of download times when hitting servers based in seattle.
& HTTR Tumelto - giwiz-content.c.yimg jp:443 [l o west coast (Modem - exs/sec)
& HTTP Tunnel to ybx.yahoo.co.jpi443 i 0.105
@ HITP Turnel to Elzpsed: 8102
@ HITR Tunnel to apan / Northern Europe (Modem)
@ T Tunmelto Elapsed: FifrH
& HTTR Tunnel to e )
& HTTP Tunnel to cache2-ebookjapan.akam. RTT: 0.455
& HTTP Tumnel to - cache2-ebookjapar . Eler=zie BeCES
@ HITR Tunnelto cache2-sbookizpan.zkam ... [l US west Coast (DSL - 30KB/sec)
& HTTP Tunnel to  cache2-ebookjapan.akam... E“’g;sm T
& HTTP Tunnel to - cache2-ebookjapan.akam. .
& HITP Tunnel to  yads.yitag.yahoo.co oi443 [l 72Pan / Northern Europe (OsL)
& HTTP Tumnelto b10.yahoo.co.jpi443 Elapsed: 1.155
@ HITR Tunnel to e @)
@ HITR Tunnel to y).p.adnys. com:44: RTT: 0.455
&7 HrTP Tunnel to - aw dw.mpact-ad jp: 43 Erah Boass
) HTTP Turnel to ybx.yahoo.co.jpid43
€9 localhost:31 Learn more about HTTP performance at htt fiddler2. com/r [PHTTPPERE
< HTTP localhost:3 1
<P HTTP localhost:31
@7 HrTP locahost:81 fisfpatoolis
g HTTR locahostia1 Imagelogo.png P
HITP locahost:a1 T I I-I—I'
[e:3 HTTP localhost:31 L J i _|' I:I 13 P
B HITR locahost:81  JUsers/_personal/Web/Sc...
3 HrTP locahost:81 fUsers/_personalfwebsc...
@ HITP locahost:81 Users/_personal MWeb/Sc...
<P HITP locahost:81 /Image/menu,
a7 HTTP localhost:a 1 Video Fiddier
P HITR locahost:a1

5 capring @8 web srowsers 1/85  htipsjfocabostsi

dw.impact-ad.jp: 443
b, 0: 443
fmain. php?scenario=5cen...
fcss/default. css

Tuninel to

vahoo, co

fisfiquery-2.2. 1.min.js

L
localhost: &
81 [fisfipatool.js

localhost:
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o AfllEa—m E&BlC#H B Inspectors &2V 79 3E.
LEEBICHTTPUZ T A, FERICHTTPL AR AD
RASNFT,

All sessions - &5 Any Process 34 Find [ Save |8 (3) & Browse - g Clear Cache T TextWizard | [& Tearoff | MSDN Search... @
[E) Smﬁsﬁcsﬁ AutoResponder | ¥ Composer ﬁ Fiddler Orchestra Beta | <55 FiddlerScript [E] Log | [] Filters | — Timeline

Headers | TextView SyntaxView WebForms HexView Auth Cookies Raw 150N XML

B Progress Telerik Fiddler Web Debugger - o IEH|
Hle £

Browse - 4t Clear Cache [T TextWizard | (K Tearoff MSDN Search.. @ & online x
Fidder Orchestra Bets | oz FderSorpt | [] Log | [ Fiters | ™= Timeine.
c

—> HTTPYZ T Ak

—T> HTTPLAF X
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% 1P

VIIAN/ LRAKRLAD EBBICH BT Hh SRR

EIRLET,

® AppGoatDEXE TlIRaw 1 2{ERALFY,

© Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help

58 winConfig () 43 Replay X - b Go | Stream [iffi Decode | Keep: All sessions - &B) Any Process 34 Find [& Save | i) (5) @& Browse - g Clear Cache T TextWizard | [ Tearoff | MSDN Search

Result  Protocol

Host URL

‘AutoResponder
Syntzxview | WebForms

# Composer "= Timelne

HexView

5] Fiddeer Orchestra Beta | <z FidderSaript
Auth

og | [] Filters

Headers | Textview Cookies

& Online x

7scenar lo-scenar 10410igstade=stages HITR/1.1
(ax(/h(nl‘ apph:anumxnmnxm =

io=scenarios101astagesstag

Langu 250
gent: mozil Q_(Windows NT 6.3; wOWe4; Trident/7.0; rvi1i.0) like Gecko
od 9z1p, ate
fon: keep-al
1

Pragma;
cookie: Login=1

Headers Textview SyntaxView

(9) Statistics ik Inspectors 4 autoResponder | # Composer | [§3 Fiddler Orchestra Beta | 45z FiddlerScript
WebForms

HexView Auth

Cookies Raw 150M KML

PhhREEEERHRHHHHHH *

=

Find.... (press Cul+Enter to highiight al)

[ viewmnoteoat |

Response body is encoded. Cick toffecode.

Transformer | Headers | Textview | Syntaxview | ImageView | Hexview | WebView | Auth | Caching | Cookies [[Raw | JSON | XML

Date: Won, 2z Jul 2013 08:01:08 GMT
server: apache
Set-Cookie: ExpireTime=1563789668; expires=hon, 22-1u1-2019 10:01:08 GMT; Max
Set-Cookie: APPSESSID= n?frsnb&ua4b4vs 15t2f7s012; expires=Mon, 22-Ju1-2019 10:
Expires: Thu, 13 Nov 1351 08

o otore, no-tache, mast-revalidate, post-check=o, pre-checkso

200; path=/; httponly
GUT; Max-AQe=7200; path=/; HETponly

b HEHEB DB BB

Set-Cookie; APPSESSID=gT37 ukmsfnras:navsuhhsdg i expires=Mon, 22-Ju1-2019 10:01:09 GHT; Max-Ag:

00; path=/; Hrtponly

Response body is encoded. Click to

Transformer Headers TextView SyntaxView ImageView HexView

WebView

Auth Caching

Cookies 150M ¥ML

Raw

R R I [ETeTE RTTP-equTv="CONTent-SCrIPT-Type™ CONTEnt="TexXT/TaVasCrTpT

<tiC1e-ERHEEFEY—IL AppGoat</Titlex

fstamers: personal ashiscenarignoy
- styTesheec”

5 Query-2 2.1 min. 15" ></5(r19(>
35/ Batonn jsac/scr bt

"text/javascript” src

auth_normal">

<div id="header ">
<img alt="logo" src="/Image/logo.png" /><hi-BEEEERRFIY—) AppGoat</hi>
</dive

<div 1d="navibar"s
<>

<

v
>

[ Find... Goress Crl+Enter to highiight al)

[ Viewin Notepad
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® CookieFDIEHREERI DM TEET,

Transformer Headers Textview SyntaxView Imageview HexView WebView

Auth d

HTTP/1.1 200 OK
pate: Mon, 22 Jul 2019 08:01:08 GMT
server: Apache

Expires: Thu, 19 Nowv 1951 08:52:00 GMT

Pragma: no-cache
X-Frame-Options: SAMEORIGIN
¥-¥X55-Protection: 1; mode=block

X-Content-Type-0Options: nosnifT
Keep-Alive: Timeout=5, max=100
Connection: Keep-Alive
Transfer-eEncoding: chunked
Content-Type: text/html; charset=UTF-5

bdzg|
<7xml version="1.0" encoding="UTF-8"7=

Set-Cookie: ExpireTime=1563789665; expires=Mon, 22-Jul-2019% 10:01:058 GMT; Max-
set-Cookie: APPSESSID=09Tmsobeqe4bd4vBrist2ffsol2; expires=Mon, 22-Jul-2019 10:

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Set-Cookie: APPSESSID=gtZ7qkuisforascO4vBuhhsdg?; expires=Mon, 22-Jul-2019 10:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" “hrtp: ./ www.w3.

<ftml Tang="ja" xmins="http:  /Swww.w3.0rg/1993/xhtml"™ xml: lang="ja"=
<head:=

<meta http-equiv="content-type" content="text/html; charset=UTF-8" /=
<meta http-equiv="content-style-type" content="text/css" /=

<meta http-equiv="content-script-tyvpe"” content="text/javascript™ /=

<titlex-lERatHEESFEwW—Jl. AppGoat</titlex

HTTPL RFR 2 A% Raw i iz TR L 76l
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