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h 37, “27&9 %, £f=. HMI HBIRSNI-IBE . BEEFIES AT LDRBICEEEZE5Z 50 N ,_iLj 5
HMI (R 1Eim =R ) BEMEIZIE LAY, — BRI EFEIELIZEE X D RAT LD RIEHARECHRA AT REENH D & 1@%1{{2 3
ST, ATAMIZEETAEEIL“2"ET B, HMI MEITLIZBR>=a7YURIZE->T. FEHEN HSE-é
BIERRIINAAEEMIIFEET D, BIEMICORATLIZEEL 5 Z A6 ILENEER '
%, &> T.HSE B9 %5 (X2 LT %,

PLC [FEICHIEMESEZIEL. T4—ILRHBICIE R T IEBTHD, TD=H.PLC HEMN
BRI DL, PLC AFIEIL TN 70— LR A HIE A EEICKR D AT EEE A ERIZELY, &
ST, AT AMICET 5L “3"ET D, — A, T—RIEIML TGO, FlfET—2D1E | ATEM%:3
PLC MBI, AEADERIIVLENEEZD, T-T4—ILFHEBAIETT IV ROHEALE | et 1 3
EINZH ., REHAIZHE LT, FT4— LRI RN ELTNDO . TOREEBLEAEL | #EMH: 1
B, UEERY, et B HCY 25HEIX“17ET 52, kD&Y . PLC AIESHhF- | HSE:3
BE. BEEMNICVRATLICEERXEZ AFIEEENE LD T, PLC 128115 HSE 2B ¥ 551
(F“3"¢E9 5,

22 [% 3-6 ([ZH\\ T, PLC (&, B TENEY S PLC &, EHERLRICHD PLC (A% —) & PLC(AL—7) @ 3 Fi¥i 5, RIZH PLCIZHRWT, BREMIZE D 3D, LT
Lo THIEHE (AT L, SEaME, R OBREE) OE EMIENZE D55 813, PLC & 2 ICK L TE EfEZE ET 285 ERELD,
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3.3. BEBELZDLRNILDES

KTl FEEES—RADY AT GBI DR D — > Th o FELELLOL L
DIEFREIT,

HS AT D RA T OHEEE LT, HEEELRMA (ER) 722813 VA2 05
ETARAIRILEFETH D, M2, FREWEDOY AT AR T D720 O REH | EBET DT
EMVARZ T DA B YD — DB T D,

FS AT DMZBITHFEEHEFEIT, FIL B a—EY T =7 Exy N — 78 THER S I
TS (BRFBED)IF R AT L&IE, RESER ST 2R > TVD, FilfHI AT L1%, fWIET 1
RMFGT A HBAT T BTN E RV EREFICO REED>TND, 1o T, FE
WEEZBRTLEEII F R AT LA TOMMA 2B R THD, CIA(CBEE M, 1: 5784k,
A AIRPE) EWSFEERTZ TIE7R< HSE (AR, St 2, BEREE~DRE) LV OBlRE %
BICANDZENRIELRD | 1272, 20 2 DOBLEITETHL TRV, [KH+&LL T CIA OFFIZK
ST, ZDOfERELT HSE ~D BN AELLL ) RIRBIRIZHY , MBLED, FHEMFLIER
HTET, JVIEMEICFZEICBITDIAIZR R HZEINTEDLDEEZBND,

IS AT D HS TVAE R EICBWO T, ZRHDOBLEDNG AR —H B AR IEERE
FHIERL THEESNOIFEREZTERTDIIENMETHS,

BIFCHE, ZBOBAD D, SUHIICIY EFONBHIC T, i,

O FEDIEIL, H1{b (CIA Bl b)
o HLETA T DIFELL
o Bty fEMOMEDIKT
o H—U X (ffh | HEATEE) DO I TRIEL
@ 1EHRIA (CIA #Blainb)
o FREEEW (EERGHT —& G T A—2E) OB, AW
® HEIEMOLGH, A
@ FEAkRME~DEE (CIA Bl D)
®  FEDRELIDLT —H (BIZITEH B O%S A
@ AHIBE (HSE 8 5insn)
® AT LD FIZdHHHEE RO RN B REF LD AHIHEE
o HLEMO AL LIC L DR E
® AT LM (HSE #BlAnn)
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& T x/LX—BHHIE OB, HilfH o BB I LD
o REMOFHICLDBRELILYL
© EFNETEAFERREAE
® HIERIIEDLNIHMEFREIEL
® [E ATE MR, BRECIE UL O g H - i LR RO T
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3.31. FEHELARNILOHMEEDES

FEPWER—ADY A M Tl BRI Lo TELDFE Lo ER 3 BB (1~3) DFERK
FL VLTS %, FREEL L ="3"1TFE LOPHEPRINILLERL, HEPEFL

AL =“1DFHFHE LOWEN/NINWZEEEHRT D,

FEWEOBRITFEREZLICRR D10 BALGE O ERIOS RS LoiTRE:
B, B FEEE I THHOFEA~DOZ B EE L FEREL VORI EEL EERT D, £

3-18 12, — XA EL ~ L O D B R 5T,

& 3-18 BEERWELANILOHIEEED EEH

S = | i B AE
EXLOWESKEL,
3 (1]
RELSE WERREIL AT LEKICR A,
RADRE L BSBMLLAIKRMSITEEEX S REEAH D,
EXLOWENTREE,
) (1]

-RELESE . BHEHEEAN AT LO—EICRESNSD,
SHOBRE L REGHIIRANGITEZSZ LA REEAH D,

EELEOWEIL/NELN,
(1]
-RELEHE . BMEHEEAF AT LOB—EIZRESNS,

-SHOBREL PEELUTHLLE T EZ5 X5 REMEAH L.

FEAM R OB A E RAEEL | HIWTEEE BT DBRO S BIEREL T BREDOEEED
AL YE (3.2.1 TH) IS THRAT L7, IEC 62443-2-1 @ Annex A.2.3.3.7(Table A.2 - Typical

consequence scale) (& 3-11)b&E&(T705,
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3.3.2. BEWMEDRE

FEPELV SV ORWHIEEZ TR UK, FREWER TN ECLLWES T UL Thbic
KT HEEWEL ~VOEERET S,

# 319~F 3-20 &, FEWEOTEHEFIZ/RT, £ 3-19 1%, FEFELFEREL LD
EEER LB ThHD, £ 3-20 1L, FEFEHELLE VA FEEEL ~NLVOEEER LB
ThD, ZZCIIFEEWELZTODIHED | FEWEZAECLLES T VA0 BIRE GG, F
FEYPFENR—ADY AT R (4.2 H) IZBWTERL TH &,

& 3-19 EXWEDOERM(1)

15 EXWE
E X 58S BEHEOHUE )
e L)L
gD OOHER . OOMMBBIBEAD Y A/N—REITKY . [REIZHL
ST
1 THBFLEARLEL HRITEARLGEEZREL. BEERFOSHE 3
OOf#t#afFIE s o
HIBRNELDHERIC, BHDEBENKREUETT 5,
OO&EREE. OOMMEBEAD Y AN—KEITKY, REHIHIC
FRE it T \ s
2 BOVTHBEENREL HRICEEZRIEL, BEERFOELN 2
OOf#t#afFLE e
ELBHEHIT BHOEEMNMETT 5,
v OO&EHK K. OOHMBIBEAD T A/ —HEIZKY ., RED L
3 ZHESHEVOOFBEEICHMBLTLEN . HRITHELRIFL., BEE 2
OO ##a X X
BERZEDEANELDHERIC. BHDEBEMNMETT 5,
OO# & lE. OOMMBIBEAD Y A/N—REIZLY . BFHIRATHIE
i SNTHHBFELENRETIEHIC REELERFIROREE I
4 HEDHIE s ) 3
T HRICBARGEEZREL. REEREOSHETBEANELSL
HIZ, BHDEBEHIKREETT 5,
KIRE YAN—KEEZZT. OONEHKFELDEEEEELLGEN LD
5 xEER D . BITHROMEFHEABASMERY . TOREHEDT= TR KERE R 1
DFE BERANKET D,
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& 3-20 EXHEDEEH(2)

17

BRWE

EXREOUE. RELSUL

EXEWE
LRIV

RETOD
OO#tiafFLL

OOHERK. OOHMBRIFFAD Y A/N—KEIZLY, [BEIZEHEL
THIBFLEAREL HRITERGEEEREL. BEERAEOSE
TBRMNELCDHEHRIC, BHDEBOAREKETI S,

141 | OOBBEBBA~DY A/ —IE

1-2 | OOHIGRBEADH A /N\—KE

1-3 | IS A—~ DY A —

R i TD
OO##aFLLE

OO&ERK K. OOMIMBRBHEAD YA N—NEIZKY, RIEHIHIC
BOTHGFLEASREL HRITHEEREL. BEERFOELN
ALHEHIT, BHDOEBEMNMET T S,

2-1 | OOBEREADY A N—HE

22 | OOHHERBA DY A/N—E

2-3 | HAES L A—~AD YA N—NE

TR
OOm s

OO&LE:R K. OOMIMRIBEAD Y AN—KEIZXY ., RED L
EHSGEOVOOEBEICHMBLTLEN. HRICTHEBERIFL., BE
BERZDEEINELHERIC, BHDOEBRMNMETT S,

3-1 | OORERBADYA/N\—KE

32 | OOHHMERBEADY A /N\—KE

3-3 | HRER I —~ DY AN E

Rl DRI

OO&EHK K. OOHMBIBEFEADY A/ —HEIZKY, BRIEAIRIE
ENTHBFELENRETHERIC, REELEBRTIROEEENH
T HRIZERGHZEEREL. BEERFOSHELEENELHE
I, BHDOEBENKREUETI 5,

4-1 | OOHERB~AD Y/ /N\—KE

42 | OOHMBHADY A/ \—B%

KRR
*RER
DHEE

BAN—BREZZT. OODMBFILDOHEEIRELLGA 211D
D BITRHRDHEHFEABRSMNERY . TDEEDT=O I KRR
BERANRET S,

5-1 | AVA—RUMMEHRRANLHIERRYET—IADEA

5-2 | BE#OME- KA
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3.4. BRLRNILDES

AHICHE, T~ — AR OB~ —ADY RIS B0 DI RO — > Ch DKL
SADERET,

ARETIE, TEENHIE S DRHEFEIRE LT, B s34 o nlaetEa DB L~ L | ERETY
%, BRI~V OHWIEEEIT, FHEEHICTERTD (G 3.4.13H),

B OBEMIL, VAZ T O TR TR s,
BPER—ADY AT 55K (4.1 Hi) T, —IRKBIZHTHEBTHY, ErEIZKHT B~ D
BT T D ATREM A B~V ERES, B REICRIT DL, WEFIEIC L THET S (&

3.4.2 1),

FHEPFER—ADYAT 5547 (4.2 ) T BBV = TDHETHY, 2 DBV —
SIS D ATREME A L L LIRS
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3.4.1. BELANILOHIHELEDES
ARETIEL, ZRENOVAZ S FIEICB W CEET B B0 R AT 5 A felk % & @L<
JUJEREOR, 8 BYfE (1~38) O CELM 5, BBl ~ L = “8” 13BN ET D RetE N E o &

wERL, B~V =13 AT D P REME MRV 2 e BT,

£ 321 |2, —RAYRB L~V OB L HED E R P27~ FFEE BV T AER
ZEIHALORHTEL AT MM TOE A BB L, HIWr kL T8 7D,

& 3-21 BELANILOHEEZEDEEH

S = | i B AE
AT HEHEEABL,
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SEREICHKETEHIENTFRINSG,
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(1]
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28 WREN—ADVATSHTFIEICBWTARE T2 BIL 4.1 €T, FEHREXR—2DV A7 SHFEICB O THE
ETHEBIE 4.2 Hi T, ENENHHETD,
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342 BR(KRBF R EZTDNEE
B PEAR—ADY AT SHHCEB VT, FEEICH L TR ES A B TR B e BT,
W FEOR S T BB A, LT, TS (KR FE) | &R, T (BCETFE) 113,

B PEDAYHE (Has K OISR IE) 12K TR D, BEER I L TIRIESNDE I (B FiE) & %
3-22 12, WERIICH LU THEESNE B (KB F1E) 2R 3-23 1R T,
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® FRIEEAFLIFZAFBEROER(FERTA1Y)
o RIIMBEEFILTULHEEADEA
1 | RETHIER FYRT =B THBIZBAL. HBE2ETT S, ® HIFRICNTETAMBEDER
o RERBFREIOLRBEOLTER—FEKRE)
nDEHA
AEMNFIRESN =X E - 8 (RN FRESNTZHZAE) ICTTERA
> | mmEmEA I5, o BN FHBREH—NEADFERA
HEWNE. MEHT VAL GRS IR (S I0FERNITHRESN v/ HERDTIERK
T-HERE) DHIRERERRT 5,
® RIFAFULIZBAFEROER(FERTA1Y)
3 | NE#HHE BBEOIV—ILVEDERBRETRAL. REEZEITT S, AT G UVEERA~NDEA
HERICNET HHEEIEDER
AR E FLEOHABDSE. BEBBEADTIERIEEZET D
4 | meime B)DBKBEEFRL. HBEETT S, A— LRI o7 LB E
BWERITIL T, EROEK-HBFLIEGELER, WECHET 51T TILYI T IR L READEHLAH
ANETINDS,
BRI H LT, RIEITHLAAT IR - 135 (CD/DVD +> USB #3235 | @  FIEM{ADEL
5 | FIEEAK-HERES o .
£)EEGEL. WBERTT S, o WWANLDHAAH BEADEEHL
_ WENZHUB LICEETIEROTOSSLPIATUR . Y—ERE |0 JTOJSL / aAvUROFRERST
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° L 5. BEREOWEER) EHRT 5, ° FENTITIOHN
9 — BBENITEMRSNTODER (VI 7 RBILER. BRERER |0 HETOTSLOBEA
. BEEREORBER ZHIAT S, o HlH/\SA—EDBREA
10 — BRERICEMSNTODER(VIbY 7, RIEHER. BARAERERE | 0 #HlET—20HIK
. BESREOWBIER) ZHIET S, o HHT—20EFE S
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12 WaE=LE BERDHEEZFILT S, ® FIMFTORERT
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EESEEHET 5. o HMERDOMBHUEERALI-Y—EZFISMLEER
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o JRFAENAIIHRDEZHHL
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15 e W=1ER (Vb7 RALER. BRERTEER. BEREORZF |0 UN—RIVD=TYLY)
) HHEEEND,
& 3-23 EEGRERRE ICHIIBE (REFE)
# EZB (HEFiE) 2tEA B {44
T - E1§7—7‘)b€@%ﬁblﬁ1§€~ﬁ%¢éo o
HDNE, BBISBIET—TILESIERE . BELTEKT 5,
2 | ‘SR BEULDREN ST vIEHRESE BEBIKELT S,
3 | BRWE BRBEEZHET S, o HEBRDEH
4 | BEE FZYhI—Y LERNDEREEET S,
5 | BIET—HHIA FZYRI— LERNDERERSAT S,
. e . o EAADE/ AL PC FIEHEH
6 | RIEREESESR FYRD—9 EICRIEREEEERT S, o RIEAE R DRE
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[354]
ERBDETIEERIRISMFEICBITAEBROEK

BERHEVWSAER. BREFLVTAIROAV AT LOERZREERE (ISO/IEC
27000: Information technology - Security techniques - Information security management
systems - Overview and vocabulary) [IZEWLT, L TFTDHRICEZIN TS,

® Zgi(threat)

X1 T1ERELTEEZ5IERITAIREMEDHLFFE. BN, TOavFEEE
EZLNFETHERICELS, X)) TERDATEEM,

FlEIS R T LICHT BIVRIDICEWTEBERET S, LEOBMEER—XIZ,
BOETIWEBEBLTHIILLEITHS,

® ZEER (threat event)
X1 T1ERELTEEESISECTAREEDHIEFRF-(TKR, HEICER
BRRELIBE. 422 T Uk (incident) 1EFEA,

® ZEEIRBBI—> x>k (threat source / threat agent)
ERERETELLHERELGD ADFEIIME,
OMMHER(BEZH OREES) . OBXMHER (NHMEENBLAE). OBEMN
BER (VI T7EES) . OREMNER(BRKES) IIHHEINS ORUVQIZE
9 HEIR (ANEIR) D5HE | [HE A (threat actor) IEMESRZENH D,

® EEAUA/HWEAYA (threat vector / attack vector)
EBERICBLVT. HEBICERAINSBR(BROET LEICTEWTIKIESE K
(vulnerability) |ERIBINDHIENLZ L) [CE DB ERRIR,

® ZEXR. ¥R (threat target / target)
BRERIIBVWT. R EZR TR (APPEES), B, HEXR,

® FEAT[HEEM (likelihood)
BERBEENRLEL. BRRRICHTIEENELDHAHEME,

o ZTOHMNER
BERBERETHMICETIVIET 5128, TIREF & (attack type) 1T E B # (attack
objective) |T B E#E R (potential consequence) INE A THEETHEE1H5,

KETHDEEAN—ADIRIZMICEITAIBEIE. HICTBEARICEDIHEF X
[SEELTHH-FHEITEDTHD EEWEN—ADVRINWICE THIBE . [E
BERIEREST-FTMETEIDTHD, WTIORITHEICENTE, TBELAILIIE,
MFEAERREMCHIET B
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3.5. EXaUTA4XKIEB DHER

KEITIE . GRENR — A NI E R — 2D Y Z 75T 31T BB D — > THh A EES
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ENZEA B, MIs L~ = VI3 A2 T ALS ATREME BN D LA Bk T 5,

Hada ML~ L OB EIC M7= T, BRI KT T DX 2V Tk F kA 3 B (1~3) D
[ L L CEEMI L CRIF 32, %L ~L = “S" 13t T 5 2 Tt lm R mn o &

ZERL ., RL AL =158 F 20 T A RPMERNZ L2 BT 5,

HaggPEL ~ L ERFRL VO E S GHEL R S HIBTEYE) 2, & 3-24 1T7 T
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BEDEHICENT, MESEEEFIRALERBEIRELTLEN,
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https!//www.ietf.org/rfc/rfc2119.txt

63 [E| PRI AERIAR O UE MBI O B RFERRICE S TUL, T T RETHD, |OURTRELSN TODLEHIT
TETDHN, REICRIT DT BZENLEEL, [1F, BERSEATICBEL TRZETHD,
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BF =y ZYAR T HEEORGZ, LU TFIRT,

BRIV 7 ZLEDORIE
B.1. BEEMFAFvIIRL 7.1
B.2. EMAKERRFIvIIRL 7.2
B.3. NEFAEXRFTYIIRE 7.3
B4. I7ATI+—ILEREFTYII)RL 74
B.5. S EBECIEEMARKF VIR 7.5
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B.1.

FERMFAFYI) AL

EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fv9') ALEIER

HE |

R#L EEREAR)

EEST7ILOUXLERE

[BESET7ITVRL(HERES)EZFALTLSIEE]
OREHTITIVALERRT B,
OCRYPTREC &5 ') ALD I E F BT HE L2 05
OH#BREESLLTIOVIEELZERATIES

CRYPTREC REH) RMZigE SNz %*IJFH% REFRATHIIENEELLY,
OfER 128 BV LD B EAEIRT 52,

SUAMIZBEH SN -ABRESERRAITOIENEELL,

*NISTIR 7628: 4.1.2.2,42.1.1,4.2.1.7
*NIST SP800-57 Part 1: 4.2.2, 5.6
*NIST SP800-131A: 2

-CRYPTREC Rg&1) X+

[(EFBR7IILTIVXL(NRHARES)ZFEALTLSEE]
OREHBTITIVALERIRT B,
OCRYPTREC BB ArDIEFBAFHREB S )AL ICHRE SN - ABRESZIRATHIIENEFELLY,
OFMBK ELDHME N MEEFT-IRAM S BHEICEOCARERESNIGS. #K 2048 Evh Ll L (FEFE 2030 £FT)
F-13BE 3072 Ewh LI E (FE 2031 £ LUR) DRSS REEINT 5248,
OB #R L DBER MRIREICE DA RBESDIES . BR 256 EVFU LD SREERT L,

-NISTIR 7628: 41.2.2, 41.25,42.1.1,42.1.7
-NIST SP800-57 Part 1: 4.2.4, 5.6

-NIST SP800-131A: 3

*CRYPTREC 5! X+

[(BEF BEET7ILTUL(AREES)ZFERALTLNSEE]
OREHBTITVALERIRT B,
OCRYPTREC BB ArDIEFBAFHREB S AN ICHE SN - ABRESZIRATHIIENEFELLY,
OFMRAK EDBE M MEBE T IIREH D EMBICE IARBEENIHA. #E 2048 EwhLL L (FEE 2030 £FT)
F-3E 3072 Ewh Ll E (FFE 2031 £ LUE) DRSS REEIRT 528,
OB iR L D BRI S RIREICE DK AR S NIHE. R 256 EVF U LD ERERINT 5L,

-NISTIR 7628: 41.2.2, 41.25,42.1.1,42.1.7
-NIST SP800-57 Part 1: 4.2.5, 5.6

-NIST SP800-131A: 5, 6

-CRYPTREC EES') R+

[(BSVELT 7TV L(RBERES)ZFEALTLSIES]
OREHTINIIVALERIRTHE,
OCRYPTREC &5 AN EFEAFHELE
OfEFK 128 E‘Jl‘l&li@ﬂa"?ﬁéﬁ*}i?éu&o

SUAMIZHBE SN A BRBESERATIENEELL,

-NISTIR 7628: 41.2.2, 42.1.1, 42.1.7
-NIST SP800-57 Part 1: 4.2.5.4, 5.6
-NIST SP800-131A: 7

*CRYPTREC 5! X+

[BER(EH)7ILITVXLEFEALTNSES]
ORERTINTYXLERIRT S &,
W“B’C‘ﬂtd)7)l/:|‘")x“_/.\’é1§)ﬁL’Cb\éi%A\
CRYPTREC B SR DI EFHFHREB AN ICBE SN =TI TIVALEFRBTHIENEELLY,
O Eing ’\—Zd)iﬁA‘fLEQSEJFU\J:G) EERETERTHE,

-NISTIR 7628: 4.1.2.2,421.1,4.21.7
-NIST SP800-131A: 8
*CRYPTREC S X+

[Ny 27 LTYRLEFERALTNSES]
OREHTINITYXLERIRT BT,
OCRYPTREC FE SR DI EFHFHEFS AN IZBEIN -/ 1 BBEREBATHIENEELLY,

-NISTIR 7628: 4.1.2.2, 42.1.1, 42.1.7
-NIST SP800-57 Part 1: 4.2.1
-NIST SP800-131A: 9

-CRYPTREC &S R+

[AyE—PBHA 7T XL (Ayte—URa—R) #FALTLSES]
OREHTINTYXLERIRT B L,
OCRYPTREC RS A+DIEF BT HEE RS
OBMFENYLAR—ZDIFE . EF 1T AE (XERBREOHRRK) 128 EVFLI LD
O BREEA—IANDEBEAE. BE 128EVFULORESH#ERIRTHIL,

BUAMIZBEEN AV —URBRIA—FERATHENEELLY,
SHEERT DS

-NISTIR 7628: 4.1.2.2, 42.1.1, 42.1.7
-NIST SP800-57 Part 1: 4.2.3, 5.6
-NIST SP800-131A: 10
-CRYPTREC S R+

[ELBAERTILTUVXLEFERALTNSIES]
OREHLTINTYXLERIRT BT,
ORETHDT7ILI) X LEFER l,n\%ai%A\

CRYPTREC FESJAFDIEFBAFHERB S RAMIZBEIN =TI TV X LEFEHATHIENEELLY,

*NISTIR 7628: 41.2.2,42.1.1,42.1.4,421.7
*NIST SP800-57 Part 1: 4.2.7

*NIST SP800-90A

*NIST SP800-131A: 4

-CRYPTREC &5 ') Xk
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EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fryy') AFEIEH

HE |

RHL EERE AR

BOEM

[HERES (HEBER) ZFEALTLSIEE]
ORELAEEANWT. BEERT DL,
OHBRIZ. LTOVWTNHODHETERTHIENEELLY,
(1) B—HhIL(BEFERTIHEFIN) T U TOVWTNADODFETERT S,
ERRELAATICER UL ER T LT X LK seed ZRTEL. REDTOAEEERETALNT seed ZHHLT
BERT S
WERNICERSREFADORPAREN S, H4 R BIE (KDF: Key Derivation Function) Z FAWNTHAERT 5,
2) VE—MR—DOREERT SOOI OEBETELIE=F W BY—/\)) ITBWTERL-EEZ TS,
OBERIX. BEICEBL-BEEE LGN EEZHEILE-LETERTHIENEELLY,

*NISTIR 7628: 4.2.1.2, 42.2.3

10

(AFSEES (AFE  MERORT)EERALTLSER]
ORELHEERVT. BATEERTHE,
OMZ2/\—t4%H 95 H/WHWHI:HSM, S FRRIKZER D IC) DRI TEATEERT HEMNEFLLY,

*NISTIR 7628: 4.1.2.4.2

ROERM

11

(@SS (LER ZFEALTLSIEA]
OXBRII. EEMRVEEMZEH-T RGO T TRMI S,
ORDOBMICAVNSAN=ZZL B BESTIVT)AL)([F, DIELKELBERFDREZFOTNHIEAEFELLY,

*NISTIR 7628: 4.2.2.3, 43.3.3
*NIST SP800-57 Part 1: 6.1.1

(AFSEES (AR HEROXRT)EFERALTVSER]
OLFBEITLME. MERITEMRUEEREZH T FHOTTERMATSHIL,
OBDOBMICANDAN=ZXL B BEESTINT)AL)(F, DIEKELBERFDREZFOTNAHIEAEFELLY,

*NISTIR 7628: 4.3.3.3
*NIST SP800-57 Part 1: 6.1.1

BORE

(HEEES (HER) ZEALTLSEE]
OHXBRII. TEMRVEENEH-TREDTTRET S,
OX#tIZFIRT HIBER L. MR/ A—HEFIT D H/WWHLBESEREBEERDIC) DRATRE T HENEELLY.,

*NISTIR 7628: 4.2.2.3, 4.3.3.3
*NIST SP800-57 Part 1: 6.1.1

(AFSEES (AR MEROXRT)EERALTNSER]
OLRBEITLME. MERITEMRUKEREZH-ITEHOTTRET S L,
OMERIL. M2/ \—EEHT S H/WHWB:HSM, BSHERRBIRERD IC) DN TRE T HEMNEFLLY,

*NISTIR 7628: 4.1.2.4.2, 4333
*NIST SP800-57 Part 1: 6.1.1

15

O—DD#EL, BE— DMk (Bl i1, B |MIvEL Y ELMER . EFER) TRATHIEAEFELLY,
CH—-DRESROBSLENERICEROKELZRIRT 5156 (B ER LREL. BSEEFRED £
RAF REEAROARE MEREATICHTIAFMBMAERTERDODEFELER

*NIST SP800-57 Part1: 5.2

i

BD—3

yEd

16

[HEHES (EER) ZFERALTLSIEE]
ORMBEICFHTIEEERE. BEILEAET I —FHOMEBRZEIT—EOH R BEREFRTHE
ZEBULO#BTHEREEALANIS),

*NISTIR 7628: 4.1.3, 43.3.3

17

(DRSS (AR WEROAT)EZEALTLSIES]
OB EIC—EDRFARRTEZFEARATHIE(Z AU LEDHEBTHEREZLALLGNIYL),

*NISTIR 7628: 4.1.3, 4.3.3.3
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EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fryy') AFEIEH

HE |

RHL EERE AR

BEEFR (S5

(BRI S 7 LT X LEFRALTNSI5E]

18 | OREBEATA—SEBATHE. it

ORAVINTGA—A(E, BEEHEH-TEHDOTCRA-RET S,
[(JovImEEEERLTLSIEE]

19 | ©IOyIEBIL. EEAFAE—F(CBC E—F, CTR E—K%) ERRLI L TRAT AL, i

OCRYPTREC 5 ArDIEFBAFHRERBS)AICBE N -FHAET—FEFEATEIENZELLY,
[JavysEEE D CBC £—F., CFB £—K, OFB E—F&#EALTL\%1548]

20 ©CBC E—F., CFB E—RIZH[TAFHEANI2 (V) [F. FRIFREMZ BT L, -NIST SP800-57 Part 1: 6.1.2
©OFB E—FRIZHIFTHMEIERIZ(IV) (. —ED (AEWIELZD)EEZFERT S, -NIST SP800-38A: 5.3, Appendix C
OMHBERIA(IV) &, REMFH-TEHDTTRMA-RET DL,

[JOovsEEESdn CTR E—FEFERALTULSI548]) .

21 OR— D ERCEASh A2 TN AN ENREH L (A— DR BRTALAY AEBEALLNCL). NIST SP800-38A: 6.5, Appendix B
[JOvsrEE D CCM E—REFERALTLSEE])

2 | OR—0HERCHEASNH2TH Nonce AENZRAD & (Fl— 0 ERTHL Nonce ZBEALANE) NIST SP800-38C: 5.3
[7OvIEEE D GCM E—F, GMAC E—RZFEALTL5154]

23 | OMBMIEAIAWV)IE. —BD(ENRES) EEEATHE, ST ShB00980, 2211 82,5, Anoondis A
OMAERIA (V) &, T2 M EH T EHDOTCRA-RETHIL, T

[ EHZRTEHR (Shared Secrets) AL TLVSIES]

24 OHEEMBFRERIE. T2 RUEEMHER-TEHEDO T TRM-RETHIL, -NIST SP800-57 Part 1: 6.1.2

OFERDKRTULI-ABEMBERBRIE. FONEET DI L,
[ELEE R seed Z{FERALTLSI5E]

95 OFEBAERA seed (X, +HRBIVNAE—%F - EEXFERT 5L, -NISTIR 7628: 41.2.1, 42.1.2, 42.1.4
OFEHER A seed . EEMRUBEEER-IEHOTTRA-RET HIE, -NIST SP800-57 Part 1: 6.1.2
O—EFEAL-EL AR seed [T, FEONEET DL,
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EERMOFMER X2 T+EH (ORZE., O#R)

S )

Fryy') AFEIEH

HE | B EERAR)
BOFEFH
(F—2E S L REOHER (HBRFES)ZEALTLSEE]
OT—AEELRAZEOHLERE. B GH AHMERALI-R. BEEHITHIL, 'NISTIR 7628. 42.2.3. 4333
26 OT—4BEStAEO{BERE. BHECHATLIEE. 1 B~1 BREURNICEHFRTEIIENEFELL, NIST spsoo;sf 'P;r'n_'s' 3'
OT—AMEELRAEOHERE. FHEECHAITIEE N vAURNICEHRTHIENEFELLY, o
OT—AME LRGN L ERE. BIEECFIATIIEE. 2 FLURICEFRTIENEFELLY,
[FREERED @8 (X ERES)ZEALTLDEE] "NISTIR 7628. 43.3.3
27 ORI AZD L ERIL. B GH AHMERALI-R. BEEHITHIL, NIST SP800;5§ Eém- 53
ORIAEDEERIL. 2 EURNICEHFTHIENEELLY, o
(BSvELT AR LER (L ERFERS)ZFEALTLSIEE]
ORZVEL T HAEOH BRI, EULH AHMERALI-R. BEEHITHL, \NISTIR 7628. 4.33.3
28 | ORSYELIMEMERIE. BHEIHATHHE. 1 B~ 1 BRALNICESHTHIENLELL, \NIST SP800-57 Parti: 5.3
OBSVELTAEOHERIE. PHEEICHRATIEE. 1 v ALURIZEFHTIZENEELLY, o
ORZVELTAEDHERIE. BHEEICHATIEE. 2 FLURNICEHTEHIIENEFLLY,
[vRea—BRAZOHER(EXERES)EFEALTLSIEES] \NISTIR 7628: 4.33.3
29 OVRA—HAZROHBRIE. BULAAHMZRBELI-E. BEEHTLHL, NIST SP800;5§ ﬁém- 53
OYRA—EAROLEEIL. VEEL 1 ETLICEHTEHIENEELLY, o
(ELBAE R RZROHBER LERES) T L MR MERRT (AHRES)ZEALTLSEE] \NISTIR 7628: 43.3.3
30 OILBAERAZRDOHBER - VAR WERRT L. BUGHAHMERALIZR. BRTEEHITHIL, NIST spsoo;sf b;m1- 53
OEBMERTINTIRLDNEDEHICOLWTRELTLDIGEE L. TRITHSIEMNEELLY, o
(EFELRAZROARE HERA7 (NRARES) ZEALTLSIEE] \NISTIR 7628: 43.3.3
31 OBEFELRAERDOLAME TERATIL. BULMAHRMEZRBLIE. BRTEZEHTLHIL, NIST spsoo;sf ﬁém- 53
OEFELAZRD LB MEBRTIEI AN FE~IFURNICEHITIIENEELL, o
[FREEREDLRSE MERERT (AFEES)ZEALTLSEE] \NISTIR 7628: 43.3.3
32 ORI AED ARG MERRT (X, EUGHAHMERALIR. BRTEEHTHIEL, NIST spsoo;sf ﬁém- 53
OFRIAED AR, MERBRTI(E. 1 E~2FLURNIZEHFTEIIENEELL, o
[(BEBRZOFMN KGR BER ARER7 (AFREES)ZFEALTLSIEE] 'NISTIR 7628: 4.3.3.3
33 OREFEREORHNEMEZR. NRARE. SV RAHMERALI-R. BRTEEHTHIL, NIST spsoo;sf ﬁém- 53
OREERZOBHNLEMER.LARABE. 1 E~2 FLRIZEHFTIENEELLY, o
34 [(BEFREO—FNGHMERNRERT (AFBES) Z2EALTLSEE] -NISTIR 7628: 4.3.3.3
ORLFREO—FFHLGHER VR, —RFAATIEIC. BRTEEHTLHIL, -NIST SP800-57 Partl: 5.3
[(REXREOMER AR 7 (NFHARES)ZFEALTLSIHEE] \NISTIR 7628: 43.3.3
35 OREXRFOMER. AR, BULFRAHMAZEBLIE. BRTEEHTLHI L, NIST spsoo;sf #ém- 53
ORELERZOMER. AR, 2 ELURNICEFHFTLHIIENEFLL, o
36 ORDTAVNREELIBE. RONIREEHTHIL, -NIST SP800-57 Part1: 8.2.3
37 OR—QOHBREAVTHESILEZTIEKICE. FIRERITHIENLEFELLY, -NISTIR 7628: 4.2.2.3
O#FEU LA AEKERBLI-E. BEEHTIEMNEZELLY, -NIST SP800-57 Part1: 8.2.3
OBDEFIE. UTONTIALIDAEERANT, REICITITE,
38 EOVRICIHKRFLEVRE THLWLBEZ £ T 5 (Re—keying) o -NIST SP800-57 Part1: 8.2.3
HWRBIKRET AR THLWNEEE KT S (Key Update) , CDIBE ., FHILLEMNSH VVBEEHRAIEELRC L,
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SR ORMER L b5 7Bl (OB, OfE) BR@ () o 7z ’;’é@f;ﬁ =
BOEE
39 OFELLGHI-BIT. REICEET HIL, -NISTIR 7628: 4.3.3.3
OFRELGH-R (X ERBEEOHER. NFHRESOMER) (L. ZOBRTROMNIHIBRTHIIENEELL, -NIST SP800-57 Part1: 8.4
OERAHAMPICHGEERTIRICOVT EARTRORELEETBEEITTHLIL,
0 OmmmR T 2R, BRI T EOMHIRT Ao EAEELL, NIST SP800=57 Part: 8.4
fEFaibxt R
EET7ILITVXLPREDOERIE(BEXLELZREMHDET)ICHAT.
41 OEE7ZILIVALDANBZLREDEREZEZERELTHLIL, -NISTIR 7628: 4.2.1.3
OFmOBET7ILT)XLERELTHELIENEELLY,
[(¥] SHERIZHLT,.ICRYPTREC ##EES) XM1&L, CRYPTREC W AT A EFHMFICHITIRAZED-OICSHEITREEE D) X(CRYPTREC BEEJAR) I (FRL 29 £ 3 A 30 HiR) #1697,

http://www.cryptrec.go.jp/images/cryptrec-Is-0001-2016.pdf

5% BRI BESNIZEE . HESNSIBETILIVXLPE—REIERINSAEREZETILELHD,
BIZ (X, AT - BB ICERRALES BN AR SHIBRENIGE L. BIDHRBEE~ABITTHIENEELL,
OO BEZILTVXLDANBZACBROEREZZELTH(IENAVLEEHTHA(EE 41 SH),
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B.2. E#MEKERKFIVIIAL

BHEREAROFRER X 1VT+EY (ORZA. OfR)

S )

Fv9') ALEIER

HE |

R#L EEREAR)

ABOXEK

[RERZRATLAUTONWT WO DEREE-TI5E]
DONERIRT—IODEDEFA—ILDZIEMEEEZF LTINS,
QNEBR YT =IO MDD EFA—ILZEMEEE T IR DV RATLE, BEEMT-FEENICESRIATNS,

OBFA—IBHTEABREEAADIRMODFETOTSL(RILIIT)E, FYET—ODAO (F—kD2zA)IZHT,
BIZIEUTICRTHRMEEAV T, RA - EHRTESIEMNEFELLY,
YRRV IR
7 A ILERHT
BIENERET
-IRDE R
LEaT—iay

COF IBHE I DEHERI-ITHREFELGIRAMODYIZEHEL TS ENEFLLY,

H—EEE: 6.24 BFEIE() )
H—HEE: 6.2.2 BFEIE(Db)

[RERELRATLNUTOVNTODOEREB-TI5E])
ONERRYRT—ID Web H—I_"ADT7HER#REEFL TN,
QNERYRT—I D Web H—N\THOLAMEEFZB T IR DI ATLE, BEEMNFEIIBENICERIN TS,

OWeb H—/\BHTERA - BEEZHAIRMOFAETATSL(IIILIIT) &, FYRT—IDOAD(F—r2z ) IZEWNT,
BIZIELUTISRTRMEEAN T, R -ETESIENEELLY,
YRRV R
- J7A LR
BIERN R
IRADE R
LEaF—iay

COFF IR I DEHEMI-ITHREFERIRAMODYIZHEL TS ENEFLLY,

H—HEE: 6.24 BFEIE() )
H—EEE: 6.2.2 BFEIEN)Db)

(REFRVRATLIZEITE Y —N\PEHERALUTOVNTNADEHEH-T 58]
ORI T—0 (MR YET—IDBRBESN TOD RV T—HZ BT ITHERSh TV S,
Q4K (CD/DVD. USB AE!Y), #Ms 1+ HDD %) DA AAEEEEZAL TS,

O (BFA—IL-Web H—/\-HEARZEZRBRAL O BA-BEEZRADIRMOFETOTSL(RILIIT) %,
3 H—/APHR(TURRAVM) IZEWNT, FIZIEUTFISRITERMERN T, RN EHTES2E,
HURRYI R

- J7 A ILERHT

-BIERNEEN

IRDEUMEMN

LEaF—i3ay

SE—EHE. 624 ESFEIE() )
HE—EE . 622 BEFEIE) )
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BHEREAROFRER X 1VT+EY (ORZA. OfR)

S )

Fryy') AFEIEH

HE | B EERAR)
PR T
OMEDHYFT—IEERL . BIZEU TSRS BMERNT. FEJOTSLDBAZRBICRATELCENZELL,
HURRYIR
J7AILERHT
4 SBIENERT Gi—HAE. 624 WFBEIE(I)Db)
R BB UMM
LEaAT—I3ay
AL
OBz IE. UFISRTHMERANT. BA-BELFETOTSLOREICH A RELED (EEEEROER. . 624 EEFEND)
FEFHEREHEEE) CRAGEOILAZEBIETEEEALEELL, —EE. 611 BFEAEDG), (1))
5 YR —H DG A E = LR '
=p= , HE—EEE: 6.1.2 ESFEIE) ), (1)b)
HEE- 7 OERFHHDOIEE G EAE. 613 BFBEED)
EEEEROEERIL » 6.1
[(BERRL AT LAUTFONThADEEERTIES]
ONEBR YR T—IADT IR HERE (Web BIE ., A—LEEZ)ZHLTLS,
QNEAR YT = DT I AMREZ A THRDY AT LE, BEIEME-FREMICERESh TS,
6 | OAUrT—HDHO (kT NIT AU TSRS RHERNT. BA-BRUEFETOSSAORSMICEEE | T 2 624 BFFRG)
FELES(SEEEROER. FET/EREMEES) ERANTELCENZELL,
LEaT—ay
OB EE T 8 DEMER-TRHELFRELEIBRMOSYIEFLTOBIEAZELL,
OMED Y T—HEERL . FIZEL FISRTHMERNT, BA-BRLERETOS S LONEIZETS
FELED (SEEEROER. FET/ER EMEES) ERMTELCENZELL,
7 LEaF—I3y H—EH#. 624 BFEEO)D)
AR
OB IEE 6, 8 DEME BT RHELZRELIBRMOSYIEFLTOBIEAZELL,
[REXMFRIRATLIZEITHH—N\PIHERNRYET—IIZHEKIN TS5 E]
OH—/\PEFK(TURRAUR) [ZEVT, BIZEUTFISRTHEHERVT, BA-BZELEFETOSSLORMBIZEITS . "
8| FenEm (BEERBOBR. FE7IHR . EHHEES) ERATEDCLALELL, M—LH: 624 BFERDD)
LEaTF—ay
OB IEE 6, 7 DEMER-TRHELZRELEIBRMOSIEFLTOBIEAZELL,
9 | OY—NOBEICBENT. BA-BELEFETOTSLERALI-SE. BRTEACL, i HE. 622 BTEIE(1)a)
O AT LNEDEEERERELL. RAVLIEL CHRMEBILT 2o ENZELL, . e
10 (e, AT d DAL B TRSCERZELL, ) H-EE: 615 BFRR(OXKa), (116 2)
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Fryy') AFEIEH

BHEREAROFRER X 1VT+EY (ORZA. OfR)

S )

HE |

RHL EERE AR

11

H AR

[REFRRTFLAUTONTNADEEEB-TI5E]
OHNEBR YT —IADT I XHERE (Web BIE . A—ILEEZ)ZHLTLS,
QONEBR YN T—I DT I AEEEBTARDL AT LE, BiEMELIIMENICEREIATLS,

OFRYrI—oOHO (F—r o) ICT. HIZ XU TISRTEMERWNT, A EBEDO T EBELERM - EBTESI L,
LEaTF—iay
T —ar i
- T—ARRALBHLE(DLP)

#: 624 BFEIEN)D)

2 OMBOrIRT—sEEEL . BIAEU TR RHEANT, SO RIS BEE R TEH ENEELLN,

SN EREET —2DRH IS
[RERNRRTLNUTONT MO DEHEEHE-THEE]

ONERR YT —IADT I AHEE (Web BIE ., A—ILEEH)ZHL TS,

QNEBR IR T—I DT I AMEEE R TR DY AT L, HIEMEIIRENICERIATNS,

LEaT—vay
-FHEA T
COFF.EHE 11, 13 0EGFm-TREREFIELGLIRMODVIZHL TSI ENEFELLY,

#: 6.24 BFEIE) D)

13 AEELLY,

[(REF R AT LIZEITE Y —N\PImRARYET =V (CHERSN T SI5E]
OY—NPIHER(TUFRAUMIZENT, FIZEUTISRIRMERNT, SAEBEDFEREZRA - EW TEDHE
‘LEaT—ay

TS —a I
COB. IEE 11, 12 0BEH/EF-IRREIELIBRMODYIFHLTLSIENEELLY,

#: 6.24 BFEIE) D)

1

° OB REICLDIVITUMRERDREEMPATH-OIC BENTYFNRE - RELTETENEELL,

Ay oM RENJEE MBS . 74LrDvy
> = EY " _—fh*-:i . 4\ it . E ‘iﬂl EQ; . s = X
| O ATLAORHORBOTTE—REAL. MEAT KR T ROEAREGERA TR TR R 014 BSEENG) (1
T T S DREERIAT HI-0I=. BIEATEINE- z&, .
ORFRMERECLDIV O TUIMAEROBEEMHMAT A-OIC. BIEOJTZRE-RETHE Af—EE. 614 BFEE)a)

SRICENT, MR—EE 1L, TBRFEEOBHR Y1) T RDO-H D —E%E (Fak 28 FEM) 1216,

[GE]
https://www.nisc.go.jp/active/general/pdf/kijyun28.pdf
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Denying communications traffic by default and allowing communications traffic by exception (i.e., deny all, permit by exception). A

deny—all, permit—by—exception communications traffic policy ensures that only those connections which are approved are allowed.

This is known as a white—listing policy.

OFaxsH—N\EREL, HIES AT LEEOBER AT LYY—R(T7AIL, G, U —ERE) 20T 5. A EEHLLDERE

HASEDHIENEFELLY,
2 : = ; . - N ; : O|O | O | O -NIST SP800-82: 5.2
Implementing proxy servers that act as an intermediary for external domains’ requesting information system resources (e.g., files,

connections, or services) from the ICS domain.
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Preventing the unauthorized exfiltration of information. Techniques include, for example, deep packet inspection firewalls and XML

gateways. These devices verify adherence to protocol formats and specification at the application layer and serve to identify

vulnerabilities that cannot be detected by devices operating at the network or transport layers.
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Only allowing communication between authorized and authenticated source and destinations address pairs by one or more of the

organization, system, application, and individual.
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Enforcing physical access control to limit authorized access to ICS components.
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Concealing network addresses of ICS components from discovery (e.g., network address not published or entered in domain name

systems), requiring prior knowledge for access.
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Disabling control and troubleshooting services and protocols, especially those employing broadcast messaging, which can facilitate

network exploration.
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Configuring security domains with separate network addresses (i.e., as disjoint subnets).

OFOrILDREEICKRBLIZHZEIC EERIZT—F NV IERESGVRICL GERRRIE—RFE) . WEENBERZEEONGL
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Disabling feedback (e.g., non—verbose mode) to senders when there is a failure in protocol validation format to prevent adversaries

from obtaining information.
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Establishing passive monitoring of ICS networks to actively detect anomalous communications and provide alerts.
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Implementing one—way data flow, especially between different security domains.
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Enforce secure authentication of all users seeking to gain access to the ICS network. There is flexibility to employ varying

protection levels of authentication methods including simple passwords, complex passwords, multi—factor authentication
technologies, tokens, biometrics and smart cards. Select the particular method based upon the vulnerability of the ICS network to

be protected, rather than using the method that is available at the device level.

OB AT LTIIBE Y TIXHELAELNALGND, IS AT LICELIERRYS—FHFa T H5IENEELLY,
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Permit the ICS to implement operational policies appropriate to the ICS but that might not be appropriate in an IT network, such as

prohibition of less secure communications like email, and permitted use of easy—to—remember usernames and group passwords.
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Record information flow for traffic monitoring, analysis, and intrusion detection.
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There should be documented and minimal (single if possible) access points between the ICS network and the corporate network.

Redundant (i.e., backup) access points, if present, must be documented.
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A stateful firewall between the ICS network and corporate network should be configured to deny all traffic except that which is

explicitly authorized.
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The firewall rules should at a minimum provide source and destination filtering (i.e., filter on media access control [MAC] address),

in addition to TCP and User Datagram Protocol (UDP) port filtering and Internet Control Message Protocol ICMP) type and code

filtering.
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If firewalls from two different manufacturers are used, then this solution may offer an advantage.
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The best solution is to avoid two—zone systems (no DMZ) and use a three—zone design, placing the data collector in the control
network and the historian component in the DMZ.
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20 [ EALT, MEERERSNOENLAILLY : : : : O|O|O|O|O|O | -NST SP800-82: 5.10.2
Any users accessing the control network from remote networks should be required to authenticate using an appropriately strong
mechanism such as token—based authentication.
OV A= YNERIFFATILT YT ET LBATERL KD E—MRTFEIX. REORYNT—VIZERHTH-OIC. %
D VPN BIFISAT UM, 7TV r—2308—/\ £F 27 HTTP 7O REDESLTara)LEHERAL, h—9 2 _A—X
o1 %%?aﬂsﬁ%@?ﬁﬁfokaﬁaftfjj_z‘.il.\’éﬁﬁﬁ'@d‘é;tb\%%L,L.\o . ololololo!lo! -nsTspsoosz 5102
Remote support personnel connecting over the Internet or via dialup modems should use an encrypted protocol, such as running a
corporate VPN connection client, application server, or secure HTTP access, and authenticate using a strong mechanism, such as a
token based multi—factor authentication scheme, in order to connect to the general corporate network.
QUE—FF7UEATERR. FlERINT—0T7AT I+—ILIZBVWT b= R—REERBIAZF DR ABGAN=XLE
99 FALTHERMEZERLT,L, %IJ'?EH*“JFU—’J’l\O)TOtZ’éE"FEITé:&hf‘i’iu\o . ' . ololololo!lo! -nsTspsoosz 5102
Once connected, they should be required to authenticate a second time at the control network firewall using a strong mechanism,
such as a token based multi—factor authentication scheme, to gain access to the control network.
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The base rule set should be deny all, permit none.

ETIHAL—ILIE IP PRLARY TCP/UDP iR— 24 EL . BYI THNIERT—RIILETEHIENEFLLY,
24 2 p LFE“ 2O TohEREL. )] BhIEZT , Tr.é 2F O|O|O|O|O| O | -NIST SP800-82: 5.7
All “permit” rules should be both IP address and TCP/UDP port specific, and stateful if appropriate.

OETOIL—IIE FST4vIEHED IP PRLREIITFRLRAGEEICRET HENEELLY,

[ER;E]LLTIE. TFirewall Checklist (SANS Institute, SCORE (Security Consensus Operational Readiness Evaluation) Checklist Project)
KYBIA,
LUTOT7RLR(ZRLREE) (EERFT,
25 255.955.255.255, 127.0.0.0. OO |O|O|O | O/ *NIST SP800-82: 5.7
10.0.0.0~10.255.255.255(%), 172.16.0.0~172.31.255.255(%), 192.168.0.0~192.168.255.255(%),
240000 %
*) AA—F2YMIEHRLTWDIEE . B P (XERAFA, 12—y bR ERREX. FRA,

All rules should restrict traffic to a specific IP address or range of addresses.

OAVNIURFZT49IDIL—ILDTRLRE IFBRAVET—I EDREDTFL A2y S, Gl RV T—0 LD TN

oot 2 (o Y7 ST4vICBET BT EMLELL,
2g | ORET/UAT BRI TV E) DS T1v)ISRES ST EMNLELL O|O0|O|O|O|O| - NSTSP800-82: 57

The address portion of the rules should restrict incoming traffic to a very small set of shared devices (e.g., the data historian) on

the control network from a controlled set of addresses on the corporate network.

OHlHAYET—IADY—NADTIER%E FERAVET =V LDOLNESH IP TRURICHLTEEFRI T 5 EIFHEELRLY,

— £ HR— s — G iy Z[B%E - étzé o
g7 L EIo BFAIR—FEAOOED, HTTPS SOLBHLFa7 GTORVISRES HTEMNEFELL ololololo!lo! NsTspsoo-sz 57

Allowing any IP addresses on the corporate network to access servers inside the control network is not recommended. In addition,

the allowed ports should be carefully restricted to relatively secure protocols such as Hypertext Transfer Protocol Secure (HTTPS).

OHTTP.FTP ZD Dt H a7 THWNWTAR IR T FA T IA—ILEBBID (X FST4VIDAZY T4 T OREADE NN
HB=-B. EX2UTAIRGELD, FIHHR YT — 0 DHRADEH R YT — EDRARANDEHGEBIA TELRLERIC
IW—ILEEBMTBIE, FlER YT —ORD T INA R FIZHIE R YT =IO D IER T HEEHFTIL—ILIZTHIEN
h: ]

28 2ELLY O|O|0O|0O|0O| O/ -NST SP800-82: 5.7

Allowing HTTP, FTP, or other unsecured protocols to cross the firewall is a security risk due to the potential for traffic sniffing and

modification. Rules should be added to deny hosts outside the control network from initiating connections with hosts on the control
network. Rules should only allow devices internal to the control network the ability to establish connections outside the control

network.

ODMZ 7—FTHOFvZEFERALTWAEE L, FST74vINERR YN I—IEFIHR YT —IB TEEPYRYSINGZORIZU R T
LEBTETHIENEZELLY,
BOMNDIEFHLFINTHEIL, WTHORINSDRST4vHE DMZ AD Y —/\TRIFSE B ZENTTHETH S,

29 ; T - : . e : O | O | O | -NIST SP800-82: 5.7
If the DMZ architecture is being used, then it is possible to configure the system so that no traffic will go directly between the

corporate network and the control network. With a few special exceptions (noted below), all traffic from either side can terminate at
the servers in the DMZ.
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30 [ 2ZAYZDAIRET B CNEE : - , —r . O | O | O | -NIST SP800-82: 5.7

Outbound traffic through the control network firewall should be limited to essential communications only and should be limited to

authorized traffic originating from DMZ servers.

OrST4v01&, HlER YT —I DD IEBR YT —INEEEESNGORIZT HIENEELLY,
4 3 . Y — = “ 4R fu - ¢§é .
a1 B, (Hl#ERYET—ID0EESND) ETDIS T4y 71E, DMZ TRIGY S EMNEFELLY olol ol nsTspso-s 57

Traffic should be prevented from transiting directly from the control network to the corporate network. All traffic should terminate
in the DMZ.

O#lfrybT7—-& DMZ TRl SN =-FOra)LERLCFORaLIE, DMZ LiER AV T —I/ (FDE A HE) TIE.
BRI ZIETH5IEMNEFLLY,
32 Any protocol allowed between the control network and DMZ should explicitly NOT be allowed between the DMZ and corporate O | O | O | ~NIST SP800-82: 5.7

networks (and vice—versa).Any protocol allowed between the control network and DMZ should explicitly NOT be allowed between

the DMZ and corporate networks (and vice—versa).

O#HER YT —IMBERAINT—IANDETDT IMAVEDRST4v01F, —ERER—MZ &Y EE TR USE L IR

BB EMLELL,
33 |- ERTHCENZELL ololo|o|o]| o] - NsTspsoo-82 57

All outbound traffic from the control network to the corporate network should be source and destination—restricted by service and

port.

OHl#IRYbT—DF=[E DMZ DD T IRNIURD Vb E EETT RL AN G R YT —0E =1L DMZ AD T/ A X[

BYBTONZIELWIP PRLRATHAIGEICOHAHFAITHIENEFELLY,
34 HE — : O | O | O | -NIST SP800-82: 5.7
Outbound packets from the control network or DMZ should be allowed only if those packets have a correct source IP address that

is assigned to the control network or DMZ devices.

BRI —IRD T SARADED A2 F—F HALBLENZELLY,
45 | OFEXIET—IRDT/ AADSDALE—FIbT IR, HALLLC LR LZELL S S I D

Control network devices should not be allowed to access the Internet.

Ik — — L TRE (BB RN ERLELCERZELLY,
1 | OFBIAIT—D1E T747 94— L TREEN T TH, B A>3 HBERLALCEAZELL ool ololo o s sraoeror

Control networks should not be directly connected to the Internet, even if protected via a firewall.
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37 All firewall management traffic should be carried on either a separate, secured management network (e.g., out of band) or over an (ONNONNORNGO) *NIST SP800-82: 5.7
encrypted network with multi—factor authentication. Traffic should also be restricted by IP address to specific management
stations.
28 Oh57.4‘y7(7747r77r—)}/0)%iim bST490) &, IlP.’}’F‘l/ZI:J:U\ ##iw%fiﬁﬁakl:rﬁi?é:&ﬁgil,L\o olololo NIST SP800-82: 5.7
Traffic should also be restricted by IP address to specific management stations.
&8
OflEr v —VRELFER AV T—IEDR—FR VY —ER(E 5—ZANA T —XTOHBRICEINT, R—brEH—EX
39 | EFBEFAIL. AT BTENDELL | . olololo NIST SPB00_2: 5.7
Ports and services between the control network environment and the corporate network should be enabled and permissions
granted on a specific case—by—case basis.
OFAISNI=T IR FFAVNIURDT—270—2D0TIH, TREFNYRISTIZE KB E LDORMK U EHFA]
g0 |EREREAL XRITOCENEILL. : : ST olo|o|O *NIST SP800-82: 5.7
There should be a documented business justification with risk analysis and a responsible person for each permitted incoming or
outgoing data flow.
41 | OETOITAT oA AR —13, EMMISREES STEHLELL olololo NIST SPE00_82: 57
All firewall policies should be tested periodically.
49 Oé’CfD??*(TF?#-Mis *?ﬁﬁ.’]élﬁ%)_lfiﬂllL/\.‘777‘y7°’9'“.6.=&.75\tzéibb\o olololo 'NIST SP800-82: 5.7
All firewalls should be backed up immediately prior to commissioning.
T7AT 24— ILDOTORI)LERTE (telnet)
3 Oié.ﬁ%%"iil:lis (FRiE :telnet DRDOYIZ) £F 272V (SSH) TH h:)baﬁﬁﬁ?é:tﬁ%iu\o olololo \NIST SP800-82: 5.8.4. 5.8.6
It is recommended to use the Secure Shell (SSH) protocol [5.8.6] for remote administration.
OBV T—IDBHIHR YR T—IAD A2 INI VR D telnet £y av(d h—IUR—ZADEBERBIARUVESEI RIL
a4 ’éﬁﬁﬁL,’C-lzﬂF:L'Jf»rh‘“EEﬁééh’CL\t;L\ﬁBlzfs BEIEgHIEMNEELLY, - . . olololo "NIST SP800-82: 5.8.4
Inbound telnet sessions from the corporate to the control network should be prohibited unless secured with token—based multi—
factor authentication and an encrypted tunnel.
O (FR:F : FlEHR YT —I DB IEHRA YT —I~AD) T IRNIURD telnet EySav &, BaAISNHEDT /NS RITHL T,
45 EEIER RV (VPN ) TOHEFAI T HEMNEFELLY, O|O0|0|O -NIST SP800-82: 5.8.4
Outbound telnet sessions should be allowed only over encrypted tunnels (e.g., VPN) to specific authorized devices.
T7AT2A—I)LOTOLJLEETE (DNS)
OIFEAED T —RIZEWT, HllEIRyrT—I M EHRR YN T—2IZx39 % DNS YV TR MEFA[ T HICEHEAIEFET 4L,
FlERYcT—21Z%9 % DNS YO TR MEEFAI I A TG FER YT —oH 5 DMZ 1239 % DNS YU TR,
46 ’7'—Z/\4’7'—Z’C°$:ﬁﬁt.f'3'%>n_&o A—7JL DNS 7RAR T 74 )L (host file) #E AT HIEMNEFELLY, olololo 'NIST SP800-82: 581
In most cases there is little reason to allow DNS requests out of the control network to the corporate network and no reason to
allow DNS requests into the control network. DNS requests from the control network to DMZ should be addressed on a case—by—
case basis. Local DNS or the use of host files is recommended.
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47

OHTTP [, 13— I/ ERAVET—IMDHIER YT —INBSENEANEELLY,

HTTP should not be allowed to cross from the public/corporate to the control network.

*NIST SP800-82: 5.8.2

48

O1 A=Y A ERRYET—IDBHIER YT =12 LT HTTP 2F AT 358 (VD IR—AFK M OERAALBLIBES).
UTEERTHENLEELLY,
RIAR)AREFALT, D2 IR—RY—EZRNT I ERET =RV IBFEIERINT—I B THIET S
EETRVIBEDNATT VERG#EEITS
TR AT —IBTIIEL Y—ERANDT I RBA O EAET T ) r— a0 B TERETS
WBDOBEMOAEFERALTH—EREEETH(RVVTMIBLERIGEEDAHERT 5%)
HENTWST IV r—2artFxal) T4REH (TS0 T4 R) ITRH>TH—EREFIVIT D
‘Web H—ERZFIALLSETZLTDHAEELERT D
"HTTP DR HYIZHTTPS ZEAL. BAISNI=HET NI RDALET D

If web—based technologies are absolutely required, the following best practices should be applied:
— Control access to web—based services on the physical or network layer using white-listing;
— Apply access control to both source and destination;
— Implement authorization to access the service on the application layer (instead of physical or network—layer checks);
— Implement service using only the necessary technologies (e.g., scripts are used only if they are required);
— Check service according to known application security practices;
- Log all attempts of service usage ; and
— Use HTTPS rather than HTTP, and only for specific authorized devices.

*NIST SP800-82: 5.8.2

T7AT94+—ILDTALIJLEETE (SNMP)

49

Oy T—oh 5 B, FlfHRYRT—HAD SNMPV1 & V2(V2C &) DaATURIL. DEtSn-EX1T7HEE
FYRT—DZFBLTITIEE LISME, Bk EMEFLLY,
[ER;E] SNMPV1 & V2(V2C &) TlE, EXD/NARAT—REFAHALTLNS,

SNMP V1 & V2 commands both to and from the control network should be prohibited unless they are over a separate, secured

management network, ---

*NIST SP800-82: 5.8.9

T7AT7 94— )LD TOrIJLERTE (DCOM/ DBV R—R AT HR-ETIL)

50

ODCOM ZOrajLlZk, #lf#EfykT—-& DMZ I THOHKEFAIL ., DMZ LiFHRR YT —IRBTIEBARMICTOVITHIEN
EFELW

This protocol should only be allowed between control network and DMZ networks and explicitly blocked between the DMZ and

corporate network.

*NIST SP800-82: 5.8.10

51

O1—4I(%. DCOM ERAT/NAR(FRE:PC, H—N\E)DLORNEZEREL, EATEIR—FOHEERET H_ENEELLY,

Users are advised to restrict the port ranges used by making registry modifications on devices using DCOM.

*NIST SP800-82: 5.8.10

T7AT2A—ILDTOL)LERTE (SCADA LEZXATORI)/L-MODBUS/TCP, EtherNet/IP, DNP3 %)

52

OModbus/TCP. EtherNet/IP. IEC 61850, ICCP. DNP328 M#%7%: SCADA RUEZXATORIILIE., (FEAEDHIHHESZIZEST
HWEDTORILTHS, CoOTaraLOFERE., FER YN T —IRATOHAHFAL, FHEHR YT —IMSIERRIET—H
ANFEFRT LWL EANZEELLY,

SCADA and industrial protocols, such as Modbus/TCP, EtherNet/IP, IEC 61850, ICCP and DNP328, are critical for communications

to most control devices. These protocols should only be allowed within the control network and not allowed to cross into the

corporate network.

*NIST SP800-82: 5.8.11
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OFTP BIEIZDWTIX, TIMNIURDEYL a3 DH T Eb—0 0 R—RADEERBIEMI DB, RIILTEF2) Ty
FHERLIZGEDH ., HFATHIEMNEELLY,

FTP communications should be allowed for outbound sessions only or if secured with additional token—based multi—factor

authentication and an encrypted tunnel.

*NIST SP800-82: 5.8.3

54

OTFTP &SI £ TIAVITHIEMNEFLLY,
(BR0E] TFTP &, I —FEREEHEENELY,

All TFTP communications should be blocked.

*NIST SP800-82: 5.8.3

55

OFEETHNIEEIZ. EX a7 FTP(SFTP) ¥tFa7aE—(SCP) ELvot=, KYUEFaUF OFEWNTARIILEZERATEIEN
ZEFELLY,

More secure protocols, such as Secure FTP (SFTP) or Secure Copy (SCP), should be employed whenever possible.

*NIST SP800-82: 5.8.3

T7AT7 94— )LOTAORIILEETE (A—)L-SMTP)

56

OBF A AVE—VICFIAITTHRBENTVNBIERBUED., AV NIUEDEFA—LIE, NDEEHERY T —
FINARIZHLTHBESHNEMNLELL,
HIEH A YT —OMSIERA YT —IADIEE SMTP A—JLAYE—D(E, TI—F A= OFERIZITEFIND,

Email messages often contain malware, so inbound email should not be allowed to any control network device. Outbound SMTP mail

messages from the control network to the corporate network are acceptable to send alert messages.

*NIST SP800-82: 5.8.8

T7AT794—)LDOTOrIILETE (SOAP)

57

OSOAP RA—XH—E R[ZEAEL =+ T4y 070 —E BRI T—IDET AV REICS RYRT—O DT AV LD D
T7ATOA—ILTHITHTBHENLEELLY,

Traffic flows related to SOAP-based services should be controlled at the firewall between corporate and ICS network segments.

*NIST SP800-82: 5.8.7

T7AT7 24— ILDOTORILETE (AvtE—U A XML RA—ABKD U4y I R)

58

OSOAP A—RY—EZANMEBELRIGE . T4—T NI U ARGV FRIET IV —2avBI7AT7 04— ILOWLWT i
RIFEAZEFERALT, Av—CABREHIBTHENEFELLY,

If these services are necessary, deep—packet inspection and/or application layer firewalls should be used to restrict the contents

of messages.

*NIST SP800-82: 5.8.7
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Evaluation Committees) [CEWNT, BBEERUVBEFEEEANAKRLTLS. EF
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Cyber Security Management System DE&EE,
FHRT LAEERTIMBICBT2EX 1 TAIR—CAVN AT LDOES
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Distributed Control System MDRE&EE,
TOERFEMTEASNGFIEHS AT LT, BHOIVE2—42F AL THE MK
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DMZ

DeMilitarized Zone MI&EET. BIRTHEMFEHERT 1,
REIZBWTIE, A BBy D=0 EFIEHIR YT =V EDFERIZERITEN SR VL
'7_70
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Engineering Workstation MB&EE,
TS AT LEERTHEED—DT.PLC OTOY S LDIGELHIEHY—/3
DIOYTSLOEREEETI>HNIAVE1L—4,
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Fault Tree Analysis DB&EE, AEITE LTI TT7HILY)—FEHT 1,

HMI

Human Machine Interface ME&EE.,
HE AT LEZERTEHEED—DT. HlE#EIFOTr—ILRH#EIRIT T DR
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Information Security Management System DR&EE,
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Programmable Logic Controller DR&EE,
SR T LERBRTHEED— DT, LU Y Mo DEFICIVERADRESRE
HlfE 9 5F AL NESERSHER

SCADA

Supervisory Control and Data Acquisition DR&EE,
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