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AunntTing, Layer) ANSHSEL T, TSSL 4—/\—5FBE )
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(CA SEHE) I ESN-BEFELHLE VIZENT, H—N—hDEET B4y

75



t—VICEFEREMNEL.VTAT UL
(Web FS9HH0RI— I+ A7)
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<SHA-1 DifiFBIEETDOREE >

Ny BEELTIE, 1995 FEIZABEIN T
SHA-1 BN REFERASIN TESZ, 2005 £, BS
HEEIZKY SHA-1 DEH/MLMET N
fash. —EE 2010 £FETIZHEH D SHA-2
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DBHTHDH., TLS IZH LTI SHA-256 D
BRRZERT D) ANOBTHFTEINIA. ]
EHNLRB A EDHEILIZETELLEMNoI=12
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(X9 HERANLGRBEAEDAREEERT.
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BIAAEZEOEET HIDEFELEHRIAL.
Y—N—IZRYTELTISATULEDBIERE
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SEBAZICHIT5 SHA-1 DEAZZIEL. SHA-
2 ~FBITLT !

& H—N\—EBEE
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[X. SHA-2 [ZXIELTLVS, 2017 F LU, —
B SHA-2 53157 50 (&, SHA-1 ZF AT
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EL-TLS Faxi I L SHA1 OF
FHEGARECERY . P A TR SEE— BER
LTRIRAENAALERZEZGIRLLSET S,
PREERBETIBENBRNIBNNH D,
& HR—IFEREMNF=HEISEE
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|. BASELINE REQUIREMENTS
https://cabforum.org/baseline-requirements/

II. SHA- 2 JH—/N\—SIBAEFEE | Dz YA NEREIEEDRKRERE
https://blogs.technet.microsoft.com/jpsecurity/2016/11/25/sha1countdown/

I1l. SHA-1 Certificates in Chrome

https://security.googleblog.com/2016/11/sha-1-certificates-in-chrome.html

IV. Phasing Out SHA-1 on the Public Web

https://blog.mozilla.org/security/2016/10/18/phasing-out-sha-1-on-the-public-web/

V. Safari$ K UWebKit COSHA-1SEBAZ DY R—METIZDUVT

https://support.apple.com/ja-jp/HT207459

VLIEELGHHMSEITSHA-2 1 AR IER IS DEFFRIHR B LU/ GSUIZIEC.OLBIZED TSV FEZHRADEEIEA
https://www.jreast.co.jp/mobilesuica/new_s/sha220160307.html

VII. SEBAZDSHA2E Z~DFBITHERIEIL

http://itpro.nikkeibp.co.jp/atcl/column/14/277462/032600030/
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3.2. TLS IC&17 3 SHA-1 OFIAFIEE TOEMTIE. SHA-1 DIEFEHZFALI-EFEROR
TAICEALT, TOOBWSKTHRBIEBTL VMK LARS5IL-. 20172 A 23 8. #3553 DE
LR HRS CWI(Centrum Wiskunde & Informatica) & Google 1. 2 RN £ EHAED K. EEK
B (ALY aEEENTIEGDIANT—RERDITHHE)ZALT, ERRIC SHA-1 RS LIS
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SYORAL2I5%FALNT, CPU 6,500 EHE KU GPU 100 EREAhEHEEZERLI-EDI L,

NYDAEDEENREDToNELSICHEE, 32 TRz EY. EFERADBENTIHELLSE
DEFBIEZLZD,

Google [£. 90 H& . HAEHD T T, NV ENE— LI LSLBELDIEBRETRT . — %t PDF
T7AIVEERT 5=HDIA—RERXBTEHELTNVD, T, T7 ML BERRBETHERSIN=NEH
FHERT D, BHOA US4 Y— L DR ERIR LTz, Gmail KU Google Drive Tl&. PDF 774
LOBEEEER#EEZEMLT, Y

SEOEHRREITE., HELAFARARELS IV ERENDSDLETHLI L FHBERISE
BICIE—EDEGEB-ITVBENH DL EEDT—RAHKLTRC/ Y 2ELEDI RN DT —2% %
FLLEDTONBEERSENIE) NS, HOPIZEET S SHA-1 ZRHNVEEFERZD S THENR
[ZERATELLD, EVWVIKRICITH 550, KHIZ SHA-1 LRI EMNIX, 5§ Google N2 F
EFELTNDI—FERT, HIYHILITEDHTHSS. L LEMS, CRYPTREC DEFEFTHLE
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REE I TH DI EICED YT, FTRERRRY . EAOHIZ SHA-2 ENR LN\ 1B~ DBITICE
FFEHIENEFELL, VYV

SEEH

|. CWI and Google announce first collision for Industry Security Standard SHA-1
https://www.cwi.nl/news/2017/cwi-and-google-announce-first-collision-industry-security-standard-sha-1
II. Announcing the first SHA1 collision
https://security.googleblog.com/2017/02/announcing-first-sha1-collision.html

IIl. SHATTERED

https://shattered.io/

IV. Google&CWI, SHA-1EZRIZRLTA. 7\ BN R L2DDPDFZE /AR
http://internet.watch.impress.co.jp/docs/news/1046144.html

V. SHA-1DREMETIZDONT

https://www.cryptrec.go.jp/topics/cryptrec 20170301 _shail_cryptanalysis.html

VI GEEMERE]/ N\ 27T Y XL TSHA-1) DERIKE (SHAtterd) O Web HAbA~DEEIZBILT (2017/03/07)
https://www.antiphishing.jp/news/info/sha1shatterd20170307.html
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