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¢ NERC-CIP
http://www.nerc.com/AboutNERC/Pages/default.aspx
e NIST ICS Framework
https://www.nist.gov/cyberframework

e Specific Subsector Guide
- Electricity Subsector: Electricity Subsector Cybersecurity Risk Management Process
http://energy.gov/oe/downloads/cybersecurity-risk-management-process-rmp-quideline-

final-may-2012
- Process Control System Security Guidance for the Water Sector

http://www.awwa.org/resources-tools/water-and-wastewater-utility-

management/cybersecurity-quidance.aspx
- Chemical Facility Anti-Terrorism Standards (CFATS)

https://www.dhs.gov/chemical-facility-anti-terrorism-standards

- TSAPipeline Security Guidelines
https://www.tsa.qgov/sites/default/files/tsapipelinesecurityguidelines-2011.pdf
e ICS-CERT: Cyber Security Evaluation Tool (CSET) . Design Architecture Review (DAR) .
Network Architecture Verification and Validation (NAVV)

https://ics-cert.us-cert.qov/Assessments
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