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Establishing an IACS* security program

*IACS: Industrial Automation and Control Systems
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Embedded Device Security Assurance Certification

/
g ISASecure

Integrated Threat Analysis
(ITA)

Software Development
Security Assurance (SDSA)

\
-
Functional Security
Assessment (FSA)
\.

\

Provides a common perspective on how threat
scenarios can be sufficiently covered
Documents the expected resistance of the system to
potential threat agents and threat scenarios
Clearly documents expected user measures versus
inherent product protection measures

Detects and Avoids systematic design faults

The vendor’s software development and maintenance
processes are audited

Ensures the organization follows a robust, secure
software development process

Communications
Robustness Testing (CRT)

Detects Implementation Errors / Omissions

A component’s security functionality is audited against
its derived requirements for its target security level

Ensures the product has properly implemented the
security functional requirements

{ >

Identifies vulnerabilities in networks and devices

A component’'s communication robustness is tested
against communication robustness requirements

Tests for vulnerabilities in the 4 layers of OSI| Reference
Model

ISA Security
Compliance Institute

] Automation Standards
#ASCI Compliance Institute
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ISASecure System

Security Assurance (SSA) Certification

Q ISASecure

@ N

Provides a common perspective on how threat scenarios
can be sufficiently covered

Compliance Institute

4 0 +  Documents the expected resistance of the system to
Threat C A ¢ potential threat agents and threat scenarios
reat Coverage Assessmen
(TCA) +  Clearly documents expected user measures versus inherent
7 product protection measures
. /
- ™ Detects Implementation Errors / Omissions
Functional Security Assessment | = A component's security functionality is audited against its
(FSA) derived requirements for its target security level
" J +  Ensures the product has properly implemented the security
P N functional requirements
System RG?;;EP:'ESS Testing ~— Identifies vulnerabilities at system boundaries
\_ . \ + Structured penetration testing at all entry points
+  Scan for known vuinerabilities
+ Combination of CRT and other techniques
ISA Security

m Automation Standards
Compliance Institute
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