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IPA -
http://www.ipa.qgo.jp/security/ciadr/oneclick.html
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http://www.ipa.qo.jp/security/antivirus/7kajonew.html
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http://www.ipa.qgo.jp/security/antivirus/spyware5kajyou.html

cgi

IPA



( 1) 66 2 69 4.6
3 ( 2 2,933 2 3,098 5.3
1
2
1 1
3 66 2,933
W32/Netsky 52 2 VBS/Solow 4
W32/Sality 3
66 ( 69 ) - 4.6%
Bagle
Mytob 0,848  15M

23482  3.6%
(25541  3.7%)

Sality
29,363  4.5%
(36,418  5.3%)

(12,269  1.8%)

26823  4.1%
(102,183  14.8%)

Solow

42698 6.5% Netsky
0 0o%) 524724 79.9%

(512,353 74.4%)
1-1

2933 3,098 - 5.3%

Netsky
539 18.4%
(721 23.3%)

1,197 40.8% 25fa"t§'6%
(1,305  42.1%) (183  5.9%)
Bagle
Klez 221 7.5%
143 A.0% (268 8.7%)
(134 4.3%)

Mywife Mytob Mydoom

188  6.4% 196  6.7% 198  6.8%

(113 3.6%) (225 7.3%) (149  4.8%)

1-2



10 11 12 1 3

@ 22 24 10 32 23 13

® 15 8 9 22 14

© 7 16 10 9
@ 53 30 40 52 50 43
® 37 20 23 25 28 20
® 16 10 17 27 22 23
(atd) 75 o4 50 84 73 56
(b+e) 52 28 32 47 42 29
(e 23 26 18 37 31 27

13 9
43 4
20
2 DoS 1 2 4
1
1 SSH? 3
) Cgi(*S)




[

]

(i) cgi®™

cgi 0S

*6)

QD))

IDSC®/1PSC?

IPA - 2007
http://www.ipa.go.jp/security/vuln/20070309 ISwhitepaper.html
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http://www.ipa.go.jp/security/vuln/websecurity.html
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http://www.antiphishing.jp/
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http://www.microsoft.com/genuine/AboutNotifications.aspx
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SSH (Secure Shell)

< >
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http://www.ipa.go.jp/security/awareness/administrator/secure-web/chap6/6_userauth-1.html
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http:/?www. ipa.qo.jp/security/txt/2007/documents/TALOT2-0704.pdf

@police http://www.cyberpolice.go.jp/
http://www.trendmicro.com/jp/
http://www.mcafee.com/japan/

*]1 (account)

*2 SSH Secure Shell
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*3 port

0 65535

*4 (password cracking)

*5 cgi  Common Gateway Interface

*6 (log)
ID
*7 Penetration Test
*8 IDS Intrusion Detection System
*9 IPS Intrusion Prevention System
IDS
*10 Phishing
ID
fishing
"f* "ph" "sophisticated"

"fish™ "password harvesting fishing"
*11 (incident)

Tel:03-5978-7527 Fax:03-5978-7518 E-mail:isec-info@ipa.go.jp
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http://www.ipa.qo.jp/security/benchmark/
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