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Baxtihd LTIRD 2 Ot 2 4E L TWET,
®  [ModSecurity| FEEFAERFOXTISL
®  (ARGMEFSAERF D XfIG
AEFHER S E T, BEXHEIRAELTBY A, UL, b ORBERAROTE
FEZOWTIE, EBHFIEEICTHEK G.33FETHEM) LTHY, T TRHLETITS Z L &
2o TWET,

5.4.3. {®5F [E=H]

MRSE] WCBITARA Y MIZHS 4.3.3 3=

ModSecurity) I&, A—7 >V =AY 7+ =7 WAF ThH 7=, T, WAF X & &
REFER EFE_E A, 2D, [ModSecurity] IZFEENRELZHATYH, WAL EILIX
2P A=Y 7YX RRERLATOET, FEERIZIPA T, ModSecurity | ORRFEIZISVNT
[Apache] PEB) L&V o7zl (15.3.4 MEEEFEH]) 2S8) BRAELEE, A—V 7
UANEBRLUTHRRELE L,

IPA OHERNIT- F 72 ZFEBEOFFIBIOL—F ORI CTREL T eizh, A=V 7 U A kK
AIRD L TR TEE LN, R TERVWEEREAETIHA LD T, A—TF vV —
AV 7 vy =7 D WAF ZEAT 5B, ZORICHREERTH20ERS D £,

PQINT
l%1%?§€%’375§f£< A=V 7Y A NENPSMBICGHET DM ERH Y LT,
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5.5. WAF S A - ERZREBE

%A —7"2 Y —A WAF [ModSecurity] % IPA72VEA - EHAZB 27258 EE2 D & 1Z,
IPA 3% 2% TWAF O I2OW TR LET, 72, IPARE X5 [WAF 8 A RO FRE |
WZOWT, ITWAF EARFO— 7508 &, T4 —7 Y — A WAF EARFC T i8] & 2
DOBRMPHHENT LET,

B WAF EAZRHI)SESNh/- WAF OF R

AElA—7 Y —A WAF [ModSecurity] Z3E AL, ISQL A =2 g VK8 OREHA
B =2 DHEAMIUTIREECTEA LE Lz, TORE. A2 B ERE OB E R - 5l L
F L7z, Mg BN ST =TT ) r—va VEBET 52 FE L LT WAF B3FT
HLZLaAMERTEE LT,

E72, POST A Y v FTEESHTL HUCERBE &M LA T 5 thE7 & WAF 725 TIEo
BRENADITHDL Z L bR TEE L (5.4.1 %(D),

B WAF EAERHISESNEEAKBORES
¢ WAF SARO—izr L RfE64

A VA M= VORBECHEN AN Z — 22O E R LGSR ET 570 & WAF ©
EZMER L E Lz, (.41 %(2), £ boREIEX, FAlZ TModSecurity ] O > A h—
NRIBIGME DR AR ELRFET D52 L T, NI TN ERRICHS ZENTEE LT,

ZOXHIT, FANHRIET 2 ZENEETHD ZENLNY E LT,

& F=7)—2A WAF EABICHITEHRE

AN R — R 72 WA —T 2 — 2 WAF [ModSecurity] ZFIH L7-7-%, 4 > A b
— VD RRMBIGIED A LTS ST, A=V o7 VA MEZFHL, MABICRELE L
(5.4.3 ),

ZOXOIT, HA-ERICBWNT, AR R0 5 2 L 2HMERTEE L,

POINT
i%?W%Fm\%%ﬁﬁ%®40kbfﬁﬁf%éo

PQINT
l%#jif\ WAF | ZEAIZET 22X M2T T <, EHIZH AT X R0 5,

63 Z DFEITMI AN Z — T Ty 7 U A FERHALTWS ModSecurity) #EARBRIZESE, IPANE X/
MEETT, B ARE— IR T A FY R AR LTS WAF 254 5854, ZOMERZFOFELYTILES
TRVATHBPEIZEEE L TL 72 &0,
64 ZNOOFREIL, PHH WAF TIEIRAELRWATREERH Y 7,
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{18k A. A—T2)—RJ) 78717 OB

ZOfMERTCIE, AT Y =AY T by =27 & LTI STV S | ModSecurity, WebKnight
O, BABIZFENTLET,

POINT
l% T OAFEIZIS T D BAGNE, FIMEEREE THM L2 —FITH Y . BIEREIC X VT AFIAE
RREFMAN IR D Z LIZTHERELSTIESN,

ModSecurity

ModSecurity] 1%, >k Trustware f1: ©2% GPLv2 7 A4 L ADH Lk L WD A —T7 2
—2AY 7 b7 =27 TY, ModSecurity| X, V=7 % —Y 7 7 =7 [Apache] DEY 2 —
e LTEMELET, ZOMEEZHEL R ADOKRTRIZ, [ModSecurity 2.5.13] T,

ModSecurity] OEIEERBEIZOWVWTIE, A1 2SR T 7Z30,

# A- 1 ModSecurity OB{EBBE

EHB A &
& 0S & F& Unix. Windows
RO ITH—IN Apache 2.x%

65 http://www.trustware.com/
66 ModSecurity 2.x 1%, Apache 1.x Zxg & L TWEH A,
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http://www.trustware.com/

BADiGHN

ZOHETIX, [ModSecurity 2.5.13] # %% A- 2 ORBRICHE AT HMNZEZ/HEILET,
ModSecurity] ORINREREZEIZ DOV TIL, BRI L TV D R a X FT22H L T<
TEEWN,

# A- 2 ModSecurity D7 A Beli

HB4 iE
0S CentOS release 5.5 (Final)
Kernel 2.6.18-194.26.1.el5
Y —N Apache 2.2.17
(1) 42ro—k

ModSecurity] (%, LFOT = 7% A by rm— R TEET,
Zrvya— K39 A |k : http//www.modsecurity.org/download/

(2) AXAR=N

Z ZTlE, ModSecurity] &Y —A7 7 A NInHa L XA L LTA A =L LET,
ModSecurity] #EESE 5720121, BIEBSLERY 7 U =TRH Y, FHEHZA A h—
NTHVENRHY £, 22T RHEY 7 b7 =T DA A b=V HIEIZOWTITEIELET,

W giEY 7 kT
mod_unique_id

libapr

libapr-util

libpcre

libxml2

liblua 5.1.x

libcurl 7.15.1 XiIZnLLE

67 http!//www.modsecurity.org/documentation/index.html
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AfEY 7 N =7 %A A h—/L L7z, [ModSecurity] ®OA > A h—/ L& 3 L E 368, =
nooEET, #E E2Troot 21— TITWE T,
# tar xvfz modsecurity-apache_2.5.13.tar.gz

# cd modsecurity-apache_2.5.13/apache2/

# ./configure
# make
# make test

# make install

Wiz, 'ModSecurity] Z {9 57-®IZ [Apache] OBRELEHE 21T\ E 7,

[Apache] DX ET 74 /v (httpd.conf) (Z FRtNAEZBRELET,
# vi lusr/local/httpd/conf/httpd.conf

Include conf/extra/httpd-modsecurity.conf

(3) =B=E

A AR =ANRET LE LD, IModSecurity] DORREZITVET,

£7°. ModSecurity] #fEH3257-DIC, BN —0 77 A NVEFRELET, T2 T, K
ETABREN TS [Core Rule Set] #f#HH L E£7,

[Core Rule Set] (%, [ModSecurity| \ZFMH SN TWETOT, j@ L72HET (2 2 Tl
lusr/local/modsecurity2 L F) ~a2 v —LE7,

# mkdir /usr/local/modsecurity2
# cp —r rules /usr/local/modsecurity2

wiZ, TApache] @™ [ModSecurity] FDFRE 7 7 A /v (httpd-modsecurity.conf) & LT Fit
WARZGLE L E3, ARIEE A2 =055, [8QL A > Y =7 va v [ZET LMt/ 7 —
YOBMEHLETS,
# vi lusr/local/httpd/conf/extra/httpd-modsecurity.conf
LoadFile /usr/local/libxmlI2/lib/libxml2.so
LoadFile /usr/local/lua/lib/liblua5.1.so

LoadModule security2_module modules/mod_security2.so

Include /usr/local/modsecurity2/rules/modsecurity_crs_10_config.conf

Include /usr/local/modsecurity?/rules/base_rules/modsecurity_crs_41_sql_injection_attacks.conf

F72. ModSecurity] O E~ 7 A /v (modsecurity_crs_10_config.conf) & LT, TFiElZW
Ruzitik L, lApache] ZHiEE L £,

68 )N—3 g |2 & o TiX, Apache ® configure i, [--with-pcre=] 4 7Y a U NHKBEIZRDGENDH D £9°,
£ L <1E. ModSecurity DA A b—/b~=2T7 LESRLTIIEEW,
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# vi lusr/local/modsecurity2/rules/modsecurity_crs_10_config.conf

SecComponentSignature "core ruleset/2.0.10"

SecRuleEngine On

SecDefaultAction "phase:2,deny,log"

SecAuditEngine On

SecAuditLogRelevantStatus "(?:5]|4(?!04))"

SecAuditLogType Serial

SecAuditLog /var/log/httpd/modsec_audit.log

SecAuditLogParts "ABIFHKZ"

SecDebuglLog
SecDebuglLogLevel

/var/log/httpd/modsec_debug.log

3

Y

%% % T2 [ModSecurity] ORET 7 A VDO ERFREER 2 FXA-3ICELOET, Mo
WTCIE, TModSecurity] @ Ko A hEBRBLTLEE0,

7% A- 3 ModSecurity D F7R % EHH

REHEH A iR
SecRuleEngine #hEE— K On - T
Off - M%)
DetectionOnly - #%01 D &
SecDefaultAction FIFNVET 7 va | AT =G E LT & & D ModSecurity
v DRRIE DENEZEFRT D, 7B, M Z—2
(SecRule) T KA B ENEILEINET,
SecAuditEngine A 7 OEfEE— | On- &2 Tildk
N Off - %
RelevantOnly - SecAuditLogRelevantStatus
WCEBLIEAT —H 2 a— RO %E ik
SecAuditLogRelevan | Bt 7 Oftdkxf4: | SecAuditEngine 7% RelevantOnly O34
tStatus LAY — N NK o
— ]\“
SecAuditLog BEAY v 7 D )5 T
(7 7 A VA ETe)
SecAuditLogType EEu 7O SI¥ A | Serial- 1 7 7 A /VIZFEEHEL
7 Concurrent - v a VEIZMEBI 7 71 v
% AERK
SecAuditLogStorage | &5~ 7 A /LD 71 | SecAuditLogType 7% Cuncurrent D&
Dir T4 L7 R R E
Serial R EDHEIXT A R T U K
SecAuditLogParts Ao 7o )HEE | A- AuditLog ~» % —

(AZ 1Z&7E)

B- UVJZRA b~y —
C-VIZARNKT 4

D - Reserved

E- LARVART 4

F-LAR ANy X —

G - Reserved

H- BIEH, XF— i~y F LT 7k
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A2 I T EEN D,

I- 77 A NVEBRI LI, a7 v R 7
A NRT 4

J - Reserved

K- " Fv¥rvaviieyFLizE2TOL
— )L

7 - fctk DR

SecDebugLog TNy Ta 7o)
St (7 7 A N4
i)
SecDebugLogLevel TNy 7 a2 | 0- no logging.
ThHu L~ 1 - errors (intercepted requests) only.
2 - warnings.
3 - notices.
4 - details of how transactions are handled.

5 - as above, but including information
about each piece of information handled.
9 - log everything, including very detailed
debugging information.

ModSecurity] N NT 5077 7 A )V EFRNHER L TBE £ T,

# touch /var/log/httpd/modsec_audit.log
# touch /var/log/httpd/modsec_debug.log

INooua s 77 ANMIONTIHE, 7 EBHOERELZ L CEL &EFITT, 15 IPA IZBIT5
WAF & A - EHFH (2B T2 IPA O Z7EBOBREEZME LT, BT LET,
# vi letc/logrotate.d/httpd

Ivar/log/httpd/modsec_audit.log /var/log/httpd/modsec_debug.log {

WEELOY
compress

rotate 5

create 600 httpd httpd

missingok

postrotate

/bin/kill -usrl “cat /var/log/httpd/httpd.pid 2> /dev/null® 2> /dev/null || true

endscript

# /etc/rc.d/init.d/crond restart
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(4) REE

[ModSecurity | Oi#E H % Bl467 2 Bl M S ¥ — 268 L 7= HTTP #15 % [ModSecurity |
DR L2V E I ICEHEL, R MRAEE T\ E F, [ModSecurity ] OFKE 7 7 A /v
(mod_security_crs_10.config.conf) % FFCIZZ R L, [Apache] #HiEEh L £7,

# vi lusr/local/modsecurity2/rules/modsecurity_crs_10_config.conf
SecRuleEngine On

!

SecRuleEngine DetectionOnly

ZOREXITH Z & T, ModSecurity] (FEBRICHEMETHRAOIHLEZITWVET,
[ModSecurity ] T/NZ —>2 7 7 A VINEDTIR o TCWENHERT DD, 770005
ModSecurity] A > A b=V L7z =7V —NZx LT, LFOURL CT7 7 ALET, &
DT JEAZEBNT, NTA—=% Nid] 12 1SQLA Y =7 ayv| OfsttaER L-mEI
GFEND Tand 1=15-) EWVI LFHNERE L TWET, ZOXFHNL (3) THE LM/ ¥
— T 7ANTHRIMTELHDTT,
http:// 7 = 7% — 3D IP 7 K L A/example.html?id=and 1=1;--

FROL IR T 78 RA%E1TH &, ModSecurity) 1 [SQL A > ¥ =7 v a ] OEFHrtsE
HALEBBELHEL T, n7 2 LET, ModSecurity] OHIMIERETIX, v 7 Fieor 7
T AT SNE T, 20r s T 7 AT, Tand 1=15- ] BMREITE TV D DER L 77

# tail /var/log/httpd/error_log

[Thu Dec 09 19:44:36 2010] [error] [client 192.168.0.1] ModSecurity: Warning. Pattern match
"YYb(¥¥d+) 2(2:=|<>|<=>|<|>|1=) P¥¥1ED| [ X C2¥Xb A Y ¥ Xe 2¥XB0¥XO9¥¥¥Xe 2¥X80¥X98] (¥¥d+)|
YA YYEXC2¥XDAYREXe 2¥ XBO¥XIDRAEXe 2¥XBO¥XI8] 2(?:=|<>|<=>|<|>|1=) P[¥¥ A Y¥ExCc2¥xh AV xe
2¥x80¥X99¥¥¥xe 2¥XB0¥XIB ¥ 2¥¥D| [Y¥ "¥¥ YEXC2¥ XD A¥¥¥Xe 2¥XB0¥XO8] (Y¥¥w+) [¥¥ "¥¥ Y¥¥XC2¥XbA¥¥
¥xe2¥x80¥X99¥¥¥xe2¥x80¥xX98] ?(?:=|<>|<=>|<|>|!1=) ?[¥¥"¥¥ YX¥XC2¥XDA¥¥¥Xxe 2¥Xx80¥XI9¥¥¥xe 2¥x8

O¥X98¥¥I¥XD | ([ ¥ YMX C2¥ XD A ¥ xe 2¥ XB0¥XI9¥¥ ¥ xe 2¥x80¥X98]*) 7¥¥s+(and|or)¥¥s+([¥¥s¥¥"
¥ " at ARGS:id. [file

"lusr/local/modsecurity2/rules/base_rules/modsecurity_crs_41_sql_injection_attacks.conf"] [line "425"]

[id "950901"] [rev "2.0.10"] [msg "SQL Injection Attack"] [data " and 1=1"] [severity "CRITICAL"]

[hostname "192.168.0.139"] [uri "/"] [unique_id "TQCzFHSAAAEAAAEVCIBAAAAA"]

At L7z FiEIEH < ETHHI & 720 £97, EEEO HTTP @#(E 0 v 7 kR =551
Mémfiwiﬁwfnﬂ? Fﬂﬁmémfm&wﬂﬂj(%%@)F%ML@fhiwf@w
HTTP i@{5 2581 L T\ 20?2 | (AR ME) 72 E2 R L3, BN H - 72356 . [ModSecurity |

A}'L“—'—»

DRET 7 A VBRI AT =2 T 7 ANERBE LET, ZORFHELEZ B & ORI R4
L7 B ETHD IR LITWET,
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(5) iEH

FRAE CRIENIEAE L2 L 2R L6, EERIZ TModSecurity] OiEMZBAA L E5, &
HEBMT 57912, TModSecurity ] OFXET 7 A V% FRellZH L, [Apache] ZFE#E) L T
<TIEEW,

# vi lusr/local/modsecurity2/rules/modsecurity_crs_10_config.conf

SecRuleEngine DetectionOnly

!

SecRuleEngine On

REREEL 21T H Z & T, ModSecurity | I1T5%E Lo Z —2 7 7 A WTHAD & FERRIT
DT T =g TR DB AR L9,

(6) ZoA2Abh=N

ModSecurity] D~==7 /L TliL, 7oA A=A FlEZEH L TBY THA, Z 2 TIL,
ModSecurity] % #5035 FIAZFT L ET,
# vi lusr/local/modsecurity2/rules/modsecurity_crs_10_config.conf
SecRuleEngine On

l

SecRuleEngine Off

2z £ v, TModSecurity] (%, HEWr - A E HITITORVEREIZRY | U= T —"~DF
B2 FUNRICIMZ D Z EntikE T,

EIL, FRLORRICEE T 7 ANV E AL N T U M THZE THEMMETEET,
# vi /usr/local/httpd/conf/httpd.conf

Include conf/extra/httpd-modsecurity.conf

l

#Include conf/extra/httpd-modsecurity.conf

(7) TIPS:TiLogScanner V3.0 & 0)EiE

WORFETHAZ L7= X 912 TModSecurity ] OREFERIIT 77 7 A4 V% B CHERT B 4
ERHVET, LoLans, IPABARL T5 [liLogScanner V3.0 (%, [Core Rule Set|
O LERTHZ LT, lApache] =T —n 77 7 A L%&5LIZ ModSecurity] 2350 « T
LT =2 i CE £,

liLogScanner| T [ModSecurity] OR%EN « WEWr L7=F — & Z @t 5 7-9121%. [Core Rule
Set] O/ NF — ANMEFIPEITTHIL LIz "tag" B & A 59 57200 T, Bl ISQL A ¥ =
7 va v ASxS Lz tag" A pRid, LT O X 912720 77,
tag:'WEB_ATTACK/SQL_INJECTION’
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[SQL A > ¥ =7 v a ] O"tag"4Fri% [Core Rule Set] (253 2144 LET, @D
BRI Cioz TSQL A >V x 2 v a ] OBRIEAY — N tag" a5 L ChELEH, =
DI — 3R ANZ — 7 7 A VD 424,425 7THIZH Y £ LTz,

42417H | SecRule REQUEST_FILENAME|ARGS_NAMES|ARGS|XML:/* "¥b(¥d+) ?(?:=|<>|<=>|<|>|!=)

PYIYD|EYY Y VY (M) [¥EY Y YWY 2(2:=|<>|<=>[<|>|1=) [ ¥ EYD| ¥ Y VY (Yw+)[¥
YWY 2(2:=|<>|<=> < [>|1=) ¥ Y Y EBYD| (Y Y YY) 2¥s+(and|or) ¥s+([¥SY ¥

Y Y YWY TN 2 [=<> [ ([ESY Y'Y Y YY) 2%+ ([ESYY Y Y YY" ¥
"phase:2,rev:'2.0.10',capture,multiMatch,t:none,t:urlDecodeUni,t:htmlEntityDecode, t:replac
42517H | eComments,t:compressWhiteSpace,t:lowercase,ctl:auditLogParts=+E,block,msg:'SQL Injectio
n Attack’,id:'950901',logdata:'%{TX.0},severity:'2',setvar:'tx.msg=%({rule.msg}',setvar:tx.sql_inj

ection_score=+%f{tx.critical_anomaly_score},setvar:tx.anomaly_score=+%{tx.critical_anomaly__

score},setvar:tx.%{rule.id}-WEB_ATTACK/SQL_INJECTION-%{matched_var_name}=%({tx.0}"

ZOE NS =2 TOLDICER LES, RENEHEET LR ET,
42417 H SecRule REQUEST_FILENAME|ARGS_NAMES|ARGS|XML:/* "¥b(¥d+) ?2(?:=|<>|<=>|<|>|!
=) PYL¥D|[YE Y Y (EAH) EYY Y YK 2(2i=|<>|<=> <[> [1=) [ ¥ E2YD| YUY Y Y (¥w
Y Y YY) 2(2:=|<>|<=>|<|> 1) ¥ Y WY BYD| (Y ¥ YY) ?¥s+(and|or)¥s+
(S Y Y Y WY )2 [=<> 1 ([ESEY Y Y WY ) ¥+ ([¥SY ¥ ¥ YY" ¥
"phase:2,rev:'2.0.10',capture,multiMatch,t:none,t:urlDecodeUni,t:htmlEntityDecode,t:repl
aceComments,t:compressWhiteSpace,t:lowercase,ctl:auditLogParts=+E,block,msg:'SQL Inje
42517 H ction Attack’, id:'950901',logdata:'%{TX.0},severity:'2
" ,setvar:'tx.msg=%({rule.msg}',setvar:tx.sql_injection_score=+%{tx.critical_anomaly_score},set

var:tx.anomaly_score=+%({tx.critical_anomaly_score},setvar:tx.%f{rule.id}-WEB_ATTACK/SQL

_INJECTION-%{matched_var_name}=%({tx.0}"

EENEDLYELESL, @WTRLZV 72 A N TT 7 ®2%29T9 &, [ModSecurity] 7% SQL
Ayl var) OfFghEaER LZKBELHELT, 72 LET,

# tail /var/log/httpd/error_log
[Thu Dec 09 20:11:18 2010] [error] [client 192.168.0.1] ModSecurity: Warning. Pattern match "¥¥b(¥¥d
+) 2(2:=|<>|<=>[<|>|1=) PYELAED| ALY YAREXC2¥XD A Y Xe 2¥XB0¥ XY ¥ ¥ X 2¥XB0¥XO8] (A +) [ A Y¥¥X
C2¥XbA¥ YA Xe2¥XBO¥XIO¥¥YXe 2¥XB0¥X98] ?(?:=|<>|<=>|<|>|!1=) ?[¥¢"¥¥ YAV¥XC2¥XDA¥¥YXe 2¥XBO¥XII¥¥¥X
©2¥x80¥X9IBI¥¥ 2¥Hb | ¥ ¥ YYNXC2¥XD A Xe 2¥XB0¥XI8] (¥ W+ ) ¥ ¥ YN XC2¥ XD A ¥ ¥ X e 2¥XB 0¥ X9 9¥¥¥X
e2¥X80¥X98] 2(?:=|<>|<=>|<|>|1=) [ YAXC2¥XDAYAYXe 2¥XBO¥ XYY X 2¥ XBO¥XOB MY 3D | (¥ "¥¥;

Y YUXC2¥X DAY XE 2¥ X BO¥XO 0¥ Xe 2¥XB0¥XO8]*) ks +(and|or)¥¥s+([¥¥S¥¥" YY" .." at ARGS:id. [file "/

usr/local/modsecurity?/rules/base_rules/modsecurity_crs_41_sql_injection_attacks.conf"] [line "425"] [id "9
50901"] [rev "2.0.10"] [msg "SQL Injection Attack"] [data " and 1=1"] [severity "CRITICAL"]

[hostname "192.168.0.139"] [uri "/"] [unique_id "TQC5VN8AAAEAAAgOOPC
AAAAA"

i okkiz, Ttag "WEB_ATTACK/SQL_INJECTION"] A EN TWHIERETE T T,
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WebKnight

WebKnight i3, AQTRONIX 28 GPL DO & L #2fli L TWH A —TF YV —RAY 7 h T =7 T,
WebKnight /X, Windows ® Internet Information Service(IIS)? ISAPI 7 4 L% & L CEIEL
T3, ZOfEEHE LR ORBTIRIE. WebKnight 2.2 T3, WebKnight O#EI{EERELIZ DU

T, FA-4E2ZRLTLLEEN,

7 A- 4 WebKnight OB/

EHE4

fie

& 0S Windows

&Y IH—/\ | 1S 5.0, 6.0, 7.0%
ISAPI 24 )LA%FHR—r BT H—/\

69 ISAPI 7 4 LV HZ DA A h— )L LBETT,
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BADiGHN

Z DIETIL., WebKnight 2.2 2% A- 5 DEREICEAT LN AEN LET, WebKnight O#
MIRRTELNZHOWNTIE, BRTREL TWA REF a2 A R0 LT E0,

# A- 5 WebKnight O & B2l

BHEA &
oS Windows Server 2003
Bz JH—/\ IS 6.0
=3 IS (X 11S5.0 7Ot R L BEE—RTEITT S
(1) 40—k

WebKnight (£, AQTRONIX t-DO 7 = 7% A "X v m— RA[EETT,
Hvya— K39 A |k : http!//www.agtronix.com/?PageID=99%#Download

70 http://www.agtronix.com/?PagelD=99
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(2) A2Abd=l

WebKnight @1 > A b —/UIZiE, IRD 3 ODFIERSH Y £9°,

® Windows - A h—7 [WebKnight.msi}]

® [ AL—HVBAZ U} linstall.vbs]

® TFHIfLALAF—IL

Z ZTliE, Windows f > A h—ZJ ZHHL, 7 m— L7 L% & LT WebKnight %1 > A
F—LLET, (1) TEYa—RLET77A10HZH 5 [WebKnight.msi] 2471271 v
7L, AR M= ETRVEST (KA 1), EFICA R A& T Lok, 1IS Zi#)§
% & ISAPI 7 4 L% |Z WebKnight 28 EM S AU, ERICEIEL TS 2 LRS00 £ (HA-2),

1 AQTRONIX WebKnicht 22 Setup B

xl 21
TN BRWTe | HTTPAsE- | hasnI5- | #-ER | ASPNET
Welcome to the AQTRONIX web gk | jopmwa BAPZOR | A-agask | Rk
WebKnight 2.2 Setup Wizard

OB -B LDEATO Web $4 N TPOT 413N, :MZAX&ES'\II.!Q_‘!}\W

D A

et > Cancel

ok | Hetn | = | o~ |

A-1 Windows £ ¥ A b—F A-21IS @ ISAPI 7 4 L&

[ WebKnight.msi |

(3) E

ki

WebKnight @i ElX, [WebKnight Configuration] Y — /L &ZFIH L TITW\E T,
Windows DA X — b A =2 —hb [FXTOT7 a7 Z L), TAQTRONIX WebKnight| & 2 =
2 —%Z BT & TWebKnight Configuration| #3547 L $£9, [Open Configuratoin] 71 >

RoEE L7256, [WebKnight.xml] Z#RL, [OKIAZ %27V v 27 LET (KA-3),

Cpen Configuration

] X
Loaded. xml | oK I
| Bobats. wml

Cancel

A-3 [Open Configuration] 74 ¥ K7

['WebKnight Configuration] > —/L23EE)L £9° (X A- 4), 25 E£ TIZ [WebKnight
Configuration] YV — /O EHH OMEEZFRK A-6IZF LD THET,
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B WebKnight xml — Gonfig oY [m] 3|
File  WebKnieht Confieuration  View Help
AQTRONIX WebKnight Configuration j
IScanning Engine
I~ allow Lata Scanmng Default: [
This will run the filter rifleur el of Hgtiprigney Ratommatdsd e high pisdieyfrmars sncuniarie
precedes xh AT B e T miaht have povansal buffa overflows, ted.
Requires restart of 1151
F 5can on Secure Port Default: &
nnnnnnnnn 4pEed (HEIE)0Sh SHHAIE (AaFall pOrE B0, U £af b ARVERIA 1 21),
B equires restart o
¥ Sean Secure Part Defauilt: M
£can encrypred (HTTPS) nab craffic (defeufc pors 443, b can b anything slze)
Re u

¥ Use Excluded Weh Instances
Exclude cartain usb instances, raco

Excluded Web Instances:

Default:

mmended for web instances which have their own ISAPI filtsr like Outlook Web

Walues

100
101
102
103

105

m

= encluded from scanni

™ Use Excluded 1P Addresses
Enclude certain 1P addresses or ran

weluded IP Addresses:

. Enamples are Outleak Web Access web sites (starting ot site

Default: [

ges, this allows certain hosts to have unfiltered access to your veb services

Walues

127.0.0.0/8
10.0.0.0/8
172.16.0.0/12
192.168.0.0/16

Ready

These are the 1P addresses of ranges enc

Tuded fram scanning,

|
T 4

A-4  ['WebKnight Configuration |

V=

# A- 6 [ WebKnight Configuration | > — L a% & B H O R 3

v pa=D]

nE

L]

Scanning Engine

HTTP/HTTPSIZX 3 2R F v DA H
AILEAREN P FTRLREEERTE

Incident Response Handling

RETZVERZRMLI-BEDHEER

E
Logging nTREONE. DT OBRAELLE
[5:3
. BEWRT D IP PRLRYD, 7O R%EEMT
C t
onneetion 3P FRLALEERE
A . . TjJ'j/I‘j)I/ I‘77J' 7\7’5"77&& fAts
uthentication

nIE‘ F?ﬁj-ém‘,ﬁ\';&niiﬁ

Request Limits

AT URL. ITYRR) U REE S
[REMNTBVITRNRERTE

URL Scanning

URL THEEITIXFILGENEEBTRAD
RAE

"URL Denied Sequence” DNZE
TEYMMDT7 I REERT 5
CENTLNERER

Mapped Path

FALOR)RSN—H LK BLETESRY
SXFH, TOEREHA T H/INRERTE

“Allowed Paths"l:’.)l,\'Cli~ T
_EII"_.\ A \\

Requested File

BRI DI7MILDOXFICIRFEEE

B

ax ;&

BYA+THRALTWST7MIL
ZEMT ARREMEAHOIDTE

=3
it

Robots

ARYMIx g B EMEICDLNTERE

Headers

H—INAYEDEBEDLETEIAVTD

REIZDWNTERE
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JOZRARAYZ D Content-Type DF TV

ContentType HOAEREEBE
Cookie Cookie [Zx 9 HEHEIEH DERTE
S5 RENDI—F ISt rCRT
U Agent _
ser neen HEEEBNRE
Referrer Referrer |IZX1 3 A RAF ¥ DRI EPLIEER
AL RYR) I DFHIBHEEEFERTE
Methods HBRFERISIERTHAVIRERTE

Querystring

EBEIBITVRNIVTDXFIGEE
RE

Global Filter Capabilities

JO—nNILI4IIVEDBEATE. POST 7
— AT HEREE DEE

SQL Injection

SQLA> oy avIFIAENSF—T—

Fo®E
] —3,0° Hil b =
Web Applications 21777'%‘7 LAV DHFBICTDOLNTER
E

~

BRERFICIE, ROTEITEEL TS,
> “Mapped Path” 0 “Allowed Paths” [T HALD/INREZVLTIRETILELHYE
T, CIITNRDEENGENE TDYARADREINEHRINET,
> “Requires restart of IS” DIEELHIZRELXEELI-EHEIL. IS DHFEFNLEIZH
YFEI,
> Post T—2NDREIX, TIHIITIIRERTH A= BHEITIEL T Global Filter
\ Capabilities” (2854 Postdata BAEDHRELEBILET, )
(4) i
B, BEEPEDIEE L TORWRRE L £97, BGEDBROFINEE LT, —FlIZLU FITRLE
R
@O  TResponse Log Only] Di%iE

WebKnight O EIZHBER 2 WMERT H720, T, BEEZER LRV XE 51T,
Response Log Only =— RIZF&E LE T, ZiUZ LD, WebKnight THEE & L 72al(E
IZoWTIEr RSN E T, BEEKRIIZOE E S ET,

Response Log Only &— NOE SF1EIL, [TWebKnight Configuration] @ [Incident
Response Handling] 77 2 U N® [Response Log Only| (ZF = v 7 & AILE T,
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@ v 7 OER (WebKnight)
WebKnight T 5%

FI., RO ELLDHETHHERET DI ENTEET,

® WebKnight £/)& —/ [Log Analysis] (¥ A-5) #4725
Windows DA X — K A =a—n5 [ XTOTa 77 L), TAQTRONIX WebKnight |

A= —%ZBAVTCWE, [Log Analysis| #3795 Z & T,

EEE

® WebKnight D1 /7 7 A VA EHEME T
IR E THIUX, v 77 7 A ik C¥Program Files¥ AQTRONIX WebKnight¥Log

Files fid ™Z HfHEIC/ERL S L E T,

CRiEnlcn 72l L, IERR2EEPBRA S TORWIHER L

[Log Analysis| ZZ#)T

=lolx]

Date Time Site Instance [ Event | client 1p [ Username [ Host header [ additional info about request (event specific) &
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders  192,168.10.2 =
2009-07-08 02:21:54 W35SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders 192.168.10.2
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:21:54 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:22:00 W3SVC3 OnPreprocHeaders 192.168.10.2
2009-07-08 02:22:06 W3SVC3 OnPreprocHeaders  192.168.10.2

W3SVC3 2

W3SWVC3 2
2009-07-08 02:22:52 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 02:22:54 W3SVC3 OnPreprocHeaders  192.168.10.2 192.168.10.2
2009-07-08 02:23:17 W35SVC3 OnPreprocHeaders  192.168.10.2 192.168.10.2
2009-07-08 02:23:17 W3SVC3 OnPreprocHeaders 192.168.10.2 is
2009-07-08 02:23:34 W3SVC3 OnPreprocHeaders  192.168.10.2 192.168.10.2
2009-07-08 02:23:34 W35VC3 OnPreprocHeaders  192.168.10.2
2009-07-08 06:14:08 W3SVC3 OnPreprocHeaders  192.168.10.2
2009-07-08 06:14:14 W3SVC3 OnPreprocHeaders 192.168.10.2 v
Date: 2009-07-08 =3
Time: 02:22:21
Site Instance: W3SVC3
[Event: OnPreprocHeaders
Client IP: 192.168.10.2
Username:
Host header: 192.168,10.2
Additional info about request (event specific): GET
BLOCKED: Querystring embedded encoding exploit
HTTP/1.1
l;402|lla/4,tl (compatible; MSIE 5_,_Ul;_\'§{indpw; NT 5.0)
MONITORED: IP address (previous alert)
Referer:
User- Agent 'Mozillaf4.0 {compatible; MSIE 5.01; Windows NT 5.0)"
From:
lAccept-Language: ‘ja'
\Accept: \mage/glf image/x-xbitmap, image/ipeg, image/pipeg, */*' o
[Content-Type: " LI
AQTRONIX WebKnight 2.2 - 2009-07-08 00.04:16 [Log entries: 201 1 4

A-5

©® w7 oR (II1S)

[ Log Analysis ]

IIS ®r 7 ZfE7d L, WebKnight THitH S 417270 o T BB I Wi L £97,

@. ODfER, MIGTE, katkn

AL TWAES
LET, BGME, AEERECRS D ET,

ZOFNEZ#EY KL ET,

86

I, HE (3) IRV,



(5) iEH

(4) IZBWTHENBEL 2N ERHERTELLEMICAY 7, 2054, RERBED
MR DL ZRE L TR E £, T2 TiE, (4) TRE L7 Response Log Only| DORE %
fEBR L, INEZI Lo T —mEa4K T LEIZERE LET, 205G, =7 —#Exd A
H~A X4 %2 &b WebKnight A1 EDT T —MliHH 2K 2 &b TE £,

@O  TResponse Log Only] Dfi#kx
[ WebKnight Configuration | @ [Incident Response Handling| »7 = U N ®
[Response Log Only] OF = v 7 &4 L £ T,

@ =7 —mEmDOER
WebKnight DL ETTIL, RIEZREE 2B L2546, WebKnight 28EH27 7 7
WK A-6 DT —EmE &5 LET,

/Z} WebKnight Application Firewall Alert - Microsoft Internet Exple =10} x|

| 7 REE® RTW BRCAIE YLD AMIE [ = |
| ¢Fs - = -Q [ 4| Qiax EbRcAn BEE | S

|PELAD [ httpss 1 =l ena ||n>
|

WebKnight Application Firewall Alert

Your request triggered an alert! If you feel that you have
received this page in error, please contact the
administrator of this web site.

What is WebKnight?

AQTRONIX WebKnight is an application firewall for web
servers and is released under the GNU General Public
License. It is an ISAPI filter for securing web servers by
blocking certain requests. If an alert is triggered
WebKnight will take over and protect the web server.

For more information on WebKnight:
http://www.aqgtronix.com/WebKnight/

AQTRONIX WebKnight

=
] A—InEEnELE [ [ [®@ 457wk >

A- 6 WebKnight #JH3% € D = — i

T T —WlfAE ALY~ A AT HY4E1L,. [WebKnight Configuration] ¢ [Incident
Response Handling] # 7 =Y ;N® Response Directly | % #2412 L. [Response Redirect |
ZHEMZLET, £ LT, [Response Redirect URL]| (2, HE L= T —HEED/NA %5
ELET (A7),

72 8. IResponse Redirect| TIEET % =7 — M/ A (X, [WebKnight Configuration |
@ [Mapped Path] 77 = U N® [Allowed Paths] T EEL TWAXLENH D 97,

1 [WebKnight Configuration] @ [Incident Response Handling] #7 =V N® [Response Directly] A
N2> TV LGB ERLET,
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OIS A0l

Eile  Veeblreght Configuration  View Mol
A

Incident Response Handling
™ Responsa Dyectly Detaur: B
3f an atack ie detected, tend animmediste rerponce o the clieat with & rtaadard mercage. The meccage ceat back _l

It the contance of the deaied Atm Sle (i the deectory of tha Srevall)

¥ Responsa Redract Defauk: [

I an awmack is devecred, redirect the clientts & costom el (the wrl specified m Fesporse Redirect LEL')

Response Redirect URL

[Feto fiwww.acme-hatkme.com/errarntm | [idenied.hom |
This i3 the URL the client i rediracted to f ‘Rasponse Redrect’ s chesen and 'Respense Diractly’ is daebled. This
canbe an sbaelute URL (Mke "heta: fvww ageronincem”) or o relative one (Mo “/desied. ben)

W Use Response Status Defaur: ¥
Wheneser an atmach i£ detacted, ure the vakie in ‘Regpoase Status’ as the HTTP rerpoase rmates that will be sent
back t the client. This sk works & vau doa't redect the chertte 3 custam URL.

Response Status:

[999 e Hading | [999 o Hacking
This is the HTTP respoase states She '31337 Mo Hacking' or "40@ Object Mot Faund’ that is sent back 1o tha client
whan an amack is detected,

W Response Drop Connection Defaut: ¥

Wheneser an atzack iz detected, drep the saisting cennectien (sves Hheap alue var rquested).

¥ Response Manior [P Defauk: #

Moritar raffic coming from that 1P address far 3 Comain Brm-oat perind

Response Mondor 1P Timeout:
& ] [ ]

The tirme-cat (n hosrs) ts montar aflic Camng from thae 1D sddress,

" Raspoase Blodk (P Detaur:

Bleck the 12 addracs far 3 certale time-out periad

Response Block IP Timecut:
EX [ED ]

The troa-out (0 Aowrs) o block the 1P addvess

¥ Responsa Log Only| Defauk: ™

3f an attack i detacted, enly leg and do rot block n.

A- 7 "Response Redirect' DF%E

@ rZ7oOME (IIS)
[Response Log Only] OBREZHNLIZGE. =7 —DINEFIEZEY LIS ~H1sih
Lv TR S,
UFIZISQL A v ¥ =7 va v Offisgttz T 2B Rk snicrn 7 2R LET,
/XF A —2% [param]| |2 SQL XRFEEHKINTND Z BN £7°,

Response Directly TiER L7-354&
WebKnight @1 7

2009-07-10 ; 08:42:30 ; W3SVC3 ; OnPreprocHeaders ; 192.168.10.2; ; 192.168.10.2; GET ; <URI>;
param=SELECT+*+FROM+Users+WHERE+&submit=%83T%81%5B%83%60 ; BLOCKED: Possible SQL injection in
querystring ; HTTP/1.1 ; Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0) ; <Referer>

IS ou 7
2L
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Response Redirect TEH L1-HE
WebKnight ®m 7

2009-07-10 ; 08:52:49 ; W3SVC3 ; OnPreprocHeaders ; 192.168.10.2 ; ; 192.168.10.2 ; GET ; <URI>;
param=SELECT+*+FROM+Users+WHERE+&submit=%83T%81%5B%83%60 ; BLOCKED: Possible SQL injection in

querystring ; HTTP/1.1 ; Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0) ; <Referer>;

IISowu 7

2009-07-10 08:52:49 192.168.10.2 - W3SVC3 WIN2K-SVR 192.168.10.2 80 - - - 302 0 141 414 10 HTTPM1.1
192.168.10.2 Mozilla/4.0+(compatible;+MSIE+5.01;+Windows+NT+5.0) - <Referer>

(6) ZoA2ARbh=N

WebKnight ®7 > A A b —/LIZIE, 4 A M—REERIBRIC3S DO FERHY 9, 22T
L. OS ODREREZFIAL7=T A VA M=V FEIZOWTHHLET, £/, 7oA VA M=%
L, IS /i EEdEh L,

¢ Windows O 7095 LD:EMERR 1D ST 12 AN=NTS

OS DHEETH D [7'urZ72oiBMEHIBR] ZFHL 7, TAQTRONIX WebKnight 2.2
ZBIRL, THIBR) 227V v 735628 T, 7oA VA M= ANRIATINET,

7238, WebKnight ®7 A » A h— vk, v 7 OH (FI#EE TiL. C¥Program
Files¥ AQTRONIX WebKnight ¥ LogFiles) 234%Y £3°, RETHILEX, OS OFEENIZIZZY 7
FNZEHERL T &N,
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f1ik B. BARmOB

AR TIZ, WAF 85 - S — 2 ORI HHEEZ B9 & LT, REOIERIC ZWH W2 72nize
¥ WAF ®i - =R ZHFECEFELD [V D 2 BIE) 1T L E7, ARAEERICHER LT
W5 WAF 0 - — 2200 Tk, SR OBRR L, ¥ — B R ORMEILEEICBIWE
PELTEIN,

B %1 RTHRBLEER

Slt
uar

PR ITiE¥ | KRSV =M= kFaT

URL http://www. jp—secure. com/cont/products/

© Scutum

feftooize MBSt EXaT72AHAL T o ad—

URL http://www. scutum. jp/index. html

Net Attest

BHFE TR MAES(EY Y hU v AT AKX

URL http://www. soliton. co. jp/products/net_security/netattest/waf/index. html
BHFS TR V7 SEVEa
URL httpi//www.nec.co.Jp/soft/51teshe11/

‘,ﬂﬂﬂﬂbﬂ"ﬂ
NETWORKS

BHFE TR Barracuda Networks, Inc.

URL http://www. barracudanetworks. com/ns/products/web—-site—firewall-overview. php
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http://www.jp-secure.com/cont/products/
http://www.scutum.jp/index.html
http://www.soliton.co.jp/products/net_security/netattest/waf/index.html
http://www.nec.co.jp/soft/siteshell/
http://www.barracudanetworks.com/ns/products/web-site-firewall-overview.php

X Webt %295+ on-Demand
&\ U Web 77 r—a 27747 04—l

fefted | KSR AT A X

URL http://www. hitachi-systems. com/solution/s005/web/index. html

B B 2RITHREBLARE

@IIVIPER\A

BH¥ECZE Imperva Inc.

URL http://www. imperva. jp/products/web_application_security. asp

CITRIX

R TCAZE Citrix Systems, Inc

URL http://www. citrix. co. jp/products/cns/how—it-works/firewall. html

1R 53 3 RITHREBLARRE

Netfire Q

PiZEcie¥ | Attty b 7AT

URL http://www. netfire. jp/product. html
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http://www.hitachi-systems.com/solution/s005/web/index.html
http://www.imperva.jp/products/web_application_security.asp
http://www.citrix.co.jp/products/cns/how-it-works/firewall.html
http://www.netfire.jp/product.html

B2k B2RTI/WL R

‘ IT agility. Your way.

RS T F5 Networks, Inc.

URL http://www. f5networks. co. jp/product/bigip/asm/index. html

WAPPLDD

BHFE TAE 3 Penta Security Systems, Inc

URL http://www. pentasecurity. co. jp/jpn/product/webWpplelntro. do
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http://www.f5networks.co.jp/product/bigip/asm/index.html
http://www.pentasecurity.co.jp/jpn/product/webWppleIntro.do

HTTP(Hypertext Transfer Protocol)
VT =Ny =TT T OWRT =2 %
EZETLHDIEbND 7 e k=,

HTTPS i&f5

A ETlE, SSL(Secure Socket Layer)<°
TLS(Transport Layer Security)% FV>CH; /5
{E L7 HTTP &5 =57

SSL(Secure Socket Layer)

A2 =%y b ETHRZE S L TEx
FEIa7m hai @AEHRSZ VY y hU—
REGREELEIEZFETE D AT
NexR TR ETHHERTWD,

SQL (Structured Query Language)
Jyb—vafisy—4~—2 (RDB) Ik
WT, T = I R= DB T — X DEREAT
) TeHDOHVE DY SQL 3TiT i,
CREATE 72 & CTF —X DEF %175 DDL
(Data Definition Language: 7 — % €3 = &
<> SELECT 3, UPDATE 3£, GRANT X(7¢
ETT = FR=2ERT 7 & AHERD EF
Z 17 9 DML ( Data
Language : 7 —##F5i0) REVBH D,

=Zh

= FE o

Manipulation

V=TT =g

V=7 A PTHREIT VAT L, —RIZ,
Java, ASP, PHP, Perl 72 FOSiE4FIH L T
BRIE S, A N ARV RIHE I3 L CEY
IRV ORMIAER L TV 5,

U7 %Ak
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BEED N A A > (] : http://www.ipa.go.jp/)
KT DEEZEOE L FVERT, V2T YA
N T 2 BRI, Ve T R—=T0r =T
TV r—=vary ENLPENET S =T
RN T = A R—=ANEET DT —F R —
A = NERNDH D,

7 7N

DT R=UR T 2T TS =g RN
ET 5V 7 MU =7 EIIMERY R —
MR a2 i, AEICBWTIX, 2&bh ey
=T =N F ol GG W7 — s
o (= DN

F =T =R
V7 N7 DO —Aa— KRNI T
BY., FEMAOHENATETHDLZ &,

55

DT T Y = a U EIBIT AR 2
V74 EOFgE, v Ea—2 RIET 7 AR
A2 —HTANVREILY | ZOHEPE
BINDHZLETC.ZOU=T T TV r—a v
DAKOHERECMERR Z 2 O RR & 2 0 155
b D, Fo, EANEFRED L 2T 7 & AHIHH
DO FICEHEIN TV W, Uo7 A NE
EBHEORBEYERICEY . v 2T T r—
arDEXa )T 4 BHEFFTE o T
WDIRRE S & e,

7o kan
WEHK, Xy NU—2 ECF—4 &2t
DOKIHREFEEFE DB D,
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FAE - HIE SSIATBOE NMEHALEEHEERERE  (TPA)

miEREE K fER

A Wsife EN HIEER Zh
AT BEEC NEC S AT A7 7 7 m U — RSt

VAR g B HASH Y =AM E— - kFaT
MR e NEATEUE NPESE BT A WFFERT
WA IE Bttt B SZRET
Re s A7 v 7
AL 7%

e e KRk el OREW & & TR
MRS B B0 B k® s L &

Wttt Bttt Imperva Japan
NEC & AT LT 7 ) aP—Ratt
MY =AM E— - kFaT
RSt XaT72h A0 -T2 /0 —
&tV Y hor v AT LR
AESHR Y 7747
MRASHASLFEHR S AT L X
~ 7 =HhFy U —7 AR EH

KM SIATBOE NG AL EHEE A DI B (S SV T ATEMARA 2B L £ L,

Web Application Firewall (WAF)#iAS tiiZT 55 2 bl

[ 71 20104 2H16H %1k &% 1k
20104 5H12H %1 %2
2010410H 8H H1K %3
20114 2H28H UGIH2M F 1k
20114 5H12H UGTHE2M F 2k
201141 2H27H &G 2/ 4 3

[FEAE - HIVE] JRNZATEOE N BOLEHEEREE XY T B 2 —



EHREF)TAICEATHEHEICONT

IPA X2 Tt 3 —Tlk. BEEEXEEDERICEDE, 13 I9(IILR-FIET
IR M HREEERICEAIIRR - HEDRBHEZIHF FTLES,

V1T IA—LOA— )L TRENTEET, FLEI TR FEEE 2SI,
URL: http:/ / www.ipa.go.jp/ security/ todoke/

c VEI—Z A IILAEHR

OB —AY9 I REFRR  F=Fay
E1—3 /L RIZEE LGS 1B T T™W
&0y,

VI b7 E e 4 REE R R

OSWIT S IHEDISATURLE DYTRS
I7. 9279 —NNEDHY—/IEDYI+IT
T T BOICH—FEDYINITT7EH &
RAAEN—F9T 7E (I T2 BIUEEER
L=15 & 128 (TH TSy,

RET7HERER \

Ty NI—= (A2 2—Fy bk, LAN, WAN, /\
YVAVBERE IERSINOVEL—2~D
RETIVERIZKDEEEZ TG E IR ITH
TLEELY,

VI TV r—av Bt EEER

A=Y MDY T HANEET, B RIH
TR T HTD YA NEH DY —EREH
FREVATLISH T B ERKR LB A1

J& 1 TFEELY, /

eSS MR EIF RN BOEARME A EREF VT RHAZ R/ S F—2vT )
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