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BHERKEA—L ARfEhEIM4LR

File name: JHIDAMHER DR exe

Submission date:  2011-07-11 11:05:48 (UTC) CDEOERBANGTIHE
Current status: AR

Result: 0/43 (0.0%)
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B % keep alives@IE

Date SA DA Proto. | Size IDS/AV
~N
2011 /% /%% **:*x*win—xp—sp2: *.com.br: 80 tcp 178
(SF)Portable Executable binary
2011/*/%% skskx com.br: 80 [BR] win—xp—sp2: tcp 161 600]CIIe treip\s\fer
(AVV  adup-107

Keep alivel =t BISEI= LY BT T7AILA
£ 0—RENnD
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3.2 NEELHKRODITEEIR
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R.BEBVATLADBEROFBENRELES . HEBBZERELEA—LAEFENLDT
MEMEKE | EFENET,

B4 T3 ERWebREIZLBFE
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DANABHSAMNIFEINFTT . KBOHEE THALRFCMEE LG OTLEVET,

BAT 4SRN EVAIL ARG (FRGI)  HHRRT LHE
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YT =V RBEMEREREY —NADNYIRTREMTOIET . COBR. RVET—IRUY
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bhEd,

5175:48 4 DDoS WE(H [ HWER B S
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NV R T BIERERE (EEFESR)
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VATLRADERESYH
EMICHI!MT H=HIZLY
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HERE
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AIWRIZH L THRHGEH
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USB FII A EYERUN SEAEBE
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RYURTLNERENRET S, USB BAA—To R
AT LIZR =R CUEFEREE > TEET 5. USB
ENLTHEY— /D oDHFOEFHEEZIO—
RHRVRATLIEET S,

I0—XRDEREINER
EOBEF{T51=.USBIZ
DAIIREREASETHE

112,

(/ORI EIEHREDENER]

[INYIR 7 BIEHEE DV RAT L LETOHIZER 3-2-2 ITRLES , N\UIRT7IE VAT LIRSV
B—FIR EDIITHA AT OERTEEDTORIIET VR —rERAW=I/ILRIZEDED
BIETYT . COBEIF. EELGVITHAMEELRICICRZ 516 BERBIIRARMI AT LE
DOREEFTVIRFTTLEVET . ChICkY . HBH—/\D5OHFOEMEREDST Yo O—F FR
DB (KB H—/INADZE) N ThhET,

O, EEOT IR —HI EFBLOVITHAMNABELRILEBRE-EVET . ARDEZS
EF BB EODVWTNADERT, VAILRIZKD/N\VIRTBEDAHEZENZY WIE, [HERIFERES
WENBIEVSEREABTESEITRYFET,

4 ETREBTAIRKRTIE F2EZ VMLADNEALIELTHHEBBEROGRMESELELIENDE
AAITHERERLTVEYT, SO NV INTREVHBZERICVATLLEDOT VR IL—ERET
EITOEDHR AR KRTIO—FEEATNEET,
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[ZETHBIEDAVFERTT,

GET
/CIS/55/000/000/000/016/481.swf?fd=jp.msn.com&clickTAG=http%3A//g.msn.com/2AD0004N/13000000000044826.1%3F%3FPID%3D8722904%26amp%3
BUIT%3DM%26amp%3BTargetlD%3D10666778%26amp%3BAN%3D52560302%26amp%3BPG%3DJHP201%26amp%3BASID%3D2e312bb00ae2479dadbc97d
b458b894a&clickTag=http%3A//g.msn.com/2AD0004N/13000000000044826.1%3F%3FPID%3D8722904%26amp%3BUIT%3DM%26amp%3BTargetiD%3D106
66778%26amp%3BAN%3D52560302%26amp%3BPG%3DJHP201%26amp%3BASID%3D2e312bb00ae2479dadbc97db458b894a HTTP/1.1

Accept: */*

Accept-Language: ja-JP

Referer: http://jp.msn.com/?ocid=iefvrtx-flash-version: 10,3,181,14

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; .NET4.0C; .NET4.0E; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR
3.0.04506.30; .NET CLR 3.0.04506.648; .NET CLR 3.5.21022; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: a.ads2.msads.net

Connection: Keep-Alive

4-5-2-2:Internet Explorer 8 [ZEBIT5") VT AN YA &R
TIVFDBEAVS FEBOBBIEEHINTOET, — A VMIILRADBEEIFR 4-4-2-3 D &S
(2O TIBEBDTY,
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AL BIL

GET
http://login.51edm.net/getconf.php?m=f9c46f1f7ed5073091dd2a196cde7761&q=FamWNHTEDv¥dSvfKy=8qRnyry9fqylyqyv0qlwZqc9uqCv0a8aTOsIh¥ywfaF
XQusJha8p4MslfaDelHs)ZKyxtWIvfOSXIOyO55 HTTP/1.1

Host: login.51edm.net

Pragma: no-cache

24 JLRH2

GET
http://pds.adncommerce.com/jmoy.php?npic= HTTP/1.1
Host: pds.adncommerce.com

4-5-2-3: I JLRIZE T DI I T AN Z TELRHI

NoDFHEFIALIA RN TEDAREMED HHEMIERTHEHEL THRIEEZTO>TLET .
® http ANYA MDIERR User—-Agent 7RI A ) X ME

INVIRT A ILAD C&C EDF—TT7SATBIEHMEEEH

http LARV AT —ADFRBRLET — 2 A XE1EH

C&C ~DEMANEHHLSEF D Z T

http ANvA RICE DV -18H %

[RFIFEQ:RAT MOMIER proxy @S (CONNECT %) R BT ET)

WEERBOREHI

—=P>| RATERAKZR

RATODCONNECTI&E{E
BERR

RATER A Bi&R

4-5-3-1: REFOF(2kS CONNECT @IEEERERETAI

MEERBROEHESEIE

COREDEMIE, TRAT BIE DI HMEEITHREER X REITI2 L1 TT . RAT IEAER proxy IZXL
TH179 4 CONNECT AT RIZEY Ry T—VERETIL—ILIZIR ST FW Z@iB Y 5N ER proxy #EH
@ 8080 S4ER RAT J@IEAFEIL (tep ARY AV RIL)LET,

RO RIE, [HBEEHG6/N2—2 IIZHITHRAT EIEITY .

3-1

= [JEB proxy O CONNECT 172.16.0.210 [**]Ilc&EULT, **2HEDFR—b
BEICREIZRYMI—VRE 2T, ivy ) CONNECT ERBEEZAL
proxv Tl

CORMEKIZEY  RAT DBENMDIERAT IV ZALLIELIZEEITERE TIHGELIL—ILIZ—ELE
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WBIEZIEOFET, BIAIX, 443/tcp DHEEFFT RXETEITo1=15E . Poison ivy DT 74 JLIERTE TE B
S5 CONNECT 172.16.0.210:3460 (ivy JE{E) (XEMINE T,

3-2
[-@- MR proxy OOJ 24T ivy ® CONNECT &{5%551] ]

vy BIE T TFERAT D H DEN B8, CONNECT LI XFIHEELITDSE, 443/tcp LIS DIT
% proxy 0% L TEERLFE 9 (grep CONNECT access_log | grep -v :443) .

138, RAT BIEDXEKIZHE LTI, TRAT(Poison ivy)Dtyiav(d, sRYSEIToNBICEIZERLE
MHEROITERAREDOFREZEO- VAT LERFNE L BB RARRICTERFEZLTLET,
BRAT Ok E UIEE D% (Poison ivy D)

*RAT (Remote Access Trojan / Remote Administration Tool) &l

RAT [ TEEOHEE- HBEZRA TV AREENMEAL TS EEZLNSY—ILTT,

vV RBALEVRTLZERNOIEET S, BKEECHEUEEI TRIASN TS,

v IDFAT A —ILEN LIS AR AT R R B IR IR T IR TED,

v MBTORILEAHTTP FOX#2 (CONNECT < R{EM) . Socks (v4 Xtit) itz AVA]

AE.
v fXZFHY7E RAT :Poison ivy, GhOst RAT %2 & , — BB IE— AR NS EETHRI AR EE,
v ERNRRE ENRERIE) A LR TI7AIVIZEBN S THREICHERAINSG 7T —XHNEMN

LTL3,
vV IREEZEINDHSLUTOMEEEEMAIRE, CALICKY BB REN LI AT LARADIER LK
LHAEE
BERE - D7 AL DA, TOERIBE. ATURET R —0F v TF v, bt BEH
HEe &
‘RAT DEALZE

BRHIBRA—)LIZOA I RELTRMASN - TAOXNERZ R, RERZRLET VAT LREO A%
A—HiIER (PC) IR A

‘ < AOMEEERL. BREKESNBORTEE SR b S B BICEME
CBREKENLTCOATLARBY — NS5 ER. KHE

LodsornTry [ TCPa% 4 ¥ 3 8080/tcp P o EESVE
e | TCPa% 75 3> 3460/t
5 ) E— MEEE & azxyvav cp
Q*mfm H.E H*{Fuﬁ SlLL el ) [ (RAT®EZ0O b3 )

B -WAF AOXMER
- FW. 1DS
cTIOF I INACN
« PaEBproxy

cNYFARL—=ay

CONNECTa 2 RICkBTCPaARIZary bR
(AO5R%ZEBL. SSLHTTP. A0 EEHRICFIAT)

4-5-3-2:RAT (Poison Iwy) IZB[H BB AL A—
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BRAT DAEB proxy FEIS(CONNECT $E455) 0D 4 4016 T 52 ER
EBRAR

BRI AT LDV T —IERHEIREL-IRIEIZH LT, Poison ivy(RAT)DEE HIHREEL Poison
ivy(RAT) #4EEZFALVf=- CONNECT a7 RIZ&LD TCP ORI IV b RIVIEHIK R T TORENEME
BREATUV . BIET 2L VIZHER proxy TORIEOTZEELELT =,

WEX Poison ivyi@ ARRb
172.16.0.210:3460 gnﬁ 172.16.0.106:8080 172.16.0.35
) - _
Poison ivy & B R I id ”’T‘ﬁi PagRProxy—/% HZha FRARD | HRkc

1.,
=
x>
<
=<
[2]
=
4

g — | ]

FYNT—JRHMIREA ,_:;e —
H—k RYNI—ORHNKEB

L3-SW =5—

4-5-3-3: RAT DA EB proxy IBIE(CONNECT E#R) DR E KT RERIR IS

Poison Ivy #8{E D%
D Poisonivy DZ7AORIJLIZIEEIEEDHBTOIIL, (TI4)LF:3460/tcp CONNECT FTIZ &
V. proxy N LT RILERNS,

IvyE ARk P EBproxy IwBARAR
< TCPOYS 3 HEST 8080/tcp
_ CONNECT 172.16.0.210:3460
« TCPORY YA HET 3460/tcp
e 22DTCPAR Y AV T BT AL T b RIVE RS >

@ vy IRRAMERBFIZRD &SR TE LEIEA AT RE
- TOXLERTRMICIEETES,
VAT LICRESN TS TAX LR EEEZTIMT 5. (COBE.E ITREShTVHSTAF
DEREMEEMA)
CEERIMADFLZIT port DT IAILEE 3460/tcp 1288, Ivy DAL RAEERBFICEEDH
55T port ZEE Al Ao
@ vy [& SSL & {4750 (https 7\ R 71815 (CONNECT %) Xt 5k (&, AREERE (LA IHREEL %t
REBHATILELNHD, )
-ivy D154 :CONNECT ##tL-TCPaRs ay L CHBTOMILEER
*https M35 & : CONNECT i L/=TCPa+- 3> LT SSL+HHTTP FRAMILEER
@ vy [THBERESEMALBSEEEZTI.

BRELE BT RERFER
CORMEMTRERAERIIRDBYTY

@ ivy B AER proxy & CONNECT TRIERBL U RILEEY ., RYbT—IFKEHIL—ILIZHE-T-81E
17518 . proxy ¥ FW DIL—ILEEFEDH TERLEICILOHLDIFEHLLVD. ivy DBERFEND
FRHEKLARESELH D,

vy [, £y arhaRY S [EAE LD T, proxy A% 1% CONNECT YIETBE D& H 13 %,

proxy B4 [F (Ny A ELERZETEE L7EL\BRY ) CONNECT R4TDAHECERT %,

© ©
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@

172.16.0.35 — - [17/Nov/2011:16:22:52 +0900]
“CONNECT 172.16.0.210:3460 HTTP/1.0” 200

Ivy DIZE(ZIE. CONNECT D EEIZ, HTTP AYF (IR [E. User-Agent 72 E)EFE-T={D %L
1=6>. CONNECT FEILIB{EE R A CONNECT TN HAELD, (ivy DAHDEEH)

ivyDIHE :
CONNECT 172.16.0.210:3460 HTTP/1.0
[EGEDBE:
CONNECT 172.16.0.210:3460 HTTP/1.0
User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1

Proxy—Connection: proxy—keeepalive

vy MT 74 ILR—(3460/tcp) ZEALI=GE A (X, 7AFX D CONNECT 172.16.0.210 [¥]
[2BWWT, +EHEDR—IESICRET SRV T —UKEE 1T o158 (LER AT EE,

[ squid DT 74 LB ] -
[SSL ports TERFE SN TULVH443 LU~ DCONNECT AV (FIEE]

443115+ CONNECTIZIEE T 5. acl SSL ports port 443
EIEARRADEFEEZ TportET 74 ILE acl CONNECT method CONNECT

<o " e
D3460M LK E SN THH R ATRE, http_access deny CONNECT !SSL _ports

TOX 0055 Tivy BIELZERTTEE,
vy BIETIETERAST AE AHEN B85, CONNECT ELVSXFEIEELTDSH. 443/tcp LLSH
D 1T% proxy A4 £ TEEHH,

FTCONNECT 172.16.0.210:3460 ] (gsrep CONNECT access_log | grep —v :443)
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[RRIFHG: RERBOI 52—V MNERIEROSBHRET]

WS EREROFKEH

EEY—/\DoDARAFR
HROMYELIFE, EEREY
AVEHBER

BEEY—\ETAUMS
DA A—2yEEER
DI RERE

HBRIEFEER
T AUDSESE

EREEEM

4-5-4-1: EEY —/ DDA S—F Y NEEBHEETOEN BB (A=Y

COMKDENE. TREEHADNYIRTREDEE I1TY  AEOMRIET, [HBEHGC/F—
VZBFBIORTLABHROEERAEITT  COXET, REEBEEO®:P2P FEHEDRERET]
EHETERBLET

WEERROERESER

[

4-1

= VLAN ICEBREEY-—NHror2—2Y EEEREEITOLEVOD R

J

REZI(EEY—/\) DEEY—E X (http, ss) [CET 22—y NEEEHETHELESICZ,
VLAN ZF(Z&Y D BERETL . MR RB Y — N\ DD DFIH—  ADEEXFEELES,
Bz X, LEEDDBEREEORD&LIGEZ THRAETVLET,

vV EBEBY—\DoA A EBETIEALGELKD, VLAN FIZEDS D BEEITO.
v EBEY—/\HoDFERORMYELEZEERET AV MDHMNBITS

V AU EDTIVERIEEBRET AV MNBITS
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[REFRES: - EXWERFEY—/\Op#E]

COXMEDEMIE, RERRELGHIEEY—/\DOHEITT . AROF|RIE. [HBERG/NF—
[ZHBFTET AT LRNEROIFEREEITT  EMEBRRYETE., I —FinROEBmREHERL.
HBREEREZTNMLK BB EEEETHy— AN Z N =OICHBRBIFERE HADEA—ILT
FLRRORIIERSE) N —RERFESNTVWSRIAY— /D HEHNR T, COHRYV—N\EEER
BEMESTIT. PR ETVET, £z BAY—NICLTUAY—1\HHEEE L. AL EREZR
PENDETY,

BHE.COFMKE, EEEHO . REEBOAUI—RYNEEEGO D BERET). [EEEEO®:
P2P R EEHFEDREFZET L5 TERBLET

HEERBOREEER

5-1
l@ SEEY—/NEBEIAUD, BIY -/ I X OB E ]

RELY—NITLTYAY—13\DH B
BaF. AL EERIENBE,

a. SR5FY—/\( Active Directory ,/—YH—
NE)VEBETLIEEET A DIRE,

b. BBEEH—/\( Active
Directory ,/—YH—/\
£)DhE

HHER

[FREEY—/8]
Active Directoryt—/\
J—IH—\%E

(R ERNBEOEEY—/\HEL T4 (BE)]

=1 EEIERADEMEA—ILE ., Ny IETYE—FIFA—ILTIILHIIT7 (RATE) CTEBIFRE
HEL ., EREEEER TR Y —/ N7,

T—R2: — R FAEHRERANDEMEA—)LEZ, NI TYE—,aA—ILTILHOIT (RATEH) T
FEHEIHREHEL, EEART—FERNKRE, (BEKRES)

—R3: —RFBERERANDEMEA— LK, NI TYE—LaVFA—ILTILHIIT (RATE) T
FAERREREL. MAEERICEIFBEDOFER(EEBER. 7FLRAZE) #HH,

r—24: — B RAEHRANOZHEA—)LE, N\YIRTYE—FIVbA—ILTILDIT (RATE) T4
FIBEBHREZH L, DAY —/\ORBUEZF AL-EEEERER

X 4-5-5-1: Y —/ I A R, B —/N\EBEI A DIHERTAA—D

COXEIE. BELICETARELRRTT . LML, EBIGRRUOI—HIHENSD/\VIRT)E—F
APA—ILERAWNEEREEY — N\ T ARMKRIZEAL TR AR TIERENHYFET .
a.iREfY—/\(Active Directory, /—VH—NE ) 2ERTIER I A OME

R —NEEEIT 5T AUMIRLTIE ROLIGERHEERLET,

(a) BEEIAVMINDET AVMMIHLTR—FERITEL, (BEEI AV ODRIEET D)
(b) BEHEIHRNDEBEMMEEE/ \VFHT,
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b. %ﬁIE'U'—I\“(Active Directory, /—/Y—I\E )D&
EREE Y — /T AVMIHLTIE, RO KSR RERLET
(a) MEREEY—~ADOTAVIFEBIGRDAFFAIT 517 7RV bO—ILEkEHE X,
(b) FIAFBIHARNSERI Y —/NICHTEIBEENRAT—FENRE (HERES) FEKDEM,
{5l FREE Y —/\DEHEA T 1R ITEIHHIR LR E

2% Active DirectoryZ7H9 Uk AVO 79k RS —NDIA oY D RHEE(E
# REREMEIE, D RT LEIKEEET. %?%nx.d't BLF1—= T T BRRENDS,

By o7 AR 15 4
FHOURDOOYITIORDLENME 10 @nﬁ‘#yl:%,ﬁ&
OYIT7 IOk Ao ED) vk 15 %
(c) FIAEmAMNSRABZAM Y — N\ H—ERIZHT B (H—/NIZxtT D) B/ ST
LT
5-2
[@ BREF2IZIJICATITORFAWNRELTEIRT IR ]

REEH—NISLTUHY—10 %D
HEIF. RACREZERIENDLE,

[FREEH—/1] LDAPEREE#E&E
Active Directory—/\
J—=IH—\&

Py 'Y
\

B 4-5-5-2: REEH—/ ST A b, BRI —NEEEY A LD F A A—
a. A—HEJT AV (—RFAE) HSD LDAP 7R IZFEIERE
(F=EELEFERLDBEHEBLADE)
EWEWKREEEY—/N(AD BT) EDOMIC PKI BEETIEODAT—MI—FEEAL, EHEE
(i?btxﬁoﬁzv FH—FZZLADERETS
(CNIZKYDAILRIZES AD BT AU IEFEE)

WSE TOOBRHREFER

BERUTAUMIH BRI — /Do, REGEREZTEZREL-SEA LDAP —N\E—RFAE
DTV RARELGEB Y —N\ETAVMIBRELFEY . kY BB AV O—RFBEDT
DERELEHDERLBYFEST (BRI AV DO—RIERD TV REEIL S HEREERE) , f=7ZL
FREEY—/\D LDAP #RELISN (A —HFRED) L DB E O BRI —HIEHRD D EEE. /ZTAéPJSnQ
FHEDEAERY DD BEICRAZTUVVEALIRE T ORENHYFET,
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Tl BEEMABOEROCA—LTRLRAGRZENET HEEDOHHMRIIEFTETEAN.
BHRERENBALOTVW—RIAAEB T AV DS EEY—/N\ET AV DT I EREFIRT 550

RIFEAFTEET,
C%&gc&cv—,i

(18— NEGEY AT LS -LDAP P
[ /54 JLVPNIEFILDAP VP RAS W IDS DNS Web M:?\ Frrovsy
0 W] - O OO 00
i =y +
L | L7V —2ay I
—7

o) Anon WA RTLE )
N

AV RYM— T AL FE-ZOMEI Ak Y

4-5-5-3 BEETAAD—RIGRDT I REREIL§ HRET A A—D

W3%E:AD ORYEI—IMRAVEHZTIROFREBEIE

Active Directory DEXEtEZEZASDA T B R TIERDKILGRENHYET S

@ AD FEEH—/N\HNESRT L0, EEY—/N\EJAVMIBEETEHEH/EL,

@ AD [FEEFAEBICH—ERFRBLTLDO ., EFY— N\ T AP ERBL-—RARE
TORREE I EEH,

@ EEHY—NETAVMIRE L, —BFRABERITAD LD ET I EREELE (deny) LTzLVAS,
AD ZEBEY—/N\EJAVMNIRET 5 (BENTDEHFLEN=H) 1O —RIAE LT AV MDD
DTV EREZILTEHIENH KL, DO MDEEH—/NIZELBRESN R SISEEM
H5b,

@ —MRA—FETAVDLEEY—N\EITAADT VAT EEER—rEHIBREITIHE (X,
EHBFAR—MO AD BMEAT I —ERR—IZ22TRETIHELNHIN. FREBDTS
VIRV IR () G DA BN,

® —MBA—HFETAUEDDS AD(BEEH—/IN\ET AR ADT IR IL—b% Exchange 7 E D ZE
BY—\ (T AN ERBTH7IERaVO—)LERETHZEL, REAREME OV RTLLRE
FRETENCHBIRE T IBENDHD,

AD DEXERHY—EX
- T4L YK H—E X (LDAP)
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- 2 —4E25F (Kerberos)
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