STPA Exercise:
DoD Access Control Barrier



Access control barrier




System-Theoretic Process Analysis (STPA)

{ * |dentify system accidents, hazards }

* Draw functional control structure

* |dentify unsafe control actions

* |dentify accident scenarios

(Leveson, 2012)



Access Control Barrier

* Accidents (Mishaps)

— A-1: People injured or killed (traditional safety)
—?




Access Control Barrier

e Accidents (Mishaps)
— A-1: People injured or killed (traditional safety)
— A-2: Economic loss (damage to vehicle or barrier)
— A-3: Unauthorized access

— A-4: Authorized access not allowed




Access Control Barrier
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e Accidents (Mishaps)
— A-1: People injured or killed

— A-2: Economic loss (damage
to vehicle or barrier)

— A-3: Unauthorized access

— A-4: Authorized access not
allowed

=
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Access Control Barrier

* Accidents
— A-1: People injured or killed

— A-2: Economic loss (damage to
vehicle or barrier)

— A-3: Unauthorized access

— A-4: Authorized access not
allowed

* Barrier System Hazards

— H-1: Barrier damages
authorized person/vehicle [A-
1,A-2,A-4]

— H-2: Barrier doesn’t stop
unauthorized vehicle [A-3]

— H-3: Barrier prevents
authorized access [A-4]




e System Hazards

— H-1: Barrier damages

Access Control Barrier
authorized person/vehicle

» Traditional Safety
[A-1,A-2,A-4]

— H-2: Barrier doesn’t stop » Security

unauthorized vehicle [A-3]
» Functional

— H-3: Barrier prevents
authorized access [A-4]




System-Theoretic Process Analysis (STPA)

* |dentify system accidents, hazards

{ * Draw functional control structure }

* |dentify unsafe control actions

* |dentify accident scenarios

(Leveson, 2012)



Control structure

* |dentify:
— Physical Process
— Controllers

— Responsibilities
— Control actions
— Process Models




Control structure

* |dentify:
— Physical Process
— Controllers

— Responsibilities
— Control actions
— Process Models

Physical Barrier




Control structure

* |dentify:
— Physical Process
— Controllers

— Responsibilities
— Control actions
— Process Models

Human Operator

||

Computer

||

Physical Barrier




Access Control Barrier

Human Operator

Check authorization of

: Model of Computer
vehicles

Allow authorized access

. Model of Barrier
Prevent unauthorized

access
Model of

Drivers/Vehicles

Close
Open

Computer

Model of Barrier
Operate hydraulics to

achieve commanded
state

Model of
Drivers/Vehicles

Close
Open

Physical Barrier




Access Control Barrier

Drivers & Vehicles

Model of Barrier

Human Operator

Check authorization of

: Model of Computer
vehicles

Allow authorized access

. Model of Barrier
Prevent unauthorized

access
Model of

Drivers/Vehicles

Close
Open

Computer

] Model of Barrier
Operate hydraulics to

achieve commanded
state

Model of
Drivers/Vehicles

Close
Open

Physical Barrier

Barrier state
(visual)



System-Theoretic Process Analysis (STPA)

* |dentify system accidents, hazards

* Draw functional control structure

{ * |dentify unsafe control actions }

* |dentify accident scenarios

(Leveson, 2012)



Unsafe Control Actions (UCA)

Controller

TFeedback

Controlled
process

Command A
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Unsafe Control Actions (UCA)

Controller

Feedback

Controlled
process

Command A

Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard | causes hazard Order long
? ? ? ?
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Structure of an Unsafe Control L
Action ;3;3;1 T

Controlled
process

Example:
“Operator does not provide Open Cmd when vehicle has been authorized” [H-3]

[N \

Context

Source Controller Control Action

Four parts of an unsafe control action

— Source Controller: the controller that can provide the control action

— Type: whether the control action was provided or not provided

— Control Action: the controller’s command that was provided /
missing

— Context: conditions for the hazard to occur

* (system or environmental state in which command is provided)

33
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Unsafe Control Actions

Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard | causes hazard Order long
Operator
stops
Operator .p.
. providing
provides
Open Cmd
Open Cmd
too late after too soon
Operator Operator before
does not provides
Open .
provide Open| Open Cmd
Cmd Operator
Cmd when when . Operator
provides .
continues
Open Cmd 2bolvin
too early PPTyIng
Open Cmd
before
too long
after
Example:

“Operator does not provide Open Cmd when vehicle has been authorized”

[\ \ \

Source Controller Type Control Action Context

Human Operator

Close
Open

Computer

Close
Open

Physical Barrier




Commands with a duration

Close commandsent v

Close command not sent r ____________________________ |_

Barrier position

Stopped too soon, Applied too long
refers to commands with a duration
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Unsafe Control Actions

Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too Human Operator
causes hazard | causes hazard Order long
Operator
stops
Operator providing
provides Close Cmd Close
Close Cmd too| too soon Open
Operator Operator late after before
does not provides
Close i
provide Close | Close Cmd
Cmd Cmd when when Operator Operator
Computer
provides continues
Close Cmd too| applying
early before | Close Cmd
too long Close
after Open
Example: ) )
“Operator does not provide Open Cmd when vehicle has been authorized” Physical Barrier
/ \ / H-1: Barrier damages authorized person/vehicle
Source Controller Type Control Action Context H-2: Barrier doesn’t stop unauthorized vehicle

H-3: Barrier prevents authorized access



UCAs = Safety Constraints
(Procedures)

Unsafe Control Action Safety Constraint

Operator does not provide
Open Cmd when vehicle is
authorized [H-3]

Operators must provide Open
Cmd once vehicle has been
authorized [H-3]

"
»
»
»
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System-Theoretic Process Analysis (STPA)

* |dentify system accidents, hazards
* Draw functional control structure

* |dentify unsafe control actions

[  |dentify accident scenarios }

(Leveson, 2012)



Access Control Barrier

Human Operator

How could these UCAs occur? Ch:'d;authorization of Model of Computer
. venicles
(Causal scenarlos) Allow authorized access

. Model of Barrier
Prevent unauthorized

access
Model of

Drivers/Vehicles

UCA-1: Operator does not Close
provide Close Cmd before Open
unauthorized vehicle passes
through [H-2] Computer

) Model of Barrier
Operate hydraulics to

How can this happen? atchtieve commanded Model of
H state . .
- Incorrect operator beliefs? (process models) Drivers/vehicles

- What might cause these flawed beliefs?
- Inadequate feedback? R Close
- Operator procedures | Il 111 | tomm Open

- Other operators, supervisors

- Hc. Physical Barrier




Access Control Barrier

How could those conditions occur? (causal
scenarios)

Human Operator

Check authorization of
vehicles

Allow authorized access
Prevent unauthorized
access

Model of Computer

Model of Barrier

Model of
Drivers/Vehicles

UCA-1: Operator does not provide Close
Close Cmd before unauthorized Open
vehicle passes through [H-2]

Computer

Example Scenarios:

e Operator did not provide Close Cmd for
unauthorized vehicle [H-2] because the
operator believed the barrier was already
closed.

 Why? What kind of feedback might
cause this belief?

Operate hydraulics to
achieve commanded
state

Model of Barrier

Model of
Drivers/Vehicles

Close
Open

Physical Barrier




ldentify Solutions
for Scenarios

Example Scenarios:

S-1: Operator did not provide Close Cmd for
unauthorized vehicle [H-2] because the
previous authorized vehicle passed through
quicker than usual (reaction time)

S-2: Operator did not provide the Close Cmd
for unauthorized vehicle [H-2] because he
was interrupted and forgot it had not been
closed

S-3: Operator provided the Close Cmd too

early before authorized vehicle was clear [H-

1,H-3] because he had learned to \
compensate for delayed system response

S-4: Operator provided Close Cmd when /
authorized vehicle was on barrier [H-1,H-3]

because he didn’t expect vehicle to stop on
barrier

Human Operator

Close
Open

Computer

Close
Open

Physical Barrier

Potential Design Solutions:

Make computer automatically
close barrier once vehicles
pass through [S-1,2,3]

Provide feedback about
barrier state. [S-2]

Provide alert when barrier is
opened for extended period
[S-2]

Add safety suppression loop,
computer interlock [S-3,4]



Access Control Barrier

Human Operator

Check authorization of
vehicles

Allow authorized access
Prevent unauthorized
access

Model of Computer

Model of Barrier

Model of
Drivers/Vehicles

Potential Design Solutions:

« Make computer automatically close barrier Close
once vehicles pass through[S-1,2,3] Open
Computer

Operate hydraulics to
achieve commanded state

Automatically close

Model of Barrier

Model of
barrier once vehicle Drivers/Vehicles
passes
: : : Close Sensor
This technical solution could help address Open

several human interaction problems.
Physical Barrier

Could it cause new problems?
Let’s analyze the technical system!




Analyze the Computer

H-1: Barrier damages authorized person/vehicle L

. K . . Check authorization of
H-2: Barrier doesn’t stop unauthorized vehicle vehicles
H-3: Barrier prevents authorized access Allow authorized access

Human Operator

Model of Computer

. Model of Barrier
Prevent unauthorized

access
Model of
Drivers/Vehicles
Example: Close
“Computer provides Close Cmd when vehicle is still over barrier” [H-1] Open
/ c \ | Act \ Computer
Source Controller ontrol Action Context Operate hydraulics to Viodel of Barrier
achieve commanded state
Type Automatically close Model of
barrier once vehicle Drivers/Vehicles
passes
T Close Vehicle
opped Too Open
Incorrect Soon / P present
Not providing Providing Timing/ Applied too
causes hazard | causes hazard Order long

Physical Barrier
Close Cmd

Open Cmd




Access Control Barrier

Close

Open

Not providing
causes hazard

Providing causes
hazard

Incorrect Timing/
Order

Stopped Too
Soon / Applied
too long

Computer does not
provide Close Cmd
when commanded by

operator and vehicle is

not present [H-2]

Computer provides
Close Cmd when
authorized vehicle
is on barrier [H-1]

Computer provides
Close Cmd when
powered on
(unknown state)

Computer provides
Close Cmd when
not commanded by
operator and no
vehicle has passed
through [H-1,H-3]

Computer provides
Close Cmd too late to
stop following vehicle

[H-2]

Computer provides
Close Cmd too early,
before authorized
vehicle has passed
through [H-1, H-3]

Computer provides
Close Cmd too early,
before vehicle is
authorized [H-1, H-3]

Computer keeps
applying Close
Cmd when Open
Cmd is being
issued

Computer keeps
applying Close
Cmd Too long
after barrier is

already up [H-1]




Access Control Barrier

Are these safety issues or

security issues?

UCA-1: Computer provides Close
Cmd too early before authorized
vehicle is clear [H-1]

UCA-2: Computer provides Close
Cmd too late to stop the
following vehicle [H-1,H-2]

UCA-3: Computer does not
provide Close Cmd when

commanded by operator [H-2]

Etc.

Check authorization of
vehicles

Allow authorized access
Prevent unauthorized
access

Human Operator

Model of Computer

Model of Barrier

Model of
Drivers/Vehicles

Close
Open

Operate hydraulics to
achieve commanded state

Automatically close
barrier once vehicle
passes

Computer

Model of Barrier

Model of
Drivers/Vehicles

Close
Open

Physical Barrier




Access Control Barrier

Human Operator

Check authorization of

: Model of Computer
vehicles

Allow authorized access

. Model of Barrier
Prevent unauthorized

access
Model of

Drivers/Vehicles

Close
UCA-1: Computer provides Close Open
Cmd too early before authorized
Computer

vehicle is clear [H-1]

Operate hydraulics to

; Model of Barrier
achieve commanded state

UCA-2: Computer provides Close Automatically close Model of
Cmd too late to stop the z:::':: once vehicle Drivers/Vehicles

following vehicle [H-1,H-2]

UCA-3: Computer does not
provide Close Cmd when

Close
Open
commanded by operator [H-2]

Physical Barrier

Etc. |dentify scenarios
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Building Accident Scenarios
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Building Accident Scenarios
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Building Accident Scenarios
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Access Control Barrier

Human Operator

Check authorization of

: Model of Computer
vehicles

Allow authorized access

. Model of Barrier
Prevent unauthorized

access
Model of

Drivers/Vehicles

Example Scenarios:

* Computer provides Close Cmd too early Close
before authorized vehicle has passed Open
because the computer incorrectly believes
the authorized vehicle has left. This Computer
incorrect belief will occur if the loop sensor Scph?;izeczyni;i:Ir:(c:isetiostate Model of Barrier
provides a false indication. A false indication Automatically close Model of
may occur if the sensor fails or if the vehicle barrier once vehicle Drivers/Vehicles
is towing another vehicle. pasees
Close
Open

Physical Barrier




Access Control Barrier

Human Operator

Che'ck authorization of Model of Computer
vehicles
. Allow authorized access Model of Barri
Another example Scenario: Prevent unauthorized odel of Barrier
access
Model of
* Computer does not provide Close Cmd Drivers/Vehicles
when commanded by Operator [H-2] Close
because the computer incorrectly believes Open
the previously authorized vehicle is still
present. This incorrect belief will occur if the
| des fal i Computer
oop sensor provides false positive Operate hydraulics to ———
indication when there is no vehicle. False achieve commanded state
positive indication may occur due to: Automatically close Model of
e Sensor failure barrier once vehicle Drivers/Vehicles
passes
* Delays in sensor response
* Remote attack Close
e Ftc. Open

Physical Barrier

Identify Potential
Solutions



Additional Security

Considerations Human Operator

Check authorization of Model of Computer

vehicles
Providing causes hazard Allow authorized access Model of Barrier
Prevent unauthorized
] access el of
UCA-2: Operator provides ? Modelof
. . Drivers/Vehicles
Open Cmd when vehicle is
not authorized [H-2] Close

‘ Close, Open
Open

. Computer
UCA-3: Adversary provides P
Open Cmd When VehiCIe iS Operate hydrau“cs to Model of Barrier
not authorized [H-2] achieve commanded Model of
? state Drivers/Vehicles
Close
Close, Open

Potential Design Solution:

Open
* Provide emergency lockout P

command Physical Barrier




Command provided but not followed

Example Scenarios:

Operator provides Close Cmd but
barrier does not close because

Operator provides

Barrier does
not close

Check authorization of
vehicles

Allow authorized access
Prevent unauthorized
access

Human Operator

Model of Computer

Model of Barrier

Model of
Drivers/Vehicles

Close Cmd

Close
Open

Operate hydraulics to
achieve commanded
state

Computer

Model of Barrier

Model of
Drivers/Vehicles

Close
Open

Physical Barrier




Building Accident Scenarios
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Command provided but not followed

Human Operator
Che.ck authorization of Model of Computer
Example Scenarios: vehicles
P : Allow authorized access Model of Barrier
* Operator provides Close Cmd but Prevent unauthorized
. access

barrier does not close because power Model of

. Drivers/Vehicles

is lost [H-2] Operator

Operator provides Close Cmd but provides Close Close
barrier does not close because Cmd Open

hydraulic pump has failed [H-2]

Operator provides Close Cmd but Computer

barrier does not rise fast enough to

Model of Barrier

prevent unauthorized access [H-2] Ophgrate hydrauli;s Lo
. acnieve commande
Operator provides Close Cmd but state Model of

Drivers/Vehicles

barrier does not close because

temperature is too cold (e.g. ice, oil

viscosity, etc.) [H-2] Close

Open

Barrier does

not close Physical Barrier

-




Command provided but not followed

Example Scenarios:

Operator provides Close Cmd but
barrier does not close because power
is lost [H-2]

Operator provides Close Cmd but
barrier does not close because
hydraulic pump has failed [H-2]
Operator provides Close Cmd but
barrier does not rise fast enough to
prevent unauthorized access [H-2]
Operator provides Close Cmd but
barrier does not close because
temperature is too cold (e.g. ice, oil
viscosity, etc.) [H-2]

—

—

—

—

Example Solutions:
* Add battery backup

 Add redundant pumps, hydraulic
accumulator

* Provide Emergency Close function to
close barrier quickly

* |nclude electric heaters



Command provided but not followed

Example Scenarios:

Addressing safety

ity?
Example Solutions: or security?

Operator provides Close Cmd but
barrier does not close because power
is lost [H-2]

—

* Add battery backup

Operator provides Close Cmd but
barrier does not close because
hydraulic pump has failed [H-2]
Operator provides Close Cmd but
barrier does not rise fast enough to
prevent unauthorized access [H-2]
Operator provides Close Cmd but
barrier does not close because
temperature is too cold (e.g. ice, oil
viscosity, etc.) [H-2]

—

—

—

 Add redundant pumps, hydraulic
accumulator

* Provide Emergency Close function to
close barrier quickly

* |nclude electric heaters



Including Drivers

Human Drivers

Model of Vehicle

Model of Barrier

Drive through

Drive through

Stop

Stop

Vehicles

Barrier state
(visual)

Human Operator

Check authorization of

) Model of Computer
vehicles

Allow authorized access

) Model of Barrier
Prevent unauthorized

access
Model of

Drivers/Vehicles

Close
Open

Computer

Model of Barrier

Operate hydraulics to

achieve commanded
state

Model of
Drivers/Vehicles

Close
Open

Physical Barrier

Not providing Providing
causes hazard | causes hazard

Incorrect
Timing/
Order

Stopped Too
Soon /
Applied too
long




Including Drivers

Drive
Through

Stop

Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard | causes hazard Order long
UCA-D-2:

UCA-D-1: Driver
does not drive
through when

driver is

authorized [H-3]

Driver drives
through when
barrier is Rising

[H-1]

Driver drives
through when




How can this happen?

Including Drivers

Human Drivers

Model of Vehicle

Model of Barrier

Human Operator

Check authorization of
vehicles

Allow authorized access

Prevent unauthorized
access

Model of Computer

Model of Barrier

Model of
Drivers/Vehicles

Driver drives  Drive through

through barrier Stop
when it is Up
or Rising [H-1] Vehicles

Incorrect operator beliefs? (process models)
What might cause these flawed beliefs?
Inadequate feedback?

Operator procedures

Other operators, supervisors

Etc.

Close
Open

Computer

Operate hydraulics to
achieve commanded
state

Model of Barrier

Model of
Drivers/Vehicles

Barrier state
(visual)

Close
Open

Physical Barrier




Including Drivers

Check authorization of
vehicles

Allow authorized access
Prevent unauthorized

Human Drivers

Model of Vehicle

Model of Barrier

access

Human Operator

Model of Computer

Model of Barrier

Model of
Drivers/Vehicles

Close

Driver drives  Drive through

through barrier Stop
when it is Up
or Rising [H-1] Vehicles

Example Scenarios:

* Driver drives through barrier when
it is Rising [UCA-D-2] because
driver believes the barrier is down
(barrier is rising slowly)

* Driver drives through barrier when
it is Up [UCA-D-3] because the
driver can’t see the barrier (e.g.
blind spot, obscured by hood, etc.)

Open

Com

Operate hydraulics to
achieve commanded
state

puter

Model of Barrier

Model of
Drivers/Vehicles

Close
Barrier state Open

LT

(visual)

Physical Barrier

|dentify potential solutions




Including Drivers B

Human Operator

vehicles

Allow authorized access | Model of Barrier I

Human Drivers Prevent unauthorized access
Model of

Model of Vehicle L Duivers/\Vehicles |
Model of Barrier Close

Open

Drive through
Stop Computer
. | Model of Barrier I
Vehicles Operate hydraulics to
achieve commanded state Model of
Drive chicle

Example Scenarios:

* Driver drives through barrier when
it is Rising [UCA-D-2] because
driver believes the barrier is down
(barrier is rising slowly)

* Driver drives through barrier when
it is Up [UCA-D-3] because the
driver can’t see the barrier (e.g.
blind spot, obscured by hood, etc.)

Close
Barrier state Open

(visual)

Physical Barrier

Potential Solutions:

* Provide Red/green lights to tell drivers when
rising [UCA-D-2,3,4]

* Overhead gate for visual feedback [UCA-D-
2,3,4]

* Put vehicle stopping location [X] feet before
barrier to avoid blind spots [UCA-D-3]

* Etc.



Example Scenarios:

Driver drives through barrier when
it is Rising [UCA-D-2] because
driver believes the barrier is down
(barrier is rising slowly)

Driver drives through barrier when
it is Up [UCA-D-3] because the
driver can’t see the barrier (e.g.
blind spot, obscured by hood, etc.)

Potential Solutions:

These overhead
gates can’t
physically stop

anything.
It’s purely for
feedback.

Provide Red/green lights to tell drivers when
rising [UCA-D-2,3,4]

Overhead gate for visual feedback [UCA-D-
2,3,4]

Put vehicle stopping location [X] feet before
barrier to avoid blind spots [UCA-D-3]

Etc.



Including Drivers

- ol - :l - —

Under what conditions is the

visual feedback needed?

Potential design solution
* Add overhead gate for visual feedback

UCA-D-2: Driver drives through
When barrier is Rising [H-1] * R-1: Overhead gate must be deployed when

Requirements

UCA-D-3: Driver drives through
when barrier is Up [H-1]

UCA-D-4: Driver drives through
when barrier is Opening [H-1]



Including Drivers

, k =

Aha! The sequence between

gate/barrier matters!

Potential design solution
* Add overhead gate for visual feedback

UCA-D-2: Driver drives through

when barrier is Rising [H-1] Requirements

* R-1: Overhead gate must be deployed when
barrier is rising [UCA-D-2]

* R-2: Overhead gate must be deployed when
barrier is Up [UCA-D-3]

* R-3: Overhead gate must be deployed when
barrier is Opening [UCA-D-4]

UCA-D-3: Driver drives through
when barrier is Up [H-1]

UCA-D-4: Driver drives through
when barrier is Opening [H-1]




System-Theoretic Process Analysis (STPA)

* |dentify system accidents, hazards } What are the safety goals?
* Draw functional control structure
* |dentify unsafe control actions } What can go wrong?

* |dentify accident scenarios } How can that happen?

(Leveson, 2012)



Watch Videos

 Compare your design recommendations with
actual barriers in operation

— Did you identify features they implemented?

— Did you identify additional features not
implemented?

— Do they have features you missed?

* Did you anticipate these accidents?



Wrap-up
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U.S. Coast Guard

EPRI (Electric Power Research
Institute)

Sandia National Laboratories
Lawrence Livermore National
Laboratories

Tapestry Solutions

Kansas State University
Systems Planning and Analysis
Zurich University of Applied
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For more information

* Website: mit.edu/psas

— Previous MIT STAMP workshop
presentations

— Industry-focused

e Email
— JThomas4@mit.edu
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