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Background

Zurich University of Applied
Sciences Hazards

* Institute of Applied Mathematics !
and Physics

Research Objectives /

* Integrate security aspects into a ' Sruetire (465
safety analysis method CAST STRIDE

«  Show feasibility of integrating a v
security method into CAST sfety and secury

Talk Focus

* CAST-STRIDE Approach tnd

* Application of method using a
case study

Note:

We use the word method, although CAST and STRIDE are

actually techniques. Due to the frequent use in the field of safety
we will use the terminology method. 4
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Jeep Cherokee Hack 2015

Andy Greenberg/Wired
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Japan Pension Service Hack

How hackers brok

Japan Pension Service mines an online social security system
for data, storing the records on its own server

pension offices ‘ headquarters

-

l @Virus pulls data from the server '

_ (2) Worker opens a

#

",
_l_

pension service —*:v:*-; virus-bearing email
computer network purporting to be a
- health ministry

@ 1.25 million personal iecumetiton May s

records transmitted to
hackers between
May 8 and May 18

https://www.japantimes.co. 1p/news/2015/06/02/nat|onallsomal |ssaéas a%%"r?—

pension-service-hack-used-classic-attack-method/#.WWhVGNOriZaQ
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WannaCry ransomware attack 2017

http://www.bbc.com/news/uk-40995121
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The CAST method (Causal Analysis
o using System Theory) and its general
the violated safety WO rkﬂOW.

constraints

v

Construct a
hierarchical control g
structure (HCS)

¢ Hierarchical control
structure (HCS)

Analyse each

component
Recommendations

A 4
\ 4
\ 4

P 5

Responsibilities Inadequate Control Decision Context Model Flaws Define Safety Mitigation
ACtion/ Feedbacks Constraints Measures
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The general workflow of STRIDE, o 1@»
a threat classification model. g

¢ Data flow diagram

Analyse each
component

STRIDE

Spoofing Tampering Repudiation Information  Denial of Service  Elevation of
Disclosure Privilege

Pass on to mitigation team

Recommendations
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Name of Threat Violated Security Property | Short Description

Spoofing identity Authentication

Tampering with Data RG]y

Repudiation Non-Repudiation

Information Confidentiality
disclosure
Denial of Service Availability

Elevation of Authorization

Privilege

Zurich University of Applied Sciences;

Pretending to be something different

than yourself.
Modification of data either on the

system or in transfer over the network.

Denial of responsibility. Related to
logging of actions happening in the

system.
Disclosure of information to an

unauthorized party.
Absorption of system resources.
Performing actions without the

appropriate privileges needed to do

SO.
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(s )
v

General workflow of the Hazards
CAST-STRIDE method.
v

Design HCS g

— 1
¢ Hierarchical Control
Structure (HCS)

CAST STRIDE .
HCS can be used instead
! of a data-flow diagram for
the STRIDE part of the
Safety and Security anaIySiS.

Constraints

v
-—m ﬂ
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|\ Start o

Identify Hazards and

the violated safety
constraints
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el "= STRIDE — Responsibilities Loop

‘ _~Hierarchical control
i e structure (HCS)

» STRIDE

4

Analyse each component P

Spoofing Tampering Repudiation \nformat\on Denial of Service E\ev»at»:lon of Define Security
Disclosure Privilege c ’
onstraints
CAST Analysis
Y

e Lo P >

K i Ld AT e
Inadequate Control Decision Context  Model Flaws Responsibilities
Action/ Feedbacks

R | I | » Recommendations |4

Define Safety Define Security
Constraints Constraints
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Incident

* WannaCry ransomware
attack affected over 150
countries.

* More than 230'000 devices.

* In May 2017
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Incident

* National Health Service
(NHS) in the UK was badly
hit

* At least 6900 appointments
had to be cancelled.

* Approximately 40 NHS
trusts and their hospitals
were affe Cted ] ?ettrrrfli)/t/j/t\/r\]/qu\gzlririz:/ciicineclinic.com/bqu/wannacrv—ransomware-hits—nhs—fails-in

* At least 6900 appointments
had to be cancelled
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Hazard @ [Safety Constraint Violated Safety Constraint

SYACIRENE System must be recoverable within time 37 trusts were infected

Hazards

constraints. (including 27 acute trusts)
([T =T M e Mo 16 Data must be accessible within time Unknown number of NHS
constraints. organisations unable to access
Data must be recoverable within time records because they shared

constraints. data or systems with an infected

trust.

Unknown number of trusts or
GPs that were delayed in
receiving information, such as

test results, from infected trusts

595 practices infected and

locked out of devices.
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m Safety Constraint Violated Safety Constraint

Appointments Data must be accessible within time constraints. At least 6912 appointments and
an estimated 19’494

appointments had to be

GURLLEEUEHIEEE Data must be recoverable within time

constraints.

cancelled.
S CIGEHGAEEEEE Operating system and software of diagnostic Five accident and emergency
equipment must be up to date. departments were unable to treat
Data must be accessible within time constraints. Patients.

Data must be recoverable within time 1220 diagnostic equipment,

constraints. which had been infected.
Communication Alternate communication methods must be They weren’t able to send MRI

paths not provided. scans to clinicians treating

accessible

Original communication path must be recovered Patients in other parts of the

within time constraints. hospital. 1% of devices in use.

18
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After the HCS is made the actual analysis starts with STRIDE.

T

enabled on the external i
interface, which could lead to

S DMNS-Spoofing.

|Netumrk Firewall Internal & ASpocfing [ E__\\——ﬁmti-spmﬁng controls are not
o

__|An attacker could modify the N
code of the firewall.

T

An attacker could modify data o
to and from a firewall.

[

E— An attacker could modifiy the-_
firewall logs.

Information Disclosure il |E|—~ﬂ.\___—f-~'-l'I attacker could gain
infromation about open part(s) [

in the network

ADenial of Service b | Aftacker sends many
N requests. Therefore the ‘ E|-<
systems gets overwhelmed.
&.g. syn flood.

o|Elevation of Privilegellb |EI——___4GEts sccess tofirewall Bk |EI-<

i
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Afterwards the responsibilities are identified.

\’ Responsibilities il [ Detect attacks on network & [E——

Control traffic flow & [E——m_

Packet filtering frominside & [E—

Packet filtering from cutside E [E—
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Reiterate this steps to complete STRIDE and responsibilities.

enabled on the external i
interface, which could lead to

|N6’f~'ﬂ0rk Firewall Internal & | Spocfing ik E—Lﬁnti-spmﬁng controls are not E/—‘Ename anti-spoofing controls. & |

DN5S-Spoafing.
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Finish Analysis:

<|Responsibilities ik [F

Dietect attacks on network | Dees notrecognize attack ) | Mo attacks on system u] Therefore, everything must be Ed Detectattacks automatically gy
patterns. lobserved. configured comrectly. and create a blocking list.

Contral traffic flow

Datai rided without = - =
Ex{p;;: E;Tt:c-l_ e ‘ No problem with traffic so far (I |E'\‘-|Trafﬁc mustbesecure.u|5i§{1—esﬂra‘ﬁ—lc on a regular basis

and update system if needed.

= ‘

Packetfiltering from inside | Drop critical packets. {f EI\__{{NO package drop observed so[7] ‘E| Thinking traffic is relizble kd |E|__“{Test trafiic on a regulzr basis
ar.

and update system if needed.

al

Packet filtering from outside B |E'i‘-|ﬁxllcwing malicious packets, 1F | No malicious raffic observed ) |E| T raffic must be secure. bd |E|\{Testtraﬁ'|c on a regular basis

sofar. and update system if nesded.

= ‘

[fmalicious traffic was F
abserved and blocked. m |E|—|Trafﬂc must always be secure. led |E|\{TEST traffic on a regular basis

and update system if nesded.

= ‘
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Finish Analysis:

* Inadequate Control Actions & Inadequate Feedbacks

<|Responsibilities ik [F
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Finish Analysis:
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Finish Analysis:

* Inadequate Control Actions & Inadequate Feedbacks
* Context Decision
* Model Flaw
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« Safety and Security Constraints

<|Responsibilities ik [F< Detect attacks on network | Does notrecognize attack 5 | Mo attacks onsystem ] Therefore. everything must be g4 Detectatiacks automatically g,
patterns. observed. configured comrectly. and create a blocking list.
Contral trafficfl Data is provided without — -
ontral traffic flow E'i{pmpe, e [E——————{No problem withtraffc so for. I [F—— 7 _fic must be secure. b |Ei§{!f§ﬁﬂi$§éﬂf$ﬂi o ‘

Packetfiltering from inside | Drop critical packets. EI\__{{NO package drop observed so[7] ‘E| Thinking traffic is relizble k4 |E|__“{Test traffic on a regular basis gy ‘
ar.

and update system if needed.

Packet filtering from outside |E'i‘-|ﬁdlcm'i ng malicious packsts. i | Mo malicious raffic observed u} |E|—|Trafﬁc must be secure. kd |E|\{Te.st trafiic on a regular basis g ‘

EDEL and update system if needed.

[fmalicious traffic was ] | :
E—'Trafﬁc must always be secure. lid Testtraffic on a regular basis g

lobserved and blocked. L |E'\{and update system f nesded.
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CAST-STRIDE WannaCry ZhE—"
ST AW s

Full View of Network Firewall Internal Analysis

STPA based Razalf Ag Tk analjgs, &

Network Firewall Internal &

Anti-spoofing controls are not Enzble anti-spoofing controls. &1 |
enabled on the external s

interface, which could lead to
DMS-Spoafing.

An attacker could medify the S Keep firewall up to date &0
code of the firgwall.
An attacker could medify data [aE _,-|E|-|c|—-,rpﬂraf-ﬁc_ [}
to and from a firewall.
Repudiation ik E‘\{Aﬂ attacker could modifiy the-‘ ‘ Keep firewall up to date &

firewall logs.
Information Disclosure il

E_\\k_—ﬁmaliackeroouldgain E/_’/ildentfysecurityconshaintbym MOde”ed in Enterprise ArChiteCt With SAHRA.

infromation about open port(s) [ experets.
in the network

Atacker sends many
E'L requests. Therefore the
systems gets overwhelmed.
e.g. syn flood.

s Gets access tofirewall Il |2

Denial of Service ik

Enable Do5 protection. &1
Keep firewall up to date &

Use strong password. &
Keep firewall up to date &
Detect attacks on network E |2 Does nat recognize attack 5] | Mo attacks on system us} Therefore, everything must be 7] Detect attacks automatically g
patterns. lobsenved configured correctly. and create a blocking list.
Central traffic flow & | Er?;«: ggcn‘i:_g?d pa ot E|—'|No problem with traffic so far () | Traffic must be secure. ld Testtraffic ona regular basis gy
and update system if nesded.
Packetfiltering frominsige & |5 Drop critical packets. if E\m‘: package drop observed so 7] | Thinking traffic is reliable k& E\|Test traffic ona regular basis gy |

and update system if needed.

Packet filtering from outside |E'_———*|Mlcwing malicious packets. i | Nof:"lalicious traffic observed o | Traffic must be secure. k4 E\r‘?ﬁt traffic on a reguler basis g |
o far. -

and update system if nesded.

Ifmalicious fraffic was m -
_E—'iTraf'ﬁc must always be secure. Ed Testtraffic ona regular basis gy
(observed and blocked. ¥ |E‘\{and apdato syatom f neador.

Elevation of Privilege-'

Responsibilities llk S
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CAST &

Full View of Network Firewall Internal Analysis

Network Firewall Internal &

Anti-spoofing controls are not Enzble anti-spoofing controls. &1 |
enabled on the external s

interface, which could lead to
DMS-Spoafing.

An attacker could medify the S Keep firewall up to date &0
code of the firgwall.
An attacker could medify data [aE _,-|E|-|c|—-,rpﬂraf-ﬁc_ [}
to and from a firewall.
Repudiation ik E‘\{Aﬂ attacker could modifiy the-‘ ‘ Keep firewall up to date &

firewall logs.
Information Disclosure il El—\\_k__ﬁ\ﬂ attacker could gain Identfy security constraintby g
infromation about open port(s) [ experets.

in the network
Attacker sends many Enable DoS protection. &0
reguests. Therefore the

Keep firewall up to date &

systems gets overwhelmed.

e.g. syn flood.
Use strong password. &
Keep firewall up to date &

Denial of Service ik

Elevation of Privilege-' =l Gets access tofirewall Il |2

Responsibilities llk S

Detect attacks on network
Control traffic flow

S T R I D E = Pachetfiltering frominside

STPA based Razalf Ag Tk analjgs, &

. B -

Modelled in Enterprise Architect with SAHRA.

= Does not recognize attack = No attacks on system us} Therefare, everything must be 7] Detect attacks automatically g
patterns. lobsenved configured correctly. and create a blocking list.
= Era;;el,? ggcn‘i:_g?d i Hiou E|—'|N0 problem with traffic so fa ) | Traffic must be secure. ld E\rest traffic ona regular basis g |

and update system if nesded.

= Drop critical packets. if E\PO package drop observed so ] | Thinking trafficis reliable E‘\P—est traffic ona regular basis g |
ar.

and update system if needed.

Responsibilities
Loop

Packet filtering from outside B |E'_———*|Mlcwing malicious packets. i |

Zurich University of Applied Sciences;

Nofr:alicious traffic observed m | [T raffic must be secure. il Test trafiic on a regular basis gy |
sofar. —|

and update system if nesded.

Ifmalicious fraffic was m -
_E—'iTraf'ﬁc must always be secure. Ed Testtraffic ona regular basis gy
(observed and blocked. ¥ |E‘\{and apdato syatom f neador.
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CAST &

Full View of Network Firewall Internal Analysis

Network Firewall Internal &

Anti-spoofing controls are not Enzble anti-spoofing controls. &1 |
enabled on the external s

interface, which could lead to
DMS-Spoafing.

An attacker could medify the S Keep firewall up to date &0
code of the firgwall.
An attacker could medify data [aE _,-|E|-|c|—-,rpﬂraf-ﬁc_ &
to and from a firewall.
Repudiation ik E‘\{Aﬂ attacker could modifiy the-‘ ‘ Keep firewall up to date &

firewall logs.
Information Disclosure il El—\\_k__ﬁ\ﬂ attacker could gain Identfy security constraintby g
infromation about open port(s) [ [experets.

in the network
Attacker sends many Enable DoS protection. 0
reguests. Therefore the

Keep firewall up to date &

systems gets overwhelmed.

e.g. syn flood.
Use strong password. &
Keep firewall up to date &

Denial of Service ik

Elevation of Privilege-' =l Gets access tofirewall Il |2

Responsibilities llk S

Detect attacks on network
Control traffic flow

S T R I D E = Pachetfiltering frominside

STPA based Razalf Ag Tk analjgs, &

. B -

Modelled in Enterprise Architect with SAHRA.

= Does not recognize attack = No attacks on system us} Therefare, everything must be 7] Detect attacks automatically g
patterns. lobsenved configured correctly. and create a blocking list.
= Era;;el,? ggcn‘i:_g?d i Hiou E|—'|N0 problem with traffic so fa ) | Traffic must be secure. ld E\rest traffic ona regular basis g |

and update system if nesded.

= Drop critical packets. if E\PO package drop observed so ] | Thinking trafficis reliable E‘\P—est iraffic ona regular basis g |
ar.

and update system if needed.

Responsibilities
Loop

Packet filtering from outside B |E'_———*|Mlcwing malicious packets. i |
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Nofr:alicious traffic observed m | [T raffic must be secure. il Test trafiic ona regular basis gy |
sofar. —|

and update system if nesded.

Ifmalicious fraffic was m -
_E—'iTraf'ﬁc must always be secure. Ed Testtraffic ona regular basis gy
(observed and blocked. ¥ |E‘\{and apdato syatum f noador.
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Zurich Ui

Conclusion CAST-STRIDE Analysis ZhE
AW oo
Introduction STRIDE caSsLRsIEEy

Results

= lterative process

= Helps to find responsibilities, which
leads to more output s

= Structured procedure

= Helpful guide through analysis
Outlook

= Verify CAST-STRIDE framework
= Execute case study from different groups,

mall section from the Jeep Cherokee analysis.

= Re-analysis of case study after improvement

= Try to use STRIDE in STPA to analyse a
whole system

= Prioritization of constraints?
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The Safety Critical Systems (SKS) Zh
Research Team

V
SAHRA  www.sahra.ch

STPA based hazard and risk analysis

ﬁ“ www.anzen-solutions.ch
an

az£ http://www.iamp.zhaw.ch/sks
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Questions?

CiEfEhYNE S CENWFKLE
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Network Firewall Internal &

0 Repudlatlon -'

Information Disclosure il
Denial of Service il

Elevation of Privilege-'

Responsibilities llk [Fhe
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Attacker sends many
E'L requests. Thereforethe g,
s Gets access tofirewall Il |2

Anti-spocfing controls are not Enzble anti-spoofing controls. &1 |
enabled on the external i

interface, which could lead to
DNS-Spocfing.

An attacker could modify the = Keep firewall up to date &
code of the firewall.
n attacker could modify data - |E| ——-|Encrypttraf‘ﬁc. Ll

to and from a firewall.

An atiacker could modifiy the-‘ | Keep firewall up to date 1

ﬁrewall logs.

ELM attacker could gain Identfy security constraintby g
infromation about open port(s) [ |experets.
in the network

Enable Do5 protection. &1
Keep firewall up to date &

Use strong password. &
Keep firewall up to date &

|systems gets overwhelmed.
e.g. syn flood.

Detect attacks on network

Therefore, everything must be
configured correctly.

= Does not recognize attack Mo attacks on sysiem
] o P

7] Detect attacks automatically g
and create a blocking list.

Control traffic flow

Packetfiltering from inside

Packet filtering from outside B |E'_—_——|Allcwing malicious packets, iF |

sofar

MNomalicious traffic observed m

Data is provided v.lthout = -
= proper gcntrcl ] :]—'iNo prablem with traffic so far m | Traffic must be secure. il E\rest traffic ona regular basis g |

and update system if nesded.

= Drop critical packets. if E\{PO package drop observed so ] ‘ Thinking trafficis reliable E‘\P—est traffic ona regular basis g |
ar. !

and update system if nesded

| Traffic must be secure. 4 E\rest traffic ona regular basis o |

and update system if nesded.

It malicious raffic was o =
_E—'iTraf'ﬁc must always be secure. id Testtraffic ona regular basis gy
jobsenved and blocked i |Hand update system if needed.
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At =ck
E'L requests. Therefore the A
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enabled on the external s
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An attacker could modify the A= Keep firewall up to date &
code of the firgwall.

An attacker could medify data = —~|Encr~,rpttraf'ﬁc. L]

to and from & firewall.

An attacker could modifiy the-‘ | Keep firewall up to date &
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