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Traditional Paradigm shift Future
FMEA, FTA, HAZOP etc Analysis based on STAMP

Hardware only
Everything drived

o by software
‘E‘r
IEIH Fat

cloud computing
[ 1960 | [ 1970 | | 1980 | 2010 2020
‘FMEA *FTA *Bow Tie (CCA) *STAMP
*HAZOP FTA+ETA
*ETA
Existing hazard analysis methods Increasing scale and complexity of systems
were estublished 40 to 65 years ago. (loT, System of systems(SoS))
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Controller ’ o
Virtual projection of
Algorithm H Process model ’1 controlled process
Control action ‘ Feedback data

Element to be ]
controlled T Controlled Process
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Element for
control
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https://www.ipa.go.jp/english/sec/complex_systems/stamp_workshop.html
6 https://www.ipa.go.jp/sec/tools/stamp_workbench.html#outline
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2. MIT STAMP Workshop 2018
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System Engineering “V” Model Wlth STPA in GM Safety Process

‘ * Accident, Hazard, Losses Identification
Concept \* Initial Control Structure(s)

\UCAs
ngh Level Requirements i Changes ( Reti t/

Subsystem
Verification Plan

« Detailed Requirements Allocated to
System Elements

> ]
Development &
Implementation
Phase

Development
Field Installation
Implementation

* Generation of Test and Evaluation Requirements
* Manufacturing Constraints Accommodation
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(4)STPA ¥ F4(STPA-Sec) DTF—32% (1B
EDHAZTAX)EH

AFIT(Air Force Institute of Technology:ZZE i ANIZLS

STPA-Sec DZEFIGMBED T —RAATATIX, LLTD AAR

é hf: R Focus for

Nearly All
Cybersecurity

cEDESIT STPA-Sec A EF U TABEREFHELELEH-  Analvsis
KIINT—SVTTEDLDMN?

*STPA-Sec [& USAF (United States Armed Forces:K[EZZE) D
MEBBESATLIZEDLSICERATELZDOMN?

Vulnerability Analysis, System
Vulnerability

QOur Focus

Mission

Impact Analysis

*STPA-Sec NDA1—TA)TAEREHESOINDICE ATLHELE Threat Analysis

EENHLDM?

AEHLHBEST. BRI, AEI DR TIVI v PE

DR AERAICE T ABEATICERZS TS, (B 8) Mz 8 ML, BRI, MBS

(H 88 - MIT)
AEHTIETFRODELSIZ STPA-Sec DT—FY T HXMRTHT
Rt COARKIZLLTOFIETHS,

BEANMTERN/T—IL, ZFANLNGEMER NTF—FERD . NALRILOFIFIZDEIEF2
DTA4BRELTHET S,

cRICT—FTOFvaHEL. BETILVER. BEE. BEEOVMA— LRSI Fr— a0 bA—LT I
AVDREERLT. EESn X2 ) T1EREZRD D,

BEBITTHAUNHTTIORRET LM, TOERETILESR. PMV /) 12— PMV J4—K/\wH%
MEHEHREL . ERD A FERK. V&V TOERERET S,

BEAFDST—FTIF Y. THAODMALRILDOFMIEEITL . WEERYIRT,

Concept Analysis
= Purpose/Goal

= Unacceptable Losses
* Hazards
* | High Level Constraints [

< Refine and Iterate >

Architecture Analysis
Model Elements
Responsibilities

Initial Security
Requirements

« e = s e

Functional Control Structure Refined
Control Actions Security
- Control Action Analysis Table E Requirements

Refine and Iterate
Increasing

Level of
Detail Design Analysis

= | Process Model Descriptions :
«  Process Model Variables (PMVs) i
*  PMV Values

* . PMV Feedback |
+ Causal Scenarios [Provide V&V of Process]

Preliminary
Design Specs
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K& 9 STPA-Sec T—3' % (HEL:MIT)

COT—IVTHAXDEROEN, #FE., FAMUMBERE, STPARBERE. STPADHEL

MORES, Bl RATYTESUTORTRENT,

. Architectural Design
C pt Analys:
oncep ysis Analysis Analysis
Determine Security Determine
Purpose L ’ Determine Design-To Criteria Build-To
Requirements = e
Criteria
Difficulty Easy Moderate Moderate-High
Level of Domain Expertise Req’d Novice Advanced Expert
Level of STPA Expertise Req’d Low High Moderate
Amount of STPA instructional .
. . Numerous Some Few
materials available
Duration Hours Days Weeks
Number of Steps 4 Steps 5 Steps 5 Steps

XK 10 STPA-Sec T—3") 4 ATl (HH & MIT)
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DA —B—TA—ILETIL)EEHBELI=EDTH S (T4—F v o IL—T &
BHRIED=DOICEBLTID) , AL, STPA Z1ZHEMLERT LIV
TV TAaRRIZEDLSIZHET I ERL. TOHT STPA DEEIER
HEFRFTRLTLNS,

BREVEETILOHOBETOCRAETILAHLEINELNENA, ZDIE
EWGEVFETIDLEENZATHERT HILFH LI LTI, 1220
BERNVEFE ELEHD 2 2OTOCR)FEETHY . ChHEREIh T
BEIHETOCRTE—TTAVITAHIVIEL AT LEEET RETIEIEL,

DATLERDIVO =T TARRICV AT LREUBNERICHE
TENIE, REGHRELT LT T R2ICEHT ST =TI

ANMIKIBICHIHRTE S, F-FRYMNBY, aAMEB R ERELRAEND,

STPA HANDBOOK

NANCY G. LEVESON Lo
JOHN P. THOMAS

Marci 2018

K3z 11 STPA N\URTwsH
(KB MIT)
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11



