Za—3—91&Y 2017 £ 12 A

REIZSTEERDYA/N\—HEXMROBRK

iR R
JETRO/IPA New York

1 Y<)—
£ BB (TREIZBITE A4/ \—ZFRBEDIFIK ] (https://www.ipa.go.jp/files/000062714.pdf) ) [(ZFE LN THRE
2B F5TEEDYAN—EX R (EHR) OBREBNLI-LY,

HEERZ(VIFVPERADTAN—HE(IZLY, FRFRCEEFTDDOFEILEVSLHELITTEL,
WEANDKIESYIZKYHRAERHICHENRSFILHTEY ., FAN—REDILEZFT TR, YA/
ARIIXOAVMDEERLEFO>TD,

KEICEWTIE. HEMLEDAEELT, RA— TFYTREOR U Fr— D ENF AT LR, —
ERXZEHHLTINS, T, H4M4/3—L 22 (Cyber Range GEE15) [CH VT, BHEH (/1 —8OtFxa
JT48 G Y—EXDRBEITO>TLS(BATLH, RRAED NTT 7—2THA/N\—LUIO~ADORYH
HHEFESTLVD, ),

PAN—)RGIRIARELTIE,
® P EDHADUEFENE
CISO.CSO GTEDHAN—tEFa)T+EEBDEE. CSIRT (Computer Security Incident
Response Team, ¥—H%—k) DFRESE
® HESFIEXAIFE
BUGET A ERDTE, NE-EB-HE-EXMAAFLOEE. HBEOE=RIVTE
® [EHAFEBANDEM
Information Sharing and Analysis Center (ISAC., 74 ¥ v9) E~DS
NEERIN TS, Tz, —HOHAN—L DT, HEE~NOXIE, RELBADOREFLED
Y AN—EREDIIaL—av i EfEESh, EEOHBIRONIERICEOTREICHIEET
FHlfEARMEINTIVD,

McAfee #t(Z&kY, 2018 FIZREIFTTLUTD 5 DDEEANGEIN TS (HiE T, 2018 5§ 5 AICHEITINF
TEESNTLVS EU M GDPR (General Data Protection Regulation) (&, JEE&EDT—201—H—hEY
HI A TUoYD/NIDNWTOEKRMGIL—ILEBRLESEL TN, ),

® YA IN—HEDITB LGN DR TR FIE R =SB TSR E I ED
SYLDTTHEBLHPC FoRYH S 0T, 158, £EREIZILHS

Y—IN—L XTI =3k Y T IV R, T— Rk EFHo - BRI IEL S
TJROTIRREICLYRED L FEDIEA LY BEETS1/Wo—HS63hE

FREBHIEYH T T8/ a7 VERET BIEFEIERAIZRTF IR OFE S

HoW DR REREEL . HALERTOHAN—EF 1) TARBHMEDRA L, A /N\—HEADFISEEN (]
EBFIE VRO ROAVN) DAL IEBREE. AMBE -FRNERTHHEEZALNS (FIZ, XEIFE
DRREYB—— TV 7O 5—BDAMREBHBRALDELH D, ) o



https://www.ipa.go.jp/files/000062714.pdf

Za—3—91&Y 2017 £ 12 A

2 EEQOYAN—HEIZLLHHE

EHBDHAN\—NE(CKBHBEELIL. 2016 F£0D 3 kFILHASEML, 2021 F(ZIX 6 KRILIZEREH
BNTWS, HA/N\—E (X, £HRDEEEYIGI5EZ LOSEEDILELFELS, COBRIZH
THEHEREF )T DBELEDHLN, 2017 FOLHRDER X2 ToBEX H (X 864 BERIL
EHBZ. SR SEURNICLRRILISETZEFRINATLSL, ZORRE. YM/N\—tX21)T/BHEDER
[X.2021 F(ZIE 3fFLLEICEEML 350 AANELS, EHREDAU2—RVMFIBE L. 2017 £D 38 EA
M5 2022 FE(Z(F 60 BAANEMTEH, TNEITHAN—KEBEDOBENLENREEZ HIEI12HD2,

WMEIEBR LIZBIFEESBFEEZELCT, BELEz PCEOYILEY ., T—2EBSELIYTHIET
PCZFEAARAIREICL T, TDEIELSIFRAICIEREIZERT IV LIV NLEGHEESIEH
L. BRIZH-2 TS, COREEEIRS DTS IUH LD 7DHEIL, 2015 F£0) 3 & 2500 HRI/LH
55,2017 FEIZIE 15 D 50 ERJLEBIZEMLT=3,

% 1: KRNGHAN\—BOFE
REHLGHAN—KREDFE X ABE
Y=L LVIVOZTFYOTEILY | fohDAETCLI—HF—%ELT. FEIDARETRTS
17 (Socially engineered malware) | LZERTIET/\YFUTT5H, 21 KLKHBHFET.
BRSO LIITIZEDONDLIENSL,
T4y FE R (Password phishing | EfRDA—ILPHITR—IFE, ID L/RRT—K. 4

attacks) LOybH—R BB LV =B ANFEHREEELES,
NRYFERBEROY I+ 7 | BETOTSLIZER7YyIT—rEEALTWEWLY IR
(Unpatched software) DITEEZMIZ. ZOMEEERET D,

V=X )LATATEFALE-KE | SNS DRABREFGEZEL.SNS D7 AU RENNYEFY
(Social media threats) TJL. ZNERHANITEVNEIIN TSN RT—FZE

AT 3LBEDFERT, YAN\—KBET,

2 —45 v k& K E (Advanced | HFEDHEBOBEAZTEN., BRAGFEREFHEASHETH
Persistent Threats. APT %) AT HONETAN—KET, ERERLGENKRRT
gL TITOTLREDN B,

H B CSOonline*s E& E IR

(1) EEBAVIFAOHE
HFAN—BEOBRIZEARLTLOTHY R TERALISAHEE R DEFIHERIHRL
BATNS, BEDEEALTFADYAN—KBOHIE, BR 2 ISRT,

1 https://www.gartner.com/newsroom/id/3784965

BHE.INIE 0T PEEFEATLRTOEF 2T ARERZEFTLVFAIE, C0 2 DORHFDOEEEEL. 2022 F
2430 BRIVIZET HEALNTIND,
https://www.csoonline.com/article/3219165/it-careers/gartner-worldwide-information-security-spending-to-hit-93b-in-
2018.html

2 https://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html

3 https://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html

4 https://www.csoonline.com/article/2616316/data-protection/security-the-5-cyber-attacks-you-re-most-likely-to-
face.html



https://www.gartner.com/newsroom/id/3784965
https://www.csoonline.com/article/3219165/it-careers/gartner-worldwide-information-security-spending-to-hit-93b-in-2018.html
https://www.csoonline.com/article/3219165/it-careers/gartner-worldwide-information-security-spending-to-hit-93b-in-2018.html
https://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html
https://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html
https://www.csoonline.com/article/2616316/data-protection/security-the-5-cyber-attacks-you-re-most-likely-to-face.html
https://www.csoonline.com/article/2616316/data-protection/security-the-5-cyber-attacks-you-re-most-likely-to-face.html

Za—3—91&Y 2017 £ 12 A

HEX 2GEEDEBAITIFADY A IN—KHEDH
F A F HAN—KHEOAE
20155 12 A | 9954 F TRABLREEN 6 BREIZHEUREL, HEIX 22 55 FAICRA
125, 2016 £ 12 AIZH. BRRIC/ Ny h—IZ kB EABND 1 KFEIOEEMN, Y
SATOEEFTTITHERELTLNSS,
2016 £ 11 A | oI5 o ROTEHREDEELATLBEDAE AT LRSSV Y LT
[C&DHEBEZIT.2 HREEL, TEHKE. BEFOKET7 5 3 FRILOEY
A2 EWSINYA—DEDTIERIZKHEL T, HEEZTEN =BTV R T
LTEITERIT. VAT LEIBEFTESEEHIZTBHEWLSHIEERST=7,
2017 £ 4 A "Shawdow Brokers"# & E& A IEATREAD /vy h—EFH A, Windows D /35 %D
WT NSACKERRERER) DRANAY—ILEERLI=CEERAR, ZDY—
JLAY, WannaCry 45 Petya EWVo1=50H LT IZHF 5L TLVS,
2017 £ 5 A SUH L7 WannaCry ~DREEMNLEL. EEOERBERKRY—EX
(NHS) T DIERR IR TR ERLBRERICEENEL., HELDWEENET-,
2017 %E 6 A -5 9 L7, Petya(NotPetya, Nyetya, Goldeneye L E D LRI TH
FEIEN D) DEEY. Merck #HEEDREOCDISATDOEEAITSBHEICK
ERWENHT=,
HE K EEHEEITER

ALY AN—KREBDENELDIEEAVIIIE. SESOICLEEEDLEELEEEENH D, HIZIE. 1
DA—FYMEBLTWAETHROELN\YFX T INBT RN H D, 2015 & 7 A Fiat Chrysler 3t DA
URA—RYMERIUA—TA AR TRz 7 Uconnect IZ1EEH LI-ETHOEMEE . SIS ELEE
FBELT/\WFI L, BFOVMA—ILT B ENTESREVNSRIHERARE SN, X )T RS
. A3 —FVrEBELTHENLGZDY I I T DB HEEREL. EQTL—F . IV, TA/8—
BEEXBHICIRAIENTE-, TNEZITT, Fiat Chrysler #t(&. MR ELEDH 140 FED)a—ILEB
FHIATST LTSI,

(2) TERREEBER

BE S5 EROKRBELT—ARBEFZERR 3 I1T7T . OLET—2REE. TEOREISRRNGEZE
#RIZLTWS, BIZIE, ChETTEERKBED 30 B1—H—DT—4fH Ao Yahoo DIFA
ZDT—RRBICEET AEHMEATRICEKY 2017 £ 2 AD Verizon ~DFEHIFEIL. 3 & 5000 HFRILTFA D
f=EEHNTIVSY, F- XKEXKFERIE Target # TIE. 2013 F 12 ADT—HIREIZELY. 2014 FIC
CEO & CIO AEEL . S ERIX 118 6200 ARILIZES=EE N TLNALYL, &5(2, 2017 € 11 A. A
—2 7YY —E XD Uber #1 T, 1 FIXERFNEEZF L1 —H—D 5700 5 ADEANIERT—2H5/\
XU EN, FDT—ABEELERD . /\wH—IZ 10 ARILEXZ ST EMNBES M 1=12,

5 http://www.bbc.com/news/technology-35667989
https://wired.jp/2017/07/27/video-hackers-take-over-power-grid-computer/

6 http://iwww.bbc.com/news/technology-38573074

7 https://www.usatoday.com/story/tech/news/2016/11/28/san-francisco-metro-hack-meant-free-rides-
saturday/94545998/

8 https://www.wired.com/story/2017-biggest-hacks-so-far/

9 https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://money.cnn.com/2015/07/24/technology/chrysler-hack-recall/index.html

10 http://money.cnn.com/2017/02/21/technology/yahoo-verizon-deal/index.html?iid=EL

11 https://techcrunch.com/2015/02/25/target-says-credit-card-data-breach-cost-it-162m-in-2013-14/
12 hitps://www.newsday.com/business/uber-hack-1.15090158



http://www.bbc.com/news/technology-35667989
https://wired.jp/2017/07/27/video-hackers-take-over-power-grid-computer/
http://www.bbc.com/news/technology-38573074
https://www.usatoday.com/story/tech/news/2016/11/28/san-francisco-metro-hack-meant-free-rides-saturday/94545998/
https://www.usatoday.com/story/tech/news/2016/11/28/san-francisco-metro-hack-meant-free-rides-saturday/94545998/
https://www.wired.com/story/2017-biggest-hacks-so-far/
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://money.cnn.com/2015/07/24/technology/chrysler-hack-recall/index.html
http://money.cnn.com/2017/02/21/technology/yahoo-verizon-deal/index.html?iid=EL
https://techcrunch.com/2015/02/25/target-says-credit-card-data-breach-cost-it-162m-in-2013-14/
https://www.newsday.com/business/uber-hack-1.15090158

Za—3—91&Y 2017 £ 12 A

F1-.2016 £ 4 BD/NFIXENER. 2017 & 11 BONSEARAXE/NR]. 2017 &£ 5 A DL KHFLER
BREZEROTIOVEENSD KEA—ILFHEEE ., T—2RH IBRELEINTEELXSIZEILT
AVEER

B 3:18% 5 FROKBRELT—FRBEH

T—RRET R R AR MHEAR

US Office of Personnel | 2012~2014 & | MES LB ED 2200 5 A D:ERE & E AN FH

Management (OPM)

Target Stores 2013% 12 A 118 1000 EAIZEBIL O yhA—R-TEYrh—FK
TEERAOEHR

Yahoo! 2013~14 & EADI—HY—THOUL

eBay 2014 F 5 A 184500 EADA—H—2ENOKA. XfT. #HE
B./\RATJ—K

JP Morgan Chase 2014% 7R 7600 Fittirs 700 HED/NEEDT—4

Home Depot 2014 % 9 A 5600 A ADBEEILOYMA—R - TEYNI—FEE

Anthem 20154 2 A BESIVBEDEE 7880 5 ADEANEHR

Adult Friend Finder 2016 £ 10 A 448 1220 BADTHHIUE

Equifax 20174 7 A 118 4300 A ADENEHR(V—vIL-£FaT
1 FN—_ REBR. . EERRHFES). DD
% 20 5 9000 ADIUL DY A—FDT—42

H B : CSOonline#Z & Z{ERL

2017 £ 6 . ToANI— T—2RE. BHREF TR —IIDOVWTIY—FEERETIKBAESR
#t Ponemon Institute!s& IBM (&, 13 OE &M 410 #EXRELI-IEHRFROIRMNZEET S 2017
FEELR—FERRLIZS, InIZENIE T—2RBAOOTUMIGOHRAFEHIRME, 2016 FEEMN D
10%;EA L. 362 BRILTHY .. BET—2 1 LU YICET EFY 141 RILEof=, T—RRBAVOTY
FDEAXNEMIBRIZRZE. BN TIIEEL T26%DFEONESNT-DIZHL ., KETIXAXMAEE
T 5% ERL. T—E2RBIOOTUL 1 HDOIRKME 735 BRIVIZEot=, FIZIE. OV TSAT7 U R%
BICKRERF. RMEYE 5B EZ L, XELEF, T—4RBEEDBMICHLTY T ARILEE
PLTWLS (CRIZIE, BN IEHFE— R THLS—AH . KEIEL 50 MDI5 48 M MBEDOT—2REEE
EOTWSIEEREL-AIREELH D, ). AETIE. 10T T Uit inF—L4 (Incident Response (IR)
team) ZREBELTWWAEETIEH., AV TUMSIGIRMS 3 EEHTHIL. BET—F 1 #4710 19F
JVBWZEMBLM STz, 2. 30 BURICT—2RBEFEILTESL XL, T5THORELLERT
ORRE 100 BRILEKHNIZ B2 EMNTETIVS, EU TlE. 2018 5 5 AIZ EU — i3 T —4{REHF B HE
ASNBIEnnDH, HEDIREIEBRADRBELE->TIVD,

CORAENSEBONEHMBELTIE, U TOENH S,
0 EERTIK. T—ARBEIARMESELENS=DIL 7 EEHETANILRSTTEETHY . RE 1 T—
ALUE-YDERIZ 380 FILE, 2EFET 141 FILD 25 E L EIZ Lo,

13 https://www.wired.com/story/2017-biggest-hacks-so-far/

14 https://www.csoonline.com/article/2130877/data-breach/the-16-biggest-data-breaches-of-the-21st-century.html

15 hitps://www.ponemon.org/

16 https://www-03.ibm.com/security/uk-en/data-breach/

B &KX ZE fr : https://www-935.ibm.com/services/jp/jalit-services/business-continuity/impact-of-business-continuity-
management/

17 EU — 3T —4%{R5#&#R 8| (GDPR. General Data Protection Regulation) I, 2018 £ 5 B IZHE{TSNAERMDEANT—
AREEICEET HFHLLREAL EUBROBEABRERSEHADEENTRELGY ., ERBFICREONIE88LFHEEMNS
HLIFEHIN TS,



https://www.wired.com/story/2017-biggest-hacks-so-far/
https://www.csoonline.com/article/2130877/data-breach/the-16-biggest-data-breaches-of-the-21st-century.html
https://www.ponemon.org/
https://www-03.ibm.com/security/uk-en/data-breach/
https://www-935.ibm.com/services/jp/ja/it-services/business-continuity/impact-of-business-continuity-management/
https://www-935.ibm.com/services/jp/ja/it-services/business-continuity/impact-of-business-continuity-management/

Za—3—91&Y 2017 £ 12 A

o T—ARHIRMERILIRAODERIT. BEHENCEEEEICELIFTOEEY—EXTO
NAZ—IEEDY—RN—T4— N EBRE)DEETHY . T—2 1 HAfY 17 FILOXHEMT
%,

o T—ARRBOIRMIMELTHEN =D&, BHIRERIE (1 #4710 19 FILDOE)  BSILOH
E(1#H&H7=Y 16 FILDE)  FHE (L &Y 125 FILDE) ELV-T-BER THT=,

® |BM O Resiliency Orchestration Y') 21— 3 % F 21158 VAT LEIBZEEELLO AT LEE
FEFRILTILTERRENERR SN, FHEED 1 HH-YTFHIRE 6101 FILITEHER,
Resiliency Orchestration Z;EFFL=35E8 0 1 H #1-UFHIRME 4041 KL & 39%EMNoT=,

BE.CCTEATWA, T—ERHBICKYDZEIZELEIRMNLTIE, UTOES5HEDAH B,

o EERE. T ARHIIHSTIOICELIERNORE (FELER. EEERORE. & L5E
EfR."HA-—EXDEEINEEND)

o RHEER EERRETIHINDGLOLUND, T—2FEEEISHIST 51=0I2EAhN 5K, 55
BREDEED)/—ADRE (NEHAE. BE. BEERACETERRETICIIBRHERTE)

o HWRER T ARENAKRIN, BFICLVESRRAF YU RELRITETELSER

(3) IR AN—HEBHE

"IBM X-Force Threat Intelligence Index 2017"°Tl&. 2016 FDT—2/EDILULEERT 52D 1Y

A—ELT, £Eh. BIREE. B, DR AWRTTEZEIT TN, NN EIFI—~DHETHELT

ZMo=MI%. SQL 12215232 (SQLI2OE 0S AT RA42 214232 (0S CMDI) 2 TH 1=, SQLI

& OS CMDI 233 2R RITEDONTLNEEDD ., FEINLINLOREBEFENBLFIAIN TS,

. o2 —BICRIFTAEROCERTIVATLIES O, E72—BIZZITE2HEOMERIZHEN

"Hd,

o ERMEII—~DHREHIIEIF—HIT., 2015 FIZIX 3L THo=HS. 2016 FIZ(FE 2L REEFZ
(=t HR—&igot=, ZDEEMIL, SQLI & OS CMDi [CKAHEMAEMLI-CEIZLSD, SQLI 4> OS
CMDi [ZKDHENRINTNIL. BT —2DHAH L. RE., IR AIEEIZH S, SREEDT—
AT, EXBEAERAESENTLDIEMND, BRERYDOTLY,

o [FRMBEEIFI—~DKEIL 2016 FEIZEMLIE=A, COEIF—T—FBEN21=DIL., 1\vIT74—
N—J7O0—KEB2THY  51%NCOHEHETHOI-.

o HEEHA—TIE,.SQLI [CEDHMEMN 71% LU EERFEF D, ZOEIE—IE, AV TSATURE
EEBLTWVEWRET LIESBAS AT LANSNEREIN TWDIEM D, HEREZIZIN LT LY,

o IINEEIEI—IX. . ILIOYMI—FRPY—=v)b-txal)Ta-FonN—¢EWS=BEAEREFREICIEA
TWBAITENSEMIZINDIENZ N, COEIFI—~DHETIL. SQLi & OS CMDI [ZKHHEN
FHE LD,

0 ANIURTT HIA—~DKHETIL, SQLi & OS CMDI IZ&RHEMNEETT 48%F HHT=, NILAY
T 2O —DT =R HAN—LREBHE2LERD TS EDTHY . Dark Web®(F—0 - xT)
DT E—=T SOV REEITESGGRELTWS,

18 "2017 Cost of Data Breach Study, Global Overview" pp. 3, 7, 29

19 https://www.ibm.com/security/data-breach/threat-intelligence

20 Structured Query Language (ZMBELBEEE 1, Z<DLEPLHRBOR—LR—DHOLavELTHATlE, T—4
A—REFALIz Web 7T r—avhMfEbh TS, Z5L1 Web 7T —2av A BELTLVAEL SQL XERTS
BAHIETHBEEREE, T—IRN—RIEREFEIIRETIRESE,

2L0S aATURIETOS ~NDFWEX o T—ADAACEREEEZITFTD Web AT, ANTB/35A—42(Z 0S 123t S8
EXATUR)EPIATE TREICIEETIHESE,

2E2FhOTOTSLAE)—RNIZKBTOTSLEREYRAS, T—HEBERERETIHE,

23 Dark Web [ZFZ (2SN TLNBED TIHAL T4 83—Ryb LIZA—N—L A Ryt T —H THEHESNT- Web (LD E
FYITHY. Dark Web LD YA -ANIFERY—ILEFZEHTETIERATESN. TOY AL EHNEDY —N—TEE
LTWEIEETET HCLIEIERICHE, tHR P OBATHECERITHE XY -2 vILR YT —0%0 /N —F v )La32=TF

5


https://www.ibm.com/security/data-breach/threat-intelligence

Za—3—91&Y 2017 £ 12 A

F1=. 72016 Data Breach Investigations Report’?* [Z& ML, Web Apps. (DT 7V r—ar) #@EL
FREICEDT—2RENMEMLTEY., FICEMABHFTOEMAELNCENBALMIGE>TND, D
— AT IS4 L7z7 LRTEEFENELETOTSL)IZKET—2RBILEILTLNS,

B® 4. Y1N\—"HEBEO I3 —RFLE/ I 5—

934 L | AN DoS¥ | Z&F | Zofft | AF¥IY | POST | BiEE | Web ZDth

II7 —RNA | B A NDIZ— | 5 AT L A Apps.
Vs 0% 0% 0% <1% 1% <1% 95% 1% 1% 1%
B 0% 7% 0% 17% 27% 0% 0% 3% 30% 17%

I A—T | 0% 0% 0% 3% 0% 0% 47% 0% 50% 0%

£H 1% <1% <1% <1% 2% 9% 0% 4% 82% 2%
ANILRH 3% 3% 0% 19% 22% 0% % 32% 3% 11%

1EER 1% 3% 0% 0% 25% 0% <1% 11% 57% 4%
a2& 3% 47% 0% 0% 0% 0% 3% 24% 21% 3%
L 4% 19% 0% 4% 15% 0% 0% 21% 13% 25%
%, #F-
BT —
EX
BAT 12% 16% 0% 9% 37% 0% 0% 13% 9% 4%
INGE 1% 1% 0% 0% <1% 3% 64% 2% 26% 4%

Hi#:"2016 Data Breach Investigations Report", Verizon?®

3 HAMN—tFa)T18R-Y—EXDTRK

(1) HYAN—EF21 )T+ ERBE

EHBDHA/\—tF 1) Toh5IE. 2004 FIZIE 35 ERILFEo1=AY, 2017 FEIZ(XFDH 35 ZD
1200 fBRIVIZET HEALNTNS, A/ —tF 1) T+EMDFHES# Cybersecurity Ventures 1.
EHAD Y A/IN\—EF 1) T/DF=ODHEEM 2017 FEH5 2021 FITHITT, FHR 12~15%THREL. 1
KFRILEEHTHEH TS, FIZIE, J.P. Morgan Chase & Co [, HA//\—tFX 1T DFEF 2E
5000 BARILAS 5ERILIZfEELT-, Bank of America [, YA /\—LREDEHELD-ODFEIZIETHRE
T ELTUNVS, Microsoft #E 1, BIEHES A /\—EX 2T DA EMARICSHEER 10 BRIL
DFEEEBLEIFETH D, £ KEBFLHA/N\—tFa) T4 BT 5 FE%. 2016 £ 140 EFIL
M5 2017 F X 190 EFILICHEZET 525,

Fi- HRBEO A /N\—tFX 1) T4 RBHFRUFr—~DEEL 2012 ELKIEMEREITTSY. 2016
FED/ELEIL 2015 FD 38 BERILHNDS 6% LI=EDD 428 O EHIHY . 2017 FHLIHELE. =
HEITBERSZFHLRTIZLTHDS(EES),

1EEHLTEHY. Dark Web [EZDERZMEMNS ., BEURCTOMBICEYBRE R OFE - ERFRELTHRAINGZES
HY. FALTRBRZERE T H-ODOERTRELEOTNS,

https://inforium.nttdata.com/trend keyword/266.html

24 hitp://www.verizonenterprise.com/resources/reports/rp_DBIR 2016 _Report_en_xq.pdf

25 http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf pp.25

26 hitps://cybersecurityventures.com/cybersecurity-market-report/



https://inforium.nttdata.com/trend_keyword/266.html
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
https://cybersecurityventures.com/cybersecurity-market-report/

Za—3—91&Y 2017 £ 12 A

HE 5: 2ROV AN—tFa1UT(EREZTZERD
B CYBERSECURITY ANNUAL GLOBAL FINANCING HISTORY

2012- 2017 YTD (8/10/17)

$5B

(Fulbyear run rate)

2017 YTD

Deals €2 CBINSIGHTS

Hi# : CB Insight?’

DY AN—X2)TAER - —ERICRTELERSRBEIZ/DSVD, SEREEERITOE NS
WX )T4-VYTRIT7 0T tXaUTA4HBRK GO THEHESAN—RER TR R ER K
(STAP: Specialized Threat Analysis and Protection) EL\o =2 B A, KECH R T HEDEHFIN T
%

B 6: M /\—Xa) T/ MG HITEREEETYNREE
Market Size and Growth

SIZE ($ BILLIONS)

35.2

9.4

- . -
I I

IT Security Mobile Enterprise Security 10T Security Specialized Threat
software Products Analysis and
Protection

H # : Bloomberg Intelligence (Anurag Rana — Senior Industry Analyst), Sept. 22nd, 2016 and IDC?®

(2) EX2VTAREVIFIITO—ERDEIR

a. AlZFERLEYAM/NN—Xa) T ROFrv—1%

BRE. YAN\—tX 1) T4 BH TRELTEZEDO TWADONAIDEFRATH D, TDERIZIE, A/ —
WEHBLIZELTWRIZENDIDOLT HA/N—EF 1) TAAMBTELTWNSAIE, INFETIEEM

27 hitps://www.cbinsights.com/research/cybersecurity-deals-funding-acquisitions/
28 hitp://business.nasdag.com/marketinsite/2017/Cybersecurity-Investing-Update.html
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- AN—KBTHLAIEOTARENEMLTNEIEENS 2 DOEANH D, OB AM DR
WAV IEEH>TWBEIKTIE,. BEEEHRLESICH AFLFIRELS>TULBBY ., EBIXEFLHL,, Fiz.
FOTAREL. REBENMEENYFEART BRIV INIZTTDHRBHEERS A N—KET, BIRE
SR ENL, SHL-RIEZ R T 5012, Al DEHFEEFRALTEHHNG YA/ \—EFXa) Ty
HIEELESETEMYMBAIEBEEH TS,

Z5L7= SIEM(Security Information and Event Management) &G (&, AT AR LDT—2%TILAE
A LTHEFL, EX 1) TAEREE=RIVTTEIENTES, Hi—FF—TIE, 2017 EDOHA/3—FF
ATANDEEDITHIE 984 BERILEHE LTSS, SIEM VIR I TIEZDI5 24 BERILELSHT
WBIZFELENELTNS, CORBFORRITEDSHT, 2018 FIZ 26 BRI, 2021 FIZ 34 BERILERA
ATWS, H—rF—TIL. SIEM Y7+ 9z 7, £ICAVTSATUREFNEHIN DI KB E ORI
BATOFERIZBE>TLDIMSIEEATINS, CNIE, SIEMY IO 7EF AT 512X, £/ 10 BRIV
FOFAHIIMAT, ChERTFEET IEMNLEAMEEIDENHDINLTHSH>,

HE 7: Al E#FRALEYAS/IN—EX )T ROF—EDH

1ok L RERE A HLith B3 BE
(BFHFIL)

Tanium3° $295M AYTHILZT | 2007 HBROBRKGEIVERAU DR EEEIT
MTI)—EL WEALTEETSHY) 21— avEREET 5,

Cylance®! $177M HYTHIL=7F | 2012 Al PILTYXLEERAL. IO T7EFR- 45
M7= 4> E-PRLEL. EATAREDHELZIMA DEM

ZRFE,

LogRhythm32 | $126M EEA(TUA | 2003 YAN—KRBERESTERBL. 1/1\—K

vk B U CTRERGEH - G - BN TED KD

(23 BZ&ICmz. BEMICOVTSATURE
BEL, BhiHEEEEL-EDIZT S,

SentinelOne33 | $109M HUTHILZ=T | 2013 Al ZEZAL. TERMEESEEEAED
MO 7 Lk T IVRRAU M E S AN—EILRET
575y IA—L,
Darktrace34 $107M EE4ST Uy | 2013 EEMEETHALE-_EROTHSHEREL
v T.HEBROEBLGHEFZBHNICHRET 5,
Sift Science®® | $54M AT+ =7 | 2011 FUSAVE S RRMITIZ, YT ILEA LEWE
gb“ﬂ?‘f/ EIZLBRERLEETS,
|
Exabeam?36 $35M )7+ =7F | 2013 HFEOOSTF—42%FRAL. KEF%ELMTIT
MY AT A L. RMEREETREL. 8EGYA/1\—K
B ARICRET A1 —1TEI N HEFIRE
ERCH

29 hitps://www.csoonline.com/article/2124604/network-security/what-is-siem-software-how-it-works-and-how-to-
choose-the-right-tool.html

30 hitps://www.tanium.com/

31 https://www.cylance.com/en_us/home.html

32 https://logrhythm.com/

33 https://www.sentinelone.com/

34 https://www.darktrace.com/

35 hitps://siftscience.com/

36 www.exabeam.com
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ES8 Security3” | $22M HUTHILZT | 2013 ROMT—ARFLHRMBROLODE YT
MLvED vk F—2TS5YNIA—LEFIALI-ET YIS
IT7ERELTLS,
Cyberx38 $11M THFai—tv | 2012 FYRT—ODEHRITIZEY ., EEERANTS
v {/ﬂ 73307 $BAAUI—FR b RUbT—EHHT B,
/\
Interset3® $10M HhF5-A%57 | 2015 BEE SATHAIVA . NATIDH. 2
B, BUAFRER. M -PhEEE . SIS L
WV ERDEELT 45 RETDH-HDIT
BRTEIRHT S,
PatternEx40 $8M HYTHILZ=T | 2013 TEARVET—OTA—HF YA/ —KE
MY/ EUTNBALTRE - FHTHENTESL
5. BEOHLIEHEHETHTIVNTI+—L
iRt 35,
SecBI4! $5M ARFI)L 2014 NERMNDDH A N—BE(IZRELELE-1—H—,
KA EFZEO THAN—KHEZHLMNIZ
TEAGELGRYAN—KRERE AT LERZE
¥ 5,
Avata $2.5M AYTAIL=7F | 2013 HAN—NELZEREL ST A-0H(2. it
Intelligence*? WAZ=R B, ZETR. FRIM. RGBT EIRET
Do
Jask Labs*3 $2M HUI4IL=7F | 2015 Al LEELGBITZEERAL. EEOT—A2LEE
'1;1{1 YLIIUY DEEHERET S,
|

A RIEEMNEEITER

b. E/NIL-10T BBED YA/ —EF1)TFT1-RUFr—1 %
SHEOBRENPFINIZENSILAITHDNIE 10T AIFOHA/N\—tFa)F4TEHELRLEY ) a—ay
DRAFEINTVS HIC.WI-FI TN RIE BEDEBEZLEIZT IV RARA UM EFET IEM L, AANER
ERSICEVHE S LV SBRELIEFEINTEY. EX 1T RAROLNTLNEDS,

|z 8:E/NMJ)L-10T BEH A /\—FX )T ROFyv—1 %

o £ RERAE A Hiih RIS M=
(BAFIL)
Mojo $69M AYTHIL=7 | 2002 Wi-Fi 2y b T =IO DEF 1) T4 E LV TH—
Networks?*® Moo ToE YURAEEDOY—EREFRET D,

37 http://e8security.com/

38 www.cyberx-labs.com

39 https://interset.com/

40 hitps://www.patternex.com/

41 http://www.secbi.com/

42 https://avataai.com/

43 https://jask.ai/

44 https://www.cbinsights.com/research/cybersecurity-artificial-intelligence/

45 hitps://www.youtube.com/watch?v=fSErHToV8IU

46 https://www.mojonetworks.com/
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Bastille $39M hUT+ =7 | 2014 0T ADHYAN—KEDRMEEEBEITD, B
Networks®! Wy2o50> BREEBREL, PHREEHECLYY21—Ta
A3 VERBT BRI T YT RE,

S BHIEEHEEITER

c. ZEOHDYA/I\—Fxa) T4 ROFvr—1%E

TEADIURFRAUIRHEL, —ERDHIRI—FBATELLSCT RISV TIA2Fa)T1
JO—H—(CASB) R E . HAD YA N—tF 1T RE—ELI-HTEETELLIICT HHIMER
I IR Fr—EMNEIEZEDTNS, T EERNITEZHDOMEBENFET 50 ChERH
T 5= DEABRE (penetration testing, Z7=(% ethical hacking) . B4 EEY Iz 7IZH=—X
b§&649500

H& 9: FDMDY A/ 8\—EF T ROFr—0 %

i 2 RERE ALt BRI B=
(BAFIL)

IlImio5? $267.2M AYTHIL=| 2013 | FT—HEUAE—OISHFLETHAN—KED
T Y= — B EWCHEGHIT A o0 -2J A T—23Y
R—)L BifrEm%,

CrowdStrike®2 | $281M AT = | 2011 | TURRAUM(RYRT—IIZESG SN L
7MY = — WR)DEFX1) TR ETEITIRR—X
~—)L M SaaS FiZ{,

Netskope>? $231.4M HhU7A)L=| 2012 |a2—H—¢EHDOISORTONAE—DMEIZ
FIMARTIL B—@arkrO—)LIRAUbEERIF. 22T
k FRIAOQEIRIE PHIHEITIZET, £FELT

—EMOHBIRI—FBRATESLSIZTS
DS59KTF7H9 R EXa)T470—h—
(CASB),

Wickr54 $82M h)7x = | 2011 |HEEOEWNAYtE—Y BE, FH.EH.7
TG 25 TAIWGEEEFDYRYTES, FDOIEERYTIY
Y —DAvtE—T0 App TSV IAH— L,

HiTrust NPO TFEHRMT | 2007 | ESMIZHE-STWAHRBHEETIZCTIILITITD

Alliancess IJZX3 BREREEIT D,

Attivo $44M HUTAIL=| 2011 | EVOHEBNFICKYNYD—DHEFEREAFL

Networks®® FMT)—F HISEEELD,

k
Kenna $25M A /4M | 2009 | BEDRYRIT—HDMBEEEFRHLTELMT
Security®’ H3 (+9 34 —E X% SaaS ELTRELTLS,

47 hitps://www.bastille.net/

48 https://www.cbinsights.com/research/enterprise-cybersecurity-startups-funding/

49 https://www.csoonline.com/article/3238128/hacking/what-is-penetration-testing-the-basics-and-requirements.html
50 https://www.csoonline.com/article/3238080/vulnerabilities/what-is-vulnerability-management-processes-and-
software-for-prioritizing-threats.html

51 hitps://www.illumio.com/home

52 hitps://www.crowdstrike.com/

53 https://www.netskope.com/

54 https://www.wickr.com/

55 https://hitrustalliance.net/

56 https://attivonetworks.com/

57 https://www.kennasecurity.com/
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SCYTHE®® N=2ZF7H | 2017 | RtO&E S CROSSBOW [FH A /\—tFa1)
7=k TARIAT SV ITA—LTHY . RYrT—O~
DERA. IAIVARBRE D49V THREHBED
YAN—REBIZHT SRIEEZTaLl—avT
b
Bay $31M AUTAI=| 2001 | EEORVEIT—VREEZEELT. BHEED
Dynamics®® FMHUIS BREEZERICANSIEATEAMBHEE
Y S Y Ikox 7. Risk Fabric Z12#tLTLV5,
NSS Labs® | $27M HUTHILZ | 1991 | EEORYEI—HEIS—YUILT, B H
TMA—ILA #MEETE %Y —JL CAWS Continuous
IN—=4 Security Validation Platform Z2#tL TL %,

i R AR EROICEEITER

d. Y4NR—LUCDER

BERBAXILEFOHAN—tX 1) TAAVMDFRRIIHAWIREBETHY ., AMBROFERLELTKE
ERZEHTNEDOMNHA/3—L T (Cyber Range®®) 1 TH B, HA/\—L o IE, FRlIZHZBESINT-
JEER T, S E D SDH A N—RBADREFIET 5012 A/ —E A 1Thhb, 1/ —LoD
X, X)) T8 G- H—ERDORRITERT B TES,

DARPA [£. 2009 FEA\i5 2012 FIZHMTH T, National Cyber Range ZRFL1-. TDRRIL. 2012 £ 10
AIZ DARPA Hvi5 DOD ~ Test Resources Management Center (TRMC) &ELTBIEESN =54, ZDEA
FrimEil T . BERRB TR ATRELGY A N\—LOONEHIZIEE>TULVS,

il :

Michigan Cyber Range®®

Virginia Cyber Range®®

Palo Alto Networks (7 LATILA L, Y R=— T2k D.C.. Y2 2955)57

Baltimore Cyber Range®®

Cyberbit®®

BRI, BATH RRARFERCNTT T2 THAN—LUOADRYBANIREOTINS™,

Bl Z £, KFLE#ES Wells Fargo [&. HAN\—LUCHEFRLT, Xl T4 B D EEERLTL
%, Wells Fargo @ CISO, Rich Baich K. XEBEIZ 20 FL EIZH-UEHFEL. BERTLRER
(National Security Agency) BEFERBTEEHH TE, BEX. ERMEIFI—D YA N\—KEXIEE
FIET BRI SN 1=, Financial Services Sector Coordinating Council’*®EEEHFFEH TS, B4

58 https://www.scythe.io/

59 https://baydynamics.com/

60 https://www.nsslabs.com/

61 hitps://www.cbhinsights.com/research/enterprise-cybersecurity-startups-funding/

62 https://www.csoonline.com/article/3238080/vulnerabilities/what-is-vulnerability-management-processes-and-

software-for-prioritizing-threats.html

63 Range [&. T§1215 . SH AL (A7 VR REHE IO EK (34 FrEFhiEa),

64 https://www.acq.osd.mil/dte-trmc/docs/20150224 NCR%200verview DistA.pdf

https://ndiastorage.blob.core.usgovcloudapi.net/ndia/2017/test/ChristensenPart1.pdf

65 https://www.merit.edu/cyberrange/

66 https://virginiacyberrange.org/

67 https://www.paloaltonetworks.com/solutions/initiatives/cyberrange-overview

68 https://www.baltimorecyberange.com/

69 hitps://www.cyberbit.com/solutions/cyber-range/

0 hitp://itpro.nikkeibp.co.jp/atcl/column/14/346926/072700589/
http://www.intellilink.co.jp/security/services/cyberrange.html

"1 https://www.fsscc.org/
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N—=LUPDEEICIISEDERNIMNS=H. FRLUTOERMEEATIEIYAN—LUOCERELTH
BIA5IENEHLLY, #2 T, Baich KIX, HYA4/N\—L PO ERBERFIREBLTLNSZ,

YAIN—LTODRUA—ELTIE, Cyberbit #t (f XS T )L -Elbit Systems $#t3DF%%t) 7, Raytheon
#17°, Lockheed #t7¢, SimSpac #t77EWVSF-RH AR KU TH D, CNEDHA/N\—L 2D IE B ERNINE
2T THELEBICBEDNIEOHTLND, 2017 £ 7 A, 73— =7 Regent University [&. Cyberbit D7
YR IF—LEBALIHA/\—L DI . Institute for Cybersecurity ZBz%L . Y1 /\—tF )
TAEMARDERIZH=A5EL TS, CNIE FARELTIEHMORYVEATHY . ZEL T TIEEL &
EOBATEE., EREELRNRELEEETOTSLERET S,

IBM (XU A/N—L2PDYIRIz7 BHRERFTLTIXWNVELA, 2 BRILEZRLTHAN—LUDHERET
YFa—tyIiroJ)yI22016 F£ 11 AICEAE Lz, C2ISRESN =T —2t>4—I&. Fortune500
TEBRDEDT AILRT T IRILF— ERBERLLGEEIFI—DEEDIIAL—LaVHAERETED
FINTHEHTWNS, CNETICEELENSH 800 ZDHEIMNIZEHN. BHOAU L TUMNRIER
LTWWS, SMEDEIEMERTHS. SMB L. V2L —a> THED D FUAEARERL ., EEIC
EZHMNELNGEUVERE - R E - AT - BTG E~N ORI EEO NS, ZTL T [FHRMARLONTI=FTH
BHIZHIERZTL. HEEMASIENTEDLLS . BBREFICEARAFELIRGIFEEEET 5, IBM L
HAN—LUOURAKICHY . XKEEEDIHHEHETEY . BRI/ 1Oyt HEr AV YR HIIFRIZIZERY
AN TWS, COYAN—LUDOFHBRIETENT, IBM [EEFa)To-Y)a—a FRFELTL
%, 3BI25RIE. REEZRIFIHVESICEZTCINEZILDITERNT, FRIOEMEGLICEE Y4
N—BEEEHTHELLREFSNATINS,

4 HAN—=YRIGIRDAVFDRK

(1) EOHREH

a. CISO,CSOREDHA/IN—tFa)T(HREEDRE

K EZEFDITEE, Chief Information Security Officer (CISO) . &4 \& Chief Security Officer (CSO)
DEBERETHIEENMEZTSH. CISO ZFHRELTLDIEEIE 52%. CSO ZFELTLSHRET
45%., EX 1 TAEFADAEZEBELTWAEEE 47%I2EEF->TLVS, CISO, CSO. HbLMEIhD
[CHYTBEREF VT AHELYBDOLR—I5104, CEO, BB S, ClIO, CSO 11 EH# 4 TH 5808,
Syl a3 LIELIEEERTHY . FRANDEBBEBLNITKWLD, Lo ABENECKIEEFER NS
ELof=ZEMD, CISO DTERHEARE 18 ¥ ARRELWLVONS2, ERTIET—2RBAEITHESEFALIE
LIFFRESN TS,

72 https://www.americanbanker.com/news/how-wells-fargos-cyber-warriors-stay-battle-ready

3 http://elbitsystems.com/

74 https://www.cyberbit.com/solutions/cyber-range/

5 https://www.raytheon.com/cyber/capabilities/range/

76 https://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-products.html

7 hitps://simspace.com/products-overview/

8 https://www.regent.edu/news-events/institute-cybersecurity-build-state-art-cyber-range-
campus/?begin=now&utm_expid=140130747-105.xW4XajVAR9ecyKGxzrfU8g.1

9 https://www.americanbanker.com/news/how-wells-fargos-cyber-warriors-stay-battle-ready

80 https://www.pwc.com/us/en/cybersecurity/assets/pwc-strengthening-digital-society-against-cyber-shocks. pdf
"The Global State of Information Security® Survey 2018", PwC, 2017, pp.10

81 ZDIAEIL. 2017 F&. 122 #ED 9500 & LL LD CEO. CFO, CIO, CSIO, CSO ., IT X2 ToHLEEMNSD(E
EERICERSINTz, BEED 38%IEdb K. 29%HERIM . 18% BT VT . 14% MK 1%HAPERE LV T IUANSTH
%,

"The Global State of Information Security® Survey 2018", PwC, 2017, pp.16

82 hitps://www.csoonline.com/article/3057243/security/these-cisos-explain-why-they-got-fired.html

83 hitps://www.csoonline.com/article/3204008/it-careers/security-executives-on-the-move-and-in-the-news.html
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BE 10:FEREF1IT( BEEFOLKR—IS1Y
To whom does the CISO, CSO, or

equivalent senior information security
executive directly report?

40% 27% 24%
CEO Board of Directors

Clo
(Chief Information Officer)

17% 15%
(=310 Chief Privacy Officer

(Chief Security Officer)

Source: PwC, CIO and CS0, The Global State of Information Security® Survey 2018, October 18, 2017.
Base: 9,500 respondents

Hi B8 :"The Global State of Information Security® Survey 2018"84, PwC, 2017, pp.10

b. CSIRT MBRE

Computer Security Incident Response Team (CSIRT, —H—R)I&, A N\—RE~ADOFIGEEHHEL
F-EMF—LTHS, CSIRT OFIGEHE L, FRET %, RAFEELGE L >THR AL, M/ —K
BOHRE -SRI ELGEZTHD, YAMN\—KREICH T ERIEERRICITSIENHEEER/DMRIC
BWEHEBERZIMNASRELGLSIEND, CSIRT ZHRELTHEATHELIENEEILGD, EREBDEE
LEHNE. TRARVIITSEELTLSEELH D, RIELHK AL T, BARD JPCERT a—T1%r—avt 4
— (JPCERT/ICO)®MLSICEEFEEXMRELE-EDO ML, REMITOY—ERELTRHBESIATLNSED
FTHAR THA%, BATIL, IPCERT/CC LISHZ, BARERNOD CSIRT O EHEPIFHREEZBMEL-A
AO—H—MRESTHAEFL TS, [EED CISOWP CSIRT [CEIT 2RERAE 2017 —AEREE—)
(ERANIBHEEEAE) OFEHBRBICENIE, KELZED 90.1%. BRI BED 78.0%., HARIEED 66.8%
T AV TUMNRIGER LT AN RBESIN TS (CSIRT HAL TN B HOMERHILED . ),

F-. XKEORBY A /N\—tF21UT1AE - JIES2E. SANS Institute®*D 2017 FDFEXCIZENIL, D
BEH 1 BDAVTUMNRREFE A N—FHF O % -FKRIEEIARD 84% (2016 FE 76%) THY. ¥
AN—KE(IZELT 1 AULEDOBEFEAN—DHEIZH =D % - F{RIE 55% (2016 F£E 55%) F=>1=,
S F—LDEENRERRIZET . BE. COFEFLHRAEARIZEHBIN TSN, BT RSN
TWWEW, BIEEBFZERANCRSIE, HAN\—FX1)TAERMN 17.3%, EMERN 13.7%. 79/
—REEA 12.3%, BAFREEAY 9.6%., EEZEM 6.3%. BIES KV ISP A 5.8%., HEH 5.5%., NILRYT
T H 5.2%. /NFED 3.8%., B -H R IKEH 3.0%THoT=,

B 11: 1 T F—LDOREAR
| | 7B | = 124 | 35% | 6-10% |11-20%& | 2048 |

84 hitps://www.pwc.com/us/en/cybersecurity/assets/pwc-strengthening-digital-society-against-cyber-shocks. pdf
85 http://www.jpcert.or.jp/

86 https://www.cert.org/incident-management/csirt-development/csirt-faq.cfm?

87 http://www.nca.qr.jp/

88 https://www.ipa.go.jp/files/000058850.pdf  pp.93

89 https://www.sans.org/

9 https://www.sans.org/reading-room/whitepapers/incident/show-on-2017-incident-response-survey-37815
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https://www.sans.org/reading-room/whitepapers/incident/show-on-2017-incident-response-survey-37815
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Hi 88 :"The Show Must Go On! The 2017 SANS Incident Response Survey®”, pp.14

c. REREDHA/I\—EXF1)T+FE
SANS Institute DFEICENIE, HA/N\—tEX 1) TAICEIMNSFEIIEMEZH T TEY . HIZHREHD

Xt i HE

TEREICEARIFTENTINEDS, ZDEMNTE, BT —2DRELITSAT U REFADI G

[SHNELINTNS, LHL. EOME L. ERANNREEE[FITHIENE L, BAEGIEENLZLONE
BTHD. COREEIL 2015 F£5 4 MFHITEESN, 169 DEIZEZEICLIZEDTHY . 72%HKEHS
DEZTHo1=. XFBADRNERIL. £REA 25.4%. IT BAE 14.2%. BAFHES 13.0%., L E RS 8.9%. ~
IWARTTEE 7.7%TH21=. IT FEIZEDHD X1 TBHEERDE|S (L. 0%H 5 25% U LEKA T

HHMN(RFK 12) . BB OREE(ICHRIEZHRY LLELT-

DHHER 13 TH5.

H® 12:1T PHRIZGOHS5EF1UT(BEAEEADESLEDEXDEE
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&
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II[[ il

4%—6%

7%

m FY 2014 (Last Year)

10%-12%
13%-15%

m Y 2015 (This Year)

§

21%—25%

16%-2

= FY 2016 (Next Year)

More than 25%

H 8 :"IT Security Spending Trends (2016 £ 2 B . SANS Institute) "%

91 MSSP (managed security service provider) (&, LHIEH A N—ZHFERH T, EF1)TATNARABLUPL AT LOE
SR EEBDT IR EIRTEEZ (TS, — BT —ERELTIE. T7ATIA—ILDERE YA\
—=AD#EN, VPN (virtual private network) MZit. 94 IL A ELE N H S,
https://www.gartner.com/it-glossary/mssp-managed-security-service-provider

92 hitps://www.sans.org/reading-room/whitepapers/incident/show-on-2017-incident-response-survey-37815

93 https://www.sans.org/reading-room/whitepapers/analyst/security-spending-trends-36697

% https://www.sans.org/reading-room/whitepapers/analyst/security-spending-trends-36697
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B 13: 1T FEICHEDHIX1) TBEEERAL IT FPRICHOZEIE O P RIE FRER)
HE | REEHA FY2014 FY2015 FY2016 (¥ &)

EREH THE L3R THE Lt THE teE
X 5000 A8 $1M- 4%-6% $1M- 4%-6% | $10M- | 7%-9%
(n=67) $10M $10M $50M
th 500~5000 | $500K- | 4%-6% $1M 4%-6% $1M- 7%-9%
A (n=50) $1M $10M
N 500 AKi# | $100K- | 3%-4% | $100K- | 4%-6% | $100K- | 6%-7%
(n=52) $500K $500K $500K

Hi# :"IT Security Spending Trends (2016 £ 2 A . SANS Institute) "M S YERK

(2) MEBFEXE

Crowd Research Partner $t®"Insider Threat 2018 Report"[Z&k L, 90% D TIX, REAEIZXL
TEEBLRBLEEBIL TS, Z5RLHAVRIVEREL T, BRIGT7 I/ ERAERESE AN TLND1—
HP—MNEFTEDHIL(37%)  BBERICT I ERTEIENTELT NI ADEARLTINSZE(36%) | 1
WP DN FETETERICHEOTNSIE(35%) ELVo =AM E TSN TLVE%,

SANS Institute MEAEICENIEL, 2016 EDH A N—KHEDRERAIIREKRDEY THo1=, ZZTIX,. 7LD
T 7INEDO DDoS WEBLEDHNENLDHEIZRZL>T, NEFRIEMN 2520 EEBTELVEIEELHDT
WBIELRDMDB,

BE 14:. T—2REDORAY

IV T TR e O 4 %,
FETIERR
T—ARHE

APTHE — 35.7%

51.2%
43.4%

NETE — 25 2%
FEERFELE eee— )1.7%
DDOSHE — 21.7%
DRATLANDHERE e 14.0%
DDOSIERKE s 11.2%
ZTOM m—m 5.4%
0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

Hi#:” Incident Response Capabilities in 2016: The 2016 SANS Incident Response Survey®”

9% https://www.sans.org/reading-room/whitepapers/analyst/security-spending-trends-36697

9 http://crowdresearchpartners.com/portfolio/insider-threat-report/

97 FRIE #2 PR B M & (unauthorized privilege escalation Attack) &1&, VIR Iz 7 DETHEBREEKRIETHOP LK EE
EITSEIRE,

http://blogs.mcafee.jp/43-cc7b

DDoS f#H K% (DDoS diversion attack) &I&. REHILGHEDER LL T DDoS HEXFIALI-KE,
https://www.arbornetworks.com/blog/insight/ddos-as-a-smokescreen-for-fraud-and-theft/

98 https://www.sans.org/reading-room/whitepapers/incident/incident-response-capabilities-2016-2016-incident-
response-survey-37047 pp.7
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2017 £ 6 BASU A DT T - RAT44 - FTAINAL S —Verelox #iE. T BIZKY LBEET—42%EIR
SN, FEAEDH—N—DEREEESN. HARMY—ERDELIEVAEN-, ENWEELT—4
[FEONTEST . MBRICIFEIBTEENTERLN, IS5LEEELT—RIEDY LB LWL, Tk
=8 EEHEOCA TV THELE  EDRREGMBERENSHIEL, AV F—RICADIKEFEEN
BESION. EENDFERFROBREIIEE>THY. BEITEHICHEH>TINS, T, HEHRHAITD
FEIZRTFSNDLSIZHY  BEREFOIRMMETLIz26 . T—2DEIBREIN T (25X D K12 TLY
BELIRIEEHTNS, ZLT. F— DT TORANERNEINBRBITHEO TSI ELBREMET
Hb. T BEENGEDHEEDTRIENOEX AT ADIMEBENELHIELH B,

IBM @ 2016 EQRAEICENIE, TRTOT—FRED 60%IEA AT —IZKDED T, TD55 75%
[FEEIZKDEDT, 25%FBKLIZLBED =110,

PWC @ 2017 FEDRAEICENIE, Nyh—RENBOSDA T UMIBBL TS, —F/\—F«1
— (U TSANY—. AV YIIAUL, ARSI E—RE) EREBICKDAV O TUMNIMBDIERIZH D, Y
—RN—TFA—EBREDREEZEDOE AV T AF—IZLBDAIVITUMIEED 30%EEHHT VS, T
DL, FTTHREEMN 27%. SV EBD 7\ h—h 23%% HHTLVH0L,

F1-. Accenture M 2016 EDFAEIZEINIE, BEDEFX1)TAIBHED 69%H, /1 H A F—I2&DT
— ARG EEBEE 1 FLURNITRELTWNS, B TH,. ZOEISX. TOT7 KT EMBOSETIE 77%, AT«
T T0/80—1%ETlE 80%IZ E-571=102,

Haystax Technology, "Insider Attacks, Industry Survey'%3"[Z&i (X, REPFREICKAKE(L, WEEH
T TICT I EREZE>TWS LI, Y5IRDFANMEZ TWSLRE LV H-EBEANH D=0, s
DHEBELYLBREHLHLLY, Ffz. AR EICIYVELCT-HEIX. 50 BRIV EEHETHHEMN 75%I2
ot CD=H. AESAEICKTEIE=-F—4ZLDEENERELTEY . AL —F—DITBZRISH
DETE=ZRA)T LTWVENTEEX 21%I5EERWD, ZLT, REAREZICHT LXK EL T, 76%HE
F[f1E (Perimeter Defense) 104y — )L, 67% DT —AR—RAEB LUV T7AILDE=Z) T Y—)L, 58%H
XA TAARIE YD aR—REFRTHEEDRKREM>TLD, NEREIC T DX KICHITHEE
BELTH. IIEOCEMAMEOTRE. PEDORREVN--RIBEH AN, M- HER DB HINT+012E
ERSVRE 40N

99 https://www.csoonline.com/article/3202770/access-control/how-to-spot-and-prevent-insider-threats.html

100 hitps://www.shrm.org/resourcesandtools/hr-topics/technology/pages/employees-commit-most-data-breaches.aspx
101 hitps:/iwww. pwe.com/us/en/cybersecurity/information-security-survey.html#insight4
https://www.idgenterprise.com/resource/research/2018-global-state-information-security-survey/

102 hitps://www.accenture.com/t20160704T014005Z _w__/us-en/_acnmedia/PDF-23/Accenture-State-Cybersecurity-
and-Digital-Trust-2016-Report-June.pdf “The State of Cybersecurity and Digital Trust 2016” Accenture and HfS
Research, SAAXRIL 208 DR E X2 )ToIBYE

103 hitps://haystax.com/blog/ebook/insider-attacks-industry-survey/

104 TEERGE &I, "TIHERIETERDLTVEE BN, TOERELED) 1EE 0BT A EEEH DX 1 T(BEREA
L. ERDOBENEKRING5T EFHERET S EVNIBZA,
http://www.itmedia.co.jp/enterprise/articles/0509/15/news002.html
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Hi B8 : Haystax Technology, "Insider Attacks, Industry Survey%"

ZLDEETIE. ASBAERFKELTHEANTVWDDIL., 7O ERFHIR -BBEIL- R —DBELEEE
Cr=HlEmTHY (61%) . E=R) VT PR ERARE FHEIS AT LIS EEFRALI-REAENICHiE
(49%) . SIEMY77: E % E AL fEHT (35%) L EN TV D, NZ— Ry MBLWVh DB EYHREZRINT
WB1%EL 9%H D,

LAV AF—I2 LB T —2RBEECTE=OIZIE., EIZZBIF-E58EXa) T4 To/00—8 8 -4
—ERXREFFRTHIELTESN . BAMICIEIANICERTIMETHD, ZST. UTOLIGEHENEE
12735,

BLIS.FAEGTIVERZHIETHETHD, BEFHLGERICLY . REBLE-EREREDTIERZEMLLE
THELTES, A—H—TFTHVUNEBI AT LOEREEFHREORM, RVET—IHBVEIVRT
LEBZOTHIVFOEBEBHLUNTOER., EREZF 5SS TOVENI—F—~DRRLT I REF
A, A—HF—TF IO RERMT EICRLTOXELLFHREORM, EELGVI—HF—Z D/ RT—FRY
= (BHIMGENRD—FEELGE) DBER TR EVSEERIF. IRTEF)TAITHTHIRIER
%)1090

F 212, X2 UTAHEYET T ABR EBLREOBEESENMFALHL., FEDOKICL=5ZET
H5. tNDMEBPFADEFLZILET S &1L, BERERD AR OIZ1 5, Global Managing Director of
Growth and Strategy at Accenture Security ® Ryan LaSalle (. £ 1—HF—DEHKZEEL. SHIZE
BT —ADFRELET I ERAERMERRICEDIVDTYRIDE EEMFEEBE LT, AR -BEL
FEBALBNE=RI T Y—ILEEBORRERIEICT HIENEELERANTIVD, F 2 T5F
HMEEBFIERRIEL TULVDE, EARY—ILEFIRALTWTH, MEZFIEET 5 LIERE#TH D,

105 hitps://haystax.com/blog/ebook/insider-attacks-industry-survey/

106 hitps://it-trend.jp/ids-ips/article/explain

107 Security Information and Event Management DE&HR, J7 47 04— L IPSZGHED R yLT—U#8R. VI 74
FIVr—2a v BN ATBARUMERE—THICRELTEEL., BREGIBRFLETSITH/00—,
https://www.it-ex.com/focus/techinfo/prepare-cyberattack/detail/vol2.html

108 hitp://www.atmarkit.co.jp/fsecurity/special/13honey/honey01.html

109 hitps://www.itgovernance.co.uk/access-control-and-administrative-privilege
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% 312, H<ETHAD AFARILI-ERBEEVNICEEZTNLENIETH S, EAMLRERGEZIEEL
TWh(E, FEIDOF KD AEEMELH T D, EHEMNLTBEOTHERZHHLE O, it~ DR T E D+t
BZEIEEITNE, BRIV T ETIEV - K EHLHI LB TESN,

H—HF—AOLKED Software Engineering Institute! ' Tlk, REAREDRBICIYEA TS, ZD

& %” Common Sense Guide to Mitigating Insider Threats!2’&LTEESHTHY . IRESE 5 A AR

hTW%, ZZTlE, 1,000 L EDEFIREICEDDEREAREANDRENBRSNTEY., DH DK

BIE 20 DRRNTSHUTARELTEEDONTIND, COHARTIE. CNED TSV T4 ADEEM. Frvy

YR, EETBHABELREITOVT, REBRMBAMTVANBREN TS, ZLT. COTSIT1RE
ZDMDEF1UT4IZBEF HH (K (National Institute of Standards and Technology (NIST) Special

Publication 800-53 Revision 4: Recommended Security Controls for Federal Information Systems and

Organizations ** | CERT® Resilience Management Model 1* | International Organization for

Standardization (ISO) 2700215, NITTF Guidelines and Minimum Standards!'®) LD %} IEEHRESNTLY

P

B3 16:CERT Common Sense Guide RAN 59T X
BEELRRHREEZILELTRE TS,
EXGRABREREITOTSLEEET S,
1HRA L —EMFIE—BE L TEREL ., BAREICXELT S,
SEHLWTEIOBIZMGITEIIC T 5FE=4—Extine . EREBEMSRMIAT 5,
BISIREICHTHRBEZFTRLEET 5,
ABREZLESRRN—F—HIODEBRERELARDIRIIRDA DB ANLEZ D,
V=20 LATATIZEL T, BISEELAVLETH S,
AEICESMETIEEVWATEREEZR/IMETEIR BEHEEEZRRILT S,
EEDEEICTHOLTABAIENHYSDHLE. EitXa) ToHHETERERICEESE
5,
10 | REHNRT—R  THOULEBOR) O —ELVERZRIET 5,
11 | #ERZEM SN2 —Y—ITHL T BB TV ERFIREE=2) T DR) D —%HTET D,
12 | REBODITHEE=RIVIL.BHDOYV—ANLDT—2%EBZRIT5HY)1—a EEAT
5,
13 | ENAIWNTNAREEZD. HOPDIURRAUEDNLDYE—NT IR %, BB -FlE3 5,
14 | XYM T—OBIUREEDIEELEICDOVNTRELZETS,
15 | EBLR/MERYEREET S,
16 | 7V ERFIBREE=2U T ICEAL, TRTDITVRY—E RERRELTZNETED D,
17 | SRAFLEEaVIO—ILEZHIELT S,
18 | RN\ vIT7YTEEIRTOEREERTT 5,

O (NG| WI N

110 hitps://www.csoonline.com/article/3202770/access-control/how-to-spot-and-prevent-insider-threats.html

111 hitps://www.cert.org/insider-threat/

112 hitps://resources.sei.cmu.edu/library/asset-view.cim?assetlD=484738

113 hitps://nvd.nist.gov/800-53

114 hitps://www.cert.org/resilience/products-services/cert-rmm/

115 hitps://www.iso.org/standard/54533.html

116 hitps://www.dni.gov/files/NCSC/documents/nittf/National Insider Threat Policy.pdf

W IgIMERDREITIX, 2—H—IZ(FZPaTdZ2ETT 50D R/NEDIEREEZZRETHHELTLET, HICHEE
DA AL DNE., EENDETEEZRRIZITOVELHLEHIC. B, BRI EBRGEEZKBIZHELTE
BE VAT LANKEAMSN A EFERZBEET, A —F—HEREEHMNICLEA—LT. BEDDITOEFEICHLTE
LTHAILFHERTIDELHYET, 1] Oracle® Linux EFa)T4-HAK J1)—X 6, 1.1.3 R/MEEDRB|DIEST
https://docs.oracle.com/cd/E39368 01/b72804/ol_lpriv_sec.html
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19 | RBEZITICT—2Z2—ELTHLH I CLERHEL,
20 | AfEGERITLUIYFHRMEZHRTET S
Hi#:” Common Sense Guide to Mitigating Insider Threats” version 5, pp. xii 18

OLIREBDE=A) VT TEBENIEREEDTSAN\—ERBETHILITHRY M AL, EU
Tl%. 2017 F 9 B 5 B, BX AH#EE$IFT (European Court of Human Rights) 11953, tEARKEENDE
FA—IWEEZR T T BHICIE. BRIOBENBETHDIET DHRET LI, — AT, MO FIZEIC
BOITENE RN T DR TAT Ao T4 A EDLET NIV ROBRN =R EEEZDIDBES
HAHADTIFELMNELIBZABRIBEN TS,

(3)  REIZHFHERILFRB~DSM

a. Information Sharing and Analysis Center (ISAC)

*E Information Sharing and Analysis Center (ISAC, 74 v9) (. EBEAVISHABRSLVEE SR
N HAN—KREBLGEDBEN O, - BE -BEETIELEXIETEI-ODERA NPO THb.
ISAC Tl&. BHEICET DBHREZIE - DL, REICEHDERIZ, URIEFML. LI —12% [0
FEEZY—ILERET S,

ISAC MartTh&, 1998 £ 5 A 22 B D K#FEREIE S 5 63 5 (Presidential Decision Directive-63.
PDD-63)'2[C&k>TEA SN, L& EBBFFBZTEEATIFBFKREIFI—ITHL. ©F—EIZTH AN
—REIZETHERORRN T SVTAREZHEETH-ODHEBOREERO TE1-, ISAC DHRE (X
1999 FEMNLIAFEY. # 10 ETIEEAEDEHIZ—THAERMNRILINT-, TLT, B2 —EBIZEEFHRD
HEZRY ., ¥ERELTORTIBEZED TE =, (FEAED ISAC TlE KALELNDTEEE LAV T
rDEEDEII—DERLANIILEREL BN TESRFZEIWM->TEY . HFAIKYEH ARG EEFRND
ISAC £% L \24, il Z 1£, 2016 FEIZSMLT= Auto-ISAC DA/ —IE, SLKDEBEEED 99%EH/\—
L. 0BAVIN—(F 3 KBED 7 #EHIZEA>TNS, ZLDEIF—TIX, I0%EBZ 5 2BEEIELT
L\%)J.ZGO

b. National Council of ISACs(NCI)

Zh5 ISAC DEIDE#EER BT-6IZ. National Council of ISACs (NCI) A¥ 2003 F[ZHE SN -, AN
—EEOTLBDI(E, LLT®D ISAC THAS,NCI [F, EO4—RDIEHREF L. EREX AT ISAC DOXIG
R EEOHDIGELHO>TINS, BEDRRICIX, EF AT EMRE L D EEZF BN ICIRNSREBNEHANT
AV

118 hitps://resources.sei.cmu.edu/library/asset-view.cim?assetlD=484738

119 hitp://www.echr.coe.int/Pages/home.aspx?p=home

120 hitp://www.echr.coe.int/Documents/Press Q A Barbulescu ENG.PDF
https://www.nytimes.com/2017/09/05/business/european-court-employers-workers-email.html

121 hitps://www.sei.cmu.edu/podcasts/podcast _episode.cfm?episodeid=509052

122 A NN—BIEDBEFIEISBLATEFANRANEEICHL, HEEINZ . BEEMGT HEERN
123 hitps://www.hsdl.org/?abstract&did=3544

124 hitps://www.nationalisacs.org/about-isacs

125 hitps://www.automotiveisac.com/

126 hitp://ctin.us/site/isaos/
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B3k 17:National Council of ISACs A>/3\—ISAC

Automotive ISAC Aviation ISAC Communications ISAC
Defense Industry base Defense Security Downstream Natural
ISAC Information Exchange Gas ISAC
Electricity ISAC Emergency Financial Services ISAC

Management and
Response ISAC

Healthcare Ready Information Technology Maritime ISAC
ISAC
Multi-State ISAC National Health ISAC Oil & Natural Gas ISAC
Real Estate ISAC Research & Education | Retail Cyber Intelligence
Network ISAC Sharing Center
Supply Chain ISAC Surface Transportation, Water ISAC

Public Transportation
and Over-the-Road Bus
ISAC
H 88 :NCl FR—LR—127

c. Information Sharing and Analysis Organization (ISAO)
YAN—KREDBRICHEZAS=O . EKDEEAISHFHICEEST . — O RMBSMMATHEREEE
[GED DD DB BEITE-TIND I EM D, 2015 FITAH/ N EHE(L Executive Order (K#EFES)
13691128% % L, B+ R £ R E4 (Department of Homeland Security, DHS) [Z3%t L . Information
Sharing and Analysis Organization (ISAO) D% ar L1129,

BEEAVITHNBHTHREINT-HED ISAC (L. LWHIEEI2—FID ISAO THY . FH-IZEEIISN B ISAO
ELEELED ., FERIEARIVNT—IDILKREHEL TLND10, ISAO (L, EEFDIZ2=Ts. £EH
A BN —ELDREHREEEZEDIE—DTETHHOTERLY,

E5(2,2015 &£ 10 A B REREE(F. TFHRAKXEY 7O ARERDIZ, EEFAVHILEY
k Logistics Management Institute (LMD 3t&, INEERGHEER GBIV —ERFERRELIZYAN
—t¥Xa)F4a321=FT 4TS retail Cyber Intelligence Sharing Center (R-CISC)2D 1 h&F=-F—
L%, EBFFE{AEL T Information Sharing and Analysis Organization Standards Organization (ISAO
SO)IZEELT=. ISAO SO X, EB( VISR FOMEE EEE - BFHEHRAGFER. BEER. ER
DEABRELZALHVD . FETOEERETOEREZEL T, ISAO HRI-EEICHTIEETOIZEL L
UHARSAVERTEIZETzoTLNSS,
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