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LiteLLM OIREREKZ a~ v V4 vV = 7 ¥ a VHfigst: CVE-2026-42271 & BaEff 1T
T3, LiteLLM @7 Fo8 A4 3 VI3, BHERZ & CRRHA A1 —¥ —25F 2 b LCE
BEoa<wy FEEITTE 2 RM% 1.83.7 CBIELZ &L LTWw2a, RO AREMELDH 5
Ivanti Sentry @ CVE-2026-10520 |3 KEV # % v ZIC&Fk X 17228, Ivanti [$HAK TD
BHZEEL TRV E LTS, Ftid, SMRAFRIL OGN 2B & 4 — v X
F— b+ ~DIET 7 & 2 DHIRZHESE L T 3,

BHIR

e "Canto incognito: tracking the PoeLLM malware"
https://www.lumen.com/blog/en-us/canto-incognito-tracking-the-poellm-malware

e “Security Advisory Ivanti Sentry (CVE-2026-10520, CVE-2026-10523)”

https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Sentry-CVE-2026-
10520-CVE-2026-10523
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https://adversa.ai/blog/cryptographic-context-injection-github-copilot/
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e “Authenticated command execution via MCP stdio test endpoints”

https://github.com/BerriAl/litellm/security/advisories/ GHSA-v4p8-mg3p-g94g

1.4. [2026-10-08] npm @ tensorlake 2 & ARRIZ Shai-Hulud 7 — A

2026 4F 10 A 8 H. WEH 7 npm ~¥ v 77— tensorlake DX AKR 0.5.144 % NFd L
7-. Aikido IC X % &, tensorlake IF Al Z—Y =V FAITF DY —_N—L XYV FKRy 7
AT, npm Ny 7 — YV DREFIA VAP —AEUT 10 TR R 5, WX AMRIT Shai-
Hulud 7 — 2 0 fiffi % &5, BYUnAH» OEREEREGNL, ¥ 7745z —v il
C-BHCEEZHA 2, Alkido I k2 &, B®BH1X 10 H 7 HIC tensorlake ® GitHub
VR PIANAVTF—DZEBCHALFAD 2 I v P 2T, £ 20 FFE#IC npm ~
DRFZEFIT L, vV v =T |t preinstall 27 V) 7P CTEEH L, Bun 7 v £ 4 L% &
ALTRAv—F2HETT 5, BELAHRE v -V OMEER, 14RO SEET
FJUPIRO T — 2 %5, HoiAEis GitHub b — 27 v 23303 % & R A %
HET 2HEED FiD, tensorlake D X v 7+ —ld, WIAMRZHIFRL 7z B, 0.5.145
ZRLT, CITOA v R b=V 7 Y 7 O & main ~DEEE push DEE %
127, Aikido I3, BREL v AT L2 TER2ICREI NS DL LTk, ZEHER
FRERETE T v a v Tk iEO T,

BHIR

e "tensorlake NPM package compromised with Shai Hulud worm"

https://www.aikido.dev/blog/tensorlake-npm-package-compromised

e “Revert the 0.5.144 supply-chain compromise and harden the npm release path -
#1016#101”
https://github.com/tensorlakeai/tensorlake/pull /1016

1.5. [2026-10-08] AWS AgentCore D RBET Al T— = > FESHEY

Zenity Labs (. AWS ® Al =— = v }EFEAE Amazon Bedrock AgentCore T, 2
SNz =YV b ~DF ¥y FEHOBE—~T v v 755 IMDS ([ v AX VR
ART =2 F = R) O—RGLEERZGIL, A—AWS 7Hy v - V=Y av
WD 4 AgentCore T— = vV + & o HliL 2 W H§H [ AgentCorruption | Z 2K L
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https://github.com/BerriAI/litellm/security/advisories/GHSA-v4p8-mg3p-g94g
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oo TV VB ~A 70 VM DALy T — 253803 A+4rT SSRF ofEri &

Y, TryFrA v sy a v CEATELZET S, BED IAM v — 23]
=YV MO N TIRCHEREZH > T w20, iz —2 = v F OfgH), JEABD

LFEOHBIY . AEY ~DEXIALIC X BRI R B DS ATRET - 72 & ST
%, AWS 13 2026 4 2 F 14 HIZ IMDSv2 @ & % 5 HHr %17\, 9 HR E CIcJA

MERAHIR L 72 & b, —77 AWS (X, Fo#k & Nz 83 SCE L S 2 EN O

BEZ L LTh 0, Mgtk e o liiciiBVECED 3,

BHIR

e "Security Research | AgentCorruption: How A Single Prompt Collapsed The Entire
Cloud Security Model | Zenity Labs"

https://labs.zenity.io/post/agentcorruption-how-a-single-prompt-collapsed-the-

entire-cloud-security-model

e "Understanding Credentials Management in Amazon Bedrock AgentCore - Amazon
Bedrock AgentCore"

https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/security-

credentials-management.html

1.6. [2026-10-13] ZDI, 74 Y AN AIRAIF> 2 2L —X D 0-day =N

TrendAl Zero Day Initiative (ZDI) 1 2026 45 10 A 13 H. Genesis World D ffi5514 5
tE% 0-day 7 F oS4 U & L TR L 72, Genesis World 1%, 7 4 ¥ /1v Al BAFE 1A 1
Dy Ial—vavHEBET PyPlCRAAIN, BRT 4 7 RABRECHEMEE 4 77
fvotieInd, HEONRIZ, 74127 ) P I N—=Fnicks)E—1 2
— F3f7 (RCE, ZDI-26-752), MJCF 7 7 4 v & URDF 7 7 4 L DEMTRED T 4 L
7 b b= X B TEHRBR (ZDI-26-753. ZDI-26-754). glTF 7 7 4 A fg#T
Kt SSRF (ZDI-26-755), F v 7 FEA YV F 77 AVDEBETELEVT—Z2DF LY
754RickbYE—Fa— F#ET (RCE, ZDI-26-756) T» %, ZDI X, »WFhi
VE—FOKRBENEML S 228, Y7477V 0LV Y BZ0FEE LTW5,
ZD1 37 A 28 HiC GitHub @ issue Tt ¥ 2V 7 4 K Y v —DHEFEKRD 7205, NV
Z— IR H 235 issue ZBH L. 9 H 11 Hic 0-day 2B [ % @A L 72, ZDI (30
—OFME BTG & DL VELY OffRE LT3,
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https://labs.zenity.io/post/agentcorruption-how-a-single-prompt-collapsed-the-entire-cloud-security-model
https://labs.zenity.io/post/agentcorruption-how-a-single-prompt-collapsed-the-entire-cloud-security-model
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BEIR

e "(0Day) Genesis World decompress_usdz Directory Traversal Remote Code
Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-752/

e "(0Day) Genesis World MJCF Directory Traversal Information Disclosure
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-753/

e "(0Day) Genesis World URDF Directory Traversal Information Disclosure
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-754/

e "(0Day) Genesis World gITF Server-Side Request Forgery Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-755/

e "(0Day) Genesis World load_checkpoint Deserialization of Untrusted Data Remote
Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-756/

1.7. [2026-10-13] OpenAl & B == ICFREH, WEBZ R - 578
KaliEE X, OpenAl DEHEBTH VYT 7 e TEHEORREE . BT HHFELHV
THEOAT#EZ L 2Rl - FRB L2 e BEL -, iz 10 H9 AT, BEEE
IEFEFRY HICHEHIT A~ HIE L 72, RIRIC X 2 & BEEF X 2025427 HH 5
OpenAl iICZ v Y =7 & LTEHE LTz, 9 30 HE, OpenAl DHYEH Y v 7
TV AIDEYOEEREET, TLEHEMHD USB AR — McELAT N LS
TNA REFEA L 72, R Tl B FSE B GHE 7 & 0BG IR I G
INTWwiz, FFkiz, RREORME ICHEST2F vy bRy bOT ATV R, 9
H24H25 30 HICHFTT A4 ZAOBYELR LK T2 7r vy 7T 2RfEL Tk e
LTw3, 10 A5 Hicix, OpenAl Ot L5 B AHE O b [FfED 2 5HD 7
NAREFR LTz, HIROBG., mE S5 FEOMEEME 25 T FALogidrnflsn s,
OpenAl lX, BRREVNET ALYV 24 b, V—Ra—F, R T —XICT7kALY
FHH L0 LzkEiZ R nwe LTw 2,
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BEIR

e "Office of Public Affairs | Saudi National Arrested for Installing Surreptitious Audio
Recording Device at OpenAl | United States Department”

https://www.justice.gov/opa/pr/saudi-national-arrested-installing-surreptitious-

audio-recording-device-openai

e @OpenAlNewsroom
https://x.com/OpenAlNewsroom/status/2110095403198849132

1.8. [2026-10-17] Anomaly. OpenCode (X3 2 X B WEEEDEE % NK

Anomaly X, BT 2 Ala—7 4 v 72— = OpenCode Xt L, K
B ZARBBICBEEST 22V 7T A RESFEEL, 4 J 4 v EH OpenCode
Console DFIFHED 1.4%IHEL 2L X TAKR L=, HELZZT 20130 Al 7
BN X—Z @I E T o HEL L VI, MBI I, REI DI
I[H> 27 2T, Console ICPR-1F & 21T\ 72 Anthropic, OpenAl, Google @ API ¥ — 7%
AW L7z, FIAFE~O@EHAE, #B2ARA W LR 25D F k% 10 A
17HO0K 304 (UTC) & L., A OT -2z vizARONwE LTS, ]
F# 2 013808 F v 5 1,700 F BB O A ELH e OHfE 2 H . Anthropic &
Google IZIR A WV L7zt o 2% N L, OpenAl 12iR® TG U7z, LFAIZES
X, WXL L A8 Kkt & . FAEICH o 72 Al & 7 A DL HE TR 2 A
7208, BitH &R D OpenAl @€ 7 VDR KR T T HIRUALE L 7z L ik
Rz, RADREREE . WA WL AEPERICKE ICEbNZ2 L) 2L rIcE
TWiay,

BHIR

e "We had a security breach last night related to a large-scale distillation attack---"
(OpenCode on X)
https://x.com/opencode/status/2111519637049319818

e "OpenCode hack exposes API keys amid Al distillation attacks"

https://www.bleepingcomputer.com/news/security/opencode-hack-exposes-api-

keys-amid-ai-distillation-attacks/
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https://www.justice.gov/opa/pr/saudi-national-arrested-installing-surreptitious-audio-recording-device-openai
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e "Hackers hit Al coding tool OpenCode, running up charges on users’ Al accounts"

https://techcrunch.com/2026/10/19/hackers-hit-ai-coding-tool-opencode-

running-up-charges-on-users-ai-accounts/

1.9. [2026-10-19] Microsoft. Al T—< = > A RERE & L Tkl 2148

Microsoft 1% 2026 4510 H 19 H, Al =—¥ = v b & RN O NFEIHRE & LT,
MERR & 28 & kb IC B S BRAERF 2 FER L 72 Ao F 2 74 227
I Project Perception #t#tNT— = v b OREICILNT S, FEOFHHTIE, =—Y =
Y MEERY ., BE BEERT O 2720, FIFRERNICHIREE S AL % IR7EAY 75t il < B
DVERD L, RERROe —Hr T —2 2 v X, Claude Code, OpenAl Codex,
GitHub Copilot % & Tl 60 FE%HIC 72 5, Microsoft Entra Agent ID 13, =— = v b
WCHIAE & 3Bl ofkAl+% 5 2 5, Dynamic Agent Risk 33531, =¥ FKRA v I,
FEITRER EDEFT»H U X7 ket L. & Y X 7K it Dynamic Conditional
Access 1T & Y EITHREEO[REECIFILICE 5, Bl & B UiA® 1T Guardian Agents & I
K — v MEMNHS,

BEIR

e "Agents are your newest insiders. Security must move at their speed. | Microsoft
Security Blog"
https://www.microsoft.com/en-us/security/blog/2026/10/19/agents-are-your-

newest-insiders-security-must-move-at-their-speed/

e "Securing the agentic insider - The Official Microsoft Blog"

https://blogs.microsoft.com/blog/2026/10/19/securing-the-agentic-insider/

1.10. [2026-10-20] K DHS., EFBEREHEEIH > DeepSeek &3 DHERR a4

KREE - Z2REE (DHS) 1. S RETBEEBE o FHREd (IT) v 274 LiiE
7> DeepSeek Bt 2 HFf « £ 2 im0 &R 2 EERICEER L 72, RIWiks R
2018 s HSEE Y 7794 F— v ¥ 2 ) 7 435 (FASCSA) & Z offTRiAlC, #
HiZEL* 2 ) 7 4 ek 0fhE L BERHlOFEE 2K LTwb, HRdInsam
FE2Oo00EI OIS, 1 5 HIE., Hangzhou DeepSeek Artificial Intelligence
Co., Ltd (DeepSeek) & BHHEIZEMARMBFAFL 72 IT 8L - — v 2%, HEITREEE D
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https://techcrunch.com/2026/10/19/hackers-hit-ai-coding-tool-opencode-running-up-charges-on-users-ai-accounts/
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FHEP ORI T DL TH S, 2 mHIL., DeepSeek & B EHZFEMRDOEN ., L
DeepSeek D FEHEZ W THFE I NALH =ZFOEN - y—v 2%, REKEO IT 225
WETsLThHhd, NERITERLRBEEE T, MnEbELIE CISA Y 4 N—kF =2
Y 7 4 #[ @ FASCSA fin 5 EfiF — L TH 5,

BHIR

e “Notice of Order Regarding Exclusion and Removal of DeepSeek Products From
Federal Civilian Executive Branch Information Technology Systems and

Procurements”

https://www.federalregister.gov/documents/2026/10/20/2026-21447 /notice-of-

order-regarding-exclusion-and-removal-of-deepseek-products-from-federal-

civilian-executive

1.11. [2026-10-21] LiteLLM ®» U U — X TFEE, v1.107.0 (G ~IL T = 7

2026 4F 10 A 21 H, LLM QREFE~DOF O L 2difikd 2 Al 77—+ v = 4
LiteLLM © U J =254 77 4 v3RESI N, FA Y R F Y Berri-Al/litellm 20 5
L F Iz AIEZR v1.107.0 25 PyPI & Docker L' ¥ & F VICNBH & 7z, Wiz 1349 4
779,000 Al Xy vu—FI ke LTWwb, BT BerrtAl 13470), ABIREOHNA
LiteLLM @ v 7% Claude Code f&H T® GitHub + — 7 Vi z & JRRICZ T 72 23,
10 H 24 HIc W I N IRARIKE Tl d o 72 LERE L 72, StepSecurity I X % &, #&

M3 2026 5 HICABAY K2 b ) ~ERINEMI NG oew A X —F—T, K
ﬁé%ci 11 HETC A A —F—D b —2 v o) ) =R TRICEELE, w17 =
7 13 Python ECEFICEITENE 77 ANEEBAL, 777 PR ALBRY — 1 0FE
TEHR, 70X DT — X R RFEI N MEH AP ¥ — 2 UE L CEE T 513
2>, GitHub LD $E5TT SAEE D Python 258179 %, PyPl 20 & 13354 RS HIFR
N7z, LiteLLM . pip ZFEITT 2 HIICAIETZ 7 4 V2 HIFR L. 1.106.2 THHEEL T
FEARE R AR E TR Ce—T —va vk okwTns,
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BEIR

e "Contained: Oct 21, 2026 LiteLLM release v1.107.0 Compromised | liteLLM"
https://docs.litellm.ai/blog/security-incident-oct-21-2026
e “[SECURITY] litellm 1.107.0 compromised (PyPI removed; Docker latest/main-

stable removed): cook.pth credential stealer + sitecustomize RCE loader, built from
lookalike repo Berri-Al/litellm #47826”
https://github.com/BerriAl/litellm/issues/47826

e "LiteLLM Compromised, Steals Credentials | Wiz Blog"

https://www.wiz.io/blog/litellm-compromised-steals-credentials

e "LiteLLM compromised: infostealer and RAT in PyPI 1.107.0"

https://www.aikido.dev/blog/litellm-compromised-infostealer-rat

e “LiteLLM PyPI Package and Docker Images Compromised to Steal Cloud and Al

Credentials”

https://socket.dev/blog/litellm-compromise

e “litellm 1.107.0 Compromised on PyPI and Docker: Credential Stealer and Hourly
Remote Code Loader — StepSecurity”

https://www.stepsecurity.io/blog/litellm-1-107-0-compromised-pypi-backdoored-

wheels-credential-stealer

1.12.[2026-10-21] B Al E#EZ# FE S BY WE(CEH. 2 (4 AEH

Symantec 1% 2026 4£ 10 A 21 H, A NZLILM Oy FHRA4 v P 2L TE LI
D, ZDOET MK EEEGHE - FTE ¢ ARz —Y = v P E#RE L. FthI.

fthED Al ETNV~DT 7 v A B VEIREMNZHEE ICADE S [LLMjacking] @
—JpRg L LT3, [Athid 2026 5. HHifFR Al Yy — v 225 = —Kvy Tl
AR EHR L 72, ERRZEGEEEHI 2 AV T LA 7 L) T4 DBy —
WEBEP LR Y, BEER, Web 7L — 247 — 27 B, FilFHROGH. BS&E
DA =y T NOERRLICEK 10 HAT v 7ET I %7 - 72, BHIEAM
DOHERY 7 = A M 13 1277 7,000 fFEEC, =¥ FR A v P DEECHEA T APL ¥ —0

AT REE D72, Sekoia d 2026 4 8 A T H), #8iE7 L TG L 7z Flowise (LLM
TV —a v ORBREIE) o= —Fy T, REFEIN-ZAIEROGE L |
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https://docs.litellm.ai/blog/security-incident-oct-21-2026
https://github.com/BerriAI/litellm/issues/47826
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LLM = —¥ = v b ZANEIER O BT I 5 3 A % BLAI L 7z, Symantec [3X15 &
LT, LLM @ API ® MCP % — =%k LT L A2 &, AID APl ¥—%
EffifEOFRAEE#R & LTS C &, FhmZdfgoflfRz 2T Twv 5,

BHIR

e "Autonomous LLMjacking: ‘Skynet’ Agent Hijacks Exposed Al Models to Run
Attacks"

https://www.security.com/threat-intelligence/ai-llmjacking-skynet

e "Sekoia Honeypot Captures an Attack on GenAl Infrastructure”

https://www.sekoia.com/blog/a-honeypots-tale-deconstructing-an-attack-on-genai-

infrastructure
1.13. [2026-10-26] OpenAl APl TH#sm F L — XA LD /NN Xint A%

¥ = U7 4 WIFEARZE Xint 12 2026 4F 8 H. OpenAl API T Jtli OpenAl €7 LD
AoBEERE (b L —2) PRAWT 5.7 %FKA L, [ compaction smuggling |
AT TAE L 72, OpenAl 13 API A% 5L L 2 TOHR L T %,
ZOHMO—D KR (KEAEFNVOMNTNIBEFLE¥EE B2 L) O
1ET®H %, compaction I3, EVWAFEZETFTALCHK L., KBS L7ZEHICT 3 APl ©
HHETH 5, Xint lX. compaction IZ X o T O Nz 5 Lk 4 0 BE @R %, [E U
FITOHVETNMCEZCTHZIEZ LI L7z, TOFEE OpenAl 8E A L
TN Z BT 2 0 Th Y, Xint i$HIEH OpenAl €7 VDK AIFEIC 7
L LTCWw3, OpenAl iXFBE AT L. 2026 4 10 A 23 HICNAIEAEDIEIF %58
L. Xint i€ 6,000 F v OEEES %o 7=,

BEIR

e "Stealing OpenAl Reasoning Traces via Compaction Smuggling - Xint"
https://xint.io/blog/compaction-smuggling-reasoning-traces

e "[2608.09867] Stealing Reasoning Traces from Proprietary LLM APIs"
https://arxiv.org/abs/2608.09867
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1.14.[2026-10-26] Downloads RD¥ER7 7 A L TAl T —2 = > MEE

Forever Security 1Z[El#: 7w 7 ¢, Ala—7 4 v 72— = v b % Downloads 7 # /L
F—ICEBDPNTIR 7 7 AN > TREINSMEZ AR L 72, Flnld, A28
KA D Downloads 7 # V& —CHEEH 5 AGENTS.md (= — = v b 2EHIRFICHE
BIMTHEI IR 7 7AN) RFEH L2 TH D, Fthid, 2774 nichiEs7z
I—Y v MK 2BAIDOENE npm ¥y & — ¥ function-color DEA % FHIEL 72, [F]
fhic kg, BR7 7 A3 -V =V PICHBORERAHERX S, v LU 27T
DHA (VE—Fa—FHEfT, RCE) ®us/f vt —27vo5 &L (TH7 Y MR
SHLY) 12FEY 5 3L LTH Y, OpenAl Codex & Claude Code D XJ7 CIalfi o B &
ZHBIL 7, 7 A} Tl Codex 2% 90%il, Claude Code 25#] 50% D AT THa/RN ITHiE
572, Bt L LT, Downloads 7 # VXA —CT—v =V FZEE) LW &,
KRT— bV PRy 2 22 GHOEEROZ 25T, BNy 77—V 1E npm
2o HIFREATH 5,

BEIR

e "Markdown Is the New Executable: Attackers Are Dropping Agent Instructions Into
Your Downloads Folder From the Web"

https://forever.security/blog/hijacking-ai-agents-via-downloads-folder

1.15. [2026-10-26] Check Point, Al Ba%s Y —/LIE S ZEE Aokigahara o4

Check Point Research (%, &~V v = 7 Aokigahara D iR 2% 7 v 7' C
R L T2, Aokigahara (2, 77 v OFFGEE#H L Cookie DGH, WFEHEEY L v
FOT— XN, W F ¥ 7T v Lo 2RI SR G R I 2. AL BAFEY —
NOZFHEHRE £y v a v 2INEST 5, WRICIE Claude Code, Codex, ChatGPT
Desktop, Cursor, GitHub Copilot 72 &', HED Al a—7 4 v 7T —Y =V FREF
N5, Git ZillE. WEHZE&HA 5 2.sshlfit PO 7 7 4 v, AWS, Azure, Google
Cloud DFEIEMEH L XL 7 7 AN DD D, WEER<ALY =7 OEEE, HENR
BINLDY—LEEIHRELZD Al —LRADTH Y v FThb, Check Point
i3 ATty > = VOGRBERY - EROREAMPRE L 727 7 e ADEFRIC L 5
WAL DREERIC 72D 5 2 L L, — /T, BEEVPGINLAET -2 2 85 ML L T
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W UITTHERE L TWZenn e LT b, Check Point i3 ToC & LTy v afld
C&LC H—"—=DT FLRA%ZIR L, BAMD YARA v — & 2GR L 72,

BEIR

e '"Infostealer riding the Al Train - Check Point Research"

https://research.checkpoint.com/2026/infostealer-riding-the-ai-train/

1.16. [2026-10-27] ChatGPT #£HB U > 7 I ERD K. OpenAl AMELE

Parameter %% F — L (%, OpenAl OXFER Al % — &' R ChatGPT i BT, 2fd
HHY v 7 2WIHHAZEOY A v A4 viksaty v a vNT, WEE D JavaScript %
FITCTELRIFERE L, WEEIMTL 28328 E o EHECABML, 2o
Vv o eERICES, MEFICHELREFERY v 2RI Th s, HA
X, DFEHND 77 7 035w H2ATEA T 4 77 ) MathLive 28, #ETCE D © 31K
¥ —F—PFPORE*ZEZ DA vt =V 2T AN, ZOREICHTML 25923 2 &
EFHFLTCWZ EILh D, fFEF —210, ChatGPT @ CSP TR E N T\ 7z
YouTube Z#H LT CSP Ofl[RbMEEEL - LT3, EfTLma— FTHEZOS
HE-EAIE L, WEBH L EE I N TR WIEABDAIEENA ZIME DY — 8 — ik
N5 EEMEZREL, OpenAl 13 10 A 26 HITEIEL 72,

BHIR

e "Do the Math: How We Took Over ChatGPT Accounts - Parameter"

https://www.parameter.ai/labs/we-found-a-gap-at-openai

1.17. [2026-10-26] testmetest B9E D 42 R R U ICAIY —IILETT v 7

JFrog Security Research |3 10 H. npm @ testmetest ¥ ¥ ¥ < — VICBHH LT, 11 D
IEMFTH#H O GitHub Y K2 b Y EFH42 fFARBRICRE I T i L7z, W8
FREIVERYEPVIC, Ala—F 4 v /72— 2 P IDEDFEfT7y 7 &, 129~
13.TMB DRIV =T 4 v 7T v X—%E\Tz, 7 v 7% Claude Code Dt v > =
VB EEEICEN S D D DT D, Gemini, Cursor ® MCP (Al Y — V%24 E DY —
LT =20k CHUEK) FE. VS Code D7 # L X — %[ BRD £ 2 71T b AR IC(E

OMITITEOENRIRMIBHEERNE 2026


https://research.checkpoint.com/2026/infostealer-riding-the-ai-train/
https://www.parameter.ai/labs/we-found-a-gap-at-openai

2026 #F11BR13H NI 22 / 49

AEN Tz, JFrogld, TOKEHITE D, WGy —ATY =7 Z_—2 %[ Lo
FFRE DO HEN LR~ A 0 — FPETORRICR S LHlELTWw 5, #HEELXT
ZRRIZ. ZROEDVKRY Y ZRIGY — TR BAFREDRETH 5, JFrog T4
¢ L <, GitHub, GitLab, npm, PyPI, RubyGems, 7 7 v . SSH. Vault,
Kubernetes, Al 7’04 X—DOFRRHERO LN E v —T —v a v Z2HEREL TV 5,

BEIR

e "Beyond testmetest: Native Addon Camouflage and 42 Armed GitHub Repositories
Reveal a Hidden npm Publisher - JFrog Security Research"
https://research.jfrog.com/post/beyond-testmetest-42-hijacked-github-repos/

1.18. [2026-10-28] ZDI, Ultralytics @ RCE f5514% 7 % 0-day TAF

ZDI 1% 2026 4F 10 A 28 H., Ultralytics Dffe551E 7 tho 7 F o34 %Y (ZDI-26-812~
818) % O-day 7 KA ¥V & LCABL 7, HEOWRIZ, BHEHTEZAVWT—2DF
SVT AR 2M (812, 816), a—FA vy =27 avi3fF (813, 815,
817). a~v A4 vy avi 14 (814), Google Drive 25D X7 v 1 — FAL
HOAZ NI AA—=FA8 11 (818) TH 2B, 7T wTFhd, VE—FOWEHEIC
Ultralytics DB ABREE COEE 2 — FET 2T, BRI -V —oErpEE T,
BNPEED 2=V %3220, BEHL2 77 ANVERCLERH L, a—Fi
812~817 TlIHE D 2 —# —, 818 CIIHED T vt 2D a v T F X F TEITEIN
%, ZDI 13 812~817 % 2026 4 6 F 18 Hic, 818 Z[F4ES H 26 HIcRv X —D
GitHub 7 717 v b~ L 7z, [E4E 10 H 22 HiciZ, 0-day 7 F N4 # U & LTARH
TEIEMERY X—IGEAIL 72, ZDLIZ 7R b, B L oxFEE2HIRST 2 2 & &0
—DHMEFEE L LT 5,

BHIR

e "(0Day) Ultralytics torch_load Deserialization of Untrusted Data Remote Code
Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-812/
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e "(0Day) Ultralytics check_det_dataset Code Injection Remote Code Execution
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-813/

e "(0Day) Ultralytics torch_safe_load Command Injection Remote Code Execution
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-814/

e "(0Day) Ultralytics parse_model Code Injection Remote Code Execution
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-815/

e "(0Day) Ultralytics load_dataset_cache_file Deserialization of Untrusted Data
Remote Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-816/

e "(0Day) Ultralytics parse_model Code Injection Remote Code Execution
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-817/

e "(0Day) Ultralytics Google Drive Download Path Traversal Remote Code Execution
Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-818/

1.19. [2026-10-28] Cequence, Al Ry A ZEVIFRAEDL A F v o2&

Cequence (¥, H—DKEENR L CHIONTZAIFR Y b (Al R T LOEEO—BEL L
TWeb 70 —nV%2fT5H 7 R7L) KV TEL, Web 34 b2 bMEEHRZES
W ZBIH L 72 LR Lz, BEF X, ChatGPT, Claude, Perplexity 7z &4 32 D
ALK v r%%%@ NAT—=F, APL ¥ —, 777 FORGEHMEZRL T/, W
FlI Web = I3 LZRE T, enviXEZ7 740, 77V FOFRAHER7 7 1
Jv. SSH M, ¥ — N — OBREIE#L & WHEERSEI NPT T 7 AV E, 1
90 DANRD—EITI o CTHERT 5, WEHNEVHC LD I A T2 L 10 A T £ Tfie
W7z, Cequence iICkde, I0HOHZHICIX, AlKX Y F 2L DMERH -7
Cequence BE AR D 48% 1 Z DIREBEE I FE L 72, Cequence 1&, Z OFEDFHHIC K
LCTIP7mry 7 VX MIBEHCTHET 2L LTS, 2D LT, Ay F2H/ESY
VIR EZDEFZFANT, IELVERY FChbboTw3 3T 0EL, T2
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€ ZTCIP 7 FL ADMERLER B C, Al Ry FOEWEEZHIFT 2 L5 HEEEL Tw»
5, HbeT, Web 2L FETEXE 7 7 A NMICMEBEREAEI VWL SRkDTWE,

BEIR

e "Al Agent Impersonation - Attackers Pose as ChatGPT, Claude"

https://www.cequence.ai/blog/ai-agent-impersonation

1.20. [2026-10-29] Al A Y — /L b BB 7 7 7 Y IZ K@ [EMBRACE]

Forever Security (., Al 2—7 4 v 72— = v } ® Cursor, GitHub Copilot,
Codex, VS Code, Claude Desktop 22N L. TNbDT—Y =V FPBRIET 277
vHic, HEOFRK % o Xa#E [EMBRACE] Z#Hi5 L7z, 2o oRMEIZ. K
77 U FREED T T U FRHET AHMEZEL THRI N L v ) vz — vk
H3 5, Cursor Tlt, BFIE L7 Web =Y PRz —v = v b ATMICEN-IER %
EVIATe vy T v A vy v avPRALLz, T—Y 2V MEIALY VY FERY
A% LCHEFEITL, Enter ~BTH R b LD a— FAREh72, KIERKcET L
Tk fE3 %, GitHub Copilot TiZ, fIfiFE L -V 2V FPOWRAFICHLTR=V DT
F L A& L 72, Claude Desktop, VS Code, Codex Tlt, Bl 7zm—A 17 7 4
ABRTay 7 PIND T 7 AN TGk, SRR C 1 SSH ##EP.env 7 7 4 L H3HL
f#X N7z, Cursor & GitHub Copilot I#E1EF 47225, 2FARF 5T Codex & VS Code
T ARAEIE T, Microsoft IM{EIE%HET L 7z, Forever Security 1%, WK 7 7 7 ¥ Z ik
DT Ry 7F—=7 xR LTHI LHIRDTW35,

BEIR

e "EMBRACE: [Technical Overview| How We Hacked the Browsers Embedded in
Top Five Desktop Al Assistants A- Forever Security"

https://forever.security/blog/embrace-hacking-5-ai-assistants-embedded-browsers-

technical
e "EMBRACE: How We Hacked the Browsers Embedded in Top Five Desktop Al
Assistants A- Forever Security"

https://forever.security/blog/embrace-hacking-5-ai-assistants-embedded-browsers
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1.21. [2026-10-29] Cursor T Claude Code #L5E DN & A KRH BC AR

2026 £ 10 H 29 H, =2— Fx 75 4 &Z Cursor DILEEE~—7 v F 7L 4 X T,
Anthropic DFdF374% " — L Claude Code ® Microsoft VS Code [ 1F JLIRIERE D L XA
M (2.1.312 & 2.1.313, Windows * macOS []l}) 23cfi & #1172, Cursor 1%, HEA
fifix Anthropic 235HFE L 72 & @ Tl 7x < KPIERFE D | 2 I 27 730WEH 8% 1 K
35 EHE CAFARERIRBBICE A L7z L R L 7z, Anthropic 3. HthY X7 L D17
E X7\ & Microsoft Ioxf L CTHHE L 72, I ARRIZKGR 7 SSH Ny 7 F 7 OHRE
kA B, Cursor I X1F, %< DA R b CIIEHEMERD 2\ 72 0 BB H 10 74
VTR h oo, WEBH O SSH BN, Kiift, & X MERDOEEF IZfTbN,
Cursor IFXSAMEZHIBRL., #rn—F—>av L Tv—4 v F 7L 4 X & FlEE
L. WBFHOY —N—% R AT 4 v I7REZ LGN L UFIRS 27, FIHFICIE, %
BRI HRRA NPT 72 ATE 20GHERE €y v a v e, BEHTEIHKELD
H—7—YavisLiokoTnsg,

BEIR

e "Security notice — malicious version of Anthropic.claude-code (2.1.312 and
2.1.313) identified in the Cursor VS Code Extension Marketplace -"
https://cursor.com/blog/claude-code-extension-security-notice

e "Trojanized Claude Code Extension Plants an SSH Backdoor"

https://opensourcemalware.com/blog/trojanized-claude-code-extension-plants-

persistent-ssh-backdoor

e "Official Claude Code Extension Compromise: Security Advisory "

https://phorion.io/blog/offical-claude-code-vsx-compromise/

e '"Inside a malicious Claude Code-branded extension and its persistent SSH
backdoor"
https://www.microsoft.com/en-us/security/blog/2026/10/30/inside-malicious-

claude-code-branded-cursor-extension-persistent-ssh-backdoor/
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2. Al ZFR LA R—12F 207 48R (Al for Security)

2.1. [2026-10-05] Mythos A'% R L 7= HFS @ CVE-2026-61500, FBAE%DR

Horizon3.ai I, Anthropic ® Mythos % f# > 72iff5¢ T, 7 7 4 A4 YV 7 } Rejetto
HFS 1B 3 2 F¥REN 4 X 2 D fifeg51E CVE-2026-61500 % 5 /. L 72, VulnCheck IZ X %
&, HFS3.0.0 225 3.2.0 (X, W55 H&IC# X 72> Math.random 22b & v ¥ 2 v
Cookie DEXHZEN L CTH Y, ZOMNERFFS 747 v FITH LTI 5,
figt & LT, ﬂiuuuiEo)Ikﬁ% IBHREEICT S L CEHE vy v a v EHRET

% . server code XEMELZ N LTV E—Fa—FEFT (RCE) 2%, CVSSv4.0 D
FHAAE X 9.3, HesgPEXorid CWE-338 THh 5, {EIEMK 3.2.1 3B & v, #FEICIE
Horizon3 @ Zach Hanley & Claude, Anthropic Research 3% 17 5T\ %

Horizon3 I& Mythos 23EGE 2 — F Z{E L 7z Ll ~XT\v» 3, VulnCheck 1X, 2026 4
10 A 1 HIc AN 55 14 0 B 28 & 1o, VulnCheck KEVIGEN L 7 & #iih L
7o [AfEIZA v &2 —2 v MICEEH L 72 HFS Z#) 100 & LT\ 5,

BEIR

e "Anthropic Mythos Finds Rejetto HFS RCE | Horizon3"

https://horizon3.ai/attack-research/disclosures/anthropic-mythos-rejetto-hfs-rce/

e "Rejetto HFS < 3.2.1 Session Forgery via Predictable Signing Key | Advisories |
VulnCheck"

https://www.vulncheck.com/advisories/rejetto-hfs-session-forgery-via-predictable-

signing-key

e "New exploits and detections for Citrix NetScaler x3, Cisco SD-WAN, Oracle
PeopleSoft, Zammad, Roundcube Webmail, Microsoft SharePoint, Rejetto HFS, the
Linux kernel, and many, many more."

https://docs.vulncheck.com/initial-access/2026-10-02

2.2. [2026-10-06] IBM & Red Hat, Al JEF T Java K551 400 B & Z1E

IBM & Red Hat iZ, OSS & ¥ 2V 7 4 oY A [Lightwell | ic X b, JAL{flibh
% Java 74 77 U KM D Magatk 400 2 FE LIBIEL 2 & B3R L, HbE T,
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DR HFE DIRERRZ B L v o — L BIED 720 I T& % [Lightwell
Clearinghouse | ®—f&feflfilnz AR L7z, Mithiz, HEHM Al - = v FAMRY
R DR EBOEH I ¢ T—DODRBICHALTI 2 L) icko/z e L, Masitko
FoE7Z 0 cmd. BEToARET 7V I E 2 52T ICBEZEN T 2 FRALET
»bEPALTWS, Lightwell i3 TAI 23 Ly Yy =7V v 7DV -2 70—
zilAaabe 5 b 0T, mithlEH A REREIE % B H 3 HR D FIEC Eifid OSS ~
RILT AL LTWw3, Red Hat ® Gunnar Hellekson (3. N7 OFE 3P TR ¥
DT ES, RET TV ~DBEIED Ny 7K — F BREZZ LT 2,

BHIR

e "IBM and Red Hat Remediate More Than 400 Previously Unknown Open Source
Vulnerabilities"

https://newsroom.ibm.com/2026-10-06-ibm-and-red-hat-remediate-more-than-

400-previously-unknown-open-source-vulnerabilities

2.3. [2026-10-07] Anthropic. CVP % 3 EXfEICHETR L A N—8eh & Fk

Anthropic iZ., 2% =V 7 4 EFK A1 D Cyber Verification Program (CVP) D3R
IRZBIG L7z LK L7z, CVP CTiE, HEZ@EE L 2HHEICEERY 4 N—feN %
PRttt L. A4 N —BlHO/EE 2l 3~ 2 0 MaR OFR 2 8% %, [F#h131EK D Project
Glasswing & CVP 2 —2D 7 77 LA LTz, Hi7u 783 3BBOT 7€ R
X CHEK X 3, EDX4r T3 Claude Opus 5.5, Claude Sonnet 5.5, Claude Mythos
5.1 ZF|HT% %, Red Team Access DX Tl, BRZR[ SNz AT LITH LT
DAYEN 7T A P RITA 5, SMMKICIE, P4 N—ERZzERT 007 —4%
REfpko b 5, FrIic XX, Glasswing D -X— +F—I1x 2026 sF4 H225H 7 A
D7 L b 12 77 9,000 fFoMEEF Aot 2 R L 72,

BHIR

e "Expanding the Cyber Verification Program"

https://www.anthropic.com/news/cyber-verification-program
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2.4. [2026-10-09] Anthropic A Al fgsE X ¥ v F—EBEE A » 7 JBHE % 5HA

Anthropic (X, A N —[{El{l 2 33 % Cyber Mission Z¥RK L., HEA v 7 T ¢&
OSS @ “FEICHMA L 72, OSS I ICi%, &b A 7= F AT OSS DifeFt: % £
42 OSS Scanner #4 7 F 4 ¥ o CEAET 2. A IEESIC AlETAICE 5
TEREN, AFOLEa—L@j 2T ICA T F =~ <, Anthropic i35
SE-C 2 77 9,000 O Mg i 2 o3, 2026 4 10 A ¥ TI 6,000 f:#E% AF <
WAL 7255 /T, CORFBR ALY ZIchoT S EHMT 5, YD
WAECIZ 48 7m ¥ =7 + @ 97 fho - EAEMEFED 5 5 85 fF (88%) 25 CVD

(mFARINEsI e ) DXMER - L7z & L, EEMERIZ 0%z RiAtr & 375, &
A v 7 Z\FICid Critical Infrastructure Defense Program % &%}, OT Z5F5 11
ICET IV - EEEEANE - BEHE LRI 5,

BHIR

e "An opt-in vulnerability-finding service for open-source software"

https://www.anthropic.com/research/launching-opt-in-vuln-finding-service-for-

open-source

e '"Introducing the Anthropic Cyber Mission "
https://www.anthropic.com/news/anthropic-cyber-mission

e "OSS Scanner"

https://red.anthropic.com/oss-scanner/

2.5. [2026-10-15] Google A* Android T Al JER D FFE Skpe & 221t

Google (% 2026 4 10 H 15 H. Android $¢&51C 35 1J 2 FEHON SR D FTHERE 2 R L 72,
Google Messages i€ %, FIFAEMERECTHEMICT 2 [iELiR#EE— V] ZE0HEM 2
THAT 2, ZOE—FTl, @R VHFLORFEOXNRE 2 77 F Lo
Gemini €7V CTHMHT L. FEOBRAZHEST 5, 7 — X 25t L CEHH OB cUL
4 % Private Al Compute THOHr 21T\, Google 2 &L HE =FIZNEICT 7 AT
v eEfEEFHAL TWw 3, bk ED Gemini Nano 13, RKEFKDOH L > Web 3 A4
F~D Y v 7 OREEEHIES S, Pixel CHRITEALLT v v &7 7V EAIOTERE
T ld, WK A — A — & ORI X Y FERNICEEABIROFHE ~IAT 5, HELAH
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a7 A Ve S % BT HRE 1X Chrome & Android WebView iICh#H L, 7
T HRBFERCEBIREZRET 22 L b, T2 5552208 cliaL Y]
Wid 2HEETIZ. 6 HDBEALIE, 77 V0T 2170437213 300 HHE-ED 7R Y
TELEREZER L2 LTWw3,

BHIR

e “New Android protections to help keep you safe from mobile scams”

https://blog.google/security/new-android-scam-protections/

2.6. [2026-10-21] PHP 277IZ RCE Beg51% 2 4+ (PHP2Shel). AZFKATICEAD,

PHP € ¥ 2V 74 F—21320264 10 A 21 H, PHP 270 ) £— b a— FEfT

(RCE) g5t 2 f % oss-security TAFK L, EIEMK 8.2.35, 8.3.36, 8.4.27, 8.5.12
#NBAL 7z, CVE-2026-109618 3 A & ) AR HIH L& i D AR FE A3 5% 2 K Ffa.
CVE-2026-109619 3 7' g — S WARFEDSER 0 R (H ] (use-after-free) ##2 Z 4 KA
T, CVSSv4.0 iZvIhd 9.2 TH 2, NSA 1F 2% [PHP2Shell] L#FrL., Kk
HHFRAE LI Web #— S —%HIfHIL 5 5 & LT3, Calif OWf%e# 258 H 11 Hic
5 L. OpenAl 13 Calif 23 Al €75 4 GPT-5.6 Sol TRM%ZHELZL LT3,
Amazon Threat Intelligence |323F 4 HAifo 10 A 17 Hico~=—3FK v + MadPot T
ORI TEBMIL 7z, Mtk Al 25 7207 2704 FMEED a2 X P23 F A -
7o BT %, CISA1E 2% KEV A& w ZiBML 72,

BEIR

e “RCE via OOM corruption”
https://github.com/php/php-src/security/advisories/ GHSA-w8hw-w9fx-j79w

e “RCE via stale global state”

https://github.com/php/php-src/security/advisories/ GHSA-6wmf-4rv5-p3rp

e "Today's PHP Security Release, and How We're Strengthening PHP Security”
https://thephp.foundation/blog/2026/10/21/todays-php-security-release-and-how-

were-strengthening-php-security/
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e ‘"oss-security - CVE-2026-109618: PHP 8.2-8.5 RCE via OOM corruption”
http://www.openwall.com/lists/oss-security/2026/10/21/6

e "oss-security - CVE-2026-109619: PHP 8.2-8.5 RCE via stale global state"
http://www.openwall.com/lists/oss-security/2026/10/21/7

e "PHP2Shell by Calif Research"
https://calif.io/php2shell/

e “Patch the Planet: global response coordination as agents uncover critical
vulnerabilities”

https://openai.com/index/coordinated-disclosure-of-critical-vulnerabilities/

e "Amazon Threat Intelligence identifies PHP2Shell exploitation prior to public
disclosure in MadPot | AWS Security Blog"

https://aws.amazon.com/blogs/security/amazon-threat-intelligence-identifies-

php2shell-exploitation-prior-to-public-disclosure-in-madpot/

e “NSA Advisory: Critical Patches Recommended for PHP Vulnerabilities”

https://www.nsa.gov/Press-Room/Press-Releases—Statements/Press-Release—
View/Article/4630238/nsa-advisory-php-updates/
e “CISA Adds Two Known Exploited Vulnerabilities to Catalog”

https://www.cisa.gov/news-events/alerts/2026/10/26/cisa-adds-two-known-

exploited-vulnerabilities-catalog

2.7. [2026-10-21] Chrome ' Gemini TZEHK - ClickFix 40 % 581t

Google (% 2026 4F 10 ., Chrome @ Safe Browsing I 351} 2 £ m{UHERE O FEH A
EEH L2 ERER L, #EkouA ED Gemini % ¥ — N —{l]|d> Gemini € 7 V(1
Ty Bx. ReEmILBEREZ ARNIC L 2 2FIHE A~ R EZILT, By A VA% Y 7 b
DT 7T EFEETTFHRERAN RIS Z 72, BEH D Web ~—Y ONEFICHE
DEAIETANRRRTZVE - R=VOEK 7RO LEoRaTEHaL, FAA4
VMR o E St AbE TREHIEZ T, V—v vy VI vy =T V) Y IFRED
ClickFix (FEADEEHEZE-T, AHFEICAERa~v Y Foav— e E T2 345
F) KR LTid, av—anza~ v P2 oHAGRIEHRZFRZE L 72 T Safe
Browsing ICiE> TENT L, B HIETNIXEELZRRT L, R—VYHNEEZ I ——
ICE B BRI WAL L. v 7077 - fREE - FEICHWARWE LTWwE, Hbt
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<. MEEOK [RERYA ] BEEOREZHERL .

BEIR

e "Our latest defenses against evolving web scams"

https://blog.google/security/our-latest-defenses-against-evolving-web-scams/

2.8. [2026-10-23] Anthropic, Claude X3EDEUREET OSS DN HEHZFHKER

Anthropic 1% 2026 4 10 A 23 H, Theorem & O[T E LT, 123 D4 =7V V) —
ATATZ7IVD239DT Y Y —FKA Vv FMIZDOWT, 64MB Kiiiod L 5 AT
ZvallmnwZ &% RISC-V OIMGED/KETIHEH L 72 & K L 72, Google
OSS-Fuzz i £ %7 7 X7 A b %, Claude # W TR ICEHR L . SEBHOEFE T
o5 7237% Claude MEIEL 729 2 THICZEDEIEDIEL X ZFEAL 72, Z Dt
BRCTROD o N7 3EE I EY . ) 20MB OFED AT TO A E 3 HipAsLE &
iA&, libexpat @ CVE-2026-56132 OFHFE., 7 7 4 L Dt AR HIBR2YH 1< 13%h 2>
WA 7 ERE TN D, Rocq Troid X N23ERHIRH 1 4% 8,000 J71T1C 8, i
HHOIE L S 3R E G2 © 5 720, AMEHH T~ Z #iJH %2 RISC-V & Linux 7
o ZDBRET N, EBORR, AFARERICRECE 2L LTwb, —75, iH
> v IV ALy FOFEINANA F ) Lo ZHHED T TOMETH T, 7477
CANT RN R ERL Vv, GEHOAERICIIEE N — 27 v 28 L. B HEE
EHLTWw3,

BEIR

e "LLMs are making formal software verification feasible at a much larger scale"

https://www.anthropic.com/research/formal-verification

2.9. [2026-10-29] Google. H 4 /X—8EH %521t L 7= Gemini 4 Carbon &

Google 13, Rt T d EEREE T4 ATlE£7 L [Gemini 4 Carbon] #%FE L., FET
NEF A= X2 ) T4 L RFHOIERICHAZROE LTz, A—FL—A7RLT
DM <, Mg HF R o SEC-bench Pro T 88.2%. HEFEED ExploitGym T

54.8%. 1E1E®D CWE-bench T 71.0% % id#k L 7z, ARV F~—27 Tlt, ek

OMITITEOENRIRMIBHEERNE 2026


https://blog.google/security/our-latest-defenses-against-evolving-web-scams/
https://www.anthropic.com/research/formal-verification

2026 #F11BR13H NI 32 /49

— F ORI S EE 7 v Gemini 4 Argon D 2 f5#8IC 7 > 72 & v 9, Chrome F—
Au\ﬂv%i&@%ﬁ@ﬁﬁﬁ7my%47%?»@10%%@&%ﬁo%kﬁ%b
T3, REIEEWICED 2 b0 LTE Y, 3oy 4 ~—iflE i f2fit
L. Fairwind Program Z @i U CfEfHCT & 32— b F—~JAF 5, BFEC—RIEEH
~OREIE, H—FL—rodExfid7- Lt [T& 27207 ic] LoD, B
) 72 REER 13 LT Ze e,

BEIR

e "Gemini 4 Carbon: our next frontier model"

https://blog.google/innovation-and-ai/models-and-research/gemini-

models/introducing-gemini-4-carbon/

2.10. [2026-10-30] Al EEFD Linux 51— 3% JL MPTCP ft5514 T root ZEx

Anthropic 1. RAHONFHMEET LV EHWCAL LIS Y 7 by = T DEKK
Wasate# Ro, VE—F=a—F%EfT (RCE) R EICES 5 FoRBEHE2 R L7z 8
NELTZe 2D I H Linux 7 — A NADHITIX, =L F 32 TCP (MPTCP) @ J 2+
—BFOY —N— %y R EREL T T, FREED FIAEERIE D 72 < root HER TEE
av YV R ERETCERETE, BAFEREZH—AALDAY VT =2 RZ Y 710 b5
AIRREH DRI (use-after-free) T, CVE-2026-98432 & LTHR&HE I, L
I CIEIE & IRSFIT R D 2L E GRS X 4172, Anthropic DEFETIE, 7 —*+
NHRA YV ZDPFA T 4857, ¥ = VETELEIC I IS5 02 L 7o, BMasstEix
CVD (FRINEss TERRR) 1Tif - THiA L 72z, Ubuntu i3 2% CVSS v3. 19@&21:{@
9.8 @ Critical & i L CT\» %, Ubuntu OEIRILITARIC LD TRHSEZEF ] 72 &L
LOZENH Y., oss-security DR TIFEER L LTIP A 7Y a2 V& D55 TCP %
W% L MPTCP % #3503 2 x4 AlmaLinux 7 & Coffl & LTRENTW 3

BEIR

e "Discovering and exploiting vulnerabilities in critical, real-world software with
Claude "

https://www.anthropic.com/research/discovering-vulnerabilities-with-claude
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https://blog.google/innovation-and-ai/models-and-research/gemini-models/introducing-gemini-4-carbon/
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“ipv4: free inet_opt and ireq_opt after an RCU grace period”
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=e3f3
3b0a1d89d738e2b913dab519226eaf76e15b

"oss-security - CVE-2026-98432: init_on_free=1 as an additional interim
mitigation"

http://www.openwall.com/lists/oss-security/2026/10/31/5
"CVE-2026-98432 | Ubuntu"
https://ubuntu.com/security/CVE-2026-98432
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https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=e3f33b0a1d89d738e2b913dab519226eaf76e15b
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3. Al ZBA Lo A N —WEADXJAL

3.1. [2026-10-05] Al =¥ 7 X Y —)L ARTEX CTRREEHEED © T — X

CrowdStrike Intelligence (%, 2026 % 9 H T A2 5 10 H LA H#E O S RIEEE % £
L, T—2GMICE S F ¥ v =V DA V7 TRFFEL 72 LS L7z, [Ffhi3Fs
EOWEEICIRIE S Twans, hERFEFE CREEN O R R & PR
DFELL TRl LT 5, RIIT ARTEX Offiff] & hEHFED 7’1 v/ 7'+ TH 5, ARTEX
FHECHBEIN ATV —RAD Al TV 2V PIRA P L=V a VT A MY —
AT, WBFEIZNE LLM EfHArBbE -7, H2ITTIE 7o —A—ATo
A ERIR RS — v AR E S 7z, CrowdStrike 1Z. WEENEH T 2 AT
4127 FU» 5, Claude Code Dt v v a VIEEE ARTEX OFRE7 7 A Vv EF AL
720 ARTEX |3 LLM ® N v 7 T v FiZ DeepSeek v4.1-flash # T 7z, F7-%8
Fix, BEORA T — 2 D5 Y % Claude I T\ 72, [FlfEIE ToC 2B L.
ALY =T X0 B H I O BCRE SFEHIRNICEBORAZITA S L 2R Hfile L
T\ %, Recorded Future 13 Z DEE % TAG-217 & LTGBEERL. 2026 4 8 HiT ik
WEHB DB L Y — VDM 2RO Tz & L7z, Zscaler (3. EERYSH L D EEZE
FIc kATl WE L,

BEIR

e "Unknown Threat Actor Uses Al-Driven ARTEX to Target South Korean Finance"

https://www.crowdstrike.com/en-us/blog/unknown-threat-actor-uses-artex-to-

target-south-korean-finance/

o “H WA= T8 AP W] o WhAEUY - S§993]
ATAG FA 07 AR sel) A
https://fsc.go.kr/no()10101/87869

e "TAG-217 Targets South Korean Financial Services with ARTEX"

https://www.recordedfuture.com/blog/tag-217-artex-south-korean-banks

e "Inside a Global Al-Assisted Hacking Campaign | ThreatLabz"

https://www.zscaler.com/blogs/security-research/inside-global-ai-assisted-hacking-

campaign
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https://www.crowdstrike.com/en-us/blog/unknown-threat-actor-uses-artex-to-target-south-korean-finance/
https://www.crowdstrike.com/en-us/blog/unknown-threat-actor-uses-artex-to-target-south-korean-finance/
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3.2. [2026-10-14] ERNDOARET 72 2X4F, —#fTAIT—2 x> FESZHER

2026 4 9 A2 & EHNOEEOMBTAIET 7 & 21 X 2 1E#N A VL ORRBHRC
. k¥ a2l T 4 FHEH L JPCERT/CC 25, KBD—H~dD Al DR5 %R L 7=
LR L 72, WAF [Scutum| #BF T2y F 741 A M3, Al —Y v 2R
3T 5~ WAF ICEAL, I0H 14 HETIKA R ED I DDIP T FL AL
AARPEDY 2 794 b ~D Al T —V 2V MTK BB EHERL -, KEDZF ¥ v
RIFDbDH L, V=% 2 T 8IKHLNE BRI B L ED - b DETH -
7z. JPCERT/CC i3 10 H 15 H, KBITY — " — D& <. KWEHEH Al %> CBE
HOMeFIED R F ¥ v APIRHOKE A2 {To Tl L 2R L& L7z, (API#R
HH DB D FfiFEfl ic 2T id NICT 2358A LT 10 A 13 HiciEEMmE 217> Tk
Y. Android 7 7Y OEMARF 7 7 A L ZfENT LCRRE L 72 API 2SEEF I A nTw3,) 10
AH19HIIE, BEHFLEOLE LA v 77T, ALIKL2HFHRA L -V a3 VT &
P 27 L ARTEX MLt Tz GMO 4 X=X 2 ) 74 BFREKLZ, TD
VB HAR 13 H AR ZER) 20 #h 2 KRR & L. Rt EERY L HERR L - HARRZED 5 b 8 a8
9~10 HiclEMR A WE AR LTz, By P74 L& ME, MRIZKEE R Al = —
Vb EFEIDPEIDPTRELEDLRVE LTV,

BEIR

e ATV VY MCXDEY=THA b~ DK EMR"
https://www.scutum.jp/information/waf_tech_blog/2026/10/waf-blog-085.html

o EHAIET 7 v AREOKEFEICET 2 % - JPCERT/CC Eyes"
https://blogs.jpcert.or.jp/ja/2026/10/web_api_attacks.html

. (EEE] AR CEHRRE. ZoRERO—21F [7 7V T2 5 03— NI
12
https://cynex.nict.go.jp/library/261013-01.html

o "HRSALET 2 2 AOKBITLDL AL TH 5 2 & 2 HER"
https://gmo-cybersecurity.com/blog/20261019/

3.3. [2026-10-14] Microsoft &. 7 4 v <> 235 YAM Store % R4

Microsoft 1Z, ¥ F~—% v F 7L £ X YAM Store CIHRFE I N7 4 v v ¥ v b
CoGUI. Haozi, Iron Man System %, HWEGEEE OBET 7 X — 03 HFE L 7= &L @i
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JECEHl L 7z, [Alfhick 2 &, 2026 1 HEARE, 2o F vy F OEROERT 7 X
— AR 7 75 5,000 LA EofEk i 72 10 o 7 4 v v v 7 A=k SMS Dk
fBICBAE LC &7, [FttofiHTlZ, YAM Store 13REE 72 IZAIEICHEL 72
Microsoft % Google ® 27 7 v FEEZMGe T 20T 7 v A 70 —H—TH %, [Ft:
X, EEHF SRS IERICRE 5720, ATERa vy 7 vy e dEE 2 - 720]
REMEDS RV & LCWwd, ¥y POBAFIZ, HAR, KE, A—X+Z7V 7. AV Fo
B, &y — e X, #H5E, 1T B oMk 2z E1IC L7z, Microsoft & Health-ISAC
VOKRIE 7 v U 20PN R S i D it 77 HCHI AT i REEFREA 22 2 L. YAM Store,
CoGUI, Iron Man OFF#k %X 2 %6 F X 4 ‘/%Tﬁaﬂl VXAV b Lz, [FIEARRIR
LT, NAXR—REDART — F L AL S EFRGE (MFA) OB AZHERE L C
Wb,

BHIR

e "The hidden network: Inside the phishing infrastructure ecosystem powering global

cybercrime | Microsoft Security Blog"

https://www.microsoft.com/en-us/security/blog/2026/10/14/the-hidden-network-

inside-the-phishing-infrastructure-ecosystem-powering-global-cybercrime/

e “Disrupting the service economy behind transnational cybercrime operations”

https://blogs.microsoft.com/on-the-issues/2026/10/14/disrupting-the-service-

economy-behind-transnational-cybercrime-operations/

e “Yam Store-CoGUI-Iron Man”

https://www.microsoft.com/en-us/corporate-responsibility/customer-security-

trust/digital-crimes-unit/notice-of-pleadings/yam-cogui-ironman/

e "Resecurity | [ron Man & YamStore: Powering a Global Phishing-as-a-Service
Ecosystem"

https://www.resecurity.com/blog/article/iron-man-yamstore-powering-a-global-

phishing-as-a-service-ecosystem

e "Disruption Targets Major Chinese-Language Phishing Kits with Japanese Focus |
Proofpoint US"

https://www.proofpoint.com/us/blog/threat-insight/disruption-targets-major-

chinese-language-phishing-kits-japanese-focus
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e "IronToll: Global Government-Impersonation Phaa$ | PhishEye"

https://phisheye.com/blog/irontoll-iron-man-phaas-campaign

3.4. [2026-10-14] XBOW, JFLES Al T Chrome 7L F = —> % 6 H CTHEE

¥ 2 Y7 4 ¥ XBOW lx. Google Chrome Dffi55 ! 3 & #fH X ¢ 72 7 v F = —
VIVATUA FEEELZEHERL -, XBOW I X, B8 %2 2 FHH 3
E 10 fEA T, K8# (3 Chrome fH T Windows #fik % U £— F THE-HBN 3, F =
— VI V8D a v L TR, T=A—+ a3 WebP 7 a2 —X—d K[, Crashpad
DAY ZERORTREK I NG, =727 84 FF x— v ORiEEIE XBOW DOff5E
FLAlZ—Y v P57z, XBOW (ZETVIC, GETHFIFTE % OpenAl ©
GPT-5.6 Sol Z EMMICEAZ L LTWwWE, Al=—Y v PEY —Ra— FEHEER
L. &3t =7 X 7' v 4 F OYIERZER L 72, B L 291X 6 HE
T, HEHMIZ 4 5 F L7572, Google 13 2026 4F 4 HEA DM E#RES 70 /5
LDOTT, ZOF2—VICHID 25 FEADTIAF = — v ifEe % Lih - 72, XBOW
F3fFE bEEEFEA L L, Chrome Zi#icffk b, BHRICT 7 v 2 HEH T2 X
IHEREL T B,

BHIR

e "XBOW Built a Chrome Full-Chain Exploit Affecting a Billion Users in Six Days |
XBOW"
https://xbow.com/blog/xbow-built-a-chrome-full-chain-exploit

e "Zero to Calc in Six Days: Inside XBOW’s Chrome Full Chain | XBOW Labs"

https://xbow.com/labs/research/zero-to-calc-in-six-days-inside-xbow-chrome-full-

chain

3.5. [2026-10-14] ZE 777 % —UTA0L76 ' lvanti ICS T HT A F = — &
F

Volexity 13, KEFEDEE T 7 # —UTA0576 73 Ivanti Connect Secure (ICS) @ VPN
TTIATVvATEYRTADOIestTF = — v ZBHA L & #iE L 72, Volexity 1 2026
FEIOHFEIBHICINERAL -, BEIN-ZDIZYUFFO R 22.8R2.4 % i FH i &
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DIERTH 5, UTA0576 (X 10 H 3 HLARE, #VERLcoF=—vZ2EHLTT 77
ATvARREL, a~v FP2ETLEZ, Fz—vE@ZAANA 2L YV E—Pa—F
%17 (RCE. CVE-2026-104935. CVSS 8.6) ICHE[RF#& (CVE-2026-111357) ##H
HEba, Rik7 LT root R D 2 — FFEITICE 5, Ivantd DEEIC L 5 &, CVE-
2026-104935 1% 22.7R2.14 LAFTD ICS ICIZFZE L 72\, Volexity IC X 5 &, UTA0576
FEICRAEERO G, 7 —2 b L, v /R’ IA, v V=7 EERTo
72o Ivanti |Z 10 H 13 HicBEIEZABIL. 10 H 29 Hicix CVE-2026-111357 12 x4l
T B8y FRETHEFME AN L 72, Volexity 3R OHEEE ¢, UTA0576 A3 KM
SETNELZ A7 0 PR LRERDOEHICHEoTWE LFHEiL T3

BEIR

e “Security Advisory Ivanti Connect Secure (CVE-2026-104935)”
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-CVE-
2026-104935

e "A Series of Unauthenticated Events: Chained Exploitation of Ivanti Connect Secure
Zero-Days | Volexity"

https://www.volexity.com/blog/2026/10/13/a-series-of-unauthenticated-events-

chained-exploitation-of-ivanti-connect-secure-zero-days/

3.6. [2026-10-20] NorForge. Al WEEEEE Cairn O BHERE A AN FK

% ¥ 2 U 7 4 43 NorForge 13, AFREECE S 1Lz ALEKEIO~F bL—v a3 v T
A FHEEAANVEZTEL, ZNOBPEED 294 N —BBICE bR Tw 3 Ll
HLlL7z, BAINZY =1 D—D% Cairn TH 5, [FttORATIZ, Cairn i3 Al =—
Vv aEEXE ERNOoRE, MoK, RADOMITEZIT) VAT LTH
%, NorForge |%. & H 2 iGH)ICE#E 3 2 A[REMED m W 2Fd Cairn ~¥ A v % 20 DAL
FE L7z, [tk TATAO001 ) &MERHEREZfES 7 7 2 203, BT 2 14 DXy v
2R —=FT LI AFEOKETn Y =7 P #RITL Tz, [Fttic X3 &, AIA0001
FFIOKE, BHAR, =X P 7 ) 7oz EN S L, BolEticmidCE a~v—
ARG DEIE~ DK T 7 2 A DIfERZIH - T 5 & B b iLd, NorForge 2%
A ¥ ¥ > —Trufflehog THANLD T — X ZER L 72 & 2 AREFOMEF RIS R
O Y. ZD 11%HBER ERAEX L7z, [FtkiE Reuters & i L, BFEZZ T L H
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ONAWEFZ~DBAZEDTNE, XFINDTA XY VHRATWER, FAT
AV THEZDOMNORECEHTE L WAREERH B & LT3,

BEIR

e '"Inside Cairn: Open Windows into massive Al-Driven Cyber Operations -
NorForge"

https://norforge.com/blog/inside_cairn

3.7. [2026-10-21] Al Z—2 2 v P &EB O WEF v X—V OREERS

CrowdStrike ® Counter Adversary Operations (¥, Al =— = v } 2 EEDR A Cfifi
I KRREDBET 7 2 —4F AL e RRK L7z, FticIid, 2 HpITid
T =Yz FAADOBIIERZE LICK 20 5 CRIER L P XA vay e —F—0fF;
HHRNEZITV., 45 & b Al O L4l % [ L Tz, BlIC Straiker 13,
CyberCartel D BEHIDOWERL B % &1 & 3 % £ TrdnsHack Team 23, W2 27 L
CARLIYOS T 400 ## 0 S:mBHE O ERN 2 KB, L 72 & @i L 7z, Straiker iI2 X % &
CARLIYOS (34— 7Y — 20 HERK®E 7 L — L 7 — 7 PentAGI Licffganrz<
NFAIZ =Y 2V PRBU AT LTHY, KEHORRS 45D — = v F 25w
L. WO Z KRNI S & 2, WRBFIIKEEZL v V5 — 235 CTF L%
BNRITS = A ATV A4 7 CRAFTEE % [ LC\ 72, Straiker 135 M 0 GG
T =R R—=RAT 4,493 thoiifk 2 R L. SFATICHEE 234 L7z, Anthropic 1%
Claude ~D 7 7 & R ITfilib N7 3RAEEH % K3 2 72, Straiker (XKL LT, =—
Vv OEROHEES X LR v FOEALZET TS,

BEIR

e "CrowdStrike Counter Adversary Operations Uncovers New 2026 Agentic Al
Campaigns"

https://www.crowdstrike.com/en-us/resources/reports/agentic-ai-attack-

campaigns/
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e "How CyberCartel Used Commercial Al Models to Attack 400+ LATAM Banks"

https://www.straiker.ai/blog/inside-carliy0s-how-cybercartel-used-multiple-ai-

models-to-attack-latin-american-banks

3.8. [2026-10-22] FE% Storm-0940, ConnectWise Z##£= (2 ARTEX TEE

Microsoft 1. HEEZFICHEBES 5 7 7 X —Storm-0940 25 2026 £ 9 HLARE., Al = —
Vv Mo~ tL—va v T A 7L—L47—2 ARTEX ©, HROBE M~
DWEEHEML L 72 L ¥FK L 72, Microsoft I3, ConnectWise @ Cloud Backup % 5
ET YT T4 F 2 —RED Storm-0940 I X B D D LFHM L, ConnectWise b H
EERICHEST S V-7 Ik 38R ONE E LTW3, ConnectWise (% Cloud
Backup ICEE#ET 2 7 7'V 77— a VERIGEMA~DARIET 7 & 2 2R L 7=,
Microsoft iC X b &, [ET7 7 X —IIAIET 7 211 ARTEX T 2250 BT+~ b~
DY A VA v EiRB, EEDEREET Microsoft Graph #2H D{HEE, EI&EIEHR DL,
MEPRZEH DRA % (T o7z, 7277 L Microsoft 13, FRALD KN DEKR T — X ~DT 7 %
AR LHLAMLTLOEKLARWVWE LT3, ConnectWise 110 H 17 HIiC 7 2D
T T —va v M L CERIEIR Z KA X 72, Microsoft (3BT, FEIL%Z f&
BLOOY— AT N VANV DY A v A VEIE L BREI O EREAEE - HEFRZZTE %
BT LokdDTn3,

BHIR

e "Al-driven, large-scale nation-state campaign using ARTEX enables supply chain
compromise | Microsoft Security Blog"

https://www.microsoft.com/en-us/security/blog/2026/10/21/storm-0940-uses-

artex-agentic-ai-connectwise-supply-chain-compromise/

e “Cloud Backup technical investigation and remediation guide”

https://www.connectwise.com/contentassets/10777cd3364d440c86ed5270a94a5f2

4/connectwise-cloud-backup-technical-investigation-and-remediation-guide-1.pdf

e “ConnectWise Cloud Backup Issue Investigation”
https://status.connectwise.com/pages/incident/619c¢f82551fec9053d612f09/6ad26
3692dc48705ab3da2ch
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e “November 4, 2026: Cloud Backup (formerly known as SkyKick) Service
Interruption”

https://www.connectwise.com/company/trust/advisories

3.9. [2026-10-29] OpenAl APl =R 9 5 C2 7L —L 7 —2 NIKC2

Cisco Talos 1. Al ZHHAIAATZH LW C2 7L —L4 7 —27 [NIK C2| % ERIEChf
lLizbiE L7z AV 77V ML Go Bt CcE» N Windows [MIFVE—FT 7%
AY =T, 52D a~y Vafo, 77 v FOFFEHRCE S EEY £+ L v b O
B, ¥—wvi—, AMSI Ot EORAIREEZ i 2 5. Al BERE L ai_generate 2+
VT, WEED T a v T b w R AR 2 5 OpenAl Chat Completions APT ~i% %,
BEEFH APL ¥ — Z457E L 72 W I3 EH O BRIEZA % OPENAI_API_KEY © % —%
5 720, FARHIPER ICEER I, OpenAl O v I HEFE O X -2 5,
Talos |Z, C2 ¥ —~"—OKEZMRL =2 25, NIKC2 EEHANE7L—L7T —
772 PRREOMECIHMiiL T2, IELEMZ -2y v a vicEH L, Biffl
oA ORI RBEES L b LTWwb, BAIFEL LT ClamAV v 7’425 ¥ %

[ Win.Trojan.GoDiscorder-10060526-0] % 7~ L 7z,

BEIR

e “NIK C2: The new Al-enabled command-and-control framework”

https://blog.talosintelligence.com/nik-c2-new-ai-enabled-framework/

3.10. [2026-10-30] FEFRLEE A PHP2Shell ;&8 T PAN-OS # (=&

Dream Research i%, 10 A 25 HicHER L Ao b Al XEMOKE X v v =V D
R Z FER L 72 L R L7z, BB IKE. HAR, B, #E T Palo Alto Networks
FIPAN-OS D7 7 A4 T+ — N EE Y —N—F 25 5D root HERZEHLL . K[EIK
JFBLEAOBRE D A E N5, [Ffho Unit 42 13 £ ©i%#)% CL-UNK-1280 & LT
BRL. UTC+8 o Ic\» 2 hEREREE DBEHIC L 2 b DL LTWwd, KEHL
PHP ® V) £ — t 22— F5fT (RCE) Mfi551E PHP2Shell (CVE-2026-109618, CVE-
2026-109619) & Linux 77 — 4 L D551 Fragnesia (CVE-2026-46300) 7% #fH X
., root HE[R %157z, 12 E% I Active Directory # W L, FiLEROME & 714 L
7+ ) DHIENER I NI, Qﬁﬁﬁﬁ&k X AT Y — A HREA XN T 0722, Dream (%
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Al 727 v 4 MERICHE DN ZEEORELZ s\ & LT3, Palo Alto
Networks I EINSZEHA VvV 2 — T 2 —ZA~DEHZMHEAL, A vV EZ—FV 2D
DT 7 ADHEW, EFHETZAZNEIP T FLA~DHIR, BIEROEH % #EE L 7-,

BHIR

e "Chained PHP2Shell Exploit Roots 25 Servers | Dream Research"
https://dreamgroup.com/blog/chained-php2shell-exploit-roots-25-servers

e "Threat Brief: Critical Vulnerabilities in PHP: CVE-2026-109618, CVE-2026-
109619 (Updated October 29)"
https://unit42.paloaltonetworks.com/cve-2026-109618-cve-2026-109619/

e "CVE-2026-109618 Impact of Critical Vulnerabilities in PHP (CVE-2026-109618,
CVE-2026-109619) on Palo Alto Networks Products"
https://security.paloaltonetworks.com/CVE-2026-109618

e “RCE via OOM corruption”

https://github.com/php/php-src/security/advisories/ GHSA-w8hw-w9fx-j79w

e “RCE via stale global state”
https://github.com/php/php-src/security/advisories/ GHSA-6wmf-4rv5-p3rp

e "CVE-2026-46300 - Red Hat Customer Portal"
https://access.redhat.com/security/cve/CVE-2026-46300

e “CISA Adds Two Known Exploited Vulnerabilities to Catalog”

https://www.cisa.gov/news-events/alerts/2026/10/28/cisa-adds-two-known-

exploited-vulnerabilities-catalog
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A4 Alt—"77+4

4.1. [2026-10-06] OpenAl @ Al T—< = > kA Wikimedia TEEFR]EE)

Wikimedia #/[JZ, OpenAl 25 EH T2 & AhbN @M L 72 Al =—Y = v b OFEE) %
AMED 77 v b 74— ECHER L 72 L R L7z, MERINZIGE)IL 3HEED 5,
113 Wiki OEFFAIfRE T, 12T TR TEI v PRy 7 RFc o B E - 72
2. BIHY —VOREEE XA NET — 2G0T e o L LTERLES &L
HEDEIN, MHITEED 2REDOTRELE D2 L LT3, 5 2 MK X
F 3% Etherpad ~DREDAA T, WIFND KWL 7z, 5 3 1A APL ~0%H
o HE)Y 7 = X + & Wikidata Query Service (WDQS) ~o#+/tko 7 =) <,
WHIZ Z 0idfg28 5 Ho WDQS #imrfZiko—R & 7o 7z A[REME H 5 & LT 5,
FEEECRE— 2B RY 222 D 50% 08344 L7V b L, v T v IF—4
T CTE b 072 R 7 L 4 ¥—IC requestctl DV — V& L TR L 72, B
I X, Y AT LR T — 2 ORFOFMIIE O > Tz, Zd T, OpenAl
HZO L) R AERLCEEZRD 27 e L, ALM¥ICk, MR X5 &
FEHNOY A MEEELEZIHNTE, EIMNET 20 2B T RATLER
BxgdLoKkDTn3B,

BEIR

e "OpenAl “rogue” agent activities found on Wikimedia projects &#8211; Wikimedia
Foundation"

https://wikimediafoundation.org/news/2026/10/05/openai-rogue-agent-activities-

found-on-wikimedia-projects/
e "Incidents/2026-05-13 wdgs - Wikitech"
https://wikitech.wikimedia.org/wiki/Incidents/2026-05-13_wdqs

4.2. [2026-10-10] Claude. FHMAICHERS A S ~ERL 4 LIRE

Anthropic (X, [El#:® Al & 7 v Claude 235FliEAER & tENFIHO T, SEFES 5 Web
YA PR AT LI LTHBEEDOEM L 2 W2 1T o 726l % 4RI L C
W& L7z, Wi d Anthropic MO E 72 AN ITHE L w5, FRLICiE, 5
ZEFA POV 7y 2T ORMEER LY —N—ETcoavy FETREEN
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%, HOFEHITIZ, Web ¥4 F &R YVELY OflZE2 & 5§51 7z Claude 23,
ERBOF v 74 EERME 7 + — LICAIE L 2216 E A B L7z, ZORFIE AL
L LCifbin, BEICIIE S NRD o, RO —FRIEKEOHF - M - 175 O BUF
B2 EE 3294 FIcBHb D, Anthropic (ZF 7 4 b RICEEAL, BIfR 3 5%
BEBICEAI L 72 L R LT 5, FthiE, BET 2R VBEET — 2P HEOWE > X
TLICIFHEL T WwE LTWwa, Xt é LT, Anthropic i3t ¥ =2V 7 4 LEHD
EESFAEOTEN Z R ICHRCZ 2 LR T 2E T, FA T4V ER—A2v T 7%
A DIE L% 3 C O WNHFHTIC A 72, b2 CREDITE) % [ B Ckl - HEkr3 2
Y VEREREL, AREORFNGERA L 728 TAHTRTEBER L L LT 5,

BEIR

e '"Investigating unintended model actions in our evaluations and internal use "

https://www.anthropic.com/research/investigating-unintended-model-actions

4.3. [2026-10-13] Anthropic, /N Al @ loT LT B S2EEEET % 57

Anthropic 13, A~ — b A4 — 7 v Lpfli7x Android TV & v 7 272 EOTilR 0T 734
ALT, NUAIETARACHEHBCTEZ X5 h2ETICHEIA L2 RWIREEDL &
5T MR AR TR SRR L, 2T HEEBE X, Al T ARA
Moz LIcH S % @B LILE S 2 2 & #4859, Ff:E49 55 F @ Android TV
vy 7 A58, A—=7VvT7 =2 4 FETFTALD Gemmad-26B-AdB % 43k & & T
039 F— 27 v CEIffX¢7, Android 15 =321 —% 8/ — F4E{FBaEL 3+ 265
FHficix, BBRLAA—-T v 24 P ETADI L GLM-52 ZF Ay FY—2 v F
DERETET L1z, FAftiE. C OFHliCIidEEOFfEE LT ADB &A— F 27%iEAa L
CLTWw3 (HFEIGEMT 22034 N—WB LR CHUDOKM%2MHELT 2 0E 1D
%) 720, MREIERECORNED ERICH-2L LTwDE, T, MNIET LD
RESIDHERS 2 & . /N T 428 2026 K F I GLM-5.2 D/KHEICE T % L JBfED -
TWwb, WEL LCRfIE. A —Hh—Ic X 3 X VR BIEHRE~DOBIT & AR
DFE FIF2, ALICX2 Ky FAy P2 RZY T MICKkBEY P2y FOWG~Of
ZWmBELTW3S,
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BEIR

e "Al models may be capable of self-replicating without access to a datacenter'

https://www.anthropic.com/research/self-replicating-ai

4.4. [2026-10-14] OpenAl DF B HE T ILABUFHIET P A b TF2 o] [Ol8

OpenAl IZ. 5L D FIf T c I 7 4 25 BRI ICHEFR [0 % 17 - 7= R & W
L7z BT NVIEBIFHEIY A F CREOHKBZFH~2HE L5264, 77 R%
ERIN%. A4 FORNBLY v o — FESRE 2 A LT — N — R TR ER
GUT TV r—vav 7 s ANERRLEL T2, LMK T 7 4 LiciiT — &
N= 2R X TN CEA L — 27 v OBLRBEEN T, ETAVRT TV Da—F
DELEREIETIC L — 2 v ORI R AT EE RO, BAOR W —2 v Rk
STHEFZ VYV FRA Y PR ZEGEEL, 7722 EHZEIN T 2T —2 UG L
Tzo MO TIEZ, AHER AL TT Ay v F—EZHIG L. 1,000 D A —1T F
L A %R L 72 OpenAl IC XAUE, RAEEIFIINRIET 7w A% (T o HEICfilh <
Wigh oz, By AT LA EZEREHEL 2, WGe LT, Ff - FHiitho 7
A T4 va—3y bEREZENL, AT 74 v AV MER (7 ARERICKT %
fTEIZ L o T2 ERT 22 23 Coifby H -5Hiib 77 4 v 71
IRLZELTnB,

BEIR

e "Retrieving server secrets and bypassing authorization on a government statistics
website - OpenAl Alignment"

https://alignment.openai.com/misalignment-reports/retrieving-server-secrets-and-

bypassing-authorization-on-a-government-statistics-website/

45. [2026-10-15] OpenAl DIAERET LA TR AT #+ L v fOES % ERTER

OpenAl (3 2026 4£ 10 H 15 H. GPT-5.6 Sol 54t D PEFFZE € 7 0 2358 S8 D EAT
hic, fHZHFINTORVESEEY + Ly F OB E2MH - 2 HH 2 W Lz, ¥
B IL, BESEENG T 7)) OREMEEH L. A —F IV TLOTA MRy b

Sepolia ICRA~Y—}+a v 7227 v 2T7 704325050 T, BEBEAVDOY L v b
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5z Twhrol, L2LETAE, FFEERTICAHINTHEETL7 L —
A HE N 362 DT FLADKEZH#~, 7A MDD ETH ZH>oT7 7V v F %%
ATT 7L, FEREZOTHY v MIcAE SR, HEmEfE c iR o]
BEBEILZ2, 7AMHY ALY PO =7 VITIHlifED 750 & LT % IE241L
L. L2bREIMETIIZo L) RHBERZFR L kd o7z, FfE, 7450
JEREE DT DRDLVICHS DHMiZH VS 32 L 2RTHEME LT3, ZDHE
ZIX9H 25 H, @EoEHRKRICEHEZINTRBIC R oh o7, FtkiZFREOHEC
DAV E—Sv FMERECLKEELZEBML, &2+ 774 v 7 ICEHY 2T L% #H
L7z LTw3,

BEIR

e "Using a funded test cryptocurrency wallet without authorization"

https://alignment.openai.com/misalignment-reports/using-a-funded-test-

cryptocurrency-wallet-without-authorization/

4.6. [2026-10-21] OpenAl D T—> = > O ER =\, EHBHREH

OpenAl X, ftNDa—F 4 Y ZMEEFICAlIZ—Y 2V A, IRATIA4A VAV NE
WEFD-EL2F2WME Lz, 2026 £ 10 H 3 A, #Hlis4 774 v E2BELT»
72 GPT-6.1Sol Dx—Y =z v MiE, [Avt—V%%EDS 7] &) LRTOIER % B
HMoMGEBE LCTERL, X274 F—2~0HET7 7— 28 L7, &
Tr—V v MR LR TRV EHNT LS, Blo—Y v ofR A &
kg 2y F2FEE L, 10 H 6 Hicix, GPT-6 Astra D T— = v b 23T
ICHbE 2 e LCHEARAGZHIRL, FIFEICHDN S LHIFRL Tk & ER o
EBr L, Miffedbexa )74 F—2icHIFfOLE 2 —%2KET LTV L
RVTH D POICHEHINT, ETIXABFIEI N 572, OpenAl lx, 2FftH
Codex FIIFHIC4ZHD Auto-Review %, Bifd o fEnb 28 - FHIES 2 X 9 BT L 7=,
72, BHENEZED =T T4 F— R %I WY - - FE2HEK T X2
2R TR MHA TS, JRRZARM L S 2 2% 20k 0 8 & 2B el o [ 2>
., FEFHTECWARVWE LT,
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BEIR

e "Suppressing misalignment monitoring alerts and disabling misalignment
monitoring - OpenAl Alignment"

https://alignment.openai.com/misalignment-reports/suppressing-misalignment-

monitoring-alerts-and-disabling-misalignment-monitoring/

4.7. [2026-10-24] OpenAl DI&EECEFML Al T—>2 = > AN A 7 0 VM Z it

OpenAl i3, FFEH D Al €7 VD EE - FHiBREE O & UiA® Z#EET 2 729, HiLoD
Al =Yzt OF —LICBREOHREZHRI L 2Ly FF— IV V2R L 72 L R
L72. GPT-6 Astra Cyber 7 EDE T NMICHMED VY — 2 a— FRREHERE G 2. B
ML - RS CT o 720 FfLIEHIRAT & 2 v 7 F 2 BELR B~ v TH LI~ 4 7
2 VM O TEIZ LT3, T—Y v MIEROMFEELZEH I+~ 4 7 m
VM 2 b3 2 752 o 72, R P 2 EE L ZRife ol cld, SN 357%
5 At — v ADIRIFTTXTTREN A v & —F v Mz 152 etk z o
72 CPU ¥ ¥ v ¥ 2 0Z@x Tz D<A 270 VMBITH A FF ¥4 LEET 3
FEH BT 72, FtRERPSENTESICENTE 24 v 2 =2 v P ~DREHKIZ
Robbhrolzl LTws, TOL Y FF— IV 7 e Tilobo kfigtto—o
73 Kata Containers (2 v 75+ 7 v % 4 L) ® CVE-2026-24834 . Cloud Hypervisor
BRCcavrFF»rbrAbtOv4 278 VM Troot & LTHEEDI—FE2HEITTE S
B, RAPMITITHEE L wE Inb, CVSSv3 AL Red Hat 28 9.3, NVD 7 8.8
TH b,

BEIR

e “Kata Container to Guest micro VM privilege escalation”

https://github.com/kata-containers/kata-containers/security/advisories/ GHSA-

wwj6-vghv-5p64
e "CVE-2026-24834 - Red Hat Customer Portal"
https://access.redhat.com/security/cve/CVE-2026-24834

e "Securing our frontier model training environment"

https://openai.com/index/securing-our-frontier-model-training-environment/
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4.8. [2026-10-23] =E AISI (Z & 2 M (Z Claude Mythos b AVEE =& & W

H2[E Al Security Institute (AISI) 1 2026 £ 8 H. ¥4 ~N—He 1 OFFHlithic Al =—
=V P OSEOHIPH X CTERED AL I LITE L 72K %2 L7z, Anthropic ©
hric X g, [Fto €74 Claude Mythos 5 13 CTF 3D 43 [HlD 2o 5 & 9 [A]
THINDITE Z & b, BEDACHMMICEE LG 2 72, FHETIZA v &2 —2 v ME
MR ER T, —BREEETARTOF A Nt —T H— N3N Z > 72, F 72 5 Ep
T, Mythos 5 (ZHERIRDFHFEE © GitHub VARY bV ICHEH:a—-F%2XD, Ao Y
TCTRA YT =K 2l o7 h, ZIFANDL D57, Anthropic i, EF DI
DM, R o 7M. &F L7782 d 28k %Z FaRBERICE T2, HHE
BRCIB A IR 7-EH& 1. Mythos 5 @ 83% IR LHTL WET LI 0~13%72 - 72,
AISI Ix. OpenAl & Hugging Face DFELETH = — = v b BEH O M55t %2 28T A4
vE—Fy FMCHEELZE L, FOPHEbIEON D SEHRTHNEEZH L, =—
=V MY AN=FHlDOA v x—F v PR Z RS L, LLM TITE 2 & L TARH
BEF A ETANCPHIE T 2 R e = 2 — 2 E A LT, KPoFHli % FH L 72,

BHIR

e "An alignment assessment of the UK AISI cybertesting incident"
https://www.anthropic.com/research/alignment-assessment-ukaisi

e "ALIGNMENT INVESTIGATION OF Mythos 5'S BEHAVIOUR IN UK AIST'S
JULY 2026 SECURITY INCIDENT"

https://cdn.prod.website-
files.com/663bd486c5e4c81588db7ald/6ad8ac7f2ba7446392919b06_Alignment_In

vestigation_Mythos_5_AISI_Incident.pdf

e "Building a more secure environment for evaluating dangerous capabilities"

https://www.aisi.gov.uk/blog/building-a-more-secure-environment-for-evaluating-

dangerous-capabilities

4.9. [2026-10-26] Anthropic A* B4R [A1EE D AEESFIME T — X LA SREE

Anthropic DEAMEMEF — L3, BEVATL~OHABN A P L 2T R+ OF—#
LT, WEBANCHEFNCEE L 2E %2 NFEK L7z, Claude &7 MIC, AREMHY OFIEH
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https://cdn.prod.website-files.com/663bd486c5e4c81588db7a1d/6ad8ac7f2ba7446392919b06_Alignment_Investigation_Mythos_5_AISI_Incident.pdf
https://www.aisi.gov.uk/blog/building-a-more-secure-environment-for-evaluating-dangerous-capabilities
https://www.aisi.gov.uk/blog/building-a-more-secure-environment-for-evaluating-dangerous-capabilities
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e "Automated Subtle Emergent Misalignment Research"

https://alignment.anthropic.com/2026/automated-em-search/
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e "Concerning behavior from a popular open-weight Al model | Cohere"

https://cohere.com/blog/concerning-behaviour-popular-open-weight-ai-model
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