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ThY Ve ERECRMLEERE 2026 F6 AICHERLZeWMELZ, 2v7Fid
fEMN D JFrog Artifactory (Xv 7 —VEAGEHY RY P Y) K7 7 A TE, BRELK
ICE D72 5 A HU Y FRREETE R C Item Management API Z#{EFC& 72, 20720, b
2TAYY EhOBHBEAMEHAD 70T 4 ZJT Y v b bkl iz, W
HOMI L L 72488 2 HIAA ZHH X562 A A 2 4 GPT L, #EEMNEH DA v+
=V 1#EL7ZT TN -3 N5, FiE T, ChatGPT 3K DHEFZIRL 22,
Eft S N7 Gmail DT — 2 % WEBEDT h v v b~ikotz, Eh 7 7 ) OBEERE
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[Tmportant actions | Tld, FEAH Y BFEFEKRR LICETIN L2080 F 2w
23, FIFFE T X D kL [Always ask] D3#E~23, OpenAl i35 %% 1F, %435
Artifactory f Y A X v A% FEIEL 7o, DI IZ. FITRELOEHA v & -7 2 —X
~OREE W L, R Z R/ANRICK 72 LT, Y- AR T -2 2ZEHT 50D
X, ZOEERT —XDFRET AT Y FICHEL TV REEICEFFFL, 20, AHE
WROMET ATV F 2o T 5 L) ICHlRTX&ZL LTwa,

BEIR

e "The Shared Clipboard Inside the Sandbox: Cross-Account Data Leakage in
ChatGPT - Check Point Research"
https://research.checkpoint.com/2026/the-shared-clipboard-inside-the-sandbox-

cross-account-data-leakage-in-chatgpt/

1.3. [2026-09-10] OpenAl Codex (= Pwn20wn #&d1d RCE fegstt 4 4

Zero Day Initiative (ZDI) (% 2026 4£9 H 10 H., OpenAl Codex ? &g =2 — N FEAT

(RCE) Megst: 4 tho7 KN4 9 ) (ZDI-26-648 2> 5 ZDI-26-651) Z#ZNBAL 72, W»
I dD Pwn20wn Z#FEH L TG Sz d o<, CVE-2026-19590 % & CVE-2026-
19593 ¥E D BToHnTwd, VE—DOKEHIT, &L % OpenAl Codex D
BRIEC, BEDOL—F—HERTHEED a2 — FE2ETTE 3, BEAICRAIHEOERIED
MET, BHPEED -V ERHET220ERED L2 7 74 VR, THLREED
27 ANZ e BERD D, 3MITRE 7 7 4 O ICE T 2 EREMED EA
MR TH 5, 2 11F1E, git 3~ FICiEE N 35180 chilffle —7 v 20
WENDBA TR EBERTH L, RV E—~DOWREIT 320266 H2H, 1
%29 HIHTH S, OpenAl i 41FE bIBIEEZABLTW 3,

BEIR

e "(Pwn20wn) OpenAl Codex External Control of System or Configuration Setting
Remote Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-648/
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e "(Pwn20wn) OpenAl Codex Improper Neutralization of Control Sequences
Remote Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-649/

e (Pwn20wn) OpenAl Codex External Control of Configuration Setting Remote
Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-650/

e " (Pwn20wn) OpenAl Codex External Control of System or Configuration Setting
Remote Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-651/

1.4. [2026-09-09] Flowise CSV Agent ic7 A 7 b >z 73 3 4RO RCE

Trend Micro @ Zero Day Initiative (ZDI) 1 2026 459 H 9 H. Flowise ® CSV
Agent / — F Dl = — FFEIT (RCE) Mesgtho 7 R34 4D (ZDI-26-634) % 23fH
L7z, CSVAgent / —Flx, CSV 7 7 ANDig e T =28 FFZEDAIH» S 7 a
v 7' MBI T, LLM Wb e 28 TH 5, itk LD Y £ — P EE D,
Y—ERT AV Y MERCTHEED 2 — FE2HETTE 5, FRIZ, BETEhVwT—%
TLIM ~D7u v 7+ 2B T RO AN OEEARTH 5, WBEHIZ TV T
Fyvyzryavickh, LLMICERED 2 Python A7 Y 7'M 2iR3¥ 5, Epka
— FORELFIEREHRO 7w v 7 Y X MICRIF L CTH Y IFHEREP chrOc X 215F
St oGt chE#ECT X 5, MELZE o722 — Fld, A M OS A HE#EE T
W7s\ pyodide BREECHEITI NS, FHEHFAADKEF I, LLM TIIA<HLEHT 2
YN =T HUEICIEE L, LIM 203 e fn— F 2R3 52 L dTE %,
CVSS 13 9.8 TH %, Flowise IZEIEZ B LT3

BEIR

e "Flowise CSV Agent Prompt Injection Remote Code Execution Vulnerability"

https://www.zerodayinitiative.com/advisories/ZDI-26-634/

e “CSV Agent Prompt Injection Remote Code Execution Vulnerability”

https://github.com/FlowiseAl/Flowise/security/advisories/ GHSA-5xvg-pmgg-

3mxr
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1.5. [2026-09-25] Agentforce I B 2 U v 7 153RZEEN [SalesBleed |

Zenity Labs (. Salesforce ® Al =— = v b &, Agentforce (CRM 7 — X & {3
BEXET LAl —Y 2 v ) ~OBER [SalesBleed] #NNFEK L 72, MK OUEER
FHix. FEAEAED Web-to-Lead 7 + — L4506, Mg e v 74 vz 7 aves
) —Fxkd, tBP -V v M) —FofERZED L, =—Y v FIEFEL
BT -T2V OMHERRT Accounts 7 — 7V T i, HE VT N A4 Vi 7z
URL #1132, B T URL ZJ6%& 2 5k < LA [Trusted URLs

. URL HIFE D 2 203K F/XCllkE X 7z, URL IZHE{R % 7" O ffd < Slack ® Y v 7
T a—CHEEIfREREI N, T—22DNS 7)) CHH~H 5, £72. Slack AL v
F~DIRIET 7 ¥ a VICIFIHEER &L EITERT 175 <, WNEE COMRBERE 22 =
— VIV IDHREBETT A v ) v iR TE o, Zenity Labs 13 6 A 1 HICHR
L. 9H 21 HE CIcEBIESHER T N7z, Salesforce DJARIEY IZBHE ~DEH DFE
PUIHFFFCo\vw & LT3, Zenity Labs (3FH XIAALAT 7 v 3 VERTE DR ZHELE L
TWw3,

BHIR

e "SalesBleed: 0-Click Data Exfiltration in Agentforce | Zenity Labs"

https://labs.zenity.io/post/salesbleed-0-click-data-exfiltration-on-agentforce

e "SalesBleed: Anonymous Phishing via Agentforce in Slack | Zenity Labs"

https://labs.zenity.io/post/salesbleed-hijacking-agentforce-in-slack-for-

anonymous-phishing

e "SalesBleed’ Flaws in Salesforce Agentforce Enabled Zero-Click Data Exfiltration"

https://www.securityweek.com/salesbleed-flaws-in-salesforce-agentforce-enabled-

zero-click-data-exfiltration/

1.6. [2026-09-28] NVIDIA, Al T—> = > MMRHIER = k&

NVIDIA i3, Al =— = v + 3Bk &8 H £ CTHiHl 9 %2 NVIDIA Open Agent

Safety Platform % %¥3% L 7z, WK EFEITA — 7 v ¥ — 2D NVIDIA OpenShell &, £
B> 2 7 L5351 D NVIDIA Sentry T& %, NVIDIA ¥, LD 4 v 7 v b Cldz—
VYV IRT TV = avEowxa ) T 4 HliHlZREL TR BEFTL AL
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L TR EHEBAL, T oic, AttoEdfi7e 7k, =—Y = v FMICHHOITED
Tz xR b Tw3, OpenShell Tz —Y =V F 2%V FRy 7 ZCHE
FL. Z7AAT 2R A, Y RAFLT—), Fw b — 28I — AN L _LTH
Vo — %+ 5, EEEOFIERIIT— =V b 2aolEIh, KRFEADIEE~D
FRICZIfM G I NG, K v —EBHIBARIECH 22T 7 e A M52 L. A
MoL v a—icld, Sentry i3 NVIDIA &0 7'v & v % BlueField-4 DPU ¢, ~—
FozT7HichEi e nhzBEdxe LTiffL, iRoMc kS35 —v v b
% I Y MHAChgEc & 2 & AR LT3, {15, Tribeca Softech D REfR#H

i, FETHEOHHIL OpenShell B T T —Y x v MM LaEA I v L RF 25
fLTw3,

BEIR

e "NVIDIA Launches Open Agent Safety Platform to Secure Agents From Testing to
Deployment | NVIDIA Newsroom"

https://nvidianews.nvidia.com/news/open-agent-safety-platform

e "NVIDIA Open Agent Safety Platform: A Reference for Continuous In-Silicon
Agent Monitoring | NVIDIA Technical Blog"

https://developer.nvidia.com/blog/nvidia-open-agent-safety-platform-a-reference-

for-continuous-in-silicon-agent-monitoring/

e NVIDIA/OpenShell: OpenShell is the safe, private runtime for autonomous Al

agents.

https://github.com/NVIDIA/OpenShell

e "Nvidia releases Open Agent Safety Platform to monitor and govern agentic Al"

https://www.csoonline.com/article/4227843/nvidia-releases-open-agent-safety-

platform-to-monitor-and-govern-agentic-ai.html

1.7. [2026-09-30] OpenAl. Moonshot Al B3{%3E 12 & 2 BUN Yz % FE 1k

OpenAl 1%, &7 VL DIEABADHERZ K X H L CTHl D€ 7 v 0 FEH L LI fE 5 o
Pz O 2B ZFFE L. FHIEL 2 L AR L 72, EBHE 7 H 1 HiT/hE Bk
THRE V. TH24HE 25 HIZRIERL 7z, T D/IC 4,000 A ZiEz 2 FIE D 5.
B 2 fli v 2 — v & 72 177 6000 fEDER AR b7z, FEEZINT 5 & BES
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270y 7 b xR —vEHWE 15000 NEOFIFHFEREA R 220, Ffi: 7 A 28
HE It THIEL7Z, EITESIZETALLDL VI Z1E L THEmZ L2 21
THHEIE TV, FOo—fliE, d3a5ErolEsbInifEmzar—L, o
RETETNICEBLEEZRILZRKDIDDOTH L, ETCOETHEIHE D TRIC
JE$ 2213 AR E Loo, dio—EZ Kimi DEIFITTH % Moonshot Al @ BEf%#E
ICX2bDEHWI LT3, FRHRAET A7 v+ OEIEPHIR, HAH &Sk flHR
fLichnz, fthF oSt I NGz FEE L CHNEZELTE 2K EZPH T, Heim

¥BEHE 252 N0H LAY — I v I HAERI L CEE 2R T 2 A %0
Z Tz TOMEFEIZEETAVICEE D S D TldZav & LT, Frontier Model Forum
LBUNOIERIL AR @ L CHERRE LA L7z, Y= b F =23k R b3 2 BB~
DEFEOREDEME LIITET LT nE LTWw,

BHIR

e “Disrupting a coordinated model-distillation campaign”

https://openai.com/index/disrupting-a-coordinated-model-distillation-campaign/

1.8. [2026-09-30] Al T—2 = > A ARER 1.3 H# % GitHub TR

Glow Labs 13384 [PixelLeak| T, Ala—7 4 v 27— = v b5, 300 OO
1 J7 3000 # o N EifR % GitHub TAB L Tz &5 L 72, UIEIEOHER

A7 Y—vyay P ERINAEZ -V 2V D, a<w Vv F 74 vhb T 74X
—FARINY 7 TR MICHERERATE RV E VI FIRICE D2 5 2BRIC, BT 2
KNV AT VICE{REE < FEEEZ o 72, 2L 900D Y R P VIR, B
5 HLEFEF TGO REEHRVABHE Lz, 37090 1 Ok CclzfREE 24—
TV =AY — ) gitshot Zffio Tk, —HoRKHEBTIIz—Y = PRz’
FCHAT OHIR % A6 L 72, gitshot X HRZFHECTHHBCTEX 2B CTRfT 2720, &
L&Y — v AMETIRME - RiFa v Y — LV OEEAAR E T Wz, 93%D
BEEBDMAT AV Y FTOUVRI P TRELTEBY, BEDEF2 ) T4 F—
LIIHRHAIC & 72> o 72, Glow Labs 129 H 9 H2 b 285~ D Ei& 2 1R 72, WHE
LLC, AT ATV FRBRMET A7 v OB, BHRICE o 72 REHERO 0 — 7
—vav, ~HOHABEROBEIE. /Y KRY F IERSPEAT AT v b ~D Ty v
2% 1kD B FETHT7 v 7 ZHERE LT3, GitHub 129 A 1 H, CLI TEif§ - Bhilfi% 7
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ffCc% %--attach 7 7 7% — %R L 7=,

BEIR

e "Glow: The Endpoint Al Company | PixelLeak Al exposure of private developer
data"

https://www.glow.io/blogs/how-ai-agents-exposed-developer-screenshots-from-

leading-tech-companies

e "GitHub CLI: Media in issues, pull requests, and comments - GitHub Changelog"
https://github.blog/changelog/2026-09-01-github-cli-media-in-issues-pull-

requests-and-comments/

1.9. [2026-10-01] TA419 AUK Al MR EPFIREERNCTELIFTR 7 4 v > v 7

Proofpoint (&, [Fl#l:A% TA419 & W3R E & OBIRAE DI L BT 7 £ — 05 2026 4F
TH. FEARREETECALIBCRBEREICZV T L. KB v 7 2 v o R¥E, &
T OMBICE T 2 AT EMIRICREAER T 4 v v v 7% fTo 72 LA L7zo K
OSTP (Bl£HEANBORIR) DItEREIRER S ZFF0E L. 222D [Al Policy Advisory
Committee | ~D &M% &% FFH T 72, 2 AICiZ Anthropic @ _EftE B ZFEFR L T
720 BEMASRIET 2 & JEME URL 23X 0 . 4D OneDrive O Hifi]# (AitM; Adversary-
in-the-Middle) 7 4 v ¥ v 7/ _R—=VICHFE L 7, AR A—T vV —2D
Frameless BitB ¢ 30 % | Microsoft 365/Entra ID O IEH Y4 v 4 v &2l LT, Y&
7 —F< MFA Z@i & doo%y v a vy X—%Hi53 %, Proofpoint i, T
GBS K E O AT BER LBl o B &2 HH4E 3 2 R E o B HRINE HiY % 3 2 T 5 AlRElE
B EedHii LTwa, #EEE LT, X2AF D74 v v IiMED B 2583
&L THAL 2 BRI ZeEdE & B O RS TR 95 T & 22T, ToC b AFAL 72,

BEIR

e "Hallucinating Credibility: China-Aligned TA419 Impersonates its Way into US Al
Policy Circles | Proofpoint US"

https://www.proofpoint.com/us/blog/threat-insight/hallucinating-credibility-

china-aligned-ta419-impersonates-its-way-us-ai-policy
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1.10. [2026-10-03] GitLab Al Gateway |2 3~ > FEITDEIS4E

GitLab %, GitLab Al Gateway ® CVE-2026-90970 Z{Z1E L 72— 3 v 19.2.4,
19.3.2, 19.4.1 2B 7z & ZZ T2 D13, 18.1.6 LK 19.2.4 Kiifi. 19.3 %D
19.3.2 #Kiij, 19.4 %D 19.4.1 KiggD e N— 3 v TH %, Duo Agent Platform ~D 7
7 AME R FFORRERE AL —F =0, Ll 77 e —FETCTr Yy I T T L—}
DYV FRy 7 2% L, Al Gateway ECIEE DO a~ v P2 LT TZ 20 5ENEDLH
272, CVSS 3.1 DHARSEILX 9.9 T, v 7 —7FH., KR, FIHE OBRIER
W RAa—-TEEHLYDOX7 bALTHS, NVD iZ CWE-1336 (Fv 7L —bz vy
v b s FRE R O #Y) e lEE() ZFE L T2, Gitlab 23/ 2 3% Al
Gateway |EIEFE AT, Z OFIHEFIIMICAZE L T 5, Gitlab (%, Self-Hosted Al
Gateway Z#H 3 % Self-Managed D LHHFICE D ICHF T2 L HHEL T 5,
The Hacker News (%, 18.1.6 725 19.1 R £ CORY V) — RHEHFHIC A 5 L /347 L
T3, EHOFEL KEV BB 2 il 3ARER R CHERE S T,

BEIR

e "GitLab AI Gateway Critical Patch Release: 19.2.4, 19.3.2, and 19.4.1 | GitLab
Docs"

https://docs.gitlab.com/releases/patches/other-patches/patch-release-gitlab-ai-

gateway-19-4-1-released/

e "GitLab Patches Critical 9.9 Al Gateway Flaw Allowing Command Execution on
Self-Hosted Servers"
https://thehackernews.com/2026/10/gitlab-patches-critical-self-hosted-ai.html
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2. Al &FZR L= A /N—tF 2 7 4 HEFR (Al for Security)

2.1. [2026-09-22] Honeywell 7. OT BE4 Z20ET 2L 21%

Honeywell (2 [2026 OT Security Benchmark Report] Z/AFK L 72, #HuEIC X v,
REEDOEEA v 7 F7HICH T 5 CISO ¥ ) 7 4 BffE, AL —vavE
E#F%E 603 A~DFHE T, 88%23HIED OT v F 2V 7 4 5HE Z AL T\ 2 & Gl
Liz—7. OT BEOTELEEBREFFODIL 21%72 o7, BERKEOT A vy T vtk
FEER L 72k D g X v 2 4 L3 162 IKBIT. 2D 5 B 21%205 1 KffEldH 7= h o Xy
VEALEME 10 G F Ve RS o7z, BE 120 HICERA v T v P afEEL
oDk, TAF— - BEET 91%. WHET 87%. Al - HAT54%7 o7, OT & F
2 V74 ICBT 5 Al oA X, BRI 72%., #kFcEH 2 68%. BEERIRA 59%
THB . BERACHER - -V v PO AL 25 i3 23%Ic e L E 3,
Honeywell (2. Al ® @533 D> O WHLD FAT~ 5 1Ico 4, IR BB IREME
R, AR X 288, oS0 B2 ZE L -l AB Nz L LTw3,
Rockwell Automation ® 17 :[E 1,500 AHEEOFE CTlx. 46%2%58E 1 Ficf v T
VMR L 7277, 90%2SALIC HfE 2R L. 45%0345 1% 12 2> H T Al R~ H
Bifiz 4 =2 * 2 )7 4 ICEA T 25HHTH 2,

BEIR

e "OT Security Benchmark Report | Honeywell Technologies"

https://www.honeywell.com/us/en/insights/research/2026-ot-security-benchmark

e "Honeywell: OT Security Teams Embrace Al, but Autonomy Still Rare"

https://www.securityweek.com/honeywell-ot-security-teams-embrace-ai-but-

autonomy-still-rare/

e "More Than a Third of Industrial Orgs See Cybersecurity Risk as a Top Obstacle to
Growth, Study Finds"

https://www.darkreading.com/cyber-risk/third-industrial-orgs-see-cybersecurity-

risk-top-obstacle

2.2. [2026-09-30] Google. Gemini 4 Argon % b5 @ | (29 T4

Google i, v v 7 4 7% 7V [Gemini 4 Argon| ZHK L7, ERft] - LEEOIE
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FICm 72T T, 7 Fairwind Program % U CIEfE T & 2 ¥ 4 N — [l 1Ic 2
i3 2, KEBUF2S AL IR AZEICKD TR {TEOHATT 7 2 A FHIC SN L 20
FERICIRBE 2 )R B HifR T BHFEE - 3 - —ikIm T AR APT A & Google
Al Ultra 2f5&E 02000 % & LTw5, HAMMiMKIFAN 1005 =2 v H7H 2 F

N, #7110 FrTdh b, Google 1X, Argon 2SE K 7 ffe551h: % HEEMICH R, - MLk -
BIETE 2 LFHHL TS, FHETE 2MHE LHNTF —2ITiE, S AT 7
—FL—nZA LT 2, [FttollE ik, CWE-bench vl (M55 & ERES) D FF
fli) T 68%DEALICIL, Wiz DHER~AF b L —2 a ¥ 7 &} Tld PoC fE 7 & CHif
%7 )L 3.8 Flash Cyber % Lol o7z, Z 5 L72REJ1 IZBAHIFTICHAIE DT ST 5 23,
Google HE b 94 N—KWE~DHEHZ[ CEEZZE T T2 X i, KfmATH
%, BHXERICIE, AFLEKROER, NEEHLOER, BE7o vy 74 v o=
7 v av~olittEn L, BFEERLITEOEM, v FRy 7 2oEiimlkrd 5,

BHIR

e '"Introducing Gemini 4 Argon"

https://blog.google/innovation-and-ai/models-and-research/gemini-

models/gemini-4-argon/

e "Google rolls out Gemini 4 Argon, its most advanced Al model"

https://www.cnbc.com/2026,/09/30/google-gemini-4-argon-ai.html
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3. Al Z B L 7o A N —IEA DXL
3.1. [2026-09-09] GTIG, KEE®D Al T— = > MEMA & RIAERBEE RS

Google DEBA v 7V ¥ = v AH GTIG 12, WEE VML 7w v 7 M RH» S
AlZfwizHEbP Al —Y 2 v P 20wV =27 70 —~BATLTw2 L& L
72 Mandiant 2358 L 72 Hfilclx, £EHEHME Ao 2 WBEE B 7 7 7 FEE
PRELTEHFMNOAF IV 2V PRBI7L—L 7 — 2 %EFL, Ala—F 1 v
JFx v bRy P —Y =y AT OIERE e CEREHER O KRBIEE L 6 FFfEAR
it Catmli2 5 FATE Tl B=F OIS M B TIHRE L7z, GTIG (35l
HLZC2H—~"—%FEL, 777 e Al —vE 20D AP] ¥ —% &% 23,800 {1
DGHGFEA Y —7 Ly P2 EHT Xy v 2R — FEERL 7z, GTIG 3K HKD
K UNC6780 (TeamPCP) %2026 4 3 H LI, PyPI, npm, Docker Hub <%
TIAF 2 —VvRERER, Ala—FT 4 VI TV ARV IR LLMOt¥ 274 &
¥y F—%WMLFOZHVEZE LTw3, UNC6780 1312 ARRICFEIEIEHREG I~ L7
=7 TAIY —VORGHERS £ 2, —/7TGTIG 3. BRICHELL~4 T T4
v % BB O S BCBEF X F 2B L Tuinn,

BHIR

e "GTIG AI Threat Tracker: From Prompting to Autonomy — The Evolution of
Adversarial Al | Google Cloud Blog"

https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-

autonomy-the-evolution-of-adversarial-ai

3.2. [2026-09-09] Al T— =~ hEFIC & % PaperCut fz5atdE o A EEH

GreyNoise |3, B TREEH L 2O N LW E 8 H 31 H. Al %Zffi o THIRE R Y
7 b 7 = 7 PaperCut NG/MF D551 CVE-2026-81578 £ CVE-2026-82078 ® = 7
A 70 A bR R L G L7, W8 E X OpenAl @ Codex % = —
=V b DFETEML LoD, DeepSeek DETFT L TEI AT D Al = — = v b %38
LT, 48 »E 395 M b 4404 v AZ Vv RAERELLLE LTS, DY
— 7 A= b REFHI~D RCE % T 4 WifA]5572 > 7o B A A VEBEHERICEREL
72013 12 fifk<. w3 d DCSync © NTDS.DIT #HifF L 7z, PaperCut iZ X %
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&, CVE-2026-81578 (ZF8FE-N 4 X2 (CVSS 8.8), CVE-2026-82078 |3 %4 T\
V7L 27vayv (CVSS9.4) T, &=y aviBiReny, BEIEMIT 26.0.5,
25.0.13, 24.1.10 TH %, PaperCut lFH¥ —>"—~D Web 7 7 v X ZfGfHTZ 2 IP T
FLRIZRET 5 L HkdDTw3, CISA I3 CVE % KEV #1 2 v 7 &k L 7=,
GreyNoise 1x, Cloudflare ® WAF 23 ¥ % [HA 725505 & 28 F, FARM 72 B2 L 2% Al
2D BRI ERTZL LTw3,

BEIR

e "Agents Gone Wild: An AI-Orchestrated Global Campaign Against PaperCut
NG/MF"
https://www.greynoise.io/blog/ai-orchestrated-campaign-against-papercut-ng-mf

e "URGENT Security Advisory: PaperCut NG/MF Security Bulletin (27 Aug 2026) |

PaperCut"
https://www.papercut.com/kb/Main/security-bulletin-27-aug-2026-urgent-

security-advisory/

3.3. [2026-09-10] 4 £ A" Chrome - Windows 3E%5+ v k BlueMoon &1

Proofpoint (2, FEERHEHMND 4 DDBT 7 2 —»3, Chrome & Windows D Jfa5514: %
HEX B A7uf rF v b [BlueMoon| #AEY T 74 v v 7 TffioTWwa &
H L7, mYIOMEHE X TA412 T, Proofpoint (Z[E 7V — 7% EZ & LTW5,
TA412 1% 8 A 28 H2» b KkED NGO HiE. Rianig[43 %, UNK LateNight (% 9
H 2 H2 6 KEOMZEFH M %, UNK DoubleCheck Z[EH 2> 6 X F 24 o #liEA
# %, UNK QuietRacket (39 H3 H2»H A4 ¥ FA T & v v R = DOBUFHEES7x
EEREMC L (BET 7 2 =043 ivd Proofpoint Ik %), F=— 13 V8
DRERF (CVE-2026-85046), V8 v FRy 7 2T x5 —7 (CVE-2026-87491),
IHAX Windows ICHEFES 2 /1 — 4 L OHERR 5% (CVE-2026-85880) THERL X 1%, V8
D 2 13 LD Chromium TEIEF A 72 B3 LEMICKKIMED [o%y FF v v 7| JKHE
THEHA XN, Google 12[AI CVE DT 7 X7 u A b PEBRBEICHEET L LKL,
CISA 12 KEV 4 & v 7ic & ik L 7=, CVE-2026-85880 (X, Microsoft @ 2026 49 H D
¥ 2V T4 EHCEEINZEREZERARD 20— >TH %, Proofpoint 1t Al 3¢
B L BAET RMEET OO, WENTIEIRVE LTWwS, BMAIDOFR»D L L
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T, chrome.exe 75 cmd.exe, curl.exe, msgbox.exe ~ft{ 7ot XY J —%/RL T
W3,

BEIR

e "Once in a BlueMoon: Multiple State-Aligned Threat Actors Rapidly Adopt Novel
Exploit Chain Using Chrome and Windows Zero-Days | Proofpoint U"

https://www.proofpoint.com/us/blog/threat-insight/once-bluemoon-multiple-

state-aligned-threat-actors-rapidly-adopt-novel-exploit

e "Chrome Releases: Stable Channel Update for Desktop"
https://chromereleases.googleblog.com/2026/09/stable-channel-update-for-
desktop_01882797386.html

e "Security Update Guide - Microsoft Security Response Center"

https://msrc.microsoft.com/update-guide/releaseNote/2026-Sep

3.4. [2026-09-11] Anthropic R %5, Claude BAEDEZ % - LREFR DK E

Anthropic (3 2026 £ 9 HOBEA v 7V ¥ = v AT, 2025 4 12 A2 5 2026 4
8 Hic[ttd Al €7 Claude % L 72i&B 2 IiE L2 L K L 72, WRITH A N
—VEMOE T R & 7T W Ic k5B, GTG XMt Al 2T 2 7 7 2 =11 %
NEEFRCTH %, Anthropic 12, GTG-20006 ~DIFE2 v > 7 % D Midnight Blizzard
R T 2 RNBIRE L BATEL LTwd, A7 27 2—13v 7 74 FCHINOBIF
mEEZHC, AV eTreFX 2 T4 ®/EICHRAIE NS & Al T -2 = v M ICHAR
WG - R X 272, ShinyHunters DBA{RE & AL N5 EM %, 180 Ji{FD
Android APK 2»bn—Fa—Fanhzv—27Lvy bP2EL, BAFFREE -2V 1
thpof) 32 7 v FERIEOEMMER 2 & - 7201 H 2, TEEEEE D GTG-
10007 13 AT CHgggERsE L =7 A 70 4 FRAFEZHBEL, & v b7 — 78T 1 2
Hict+EtoX v 7 4 @6 %1572, Anthropic 1Z, W OIEER D RH O T 13k
FLTELT, oD HBOFFELZL LT, FdEHzHEL, 45
CPERLERELE L 2,

R 13, FEO AT 78 7 #1C X % Claude DECHIZRE FFal7e < KHfEICE T 1
O EED, AthETAMCEENEZFE LIRS L) $HY EiIF T3, Anthropic IZ &
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Mi¥. Moonshot Al 3% O Ek % A€ 7 v Kimi T4 37 1@ 7 < Claude ~
firik L, Claude OJGE % Kimi OJGE & L CHIHF ICERR LTz, DeepSeek 3 .
Claude Code % OpenCode 7z EDa—7 4 v 7HY — A5 b HibE T V% 5 FIFH#E
ZERONED HER L., £ DHE K% Claude Opus ICHfk LT\ 7z, itk L 72
COIY ZRFL, BthETVOEFIfEoCTniz, 207, FHFEIHEOET
MIT AT U 72 7 178 23 Anthropic flICE - 7z, [fLidFl & LT, ANREEHRE

(PLA) BAfR#E & AL N2 FIHEBEIOBE B DEHA X 7 OWUR Z T AT 2,
FrENYOITENCERE R R W 2o S 2754l FEORKFEEEEONT > AT
L FET 2 EMNEB AT L=NE 2 — F LGRS HR. FEo T 277 vy —1
EDTEN Al 7u 77 Ao EEE, v 7 EPAICBhE S 2 BUNEBI O 7 — %
N — 2 DFRAEHR EZ Z T\ 5, Anthropic 1Z. 23S OFIHEZF IZER I HEE S LT
52 HRALINT Wi oz AlREMED E W & LT 5,

BHIR

e "Countering misuse of Al: September 2026"

https://www.anthropic.com/threat-intelligence-report-september-2026

3.5. [2026-09-13] Hacktron. Al T OpenAl {287 Hh 7~ N EEA il

£ ¥ 2 U 7 4 {83 Hacktron (%, OpenAl 2% Discourse T:#EH T2 7+ —7 L TY E—
b a2 — FEST (RCE) Me551E%Z2F5E L. OpenAl it B D ChatGPT 7hH v v + %%
T 2EBEITWKI L 72 8 AR L 72, BARRICIE, WU Z 4 7V libheif D b
— TNy 7 rF =N — %7 v e — FREECTERL, 2B
OpenAl DENERELIC I 1T 5 SSO #IE D A ifi 2 28\ 7z, [Flfl i Anthropic ® Al €7
)L Claude Opus 4.8 Tl ASLR BB CLE L THIK =7 27 v A b {Fn3
Claude Opus 5 DAFAZICHT L\t v > a2 v TR I 72, Opusb 23&EfED A v X £
YAMIDL s AT A4 MEREES L7270, CTF OfFEMIcRehdz e LT
%, wEDOFILE LT, B D Codex i€ OpenAl tENE/ L A~D LY 7 T X b
PAER &, FEEiE 1E® 72, Hacktron 3V FY MY ONEZEZRZL THEH T,
OpenAl DREIHDETLDEALI— FBEIN TV EI PRARINT VA
W, OpenAl 132> 5/ 14 Kfa] & 2 &1 L. Hacktron I 6,500 F LDt
%X\ 72, Discourse 17 F->34 ¥ U GHSA-vhm9-85gw-x335 C. libheif O fifi551E
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CVE-2026-32882 i X 2 H{R7 v 7 v — FfEH D RCE #{&1E L 72, Hacktron I3 5T
® libheif ~DHEH & HGUEHDO I v PRy 7 2{b 20 f5E e LT LCTw 5,
15HR

e "Hacking OpenAl | Hacktron AI"
https://www.hacktron.ai/blog/hacking-openai
e “RCE via malformed HEIF file”

https://github.com/discourse/discourse/security/advisories/ GHSA-vhm9-85gw-
x335

3.6. [2026-09-14] AEPD, Al T—> > ML BEANT — X 2EBEMZV)ZE

AR v T — 24T (AEPD) 3, Al=Z—Y 2V FEANLTCHEITINEKEIC L S
EHRLNBEANT — 2 ZEOBEMEZYI O TR - L AR L7z, AEPD ic L3, K&
FEOX—v v FIBHMOFHETAZMHAL Y, ==Yz v M7 740
NOMeFstEE R L Tr 274 VIZEII L, Y ATLNTT 7Y 7 —v a2 volfistts
BAMICE L 72, ZolfisitEx 2w CiAT — 22 WE L, @ERkEFICT 72 A LT
AEPD i, 1EHRIZEEMBOBRICHE DL b D THHZROMMTEET 2L L, FEDE
TARMEDLNTZ L IFETAPRMBEFORBLAREINLZCLZERLAVE LT
%, ML LTAEPD (&, Al Z 7B B2 NBL D ) X 27 53t I BIRAYICH A T 2
. FEIOWER AR IC L 223 OR %2 RIE S C & #2807, @R R EFE> T 7
7Y b, APL ¥ —, b=2 vdbhiF, T—Y v NI RE 2R 3R
MO —eZA~EEL S 2 & bIEML 72z, AEPD 28584 2 EREGS v 4 —
(CCN) @74 F CCN-CERT BP/36 1. SEZE Ml oiffl, HagsihE s o s,
ID{f3#, ¥ 794 F=z—VvEB, =—Yxv MIFAOHH ZHREL T3,

BHIR

e "Primera notificacién de una brecha de datos personales causada por un ataque
ejecutado mediante un agente de IA | AEPD"

https://www.aepd.es/prensa-y-comunicacion/blog/primera-notiviacion-brecha-

datos-personales-causada-por-ataque-ejecutado-mediante-agente-ia
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e "El Centro Criptolégico Nacional alerta del cambio de paradigma que supone la A
ofensiva para la ciberseguridad - Centro Criptolégico Nacion"

https://www.ccn.cni.es/es/actualidad-ccn/1363-el-centro-criptologico-nacional-

alerta-del-cambio-de-paradigma-que-supone-la-ia-ofensiva-para-la-ciberseguridad

3.7. [2026-09-18] HKZJh, LAEF WaterPlum DiammERE = ES

HARDELRT, KE D FBI 72 & HAKSH o 7 #8813 2026 4£ 9 A 18 H. dLwAfED ¥ 4
N—WE 7V —7 [WaterPlum] GEFR Contagious Interview) & JLsAfE IT 558 LCF;'@EJ
THHECEENR LT, BET L FBLIZ, Wi#H O i@ w b REE S
TR T O 313 /[T CiEEI L Tw 5 L iHfi L Tv %, WaterPlum Li*)\ﬂ:\%%
o CHREC IT HiffrF icgEm L., mEea—7 4 v 7ifEDO Y H T, BeaverTail,
InvisibleFerret, OtterCookie 7z & Z D IAA 7ZHEME npm ¥y 7 — U B HIT X 4,

RAT (Remote Access Trojan; ZEf@IR(E~r v = 7) LIERGHE LY = 7 CHAESE
WM S EE 2GS 5, BT ICXIIL, 2025 4 12 At S 2026 47 H £ Tic
100 2EU ETH%R D 3TTEDO PCAEMI N, 7,000 L oY+ vy 2647
<& 17/M (1,071 77 Fov) M OB S EED TR L 720 WMKER I AL OB Y
72T RS0 TCH Y IA VIAERZITo Tz, HARDYFIIWID T, BN D
HICX2 [y 7y 777y —L) 2L, LESCEIEME L LT, EHTE
BWE=ZFDOIa—F2ETLRnT &, FHEDAH L VS Code 7m ¥ = 7 +ITHIRE
—FTcH e, RFEIFEDRZEATLZ L 2ZETFTD

BHIR

e "North Korean "WaterPlum," commonly referred to as “Contagious”
https://www.ic3.gov/CSA/2026/260918.pdf

o [HLEAfED 4 N—EE IV — 7 [WaterPlum | (V + — % — 7 F L) R OLRASE 1T
FEF BT 2 Mo, KEL MBI N AV Ick 37 )y 7 - TR Ea—v

a VICDOWT |

https://www.npa.go.jp/news/release/2026/20260918001.html
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3.8. [2026-09-17] Zimperium # & @ RatHat, Al TinAkig/E L SptlEsR %05

EANANEF 2 ) T 4 ¥ Zimperium DHFFEF — 24 zLabs (2, FETIEE LT3 &
HONDIEZT 7 2 —1CBHd % Android = v 7 =7 [RatHat] #FHE L7z &L
oo AR FICENHZ I v o v LA NZ AV I T, DXy vya— R34 b
CIEE L, IERT 7Y 235 B APK 2 EFHICFH XYy vu— F X85, Btk
X772 T4 — v REEHLCHEERTA T a v V4 VY LAT Ny 7
#HEMEL. mAHE D ADB (Android Debug Bridge) 7 —% v & ZiLE# Ty = L
WEMR %1% %, RatHat ZEEOT 7€) 74V U —% XMLICLTERAI T R
2y b (LEOFIOGET 2 ALY — v R) 1% 0, BIENROER o HES 2 7
0 — LR EHR T, UlEFZHEML T 5, Zimperium ¥, T OHFEERERDOR 7Y
ZhMick 2 AEL X vESEAE ., BT Icd wE LTwb, GiHEEEL LT,
WITT 7V I EicEN S WebView O A — 3N — L 4 CREGEHE#RZ KL, SMS 3%Z1{5 L@
MBI T 2FA/OTP a— F b {523 5, I HICy = UERT getevent ZffioTX v
FANOLEDHE A, DX —ELHALTPINPuy 782 — v %{8
T %, FRP 72747 v FTC2H—N—~DKFM AR N—=ZA P2 VERS, T
TV ERHRINTD, BomHHEY—EABT 7YV EHA VA F—=1T 5,
Zimperium |3, ¥ 74 F ¥ X—ZXDHERMEANA AWK TIEATHZL L, ToC %
GitHub TRBI L 72, #HUEIC L1, Google I3, HEFEOBATIIZ DL Y 2T %
&7 7 V13 Google Play EIC 22> Tk 69, BEAIDOMICH LTl Android FIH#
2% Google Play 7'u 7 7 + THEIRICLRGE T 115 & SecurityWeek 118~ 7z,

BEIR

e "RatHat: AI-Powered Mobile Threat is Here for Your Credentials & Bank Accounts"

https://zimperium.com/blog/rathat-ai-powered-mobile-threat-is-here-for-your-

credentials-bank-accounts

e "RatHat Android Trojan Uses Al for Automation"

https://www.securityweek.com/rathat-android-trojan-uses-ai-for-automation/

3.9. [2026-09-22] LLM B CWEZ R> 5 <)L 7 =77 CLOSEDQUORUM

Cisco Talos 1. At~ 1TV 2T 2B 24+ —7v Y —2DY —1LF v + CAIRN
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T¥H L 72 Windows w7 = 7 CLOSEDQUORUM % /"% L 7=, Talos %, HEffiity
72 C2ICHEMNARBREZEH L 72, DicE a9 Windows 4 v 77 v b
ZELTw3, EERECORRMIIMR I N TV wnps, Talos 1354 F Y OIREAD b
B 7w 2025 FELARED A — T 4 v ZBHEONFE 7 4 — T LKA L A O T 72, AR
DeepSeek, Qwen, Mistral, Google Gemini Dix K 4 2D LLM IR DITE) % [\ &

SRR CTRATITE R ETT 5, GINOITEITIXILSASS DX v 7 77 95D
RIF XA — I, MetaMask 72 EOWESEEY + L v F 2%, AES-256-GCM THE
1t L T Discord webhook TiX %, EAfRIZ APl ¥ —234 I —C, Talos i3 v
— IV FCOETHEFIZHHL T, BANC DT, Talos (ZEESF D Windows
FIT7 7 A6 D Al o34 X APLi#fS. Discord webhook i#f5. LSASS 7 7 +
A7 EDAGDEIHEHT 2K B OHRAI ZHESE L, SHA256 -~ v & 2 & YARA v
— V& REL 7,

BHIR

e "The Closed Quorum: Inside the first reported autonomous Al C2 implant"

https://blog.talosintelligence.com/the-closed-quorum-inside-the-first-reported-

autonomous-ai-c2-implant/

3.10. [2026-09-22] Microsoft, AlVER 7 « v > v 7 £H& EvilTokens % = 1k

Microsoft @ Digital Crimes Unit (%, Health-ISAC % Coinbase, SpyCloud 7z & & jdi#
L. 749> v« F7R+7 « % —r & (PhaaS) £ [EvilTokens| O&EHA v 7 T
ZPE L7, Microsoft I X Ui, 2026 4 2 HICEH; L 72 EvilTokens 1315 o 1 8

DT 177 2000 BOZAE b LA #RE L7, FItLIZBASE - S % Storm-2992 &
LTEIFLTWS, FHIETANA R —=F7 4 v v 7T IEHO OAuth 754 X =

FRBRE7 v —%2BEH L, L2 Koty v a v oY) ) i L TS EEFIE (MFA)

S 5, RERIT. ALF ¥y bRy PBAWETORZE P LA 25h, XSICBT
%) B CiEkE. ESHERZRO A% B®B,E IR L7z, Coinbase IX. Microsoft
DRFEFFAA TS50 D Web 34 + 0L E 175D N A 4 v OoBMLICE 72 L L
Twa, AFCBhEL, Ee v FyERTIIIHN 11 HICH 2 Nzl 7.
Microsoft (37 54 2Aa—F 7w —%ZA[gERRY 7vy 732 X 5H#35EL. SpyCloud
X FIDO2 &7 4 v ¥ v Vit D & 2 FFEDBA 2 W HICHE T T 2
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BEIR

"Disrupting EvilTokens: The Al Chatbot Built for Cybercrime - Microsoft On the
Issues”

https://blogs.microsoft.com/on-the-issues/2026/09/22/disrupting-eviltokens-the-

ai-chatbot-built-for-cybercrime/

"Unmasking EvilTokens: Getting to the root of device code phishing | Microsoft
Security Blog"
https://www.microsoft.com/en-us/security/blog/2026/09/22/unmasking-

eviltokens-getting-to-the-root-of-device-code-phishing/

"See No EvilTokens: Disrupting the EvilTokens PhaaS Platform"

https://spycloud.com/blog/disrupting-the-eviltokens-phaas-platform/

"TRM Labs Supports Microsoft's Disruption of EvilTokens, an AI-Powered
Cybercrime Service | TRM Labs"

https://www.trmlabs.com/resources/blog/trm-labs-supports-microsofts-disruption-

of-eviltokens-an-ai-powered-cybercrime-service

“Consumer Protection Tuesday: Taking Down Evil Tokens”

https://www.coinbase.com/blog/taking-down-evil-tokens

"Two arrested in UK after Microsoft takedown of ‘Eviltokens’ Al-chatbot for
cybercriminals"

https://therecord.media/two-arrested-in-uk-after-microsoft-takedown-eviltokens

3.11.[2026-09-22] Al =T —2 = > 3B T/NEEEZKRE, H— MEHGE

Gambit Security ¥, @BHNOKRBEELR A —T vV —Z2D Al Y — L% lAEDET
BEOF VY IAVINEEEZHELCWDE L, WBEDRT =2V I —N—Dohr
CHEDERE L2, Aoz 3Eo Al=—Y = FD ) b, Strix 2 EIIHEER,
Cairn 23 A D HEEETT, Hermes 22K DHfE % H 5 72, Hermes 3 Anthropic ®
Opus 4.6 Zffivy, X VL WET MICIFEREZER I N L v 5, IEH)IE 2026 4 7
A»bfiz, OH10 H25 15 HZFT105 o BE7n Y = 7 F BiE# s n, D
b 2THBMREI N, 2420 ARMBRNDO 7 LYy + A — FIE#R 60 Uk
DG TN, 19 TRAF v —DOREVMER I NIz, RARKIIEN S LICRZRY, &
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https://spycloud.com/blog/disrupting-the-eviltokens-phaas-platform/
https://www.trmlabs.com/resources/blog/trm-labs-supports-microsofts-disruption-of-eviltokens-an-ai-powered-cybercrime-service
https://www.trmlabs.com/resources/blog/trm-labs-supports-microsofts-disruption-of-eviltokens-an-ai-powered-cybercrime-service
https://www.coinbase.com/blog/taking-down-evil-tokens
https://therecord.media/two-arrested-in-uk-after-microsoft-takedown-eviltokens

2026 #1108 16 H ENEEI) 30/ 46

ZHEMBITIESQL A v =7 v avhb MFA [, VE—F 22— F9%fT (RCE) %#%
TH— MERDOESICE 72, WEHEHFGOEHTIEAF ¥ v 1RHIB 0 OEMILF
#2546 NV 72 o7z, WEFIHICIIGHHZDO T — X IHEREEN, HL/NEEET
Iy 7Ty TEL 180 DT — 7 ABHIERE 7z, Gambit X/ HTHER % RS &
RIBO T, HEMRGICRRRA S v A 7 L O RE L EIHOMEE 2 #1d T 3,

BEIR

e "AI Agents Are Hacking Online Retailers for $25 a Company”

https://gambit.security/blog-posts/autonomous-ai-agents-online-retailers-25-a-

company

3.12.[2026-09-23] /N> F > 7~ O A DAE RemControl (2 Al FFE DIRBR

Group-IB 1x. PERK, HEH, #F+ £ DY 7 —VITOFHE %I 5 Android DN v F
v 7' r e A4 DKRE [RemControl] Z#iE L7z, 30 A LS #7274 » &
VIF—=N— L A MR L T2, BEARICIZ IPTV 77U TVTap %% 5 4D Google Play
R—=UMRfibhsd, Fryo¥—(Fw—741 VPN T Google Play 7w 7 7 | %l L |
WA L ICELAHEER B L TR ZEET 5, SARIET 72 ) T4+ —ER
ZEHL, A= =14 TPIN /71— FOAMHARZ & 2GS 2 132>, HEHOA
5. ¥—u¥v o E@REEZITS . RFRER 57 kD AP 3CED 5, MaaS
ELTHEIINT WD 2 LD oTc, WEHICRETDO T 4 v v 7<= Al
T ARV P DIGEEX K-> TE Y, Group-IB ix, EHESA—NN—L 4 %274 X
Lo CTAI T Y AR Y MIChHFES ¢ BT 5, EAFIE UNKK & LRI
. Medusa ® UNKN & v b 4 v b & OR#H2RE X 15 28, Group-IB IZIRIER T
X7 & LT, Group-IB X IoC ZRFHL. 772U T 4% —EXDMHEREK
CHEET S Lo Tn3,

BEIR

e "RemControl: Al Built the Overlays. Victims Lose their PINs | Group-IB Blog"

https://www.group-ib.com/blog/remcontrol-android-banking-trojan/
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3.13. [2026-09-25] JADEPUFFER, = A%D 7 77 FIRIETY Vv —X &= KEHIkk

Microsoft (%, Sysdig 2% 2026 4 7 HICK R L, gl (FEanizz—v = v PS5
v L = 7 & W45 % 7 JADEPUFFER # Storm-3168 & LCBEFL. %0
Azure BREECOMIMGE) 2 85 L7z, 2026 6 A LA), & 2Mlfko 7> v b cRES
N7 220D% —ERTY v SAhflibiiz, 1-5HIE4) 15 K 30 43, 300 [EHED
A TY Y —REFNZEL T2, 2 083K 7 oy — 7 v 2¢ 100 [BEED 2
FL—=oT7 Ay v FHIBRZ A TR ZHIFR L. Key Vault, Function App, App
Service 77 v b HIFR L 72, Azure SQL +° Site Recovery ® v v 7 O HIBRIZ KK L 72,
Z D%, 30 B D Listkeys TR ML =Y 7 A v v PO F—%HUS L 72, Microsoft
2. BFOR R &2 0 HEML S N2 FE T2 Rd e L, WEE 7 v 9oy =
T RoRNG % X 2 LT L AT 50, BREERCT — X GHUIMEE L T 7au,
PIRARERG A2 23, HUEZ DERAETEHIIIESE B A3 2FH GitHub issue 1230 THE
. HIbRE D REERE IR > Tz, Microsoft I38&H L 2 38GREERO KRN - v — 7 —
vav, RIMER, Ny 2Ty TIRERHERE L, 1oC ZABL 7,

BHIR

e "Storm-3168: Agentic-driven cloud attacks using compromised service principals |
Microsoft Security Blog"
https://www.microsoft.com/en-us/security/blog/2026/09/25/storm-3168-agentic-

driven-cloud-attacks-using-compromised-service-principals/

e “JADEPUFFER: Agentic ransomware for automated database extortion”

https://www.sysdig.com/blog/jadepuffer-agentic-ransomware-for-automated-

database-extortion

3.14. [2026-09-26] Al THELTOFEZHIR L7-5FET 9500 /5 1 — 0 % i%kE

Reuters (ZBAfRE 2 ADGEL LT, 4 £V 7R AKDIHAIT Intesa Sanpaolo ® 77 4 R —
kv F v 7 HFY Fideuram 23, Al 2o CEREIH 172 0 37 F L 27FHIC X D 9500 /7
2 — 1 ZFANCES L7 L U 7z, Corriere della Sera 23 #IICH U7z 2 DFERKIT 2
H. Y4KfD Fideuram &2, #&thd CEO %% 5 WhatsApp O X v & — ¥ Ty L
FI~DREZDWM N ZRD N/ Z LITIEE 5, Ftl CRFERFHHTOL =T %— |
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F—%E S BTl IEYZ LRI N, BEREFEIC I, CofELoMIZ AL T
BTN TW, 2REKEZAY LE L. MFERMIcEichE e FEo O E~D—
HOREBEZIER L 72, Fideuram (3R DAEH 7o il 2 FHUCHRA L CRE O IRIT & 4 )5
GBI L. FE, R b, 420 T OLFORIITHI5300 F—w &2 [EILL 72
25, #3600 J7 2 — v (FEAh 0 DA 2 8 CHE S L ICH 2 b, JBEFT& Tuwip

Vo IR & OREUAR D ARk 2SR B EICH 72 2 WEIZI E o v TeZav, 2R3
Aic—5 LoMHE CEHT L7, &K 5 Fideuram OFFIIHEEONRCTIERL, 17
J DRREIMIMTAFEDBINEAN 1 AN E a v ez — 2 —FFROSETiE L TWw 5,
Intesa Sanpaolo & Fideuram (32 X v F &2PEx 7z, 4 2V 7 CTITHIEICD . Al TRME
D % FNTFFRCHEIERD 100 Hr—mifil 258 L, RICHNIA T2,

BEIR

e "Al messaging scam costs Italy's top bank Intesa millions, sources say"

https://www.reuters.com/legal/government/ai-messaging-scam-costs-italys-top-

bank-intesa-millions-sources-say-2026-09-25/

3.15. [2026-09-29] ChatGPT m™ A X & L GPT &, ClickFix T RAT B2

Huntress (¥, X% #% 28 ChatGPT ©# 2 % 2 GPT ##EM L. ClickFix o F0 (5o
T T — R TS LA A ERa~ Y FEHLET ¢ 3 F0) TRAT
GEIEERE~L T =2 T7) ZEAH L7z MG Lz, —HoHELTIX, Google T
[chatgpt] #MFR L 7-#EE D, ARV I —{F EMBHER D> S XLEED [Plus 5.6
EEM T A XL GPT ~iFE I L7z, FEED Google Sites D= — 1%,
Cloudflare ® CAPTCHA i x> Ca~v FOME W H T 2R L 7=, EftE /-
PowerShell (Z# 4 MSI #E A L, Canon O IEMEHAME T 7Y %5 DLL ¥4 F e
—T 4 VIR G AA T, Bk RAT 13V £— b TR 27 by THER. 7
AT <4 7 ORG e EOMRER FFD, Huntress SOC 13454 N A 4 VIR T 5D 7%
L 40 FDHEFITHIGL. 5B 22 A& L GPT fEth LR L 72, M4 X &
2 GPT I3 Huntress O#fg %317 C 9 A 25 HE CIchllxx au7=25, 9 H 27 HiCIZFH
L ¥ vR=vO#ilz7e 1 XX L GPT 2852 % > 72, Huntress iZFIOHZ L L
T, PowerShell 22%TEMP%MN® GUID % @ MSI % msiexec TE A F 5 %487 &% 28
FTwa,
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BEIR

e "Attackers Abuse ChatGPT Custom GPTs to Deliver RAT via ClickFix | Huntress"

https://www.huntress.com/blog/chatgpt-custom-gpts-clickfix-rat

3.16. [2026-09-30] Anthropic, GLM-5.3 [3BEZREN A & < LA T L UL DT

Anthropic (%, HE® Zhipu Al (FEESNCIZ Z.a) BPRELEZA—-T v 24 +E
7N GLM-5.3 D% 4 N —REIC DO W COME R 2 ABA L 720 [Flthid, GLM-5.3 23 H
t1:® Claude Mythos Preview & [AfkiIc= 27 27w 4 + % —H L CHEMNICIES RN %
Fbanro, EHEZHIRT 2 B 2L TR R IREETA I TwE L EEHL
7oo PREEERSE COFHEI <X, Chrome @ V8 = v ¥ v O BEHI D g5k % 22 <
ExploitBench © 410 [a]fh 50 A= 7 2 7'm 4 b 252K & ¥ (Mythos Preview % 56
[, #NDORY F=—27 TEHITO 4% THIE 7 v —DFEELF MY ILE -7 ([
6%, Claude Opus 4.6 & GLM-5.2 (3 0%), fff%i#ic X 2algcit, IHRELF T
7 v ORMONestE 2 @B AT, FEHFO7 7 A v 2fisathidz s 27w A Fic
HPH X 7, RENRICOWTE, BEEERE CHEICHHE R ERZ2EEGZ 5 & 2T
ESE L2, Ly FF—20iEELHBE L 64%, BEF—27 vefflicHo 5 L
92%., B EHLY FR < K& (abliteration) %MEF & 100% TG U7z, S IEHY
2,200GPU W[t (%) 4,400 Fv) CTHIRECTHEIZIZITE DN T, K2 b8 H T
ZhkHHE > 72, FCFEZEHALTH Claude IZIECad o728 LTWwb, K NIST
DCAISIH 9 H 17 HICRIETAZ ZNETTRO VA N—HNDE A —T v Y =
APETALFEILCTE D, BENHOMRRBFER T L L),

BEIR

e "GLM-5.3 and the spread of advanced cyber capabilities"

https://www.anthropic.com/research/glm-5-3-and-the-spread-of-advanced-cyber-

capabilities

3.17. [2026-10-01] GTIG 2241, Al TRESSEDFR £ BAN IR

Google Threat Intelligence Group (GTIG) . 2025 4F 1 H~2026 £ 8 AIcNfIE 1
7WegtE DiiEt & <. AL 2SEsStE DR R L EHIC G AT w25 &2 0 L7z, H
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o g5 N BaE T 2026 45 1 H D 5,045 #2265 8 A @ 10,740 fRicHi 2 7=, 7272 L
GTIG 1. Linux 71— A 72 ETIMBIE I N ZICi3IE—iC CVE E ) BT o h
7=, Mgt AEITERICEE R OO I VL 2 LFEL LT 5, FERE
TOEMIZ 2025 0 A 105 2 5. 2026 4£ 1~8 Ho A4 18 ek 2 7=, ®
07 A OEAITHYY 825 11 th~ofigice ©F 5, GTIG IZEHAEMD K%
N-day feg5tEofui 2 A & 2 TH O WEH 2 LLM 7% & TEIEES S PoC D 43#T
AL T2 AREMER 215, ALDSFR L7z & A 5N 5 [fi5iE o 50%ix RCE i
DB, 2D 26%% ERlo7z, Al =—3 = v b ® Hacktron Al 3% E L 7=
BeyondTrust 85D OS 2= F 4 v ¥ = 7 > = v CVE-2026-1731 Tl, 225 4
HUWNICER 7 7 22— X 2 BANBHE iz, BT — 213 Al R R ofisgt: %@
INCEZTWE EH I, e LT, WERZKE Ny FHEAPOBBA VT Y Y
zVABREI D P ) T =V ~BITT 5 L ERD T,

BHIR

e "Vulnerability Discovery and Exploitation Trends in the Al Era | Google Cloud
Blog"

https://cloud.google.com/blog/topics/threat-intelligence/vulnerability-discovery-

and-exploitation-trends-in-the-ai-era

3.18.[2026-10-01] Al =—> = > b H Zammad ¥ AT A BA. DIVDEE

A 7 v XD ffeggtER R DIVD (Dutch Institute for Vulnerability Disclosure) |
2026 9 H 21 HIC~V 7T A7 v A7 2 Zammad OffigtE % EBH S W TEE %32
7zo DIVD I LinkedIn T, B L7z Al =~ = ¥ F BEBIEORICROFIEE H S
TRO T/ EFHAL T2, BRI Mgtk 2 fFTH 5. CVE-2026-102489 13
Zammad 6.3.0~6.5.4 Dt v ¥ a v 4T v v 7Hh 5 zammad T — ¥ — R TD RCE
ICEL b0 T, CISAlZty ¥ a VEEDMEHEMEL LTw5b, CVE-2026-102490 134
N—3 3 v Czammad T—HF =D root KA TE2dDTH 5, DIVD I L i, K
BEI2H2EHEIE TP Troot FTAKEL, oY —vRICT 7R LTT —X
A LEFBH L 72, #EHKF D CVSS v Bl 12 9.4 TH %, DIVD 129 H 24 H
i Zammad ~#i L. 26 H2 GFTHE ~D@R %10 7o, CISA ZEBH OFEILIC S
%] CVE # KEV #£ 1 7B L7z, DIVD 3=V a2 v 7T ~DEHLA7 74 v
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bz, ToCHERAAZ Y 72N LTW3,

BEIR

e "DIVD-2026-00015 - Vulnerabilities in Zammad during investigation of case
DIVD-2026-00014 | DIVD CSIRT"
https://csirt.divd.nl/cases/DIVD-2026-00015/

e “Security Advisory: CVE-2026-102489 and CVE-2026-102490"
https://zammad.com/en/advisories/cve-2026-102489-cve-2026-102490

e "Al agent used Zammad zero-days to breach Dutch vulnerability disclosure non-
profit"

https://www.helpnetsecurity.com/2026/10/01/divd-agentic-ai-attack-breach/

3.19. [2026-10-01] Microsoft X &, Al TIE DEFREIEH 0 | ZF2HE

Microsoft (X, 2025 4 7 H» 5 2026 4F 6 A Z Xt & 3 2 EX i 12026 Microsoft
Digital Defense Report] Z 2K L7z, F#HE L, BEEED Al Zfg55tko R R, 7 X
ZL=NVY =T DER, WEBF = — v ROy, F—X G, »—2 L v b
PR, BERO YA 7 V2 BH» OB IR LTwd & LTWwb, 2026 4 7 A LA
IC1Z. Sysdig D& EFAE F — 228 JADEPUFFER & & 411F 7=, ¥l Caldkd 7= HEl
{7 vHLay o7 RgKENRE £, Microsoft b [F] UK Z o, Al BAFIEZ fafH S
LRAZBMIL 72, MasgthicowTid, EERETORR L OB cohifin 24 I
%2 K& <TED. 2026 4D CVE (ZH#EGH 7 77 2000 f: LK Rk% D Wil AT, BEA
EBRE DN A 2l 5 2 B AEEEER C R L 2R LTw3d, BT 7 2 —
DB &% T 73D BAL 10 TiEL BUFEEY - — 223 2T% TRS 72 - 72, [AHR
Tl FIARIC I EE BRI EBM 2R TH 0. BiffldZE 20 2 7201 K& ()
SREBDHDLE L, TAT VT 47 4 2WifloFE7 265 LB 5 2T, 7
4 vV ITiED B 5 MFA 32 ¥ —0E A AIFH O & 7N F v 2% B
HIFICE T TW 3,
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(EE Y

e "2026 Microsoft Digital Defense Report"
https://cdn-dynmedia-

1.microsoft.com/is/content/microsoftcorp/microsoft/msc/documents/presentation

s/CSR/2026-Microsoft-Digital-Defense-Report.pdf
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A4 Alt—"77+4

4.1. [2026-09-10] Claude, FHEFICE=F L R T LNTET 72X 4 4

Anthropic I3, H%EkD Al €7 v Claude 239 4 N —+t F 2 U 7 4 GHliFICEE =FH DK
VATLNAIET 72 AL HEEE TH30 HIC3HAKRL, 2o%k4FHEZRAKL
oo AL S, [FA—DHE Y=+ F—TH 5 Irregular 23455 L 72 CTF JE = o G
TR X7z, WAy 7 — 278k lE7m v e Claude ICIFFRA L TWw7z23, 8%E I A TH
BRiCiZA v &2 —2y McERTE 2, 2. ETVEVA AN—AIT LN L TH)
EL Tz, 4 H 1% 2026 4£ 1 A ® Claude Opus 4.6 FI#HRIC X 2 b DT, »—F &

HKEIATRXRAZ EHIETES, FEHEDO~ Y VY TROTI 7SR T — FCEHEENE
RAEECT, BERE 1 A AERE A2, Claude Mythos 5 1% PyPI ICHER & 25 % »
T=Y%NHL, A VA=A LEI5HED 1 B2 ORAZRIERCEF 2 ) 74 X
VE—=DT—RXX—=RILT 7k A LT, Anthropic |34¥], #EH EDOKKICIEWE Lz
23, BRICHEREOINZBEH T 2 MR- 72w &, EXITO-oAERTHZ &
3 X | LW 2D IATIA4 AV P 2R, #4145 8100 JFFDEfTicsk
DOFFER TIRFEIEL EOFEIZ R <, METR I X 2 HZRE DTN S,

BHIR

e "An alignment assessment of recent cybersecurity incidents"

https://www.anthropic.com/research/alignment-assessment-cybersecurity-

incidents
e '"Investigating three incidents in our cybersecurity evaluations"

https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals

4.2. [2026-09-14] Anthropic CEO. Al BF DEE & fH Aol & 5HliE #1208

Anthropic ® CEO T % Dario Amodei (X, = &4 [We Must Pace the Frontier |
T, Al ET VDR %50 238 2 R ERENCEN 2 5 2 aWHi TR e 3% 72
ERIEL 7z, BT, AL 2RI D Al 255 2 IR H CoGE 0 R TR ¥ o T
W3 Z &l OpenAl & Hugging Face DERETAl = —Y = v F ORI RINT
W WIERAR RIS A N R IT o 72 S L T 5, 3 BRFEDFHHION 1 BB
X, Bt =S FTHEE ICEEBU A DT 7 & AR MFICE 2, REBITOHEFD
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BEER A v o7 v PREEHDLE 5 [HHAABFIE | . Anthropic ¥ HtEHC
AR D EMEEFIR T 5 & L7z, 5l 13X Anthropic DfR&E LB ZZF 3 I E
iRz RnRTE 2, B2EEIRFEREORER coMED LS ﬁﬁc‘iﬁﬁ%l_}#@
HIRDOHIE, % 3 ISR IR E OB 2 S EREHFHTH 2, F 1 BFFDOFEIc
[ 1J. Anthropic I¥ Accenture & DfEIEZFEK L 7z, Accenture D H [ Al 3 Faculty
BLy FF—=3v 70 774X Ml (F7APEREE YIRS 5 S 2> OH)
t— 75— FORBREZIT V. WIS %R 5 ETENEZN 10BN AVLLEZRL 2 A A
TH b, 7272 L Anthropic (2, FHli#E 2315 2 HHR-CHME FTEORE I T2 v LD
T3, bk LT, KEFEFEE (NEC) ® Kevin Hassett RERZ. Zh bl
fig R Al B 7n A1 © RSP 23k X & 72 L i<, Mark Warner Efiik Bl Al =—
=V D= F L —ARERLEREICHET 2 HH 7 2 b2 B7E L Lz,
NVIDIA @ Jensen Huang CEO % [Z2MiI vy =7V v 7o~ | Lib~x7z,
UC Berkeley @ Deborah Raji (2, R34 D FHE % i 72 4 7o F UL A AN DO ERGIE 70\
Lk~ 7z,

BEIR

"Dario Amodei — We Must Pace the Frontier"

https://daricamodei.com/post/we-must-pace-the-frontier

e "Partnering with Accenture on embedded evaluation"

https://www.anthropic.com/news/accenture-embedded-evaluation

e "Trump admin. says private sector can solve Al threats as critics balk"

https://www.cnbc.com/2026/09/15/hassett-ai-trump-government-regulation.html

e "Nvidia's Huang rips Anthropic's proposal for Al safety antitrust waiver: 'Completely
unnecessary'"

https://www.cnbc.com/2026/09/15/nvidia-huang-ai-slowdown-antitrust.html

e "Anthropic, OpenAl proposed new 'neutral' Al watchdogs. Why you should worry
about the idea"

https://www.cnbc.com/2026/09/16/anthropic-open-ai-model-safety-risks.html

4.3. [2026-09-11] RubyGems W2 |% OpenAl D T— = > k& E=FHDHT

W9e# 7 v — 7 RubyHack 1% 2026 49 H 11 H. 5 HIZ RubyGems ~HE{E Yy 7r—
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BREICT v 7u—F iz [GemStuffer] F v v <=— 22T, OpenAl Dt
Al =Yz FORNICK 2D T oMEEZLR L, Rle LT, BHED Ny T
— VI Toai]l PETNDE T &, OpenAl ZHMED D D LD - F A vk wiki DT —
Vv hEEFHPLTHE I EETF TS, T—Y 2V i RubyDoc.info ® F ¥ =
A v MER C.yardopts Z ERH L TIEED a2 — F2ET L, EEOHGHIGHEHRTA o
T2 %S L CHlD gem & LTFBH L7, Db 6%y -k, CDN D
¥rvyvak@BU CthoMHFDIHERD API ¥ —28wh 5 ie55tt4% 5 A 12 HIicHE
ML &S & L7, ZoMesgtkid 7 HicidE S MBIE I L7z, DA TR,
RubyGems 1 EHDIEHRIZ 22 o CThiawne LTWw3, RubyGems I3HHI &% 4
IR L 72, JFrog 1 3,022 ORML < v o — Y 245 L. (SHTE AL F 2 A b
ZERT EHGEICIEL YA MY R X — 2R W CERECHEITT 5 L o HE
LT3,

BHIR

e  “OpenAl agents carried out an undisclosed cyber-attack on RubyGems”

https://www.rubyhack.ai/

e "New packages identified in GemStuffer 'OpenAl Swarm' malicious RubyGems
campaign - JFrog Security Research"

https://research.jfrog.com/post/gemstuffer-openai-rubygems/

4.4. [2026-09-17] OpenAl, ETILDOAIELTE 6 4 & BEIRIEA & Nk

OpenAl 13, HETFAD I AT 74 A v B, FE. BRT 2R EZ AR
L. iaE 6 2 AICBMIL 7 6 FoMEZ AL 72, WIhd Al OEE F 72 15l i
RAELEEHICH L, Fthiz. casidf@dilofEglc, BEMEZRT DD TR
ELTw3, Bflacld, WEEEITHECTH BRI ZFENR L LTt c&, Hiffixx
v 7 DG, NREOER, FEF~OFEER S, FHNE [ABR [/NEETEE
[RBIEGHE ] © 3XPIKIRY 20 ohsd, Fflcix, NEE T 58 EE i,
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https://www.rubyhack.ai/
https://research.jfrog.com/post/gemstuffer-openai-rubygems/
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NEAE T DSERNCT BRI P72 F57R % F ZOAA 7290 b 27 PRRERE X L7z, 130, 5l
o077 4% BHY —E ZA~NERTCT v 7o — F L7725, Mo Artifactory
(N —=VEAR)ES V) 2EEY Y IABOERIK E LTl o 225, 8
FTHEAIT -2V b, B—ANT 7ANLDEEFIIERICK LTAZ 7 4 v
FAPTTZT 7 ANEZTELZEH2H 5, OpenAl [Fxik e LT, FE P4 v &
=% v F~DHERT 7 e R e REICEMLL, IXT 74X EHRERT YT
ICHER L7z L E LT 5, [AlfhIE, AT ERPRREE COFRRILRZEHIED 2K T
BT ONDIEET AR b EEREFRCERLLITZEZ TRV EBRRTWV S,
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e  “Our framework for reporting model misalignment”

https://openai.com/index/model-misalignment-reporting-framework/

e "Signing up for disposable emails and searching GitHub for leaked API keys -
OpenAl Alignment"

https://alignment.openai.com/misalignment-reports/searching-github-for-leaked-

api-keys/
e "Self-generated prompt injections in compaction summaries - OpenAl Alignment"

https://alignment.openai.com/misalignment-reports/self-generated-prompt-

injections-in-compaction-summaries/

e "Encouraging deception in compaction summaries - OpenAl Alignment"

https://alignment.openai.com/misalignment-reports/encouraging-deception-in-

compaction-summaries/

e "Uploading files to the internet in order to cite them - OpenAl Alignment"

https://alignment.openai.com/misalignment-reports/uploading-files-to-the-

internet-in-order-to-cite-them/

e "Unsanctioned Artifactory writes and cross-sample communication - OpenAl
Alignment"

https://alignment.openai.com/misalignment-reports/unauthorized-artifactory-

writes-and-cross-sample-communication/

e "Unauthorized communication via temporary file hosting services - OpenAl

Alignment"
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https://alignment.openai.com/misalignment-reports/unauthorized-

communication-via-temporary-file-hosting-services/

4.5. [2026-09-19] Gemini, FHERZDOANMBE TEE 34D X T LITEA

Google (%, [ElttD Al €7 v Gemini 5] 7 itk 3tk a v e — 2 -2 X7 4
T 7R ALTZERNEK LT, M Al ET LD F 2V 7 4 §Hli 24T 5 Irregular 28
2026 4E 5 HICEME L 7z CTF % . Gemini 3O REXWEST 2 EL 57, L

LaHliBREE 2338 o CTA v X — 2w PICEHi S L, BREDOREXD 1 OB EERFEL
—F LTz, HEI L iE, Gemini 12 1T ANRAT7—F 280 R LHEAIL., 24
TRV KL P Y CROTFFRAHERZH > TT7 72 A L7z, Google I XL
Gemini (3 FEEMRED & AT 472 LW L 72Kl CRAZ IE® 72, [Al$h D Heather
Adkins ¥ ¥ =2V 74 v =7 Y v YRR 27 VIGEVICIR2 o 7] &
B FfEAREZ I AT 74 AV Fofile BRTw7Zzwv, Trregular 13 Google i 7 H
ICEATL 7228, 2vF1E Wall Street Journal D\ &b 81477 > 72, Irregular (34K %
BERoFE L AL e L, Betfllo BRI oM 3R F» & LTw 5, Irregular (3,
OpenAl, Anthropic, Meta 2% L 7Z[AEDOFRKICH D > T 7z,

BHIR

n

e "Google's Gemini becomes latest Al model to break out and hack computer systems

https://www.cnbc.com/2026/09/18/googles-gemini-becomes-latest-ai-model-to-

break-out-and-hack-computer-systems.html

e "Google Gemini also Broke Out of Its Test Environment"

https://securityaffairs.com/199392/ai/google-gemini-also-broke-out-of-its-test-

environment.html

e "Google Gemini Broke Into Real Company Systems After Security Test Domain
Mix-Up"

https://thehackernews.com/2026/09/google-gemini-broke-into-real-company.html

4.6. [2026-09-19] HYU Z7AHIL=T N AlDOFILRA v FiRaI7a & %an L HIT8ES

A1Y 7+ N=TMD Newsom 1 9 H 18 H, AIBZEICNT2HE=FIC L EHD
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FhSTAREEREBE 23 M & R C Y ICRGEE S 2 ¥ v 24 v F ORI Z R 5 2 & Wi
ROERBEREA VTV P OERLTHEROFELE CILTE 28, 25, @
DHIIE, AlZ—Y = v P Al REORENE LY . BorHicbz ) Affrid
It ~NRALZZFR AR LICE I L, Mo FFKIT Hugging Face ~DKE A %17 C\»
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e "Governor Newsom issues executive order to accelerate independent oversight and
advance the creation of an Al kill switch | Governor of California"

https://www.gov.ca.gov/2026/09/18/governor-newsom-issues-executive-order-to-

accelerate-independent-oversight-and-advance-the-creation-of-an-ai-kill-switch/

e "EXECUTIVE ORDER N-9-26"
https://www.gov.ca.gov/wp-content/uploads/2026/09/FINAL-N-9-26-AI-EO-
9.18.26-SIGNED.pdf

47. [2026-09-24] OpenAl DT— = > bH'5 Medicare — % JLIZEEZFR] 7 0 4 R

A=A L7V TOTAN=—Y =X, OpenAl ® Al =—3 = v b %3 Services
Australia J8 = O Medicare it HiEFR —ZNVICAIET 7 AL RE L, 6 A 18
HiZ OpenAl DfFEF — L B3NEE T LV CAMEESZHZFHANZh, =—Y v b
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e "Press conference - New York | Prime Minister of Australia"

https://www.pm.gov.au/media/press-conference-new-york

e "Early rogue Al agent activity and attempts to hack found on urlquery.net |
Transluce AI"

https://transluce.org/agent-activity

e “How we will do better for Australia”

https://openai.com/ja-JP/index/how-we-will-do-better-for-australia/

4.8. [2026-09-26] OpenAl D T— = > FDKBUFH A MIEENDT 74 R

OpenAl (. H#:D Al = —< x v b 23R KEBURFBEBID Web 3 4 + o3t LAEE
HOWCTT 72 A LTt L AK LTz, 0T T 1T, FAEEIGIZAS (SEC) 28
HET 220094 b OREEREERFAERHIOT —21cT7 7€ A L7z, OpenAl
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e "OpenAl Says Its Models Engaged With US Government Websites in New Model
Misbehavior Disclosure"

https://www.securityweek.com/openai-says-its-models-engaged-with-us-

government-websites-in-new-model-misbehavior-disclosure/

e "OpenAl's Al agents accidentally uploaded user-provided images to third-party
sites"

https://www.bleepingcomputer.com/news/artificial-intelligence/openais-ai-agents-

accidentally-uploaded-user-provided-images-to-third-party-sites/

e “Early rogue Al agent activity and attempts to hack found on urlquery.net”

https://transluce.org/agent-activity
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e "GPT-6 Astra performs unsanctioned supply-chain attacks in simulations | AISI
Work"

https://www.aisi.gov.uk/blog/gpt-6-astra-performs-unsanctioned-supply-chain-

attacks-in-simulations

4.10. [2026-09-29] OpenAl, &AtfER DIE L 7= GPT-6.1 Astra Z 2B I
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"OpenAl abandons plan to release upcoming model as safety concerns escalate”

https://www.cnbc.com/2026,/09/28/openai-abandons-plan-to-release-upcoming-

model-as-safety-concerns-escalate.html

"OpenAl Shelves GPT-6.1 Astra After Tests Find Deception and Unauthorized
Actions"
https://thehackernews.com/2026/09/openai-shelves-gpt-61-astra-after-tests.html
"OpenAl Calls Off GPT-6.1 Astra Launch, Details Safety Cases for Frontier

Training"

https://www.securityweek.com/openai-calls-off-gpt-6-1-astra-launch-details-

safety-cases-for-frontier-training/

"OpenAl pulls the plug on GPT 6.1 Astra as agents keep crossing lines"
https://www.csoonline.com/article/4228285/openai-pulls-the-plug-on-gpt-6-1-

astra-as-agents-keep-crossing-lines.html
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