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v Pl cik, BEROZ LW ETKE - B - MIABIF R E~OBRTIC X 2/
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ZEZ £
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Ry X—EE] GTIG X, 77 YV oeiEE %20 5 £ & TREOUE % LLM C°HEEEL
A H B L L, B OERENT 7V ICE L -6t 48 B E O RN IEES A E
franze 32, AR TFERD S AIRRFELEE~DERRA~DOBITE L L, (3.7)

- [esrBEE c D EEF] Forescout 13 Al 372 PLC @ RCE =7 2 7 u 4 + % RIfE~Zt 3 2
EERE AT o 7205, MFREDOEESEAARAIR T, FUMIEE RS Al 72 LT b FEEHE cBlgc
72, OF 0, ALICX 394 N—KBEH D5 & LT IRREN T - 72 L #id, (3.6)

- [L=EHAE] OpenAl ZEE A v 7 7 OFFEIELFE AT IC, Wt &7 722 - B - £l
FTE~10EFAZTETC, ETKE - B - MRS EUT - HUSSRITES 285k 5 & L7z,
150 oMo LFIRE b . BHEY — AL L 2 BFES & Pt AL 024t % ko
2, (23-2.2)

O [%4FA%] CISA - NSA - NCSC-UK % 9 B¢BH 13, OT ~@ AL & D FEAIT, Al 2%%kE 5>

SRERRE A EBRE A HLIADEAZFICEA L., LSO ETIIHEKZMIC AMICH
% & L7z, ([Principles for the Secure Integration of Al in OT] 2025 £ 12 H)
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1. ALICR 2 e ErE®R (Security for Al)
1.1. [2026-08-11] TeamPCP IZ & % LiteLLM BEHE 0 R & AL

AE 2026 3 HOBRORHTH V. ~ v = 7 OEEFNIBLICHEIT S LTz
D, WEDILD Y 3F7- 1 E 7z, CloudSEK & Hudson Rock 1%, TeamPCP I X
%Al 7u x4 — kv x4 LiteLLM OEEICOWT, #EMBOWERE R T — £
ZDHDEHIICAF LI LTAKL 72, #EERUIT LiteLLM Tid 7z < Mag5TE X F % F
Trivy DR 702 ADFe oY T, KELbUloCwinwHE L —2 vick b, &
Fr g 7~ — R 2 E 7y o 2 T ¥ 2IREEAH 20 HRSEE VT 72, Trivy % CI
TA—=Y g VEERETICEA LT W LiteLLM O BV FITHERZE R L, B0
LiteLLM 1.82.7 & 1.82.8 78 PyPL IC AP & 7z, ABHRFMIZH 40 572288, <=4 m—
F Ci.pth 7 7 A& LT Python #EIRFICFEST X 41, LiteLLM @ import Z % & L 7x

» CloudSEK 3BE X 2755 & LT 2,500 t:i#B & 43 /54 T o CI/CD 4 75
AV ERBETLH, TR L 2B HRITH o TREDFFHTIZ RV E LT
%, Hudson Rock (% 153GB DT — 2226 2488 D K X 4 v ZHE L7z, FBI ®
2026 4 7 H o FLASH #2513, G1HL S 172 AT UV DR A 20> & RIAM] % §8 <
)2 eEELTwDE, A=A+ 7Y THIER T, A —X 7Y THERL
DAEFEA L, I TS 2 KREAEER OME DR, MADHME2 4% 2026
FEBH260 HicheH 14D JETREAR L 72 L RE L 72,

BHIR

e "LiteLLM Supply Chain Attack: 2,500+ Companies Exposed in the Largest Al
Supply Chain Breach of 2026 | CloudSEK"
https://www.cloudsek.com/blog/ai-supply-chain-breach-2500-companies-434000-

cicd-pipelines
e "Largest Al Supply Chain Breach of 2026: LiteLLM Hack Impacts Thousands of
Global Enterprises - Claim Your Ethical Disclosure"

https://www.hudsonrock.com/blog/largest-ai-supply-chain-breach-of-2026-litellm-

hack-impacts-thousands-of-global-enterprises-claim-your-ethical-disclosure/

e FLASH-20260702-01, “Cyber Criminal Group TeamPCP”
https://www.ic3.gov/CSA/2026/260702.pdf
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e "Two WA men charged following AFP-FBI-WAPF disruption of alleged global
cybercrime syndicate | Australian Federal Police"

https://www.afp.gov.au/news-centre/media-release/two-wa-men-charged-

following-afp-fbi-wapf-disruption-alleged-global

e "Unmasking TeamPCP: Software Supply Chain Attacks - Flare"

https://flare.io/learn/resources/blog/teampcp-software-supply-chain-attacks

1.2. [2026-08-18] MLflow DFRFEE SSRF A% KEV 28k

P o RERE B MLflow 12, 25 % % X 72> SSRF D i35 CVE-2026-
64849 BAK I NI, HERZZFBEDIE3.150 LVFHiOAN—Ya v THB, BUERK
DTy Fv Iy —niF, ETALL YR FY D webhook APl #8iFs LTABAL. E
MOIGEDRRE L A 2O LTICR TR v F KA v 2 &, 3.10.0 TA-
7= SSRF X}k 1Z webhook D7 & b 4 % ik L CIERFHD IP 7 F L 2 2L A, Flik
BRIZY X4 L 27 F 2w, BEEEA O IP 7 FL A% EE L v, K& BWGEE 2l
2P HTTPS R A P 2HEL, ZZ0ONERC7 77 FORA R T =X P — R~
302 CTHRE T2 E, MLfow % — 3% DIEER L % i A > TR, 307 & 308 %
FZ TN OEHHZ Y FRA vV P ~DOEXARD KT S, CVSS3.1 DR 7L
93 TH2, BIEIXT VY 7 TR b 24258 T, ERERICEGILIP 7 F L X2 MGEET
LTETREBML, VEALZ Fek DNS U ANA VT 4 v 7 OWTG%FENTE,
CISA (% 2026 % 8 H 19 H. EFEROEMH OIMICH-DO A5 % KEV 7 % 1w 708
MU7=, 2026 49 Hicld, Z DEIE%R IPv6 DRATH 7 F L XA ClHlEES 3 4 s
., 3.16.0 TEEEShTW3

BEIR

e https://github.com/mlflow/mlflow/security/advisories/ GHSA-7gwp-5pfp-969j

e  “DNS rebinding bypass of webhook SSRF protection enables cloud metadata access
#24179”
https://github.com/mlflow/mlflow/issues/24179

e “Fix DNS-rebinding SSRF bypass in webhook delivery - #24258”
https://github.com/mlflow/mlflow/pull/24258
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e “CISA Adds One Known Exploited Vulnerability to Catalog”

https://www.cisa.gov/news-events/alerts/2026/08/19/cisa-adds-one-known-

exploited-vulnerability-catalog

1.3. [2026-08-18] Microsoft Copilot Personal @554 CoSnitch

Varonis Threat Labs {%. Microsoft Copilot Personal 1%} 3~ 2 W #&#§4 % CoSnitch &
LTARLZ, ZOEBEEZRRT2XMGIE3 255, F—Iic. URL D?2q="¥F7 XA — X
ERDBFADANT A =2 &fflorEbE s b, WBRENREL T Y 7 A==V FHiA
ABFFICHEIET I NG, FEIC, FAINLZTm v 7 o3gEEOEET 7' g
£ L., fEH% URL 12551 LT Copilot H & @ URL EUfSEERE I E ® webhook ~
EHTE 3, =K, MIT LA Web =Y % T X2 % L WEE OIERBFIHE DK
AEVICEZIAETN, XRAT = FEHE, v ¥a VR, inROHEREHETHIK
5, BEoXME, Ay T vy iclin e thiA e T AR TR N e B EE 7 0
VI M4 Y2y avitHizb, Microsoft (2 CVE-2026-24301 %, a2~ F A4 v
Vrlvavicdhary b= LICEREMARIESRMmE LTERKL (CVSS
8.8). T TICTERIHEMNE A CHAZEROIGIZAE & LT\ 5, Varonis i 2025
12 ARG L. BIEIE 2026 45 8 A 18 HICHMG S 7z, EEREE COEM LML
TwanE LTWws, MEE LTikEhiat s 20MEIL 22w 2,

BHIR

e "CoSnitch: When Your Al Assistant Becomes Its Own Whistleblower"

https://www.varonis.com/blog/cosnitch

e "Security Update Guide - Microsoft Security Response Center"

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24301

1.4. [2026-08-20] BES>XTH— F L —/L%ZF[E L Grok A »I1EH % Z3EX

Adversa Al i, Cryptographic Context Injection &’ RSB F7EZ N L 72, WEEF I
BED 218 % AES-256-GCM OIS L LTy = 7_R—VICEHE, ETVHAHD 3
— FEITRECES X85, §Va N —FL—VIZANZTF AN LCHET 57
FTETLBVDBS X eHo s, B I NEREIETAPELOETLZa—F

OMITITEOENRIRMIBHEERNE 2026


https://www.cisa.gov/news-events/alerts/2026/08/19/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2026/08/19/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.varonis.com/blog/cosnitch
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24301

2026 £9 H 28 H ENEEI) 13/ 34

DT LTEEINURICENS, WRITXAI D Grok DV = 7F ¥ v b & T —
Vv MIT Iy Yy IHRE. B X U Google Gemini @ Deep Thinking € — F T&H
%, Grok Tld. MIHENR YU — Y OEW 2L 72T T, =—Y = v F BFHERN &)
B —va vIREER A GO L, MHE O1E#RZ WERH O — S~k -7z, Gemini
TiE, FRZZEL 2 XE 2L v AT LR OMMMAHI I 7z, Adversa Al £ 2026
£ 6 H 3 HIC xAl & % @ HackerOne 7’1 77 LIS L7223, xAL I3k&E #2017
72T CRAOKZRE S, 8 19 AR TOKRBEZHFERTCELL LT3, EH
T D70 a— FIIARL TR, XKeE LT, HIFHNACESHERICHK
T 551 8axFoV— oMU L ZHIRT 2L &, B—D AN Tldh{ —#HOFN
ENRICHHANZIT O T L 2ZIT w5,

BEIR

e "Grok chat history leak: Cryptographic Context Injection”

https://adversa.ai/blog/cryptographic-context-injection-grok-data-theft/

e "Cryptographic Payload Injection: A Novel Jailbreak Technique Against Gemini"

https://ronyut.me/research/gemini-jailbreak-cryptographic-payload-injection/

1.5. [2026-08-24] NVIDIA TensorRT & Megatron Bridge @ RCE fg5514%

Zero Day Initiative (ZD1) 1% 2026 £ 8 H 24 H. NVIDIA TensorRT & NVIDIA
Megatron Bridge D &kg 2 — FFEITHes51: 4 4% B L 72, TensorRT D 3 x4
b ONNX & 7L DFFLIICH %, ZDL L, BEPERSD 32—V £ 7 714
NEBCEERQE T, YT 2 LHEDO 7o ADERCTa— FREfTFINs L L
Twb, FEIE, EERDe -7y 77 ~EHET 2NCHHERET — 20k %
BREEL T2 & & Slice M QMLB CHERF AN DI ~FEEAD S Z L TH
%, 5% % 1{Fix Megatron Bridge T, ET7VF = v 7 F A ¥ FEXE DG A RKFICH]
B AR AEC 7 F % #iEE4 37 Python 22— F & LCTHfT3 %, NVIDIA 1Z CVE-2026-
24268, CVE-2026-24238, CVE-2026-24272 % CVSS 7.8 ® High & §¥ffi L .
TensorRT @ v0 2> 5 v10.16.1 2352 & %% 1F, v11.0 TIEIEL 72 & LTWw 3, Megatron
Bridge 129> T It CVE-2026-24251 A30d] L ¢ CVSS 7.8 THEfHE LT3, WiFho
—AEHRIRIC D EEOEM~DF K,
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BEIR

e “Security Bulletin: NVIDIA TensorRT - July 2026”
https://nvidia.custhelp.com/app/answers/detail/a_id/5855
e "NVIDIA TensorRT ONNX File Parsing Heap-based Buffer Overflow Remote Code

Execution Vulnerability"
https://www.zerodayinitiative.com/advisories/ZDI-26-591/
e “NVIDIA TensorRT ONNX File Parsing Improper Validation of Array Index

Remote Code Execution Vulnerability”
https://www.zerodayinitiative.com/advisories/ZDI-26-592/
e “NVIDIA TensorRT ONNX File Parsing Heap-based Buffer Overflow Remote

Code Execution Vulnerability”
https://www.zerodayinitiative.com/advisories/ZDI-26-593/
e “NVIDIA Megatron Bridge load_model_config Code Injection Remote Code

Execution Vulnerability”

https://www.zerodayinitiative.com/advisories/ZDI-26-594/

1.6. [2026-08-31] Claude ™t v > 3 »ZER & NIEF] A

Anthropic ¥, —#® Claude FIFEF ICxf L, WEEH» A4 v 7 + AT 4 — 7 — T Claude
our4veyaviiks, Claude DT AV v MCT 7 AL CHHBZEE LT
W5 AL 72, Malwarebytes 13, 4 VY 7 4 AT 4 =53 =BT 0T 4777 %*%
yvavityiav sy d—%%0 L CEEORANEHRE MFA 2L 5 3 &
fafia L. KIEQ%L@@J%%M@*#@ Claude @Lfiﬁ%ﬁfﬂf“@ ITLEAHILLTWE,
Anthropic IZFIF ICIE S 72 BHI A — LT, ST AV vV P OFHEZEAL 72729,
REEINh— FERZHIRL, A5 Lty avaId 4 vy Ty bRzl L
TWw3, [AfhiE, Zo<wry =72 Claude ICBfR S 5. Claude RHHTEA X 1172,
» % I3ZMH#FH O Claude TORMEICER T 2 ¢ E 2 2l LTw5,
Malwarebytes IZ X #LiZ. Anthropic 13568 %2 2 J = FHF ICO T, AL HBTL 7=
K DIBRE DT> T %, Malwarebytes DRLH 3RO FNEE LT, Claude Z{# 5
AREZAF X VLTI AL Y 2T 2RELTLOR I VRN — FEBEZ{TS
&y TV FIRIFLTCOERIT - 655 - 77V P Y —E ADER R ANRYT — F 2R
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BI x5, b, Ax Anthropic DB A — L EZFIH L7z ¥ 2V
TARVZDOFREICLI2HETH Y., Anthropic HHFDANKIC L 5D DTII AW,

BEIR

e "Infostealers are hijacking Claude accounts at users’ expense | Malwarebytes"

https://www.malwarebytes.com/blog/news/2026/09/infostealers-are-hijacking-

claude-accounts-at-users-expense

1.7. [2026-08-31] Al T—> = >~ FDF#HIRNRZ T ERE

Enterprise Management Associates (EMA) 1%, ftEE2 1000 AL Eo, bk - 2 —
myoN e 77 Y ARFEICETE Al LY = v ORHIRILE K S FEERE % 2026 F
8 HICAK L 72, BEARIZ 202 CH %, FIFEREDH 65%4, Al =T—Y = v b HEK
L 7= #iPH DAL CATE L 22888 2 Ko, PEARIE, HIERTRE 2280 72 b D 23 29%., 1%
FICE ZHNCHR L 72 KE A 36%CTH 5, HiPHI 0T8I Z HEL & - EAH A T8y
DINICHR] - HLiAo b2 D13 32%ict %5, =—Y =V F DR Z{TEIDELT
RF i CREi LT\ 2 Dl 34.2% T, 37.6%IFEMN AR Y v —L v a— 21.3%I1FHA
HUKBHC G 2 - HE A HERICE S W T Y. WEN S AN OEE Z &I T FEE
LCTwizvy, MCP LCJ:Zoi%ff?“z%ﬁﬂ?ﬂlgﬁ@l%?ﬂbfmZaft‘%&ir'ﬁ’ﬂ 14%CT®» %, SANS &
AWS oXE T, R 7e vy 7 rETR AL T—2@clilIREc, Y2747
oY 7 Mk piEmiEmilcidmwvwe L, v — A LJE T default-deny % i D
HEE G E T w3

BHIR

o “Agents Without Guardrails: The Agentic Al Governance Gap in the Enterprise”

https://www.cequence.ai/wp-content/uploads/2026/08/EMA-Research-Report-

Agents-Without-Guardrails.pdf

e “Agentic Security: Detection and Response at Machine Speed”

https://d1.awsstatic.com/onedam/marketing-

channels/website/aws/en_US/product-categories/ai-ml/artificial-

intelligence/approved/documents/2026CloudExchangeEbook_ SANS_AWS.pdf
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1.8. [2026-09-01] Langflow @ 0-day RCE. Z\BH# - B FELH

Zero Day Initiative (ZDI) (X, Al —Y 2V bV —27 7u—%fERT 24TV Y
— 2} Langflow © V£ — + 2 — FETOMFM%Z. 0-day 7 N34 %V ZDI-26-
034 & LTARAL 7, Kl validate =¥ FR A4 v MICHE I L5 code ¥ T X — X DYL
Hickh by, FHEERG 27 XFH % BEEE 371C Python 2 — F & LCHITT %, ikl
AECT, LB EF oot Da v 7T F X FTHEEDa— F2ETTE 5, CVE-2026-0768
DRFE X, CNA TH % ZDI 12 CVSS 3.0 EAfE 9.8 {15 L., wEERF -V
=2 v & LT Langflow 1.4.2 #ZF T\ %, ZDI X 2025 4E 7 A 18 Hic v XA ~Hif L
7o, 2026 4F 1 H 9 HONFKE R TR S L7k IE, ®ih e oG zflRs 5 &
7207 CH 5, VulnCheck @ Caitlin Condon (X, #F VYV T4y vV — 723 kIEHRET
6 2PEULEDELZ 20D IP 7 FL 255 OEAEE 28I L 7= L~ Blicoyy 7
F 7 ZA LT & 172 Langflow Z 88 L THUE Ok L 2 L X 5 & T 51E81D H o 7z
ELTWwW3,

BEIR

e “(0Day) Langflow code Code Injection Remote Code Execution Vulnerability”

https://www.zerodayinitiative.com/advisories/ZDI-26-034/

e "Critical Langflow Flaw Exploited as Attacks on Al Platform Rise"

https://www.darkreading.com/vulnerabilities-threats/critical-langflow-flaw-

exploited-attacks-rise

1.9. [2026-09-01] CrowdStrike. Al T—<> = > N DOMERZ{TEN = & ICKSEE

CrowdStrike X, Fal.Con 2026 &b, Al=—> =z v FOidl%Z ID & = v FERA
v OMHE > bk ) BREER K L 72, ID H T, Agentic Identity Provider 23, F&H
L=V oV b 28—DT 4 L2 F VICEH L TESAIICHREETEEZR ID 25 %,
BIFEADL—Y 2V MCETFT 72 2% 5, T—Y v b HEICHFOEKE
WE Rz 3, FEICLELH#H L WRICR - 2Bio T 7 e 22 RBECfir L. %
TE#ZBRO AR L2137 —7 v — FICR O T, HRE#EZ D REZ RO, [tk
23 2026 4F 6 HIc/v5K L 7z Continuous Identity for Al Agents (%, SPIFFE f##o ID &
Shared Signals Framework D55 1CEDWCfTE) 2 & 1c @A L. ag9 1k A% Lotk
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BE7 EUROZECCTEB IR EE 25 THY, ID 7 [ X0 [2—Y v b3S
#E2>| %, Continuous Identity 28 [l %#FF 3 2] %105 BE(R7Z & EtLIZEHHT %5, =
v K& A4 v FHE T, Falcon Guardian 28, =T—> = v M Al O CHEER L < b 1TH)
FOSZBLCEITINDI RO Y FRA v 2Rl L ED T, WET 2
Windows, macOS, Linux E TRl X ORMO T —v = v F 2fffIcER L, 7
nYy 7 b V= AECH L, MCP % —3, ID % Pt v A7 LEfT L O, 57F
Lo -y 2 v FETEREFS RS, WINOBIFEOFE TRt X2 T4 &
DALY 2V POENRTS DD L FMIIMES T TS, s, 9H2H
DRERXIIRREOKEDTHHZ ET L FHITEL LTV 5,

BEIR

e “CrowdStrike Announces Agentic Identity Provider”

https://www.crowdstrike.com/en-us/blog/crowdstrike-announces-agentic-identity-

provider/
e "CrowdStrike Falcon Guardian Defines the Next Generation of Al Security"

https://www.crowdstrike.com/en-us/blog/falcon-guardian-defines-next-

generation-of-ai-security/

e "CrowdStrike Announces Continuous Identity for Al Agents"

https://www.crowdstrike.com/en-us/blog/crowdstrike-announces-continuous-

identity-for-ai-agents/

1.10. [2026-09-04] A<AJ48 Unicode LTV 4 v 3 > 71051 % [0] 8

Microsoft Dff5E# X, Al ~D ANICHEREZHIAEE2 7wy T4 vy s v a

v O THI B L5 ASCIL smuggling 23, 7 4 v & v 7 ORAIBEEICERH X Cnwrz
e L7z, CoOF R X 7\ Unicode D % 7 X FTHEDO T F A MCHB R
B3 o, &b EMS L 5HEiFIL U+E0000 > & U+E007F TH %, FRIZFAHD
Defender for Office 365 D 7a v 7' A vz 7 v a vNEeE Lo ey T4 v 7
Wy 725 ¥ ooz, WEHIFALICHEE 2R CRARL . SRBEEDEDON
FICAAIH D 2 7 XXCF 2 A L, CFH—8 %I LT /z, Microsoft I3, JHW IE3CF
Il =B DML Y b, AL - 7 4 v v 750 H%EHS ML - NLP R— XD ETFIC
HBHEHTVDE, REAEL 2026 F2 A9 HICAML, MIHOM 27 1 @ik L
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130 T EIB 72, YWoETHOF-HDEERIE 100 /746 237 <, 2 H 26 H
WKiRRE o720, SATHECICFH®EZ VK 8ERE c%H. 5 A 15 HUARRIC X
BICKE (o 72, Microsoft 1&, Z DI AtED 7 LA b Y CHHEFESH X 728
FICTEhwEBioTwb, #HERET 2K, MEDOHICAHOa—FKRA v M %
BEELFERLTE L THB, b, Microsoft HE ., R CTF O AIZRED
AN LA 72 & L, AREBREE T 99%HIA X 7S F ORMHITHTE L 70 W JE T
INZET 3, HLLORSCFHPEHETH B,

BHIR

e "ASCII smuggling crosses over from Al prompt injection to phishing evasion"

https://www.microsoft.com/en-us/security/blog/2026,/09/03/ascii-smuggling-

crosses-over-from-ai-prompt-injection-to-phishing-evasion/

e "ASCII Smuggler Tool: Crafting Invisible Text and Decoding Hidden Codes"
https://embracethered.com/blog/posts/2024/hiding-and-finding-text-with-

unicode-tags/
1.11. [2026-09-04] NVIDIA ¥ & 7 /L Bd#h £ 4% Hugging Face & EIX

NVIDIA %, Hugging Face % 129 {% 3030 s FATEHINT 2 Z LIt E Lz e AT
0 7GR L7z, Hugging Face (34 —7v v =4 b (EARNHINHETHAFTE
2ETN) REDETALT -2ty FORMAEETH 5, NVIDIA DFEKIC L
1Z. 1800 T AN %M x 2 BHRE W7 E 2 300 HEBAZET A, 50 iOT—X &y
Fo 100 FoT7 7Y r—vav i L, 20 Ttz 2 BESET VORAE - 57
fiffi + S - FifiIC & DFAEZH > T35, NVIDIA (X, Hugging Face # Al =2+ X
T LRI N B UCHERF L. R o EEE LR I NVIDIA o R &R
BMEE Lswnweid_Tw3, $7/, At - Hif - Efick-<T, 77y b+
7 4 — LOEEME. K. =7 VEHE, HER L BHORNIEEmD b L LT
5, ZHICX D, 20 BRI S 3 & 7 A A OEE EA2 GPU X v £k
52k,
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https://www.microsoft.com/en-us/security/blog/2026/09/03/ascii-smuggling-crosses-over-from-ai-prompt-injection-to-phishing-evasion/
https://embracethered.com/blog/posts/2024/hiding-and-finding-text-with-unicode-tags/
https://embracethered.com/blog/posts/2024/hiding-and-finding-text-with-unicode-tags/

2026 £9 H 28 H ENEEI) 19 / 34

BEIR

e "NVIDIA to Acquire Hugging Face | NVIDIA Blog"

https://blogs.nvidia.com/blog/nvidia-to-acquire-hugging-face/

2. Al ZSFER LY A=+ 2V F 4R (Alfor
Security)

2.1. [2026-08-11] OpenAl. Daybreak .55 & GPT-5.6-Cyber /35

OpenAl lZ, ¥4 N—+tF 2V 7 4 F{LE 7 )V GPT-5.6-Cyber Z N3 % & 3Lz, 3
A X 7= BRI A4 N —RES Z [ S % Daybreak % 2 REJEICHEIE L 72, Daybreak
Blue 1L D &Chi€ 7 V%, Daybreak Red M55 sE = 7 2 7'v 4 b+ MRGE,
¥ 2V 74 T A MATOEHETVEREEL, GPT-5.6-Cyber 131435 % U CTHef
INd, OpenAllx, =7 A7 v +F = — v ORAFECRIEANA A, HRAKZE
BERICE T ABESRETIO L 2 56 % M 2 tNEHli <. GPT-5.6-Cyber (% 95.0%,
GPT-5.6 Sol IZ 1.5% (Daybreak Blue #H1T 2.0%) 72 & LTWw3%, OpenAl IX[6E7F
)L Chrome @ JavaScript = v ¥ v V8 ORM D5tk 2 2R L. lmaliy 2 Bn
% %% C Google 2ME1E, CVE-2026-15903 238 &F X 172 & LT\ %, OpenAl IZ[FE 7T
)L % . Preparedness Framework @ High Bifii (BEAHI D M55 % 28 < E-C R D W
TREEZBEIML LTI 22 2 2 kHE) 1CI3E S 2 23 Critical BIfE CRAIOMEF91:% H
NTHROFCTREMLT 5, B2 0IFHEL T OB LR AT CTEHKEE) ITIZELR
WERHIT L 720 7 7 2 RIIARANMER LB, MHEHORRCERL, = FF—#F
HOPREETH ETA~DT 72 AF8— F F—ICH F Y BEEICITIES 7\,

BHIR

e “Expanding Daybreak as the Cyber Defense Window Narrows”

https://openai.com/index/expanding-daybreak-as-the-cyber-defense-window-

narrows/
e “Putting frontier cyber models in more trusted hands”

https://openai.com/index/putting-frontier-cyber-models-in-more-trusted-hands/
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2.2. [2026-08-28] OpenAl & 150 #B#EM. Al KL DBh#EIR{c =12 E

OpenAl X, 150 2z 2k & & dic, VA4 =Pl oiE L %2 ko 2 HL[FE DI 2
FEARL 7z, CHEIE, FA LML E R Z 2R L, ER L BIFOIRERE I
TEHZRIFODL T2 DTH B, SHEH»ATAl ZRGTZF A AN —BER XY JLEDD
BEICR D, WHEREKGEDL S, A v E—3y bEXZ A4 v 7 T E T, AR
KIET 2 RECA Y — v 2B BERICET > a4 5, FHANL, BIRoKHED T
KCTERY mweAD2T L, ¥4 BN ZRO Al Z X0 % L OFiffilicE T 5 2
&L BHPNICEHEET 22 LD 38 TH S, TEHIEMRINICEMINTED, T
TOMMICIE, mdD YV R 7 DECHEFHEOBIEL . ALK = — F 2 &0 ilE - g -
JERROLF* 2 ) 7 4 HEDF| & EiF %KD, SHY—vREZIEDTICNy FE2EA
TERVWEAIRERFIcoBALBIEE kD5, vX2) T4 BFEL - FF—1(C
(X, BEA v 7 THEE~OREHT Al OFHHE, A—h—2 S LEiE L%y F
WL T4 X v 2O ZRD 5, B, AERTEZRMBHAY - R HE
FeLBEeRMte, BEHTEZ %) 74 RHF L — b F— %@ U TRk - KE
HEH - HTBUN A AL Rl h7-illi, FEomEMH & 2 X 5 1o
Tk, wmuAHD AIBFEICIE, AEMICH Al=—Y = v F OfilT%
BEFATRE TR 2 A BICT 2o L2 ko 5,

BEIR

e “A call for collective action on cyber defense”

https://openai.com/collective-cyberdefense/

e "Daybreak for Frontline Defenders: $1B to protect essential services"

https://openai.com/index/daybreak-for-frontline-defenders/

2.3. [2026-09-04] OpenAl, EEA > 7 Z B 10 /& KL @ Daybreak 324t

OpenAl lZ, HEA v 7 7 OFHIHLFICREIRD Y A N — 28D Al )& 1T 2 LY #H
A & LT Daybreak for Frontline Defenders % %3 L 7z, [Fltl:(Z. Daybreak ®# 4 ¥
—ETN BB~ E T 72 R G, B, oY — =y FHERIC 10
EFLZRT, 5B 6 2PHTHEINZZLEZHRET I L LTS, BENRIIET
KEFERE, EIRGOERE. M - HOTBUF, T, JEEMETE, +—7v Y —
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ADRSFERE, X2V T4 BREVBBRON2/MTH 5, OpenAl 1, 2o DM
A3 L ATy — 3 — N ORERE. AFEREHOONT, Mgt ORiE & BEE, BIEDRIE &
BRIC Daybreak {2 2 L FHT 2, KEDKES AT L~DEEEZIF ) L H
EHITIE, K100 77 P 0 APT 7 LY v b &SR 2 1R EIEE 472 & bR
Tzo AT, I - M5 - FHE - EIN OIS E 2 FI# S 2 MS-ISAC (Multi-State
Information Sharing and Analysis Center) & D4 v v P EZAFEKL 7,

BEIR

e “Daybreak for Frontline Defenders: $1B to protect essential services”

https://openai.com/index/daybreak-for-frontline-defenders/

3. Al Z B L 7o A N —IEA DXL

3.1, [2026-08-12] Al T—> = > FRRIC K 2 7 ¥ T BURHEE~ O BEMNE A

Dream D&Y ¥ —F F—LlE, 7Y 7 OBUFEBIICRA LT 7z B AL KR 7
L— L7 — 27 ORI E 2026 £ 7 AWIRICRERR Lz KLz, 7L —L0T =7
A=V —=RADAl - = v FEMETH 5 Hermes Agent & OpenClaw @ | ICHEHE
N, 1EDZVRASHEOF 7T -2 = v b 2UHNICE LTz, BT 74—
F7TH1IH»S 4 Hofy4 HEIC 12 oK B2 FEhm L, 1,395 07 7 4 VEERL
7o RAREGIIER D 5, AFRBEICRINEFAREMAOT Ny AT Y FRA v b,
Tesseract OCR © CAPTCHA % #2729 2 TDO/NA T —FRA 7L —_ alg 7 41— F
% none iIC L7z JWT OZHCTH2, AFL—T8 THY Y F2ENL, 5b 84 4
SSO DM b NS 2T LICRAET & 72, 2,564 fh% 2 5 NFERLER0 D H X
nEb I Nk, Hic, BUFIT Xy & JETHLeEE, 78U ozt ¥ —4
%A%&%ﬁﬁﬁmﬁoto%%w@%—7ﬁ~bmi%%%ﬂ—&%“®%ﬁﬁﬁ

I, GBIk E (X -BAT AN LFRTB L CchEEINZ, $7/-. 2D
BI7L—27 -2, BABRTEOLZERICE S E L, g5tk DB
GitHub 7 & O NFIERICE O { W FEHFAEOEAES M AA T T 7z, Dream 1
EHXCEDSED» O hEFEFEOEME L LT\ 325, BRI IR & E & 1R E
LTWizn,
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BEIR

e '"Inside a Multi-Agent Al Framework Used to Compromise Government Entities in
Asia "

https://www.dreamgroup.com/blog/inside-a-multi-agent-ai-framework-used-to-

compromise-government-entities-in-asia

3.2. [2026-08-12] Zoom ;T MRE&EeICt 02 U v 7 RCE DfEsstt

Zoom 3587 74 7 v b OFM (annotation) BERED X €V BHR D Mas5ikic o v T,
ZSB-26015, ZSB-26016, ZSB-26017 % NG L 7z, ZSB-26015 I3HRF = v 7 DK%
Kk Ny 7y EEET, KESNEHOSIME N LAY 7= 27FHT) £—
bFa— FETZITWI %, ZSB-26016 (2RI U KR F = v 7 ORIEIC X 55 T —
v 2R %, ZSB-26017 13 fREEFIFATY £— b a2 — FETE2FFT, ZSB-26017 3%
% B8 Y Zoom Workplace (7.1.5 Kiifis L 18 7.0.6 Kiifi) & Windows [7] 1} VDI
7747 (7.011 3L 6.6.16 Kiili) 75 & T, EIERDMH 5, ZSB-26015 &
ZSB-26016 O HE TH 5 A Security ¥, YV —Ra—FpnkxEd, AT Tn?
ETAEHG20 KD 7T v v 7T 24 KRUNICRE»r b =7 X7 a 4 MEBICE
57-& LTw3, CVE-2026-53413 & CVE-2026-53414 25[Att i 7>C¢. CVE-
2026-53415 (3 ORFRIT Zoom AREICHE L T — MO EMK Z i L Tk V|
7747 v MllOBIEIX 715 TAo7, = MUlOERHKIL Y — S BNEZ D 7
v E2EE 23 IBEH s, ASecurity (3, 20 —XFY =207 77— 3
VEBITLZZ 2704 MEKT 2REIIIBEICEBAICD H B b 07 L EFEEME L
Tw3,

BEIR

e “Zoom Clients - Buffer Over-write”

https://www.zoom.com/en/trust/security-bulletin/zsb-26015

e “Zoom Clients - Buffer Over-read”

https://www.zoom.com/en/trust/security-bulletin/zsb-26016

o “Zoom Clients - Use After Free”

https://www.zoom.com/en/trust/security-bulletin/zsb-26017
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e “ZOOMSDAY: How A Security Found a Nation-State Vulnerability in Zoom in One
Day”

https://a.security/blog/asecurity-zoomsday

3.3. [2026-08-17] RAT B~ = 712 Al ARFIF DIREHF

Bitdefender Labs (%, 7 & 7 OBUFHERI 2 9H 5 ¥ 4 X — 2% 4 358 % SilkParasite
AT TR L 72, 2025 4 10 A & 5 ICREFBRICB D 2 BUFKB et L 72 11F
DIEREZEAUIC 7O RAT BFFEI N, 9 b 5 HMIZRIMED D DX o7z, vV —LEEIR
MEL BV a—MbEnTE Y, HMROFICL 2 b DR LFEEFHILTW 3, [
HBEHT 20, ALBEKL7z~wAry =7 Tlide <, HARO 2 — Vic Al R
FDIEIHDE S HTH 5, GoginRAT ICIFEARRICTER X 1172 Go D7 % F A L
[0123456789abcdef | &\ 5 AES #7235, NodeEdgeRAT ic i [change_this_key| &
W) HEDOFEMDH Y. NomadRAT & GoginRAT (2 1 DDkl % 2 SaECHEL 72
LK) X 2Hio, 72720, Wi d B CIIIERN RAHL TIZ v & LT, AT SCH
FrFE DRl %2 FREREIC & Ko B, —Ti. BINE N7 4 v v ZHOMGE 2 13
5 AU ALERUT, £ OH O S AR HFIICk S ALEK = v 7 vy s
27-:00BK»H Lkt T 5, HEZRT 72— L OEL HEETH 5,

BEIR

e '"SilkParasite: Tracking a China-Nexus APT Across Central Asia"

https://businessinsights.bitdefender.com/silkparasite-tracking-china-nexus-apt-

across-central-asia

3.4. [2026-08-20] KEBUFHEES. Al &2 U 7 b TD STPLCKELZESE

NSA. CISA, FBI, =A A ¥ -4, BERET O 5 HKEAIE, Siemens S7 &Y —X

PLC ~DREEM B AT > AT VN4 %Y AA26-231A % 2026 -8 H 19 Hic iy
KT BRT 72—, A v2—%v PEEI—CATHEMNLZPLCZFEL., IE
Bo OT By — %oz ATERDO A2 Y 7' b T, KEHND Siemens PLC &SR
B~oEE LIz ED Wb e InNd, A7 Y T MIEZEHENELIA 7T

snap7.dll/python-snap7 % V>, S7Tcomm fZHTCPLC D AE V| BKET — X, 7 X —
Yy s EkmAhEET L, SEEE. ATOHMEPICS =7 A7 a4 FHFICE T 25
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FI%1E% & B2 5 L7= & L. ATT&CK @ T1588.007 iIC G IF T 3, K1Y A3
b LI EERERESE, AL F— FTKE, k. BRES - B B
iz D> 6 43BFC, PifEERE b b I 2L LT3, 5 HEBIZEHORX %,
R 7R 5 L HRIE O 72 0 O FHTACE & 5l L <V 2, FEFE I, PLC OffiEIL, <
y FHH, A v & =3y b ookEEE 77 eRblfomlt, ¥y LB, ST
EOREND 76 fiT, MIBIKHERT7 74T 74— T TCP 102 H+R— + D4l
Wrse, snap7.dll G HRIAARDEHNB AL, i, AlOFHZ ED X 5 It L 7220 DiR
WiZT AL F VIR IN TR,

BHIR

e “Defending Against an Active Threat to Siemens S7 Series PLCs”

https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-231a

e “SSB-104599: Increasing Cyber Threats to Industrial Control Systems”

https://cert-portal.siemens.com/productcert/html/ssb-104599.html

3.5. [2026-08-31] Al hED v O — 7 —Z %5 FEINT 2EE % GreyNoise HEE

GreyNoise (Z. OpenAl, Anthropic, DeepSeek 72 &D Al 7 v — 7 — % %FF3 % H
BEAEABUHIL-e KLz, 8 13D v— 7 -2 HFLEEDL, env 7 7
AN, 77D KT 27 RRAF— WEH, XAV -FREZ7AVEZEKL, 54
th 6 EoAHTIZ, 2026 £ 7 H28 HA2H 8 H23 Hic o JCH—D HTTP 7 747 v
FZ74v =7V v bCEE, AL 82407 FLA2bIIERECHH TN, &
DFET I /robots.txt 28—E b HER X T\ 7V, GreyNoise |3 4 #2030 T % 7 v —
7—D7 FLR#HPE L 824 HIT~TZ2HAL., —BIF/Z oL L T35,
ClaudeBot O 3741359 & —F—A][E U T, User-Agent % R 2 # A -Cl3 7 % X7
TER\V, 824X 795 D/24 % v P =2 ICHHEL, LTHEY, TRLAR—ZDT
oy & v FIRER TRV, GreyNoise 3 EEOFEHRZLIELLTELT, 7741
IR X NI 0B % Z T 12 kD3 B 5 > H ik~ TuwZev, X e LT, User-Agent %
AU E LTifb 3, Mo LAHIDORHT FL A X b ez Rad 2 C

&, RELEHR 7 7 A" Y 2 T DA — P XRITRENT, env ~DT 7R ZAD X ) x
PERZEEEHNTEEL, vV 7RIE»OENELBZ7 7V P2 OEH T L L
BT T2,
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BEIR

e "Threat Actors Are Posing as OpenAl, Anthropic and DeepSeek to Target
Credentials and Secrets"

https://www.greynoise.io/blog/threat-actors-posing-as-ai-crawlers

3.6. [2026-09-01] Al ZIED T CTPLCWE I — F % BET 5 E5

Forescout DHFFEERM Vedere Labs 13, Al ® 1< WAGO # PLC ® RCE =7 2 7'm
A N R~ L 2R AR L2 70— F Y =20 LA ¥ —HiiDx
Z7'a 4 bR % EERIC Al (Claude Opus 4.6) TITZ 2 IO WTDRIETH 5, Xf
%1% Nucleus ® FTP ¥ — N2 % CVE-2021-31886 T, USER a2~V FORE X #i&
AELRWA Ry JoNy Ty == —THh b, HEEIZEEFED WAGO 750-852 [A]
Jxz 7 x7a A4 %45 %, Claude Code IChiA ° Ghidra, FH~DEH* 5272, ¥
FEIZECS L. #86E7 L ¢ PLC LIcfEE D ARM ¥ = v a— FE2FETX &, ICMP &
UDP o7y Rk ¥ oz, 272 LIFEEOBEG ALK T, [TE5EE 0250
DFE, WT 2y TVEROME. fRo MmO IE2E L 7o, ok EE72 10 T API
FIFEL535.74 P, 8Kl 32 2B LC\Wwb, kb, C2A4 v 77 v b ~DIE%
AR, 77 v ¥ ailiEl~EF ZAL~ A v — T PLC 2MEARICEAREIC 72
o7, WFEHE X, RUHEE %D Al 2 LCd R oK a2 A b CBETE 21337
LR 2, =T, Al EAKEEY 7 b v = 7 TN T BUE MEAKAE D M 20A AR
ICH RUIR® T B D3[EEE I3 S & L. OT HEER O AR BR HHHIR & AL 33 0 %
B2 AE L 7 WIS E 2 28 T 2 R I N 0K L LTHEIT T 5,

BHIR

e “Can Al Create PLC Attacks? Yes, But It’s Not That Easy Yet”
https://www.forescout.com/blog/can-ai-create-plc-attacks-yes-but-

1t%€29%80%99s-not-that-easy-yet/

3.7. [2026-09-01] BREEZE COMET IZ & % LLM JER Q&N EXSE

Google Threat Intelligence Group (GTIG) . 77 YV O&RY—v 2, /NFE, &
PaES | %90 5 B 7 2 # —% BREEZE COMET (|H UNC5669) & LTAEL 72,

OMITITEOENRIRMIBHEERNE 2026


https://www.greynoise.io/blog/threat-actors-posing-as-ai-crawlers
https://www.forescout.com/blog/can-ai-create-plc-attacks-yes-but-it%e2%80%99s-not-that-easy-yet/
https://www.forescout.com/blog/can-ai-create-plc-attacks-yes-but-it%e2%80%99s-not-that-easy-yet/

2026 £9 H 28 H ENEEI) 26 / 34

Mandiant 2% 2024 ELARICHHE L 22ETH 5, HIE Pix, STR (HADOHIRA v
N Y D ERITRIK D & 2 7 4) ., Boleto 72 ¥ Dl « k&Y 2T LR #ME L 72 FIE
KT, ARRITERIT. PURLBEREEE . DG, 74 v Ty 2Ty 7 b v = TR
HTh s, EfTICiE. ERER> 27 248 RSFN IC a6 < & 2 Mk % #8h L 72 Bfe
L. BEEFOMBoL TR CESIE R 2 XN 2 mTLS JREHERAE 2, WIHIRAIZH
FIEEGIC X 5 U ' — PEEH - HELY — VB A EEEBOEHICE 72535, Mandiant
F. HEEL S ECONREZ LR 2 Y 7 DIEBIC KEIE S EEE 7 A % i o 72 ZHL
ZREL72E LT3, GTIG 1E 2024 FEUURRICD 72 < &b TR, BUTK FABIE DG
WAL L7z LCwb, BELEFET H Y v F THREOERHT 7)) r—v 3 v~
FEL 2HHICIE. 7272 RMELH D 24~48 B CEBE DR IEE £ 23 2 i h 7=
DERTEINZ BERCLIMELFE-FHOT7+L v Yy 7aHIcio<{), GTIG i3C
NEENR T SRITIE D D PR D &R 2 A v 7 & BIRFRF I ~ D E R A~ DBAT
i, FHIR O SH OB OMICED 55 LTwab, i, 42V T, X577
TA, H=F _RAXT T THRROEHNRONS LHE L T2, FEIEHIE
Trend Micro I CHEGE L2 D L HEARLZ2EL > Tk ), Al DG BfERH I T»
%,

BHIR

e "Financially Motivated Threat Actor BREEZE COMET Targets Brazil"

https://cloud.google.com/blog/topics/threat-intelligence/financially-motivated-

threat-actor-breeze-comet-targets-brazil/

e "Vibe Hacking: Two Al-Augmented Campaigns Target Government and Financial
Sectors in Latin America"

https://www.trendmicro.com/en_us/research/26/e/vibe-hacking-two-ai-

augmented-campaigns-target-government-and-financial-sectors-in-latin-

america.html

3.8. [2026-09-02] Al =T—> = > ABRERERAZ 10 B IC/EHE

Palo Alto Networks @ Unit 42 (X, AOKEE R 7 v v 7 4 7 Al €7V L WEEHL
DI—V VAl 7L —LT =2 %HCTHRESY VT — 2 2 EEL B LRE
L7z, T—Y v AL IR, G200 7-HEDERICHITHS FIEZHROETT S
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Al 254, WBEHEIEREDOZH DL TI NS DFH % Unit 42 I{ 2T %, Unit
21X, AFOREEE 7 58 2 8% 53 2B AOFINEA 10 BRI N X
. 50 2z 5 MITRE ATT&CK o H s H b 7z, #EiIE. 205 Web - — & %
DRELHNH~A 7y —v R0~y VY7, a—FI)KRI P b —Fa

—FINEr =7 vOIEE, v =21y FEHYATL~DRAICL SR X —FH
HEBIEROIE, CI/CD OFE-WMYICXE277 7 FT7 72 2F—DffbHLTH

3. WEFHIEALE 2 77 PECHERBO Al =Y F¥4 v b2 EEROEKYE LT
v, MO * 2V 7 4 FHICBT 2 MEF LR LR T L9 Al = —v = v g
NEGZ, BRI 80 R— Y OFMNEERE SR I N T, Unitd2 i3, ¥ur4d
EEBEMN b b Tukwvwe L, E&EWRERN L CI/CD #f & [ ICfT 5 # Lid

B, Al FHEA v b & APL ¥ — Ol L %3k ic 21572,

BHIR

e "An Al-Assisted Cyber Attack: Inside a Unit 42 Investigation”

https://unit42.paloaltonetworks.com/ai-assisted-cyber-attack-inside-a-unit-42-

investigation/
3.9. [2026-09-04] SecFlow A* Al 7 —H —ICHBEE 7L TBUF A 1RE

Hunt.io 1% 2026 /£ 9 A 3 H., HEEEEE OEHAEIC L 2BEF v v _—v WG L
720 [AFEIZFE D CERT ~EICBR LTz LT3, KB IT SecFlow & IFiEN
5AlA =7 AL —vavEBEHw, HE 72704 b E, HEZ2EMD
7= =l HE 72, FEITERBE X Claude, Qwen, DeepSeek ® 7’1 7 7 A L %4] Y
BADZLBTE, BNRBREOERIEEM, 4 v P4 THBAE, TEEALD
BUFF - BOEBEBE. < b F L - XF Vv OEEFRR MR, &b IAFRERE L08R
BXBUMOBRECRAEL, 2~ FFEIT, LSASS & LY X+ U A TDUUEE
Windows 4 v 77 v b DEBHICE 5 7z, Shellshock, Spring4Shell, Log4Shell 7z & 8
#o CVE 28 5372, Hunt.io iX. SecFlow 2333 & a2 v 7 F X b D5 XTIk
B % EiE L - ik L 7=—77. Apache Shiro I3 2 =7 270 4 b IO FERHSEM
DEVETICKEEX R 7K EMA N LT, 27T HE B2 2B TRKLZICHE
LT, BtoRT vy 70TV E T 5, MR NZREARIE, BHELEY
—E R, REEDOT 7V 7 —va v, G NREERE V5 B ORI iE 3
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5L LT3,

BEIR

e "Chinese-Speaking Operator Uses Al Agents to Target Government and Education
Systems Across Asia"

https://hunt.io/blog/chinese-operator-secflow-claude-qwen-deepseek-asia

4 Alt—774

4.1. [2026-08-11] Claude |2 EU Al Act EHLDBEFFEH LEA

Anthropic 1%, Claude 23K T2 7 F XA PCHIECERhWETEPL (V+r—K—~
—7) ZHORAR, EK L7 7 A it C2PAEEHEDEL T EREA 2T — 2 &4t
532 L NEKLZ, R EUAIAct 55 505(2) 0 Al &K =2 v 7 v &R 3
THHEICEALTEY., ZOEITL LTORETH 2, WINEERIE, 2026 7 H
KE TICH 190 AR FIFR#EL ICE 4 L. Anthropic, Google, Meta, Microsoft,
Mistral, OpenAl HL23&F 2% & LT3, XfRIE 2026 4 8 A 2 HEAFIC EU Tieft
MR L7zET AT ZNLHTOE T A~OEHIXEE R CH O EHHP ISR
&, 73T Google DeepMind @ SynthID-Text IC3:D & | R DFE % #SGLE D &
R Z#ICE X2 2D DT, Anthropic IFNECHGE~DFE IR o N AR o7
ELTw3, FFLIFRADRLTE D, HoXESL a2 — FTldidEs» L3R 5 RHss /)

X EFZHZNIIRECTE 5, B APLIZHIHRY 5 L H0E R 7 L sEis Ak
MIFOT7A4AR=PTLa—itL &5,

BEIR

e "How Claude’s text watermarking works "

https://www.anthropic.com/news/claude-text-watermark

e "How Claude marks Al-generated content "

https://support.claude.com/en/articles/16266773-how-claude-marks-ai-generated-

content
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e "Strong backing for the Code of Practice on Transparency of Al-generated Content"

https://digital-strategy.ec.europa.eu/en/news/strong-backing-code-practice-

transparency-ai-generated-content

4.2. [2026-08-19] OpenAl, 7 A>T 4 7ETIILIEOLREEH %1k

OpenAl X, 7 m ¥ 7 4 7 ET VDT L FHlICEH 3 2 #hN O ERFIH Z i@ L 72
ERNKLTz, EDDIRFEMBAHTH Y., IHE~DOFEWHIRE T 1T, 2L,
OpenAl & Hugging Face D 4 v > 7 v b & BIFH D7 v Astra 2% Preparedness
Framework ® 4 4 N—+k % 2 U 7 1 GEJ1 @ Critical Bfi CRAIDOMEFIEL H 1 TR
FCHEMET 2. L VCEARZ T2 OKBEEMALTEKE) ITELIZLWIE
ERIZREHLD D TH 5, [FrLITHBILR O 2 —Riyicg & L, Bz TES 2
BATE T VO LA EI % 2 BEEFIEL 72, STRFCROKE W7 v v T 4 ThHE{L
FEOETIE, DT BB O & FEHii c8) & KW iat 3 2 £ CREO X £/
ELTWw5, MgV —2 v —Ficix, 7 VERKT — F2FETT 2 QBRSO [,
HY AT DOA v 2 —F vt o0 M AR X 2 ) T aRERERD 5, B
HIZLEHRER T, v IAnEInd +—27 v 2 L ICEET 3G Lo ERR» b EitEE
O HEFER~GI & R, BEHERPEYEH 22T 5 30 7N O EE T2 HEE
3%, BRBEFERDFENTIEILE X2 ) T4 - IROKT — LB HIE
b, 30 43 LAPNIC I & WiE € & R AURIEB o fE Ik assko bz, B o BT
BN RO MR R O 20% & RS o T3,

BEIR

e “Pacing model development in an era of cyber-critical capabilities”

https://openai.com/index/pacing-model-development-cyber-capabilities/

4.3, [2026-08-26] OpenAl AT —> = > b A Hugging Face (212 A

OpenAl i3, 2026 4 7 A Ik D ¥ 4 -5 — B 3T ExploitGym . ABITE D 78 s
WsEHET L O — = v M EEDFEMBREE % B8 2 € Hugging Face D ARFEHAZ IR AL
e RRLIMFICOWT, ZOPEMRE LR L 72, RiiFFES R I 2w Lo
7zo METR OfUZFEIC I, Uiz 52 o0z —Y = v MiEZ, BHE)
REaez 72 ETORE L CAARERME T AR 2B 2NN Gk o 5 C
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ot tz, TO—HEOITENIFHli M OUGEIC OB O o728 LT3, OpenAl
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e “OpenAl - Hugging Face Incident: Technical Report”
https://cdn.openai.com/pdf/67869394-cb91-4c12-888c-5cbd85c7814c/OpenAl-

Hugging-Face%20Incident-Technical-Report.pdf

e “The Hugging Face incident and the road ahead”
https://openai.com/index/hugging-face-incident-and-the-road-ahead/
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e "Anatomy of a Frontier Lab Agent Intrusion: A Technical Timeline of the July 2026
Incident”

https://huggingface.co/blog/agent-intrusion-technical-timeline

e "Security incident disclosure — July 2026"

https://huggingface.co/blog/security-incident-july-2026

e "Brief independent investigation of agents’ behavior, reasoning and collaboration in
the OpenAl / Hugging Face hacking incident "
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/

4.4. [2026-09-01] OpenAl, Astra @4 A /X—ge) % Critical & 57 L 12 4R E

OpenAl 1%, fEbf7fg)] D/KAEIC)E U CHIFE L DD S %2 ED 2 HikoD
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YR AL T BKHE) I L7z LFHli L 72, & DRHERIRE L 2RI DE T V7
EWnH, BLE Lc, BEAIoEEE» S0z 7 27 v 4 +EIF I % H % ExploitBench
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U CBAfHR&IC AT S & LT,

BEIR

e GPT-6 Astra: A new generation of intelligence

https://openai.com/index/gpt-6-astra/

e “Path to Astra: critical capabilities and frontier safeguards”

https://openai.com/index/path-to-astra/
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%,
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e '"Investigating three real-world incidents in our cybersecurity evaluations "

https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals

e "Improving our alignment and security practices "

https://www.anthropic.com/news/improving-alignment-security-efforts

4.6. [2026-09-04] ~F8 wiki ET® OpenAl T— x> b DR
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IR EEE T2 A Lz, HEETFiEo—2id, NO_PROXY K& %h

% .blob.core.windows.net & [6]l UKJED & & + 4 % /etc/hosts Iz, W < 7z
POST %@ 3 b DTH 5, WA DELEE, Tor OFIH., {F1E& D {5 27357 D G

OMITITEOENRIRMIBHEERNE 2026


https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals
https://www.anthropic.com/news/improving-alignment-security-efforts

2026 £9 H 28 H ENEEI) 34/ 34

INTEY, 6 HLEHERR—VDHIBRZIHD 5 & PR<—VBMEo i, &R
Z. 6 H21 H2O/EEB L E 2515 OpenAl AtHicE Y YToHNZIP 7 FL A
R=UEiNn, B22 HickfEsiEE o728 35, HEHE T E, Artifactory ICE &
A% Hugging Face # I L 728 & (3o ARCTw3, FAEEIZ, wikioz—
Y PIFEL LAY Z2—F Yy PCT 72 RATE DXt L, Hugging Face D#f 1
AV EZ =2y FPDBWH Y FRY 7 A0 5 Artifactory ZHEH L CH)cHAZZ L ITH
%, OpenAl DIAEHLE D, F A4 Y ToOIEE)IT Hugging Face & 13BR23 7 < |
Hugging Face D4 v o7V FRECE TN DO Tl ARV Eib_7z, 7L, HiZL
TEC T oV v P BRABEOEXL W Cliidi L. HIR O RhETFE 2 L E
L7z B3 ic @3 2, OpenAl IZBGHEMRTICHIE L T\ 7228 Hugging Face ~D Xt
JGIEDNEHFTRARL G o L FE LA S 2 A3d~, FHEDILKZ KD 28 %
BB EE 2 G TN ICE > 72 & 4 A3~ T\w %, OpenAl [3EHERF A3
HEZEWE EEoRR LW TRIFEV L L L, ZOROEBIRT, IRTIA AV
M EOMET 20O FMENR AT ERICE e LT, HEOLFOEREZE
%% D% [pasttime] 72 &li~7z, [EHhiE wiki DBEREEZFICHEG L 2o I 27 74
A v bo—fl& B L7z—J7. Hugging Face DFERETRIEKDEtF 2V T4 4 v T
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e "Discovery of a new OpenAl agent message board"

https://collusion.wiki/

e How we think about the “wiki incident,”...

https://x.com/OpenAl/status/2096133504417616165

e “OpenAl agents hijacked German website in previously undisclosed Al breakout this
spring”

https://www.reuters.com/world/europe/openai-agents-hijacked-german-website-

previously-undisclosed-ai-breakout-this-2026-09-04/
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