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RO 7=2—J7, BNETAFEORIA DI VE LTWwE, (4.4)

- [Y=HF/AFE] Anthropic 13, 4 ¥ &2 —F v FICEE LS723F0524T 141,006 fF % RE L, %
HT 5 3MBMOARBERB~RIET 7R L 72HE L SFRELZ, fTEECTE-TW
g xE e T AV IIETFEOEHZ R T ICHB~FEL, HERKEO e AalLze T
%, Rt nzHFHEOME IR, ~N—F R LEHAORBITENE LT W5, (4.5)

- [HEEHEANE] Meta RIS EREMMEBIC X 2 FELERD 7, FAISLIZ, 4 v &2 —3 v &K
ZEMNICHEIC Lo 2 Jahic L2 &E T o 122 Mo FE47C 19 tho S rl {78 % fi
BLH, WEAFRE SRR e, B EMHROWED KiEZE Lz, (4.5)

- [UEEHEAK] EAISIONET 7 2 A% EKWICEFT L w25l 2R, EidoFETlRw
T IMBEE DR N T Chhrozl EBNERD—2 L INTEH Y, HRITHHFICX
LIRENC S IRELE L L BRI B L o7z, (4.4-45)

O [EFREMENFE] CSA @ Al Safety Initiative (X, —EHOFERITWFNH@EYICHEK NV F
Ry 7 ZADFETIFZR L INB~FETE 2 RETH o7z & L, BEH] EoRRER & 0,
S AR 2 AR FE O BN R E LTI &2 T2, hb@filizo—y = Mt
A8 D OWASP O A TH ASI10 (Rogue Agents) & L CHEH I T\%, (CSA [When
Red-Team Sandboxes Leak: Agentic Al Containment Failures] 2026 48 H 8 H)
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1. ALICR 2 e ErER (Security for Al)

1.1. [2026-06-08] ChatGPT (Z Lockdown Mode &€ v > 5 v &EE

OpenAl i ChatGPT @+t % = U 7 4 %€ Lockdown Mode & Active sessions @ 2 D %
W7z 12 8Bf L 7z, Lockdown Mode (%, A LdEES 2% < DREZHIR T 2 (LR D&
EBRBET, NRT Ay v P ~EREMR I, S oty + 7 — 27 ZK 7z
Ryzcecrymvr b AvyzryavKBICK 2T —25HORMKERE % <Xt
KTH Y, AR T — 2 2R FIHFRT & $2, Web BIEIZF v v 2 2Fa
AVTVYANDT 7 ADHRICHIREN, T4 =TV Y —Flz-—VrvbE-FiF
5, Canvas Az —Fo Ay b7 — 2 HHOERSLT — 2 9HO 7 7 4 VHUS D
Rure s, —Ji. AV OCREOHA, ETNVHUE~DORFEFNHOAIER IZ4LD b 7%
Vo [FtEIZ. Web D F % v v a7 v 7 u—F7 7 A VICRIEGRIERBEAT S 2 L
BT T2 MEBAREE AW E AL A E L, TRy T A vy
va v 3BRECTEELR ) R CREVAFAORELTHESEALS 5L LT
%, b9 —D®D Active sessions 1, ¥4 V4 VHFDO T Iy FLHET 7V DXy L a
v LSRG AR & TR S 2 HRE C. UnRiEHR Y BB L 2 OB, A4 v A4 v HF
FoRIn, JRlF ik ebiRKor 77y PR TE 5, ko SSO (SAML < OIDC)
IO TA Y v P TIRAFTE R,

BEIR

e “Lockdown mode - OpenAl Help Center”
https://help.openai.com/en/articles/20001061-lockdown-mode

e “Managing active sessions in ChatGPT”

https://help.openai.com/en/articles/20001257-managing-active-sessions-in-

chatgpt

1.2. [2026-06-08] Al FIBILARICHFE S REE L IDHHlORAE

Netwrix Research Lab 1% 2026 @& IR D 2317 Ao F 2V 7 4 HY5 (1,889
D ZxRic, BT —z2ougifb e 7 7 e 2#EHl. Al ¥ 2 ) 7 4 WG a7
HitifEZ AR L7z, Al DEACTEREND ID #5K&E Sz -flio@E 12 7 Ho
2 EHIT 43%., Al OE A2 ID BEICEEMICHE L TR 0Tl 11% T, 415
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DEFAREOTE CROAMERES S L LT3, At CEO ® Grady Summers 13,
CAVUTEBL D EVE O X CIIFIHC & 3 AT B AT KL & L Ak 72 7 —
ZHREIL (46%%f 60%). FEARIID D A3 v 2 (25%5%F 44%) . F:ND > v F—Al
DAL (13%%f 25%) &\ o 72 HATHHCHRITL T2 LiFf L T2, —77,
Cybersecurity Insiders 2% Outtake ® 3 #% CHill{E L 7z 2026 Digital Risk Report I3,
2026 SFHIDICE F 2 Y T 4 RAIENE, 720 Y 27 %25 BERES 1,138 A%
AL 72D DT, 84%MIBE 1 FICREDOH 2TV 2N Y A7 REERERL 72— 17,
Hifk D 7a 77 Lk el L FEL 72013 TRIC e EE o7, RERESL 77 v FUEHE
RESEFR I/ u—vRT 4 =T 72 A VR EDEKAT 4 713 AT% MR E 72 1358
EEE L (FEER 18%. 5E\29%), Al=—Y = v b DA E o Y LY % 5ERIC A
b L REBNIC Il C & TV 2 DIF 4% 72 - 72,

BHIR

e “Data & Identity Security Report 2026 - Netwrix”
https://cdn.sanity.io/files/r09655In/production/c49f13fb8b0186d6b8c1b27786b9b
172¢446€338.pdf

e “2026 Digital Risk Report - Outtake”

https://cdn.prod.website-
files.com/69ef5bf5eb2bbf73ad654c24/6a20aaeb2df3ea7fa0953410_2026-Outtake-
Digital%20Risk%20Report-by-CSIL.pdf

1.3. [2026-06-11] Langflow DIFEE 7 7 4 ILE X A& & LangGraph @ X b

Tenable |, LLM 7 7'V ## Langflow @ POST /api/v2/files 7 filename % f2GIE¢
I/ RO ARR Y I AN=F AV THEEOGATICEEIAD 5 & LT 2026 4 3 A 27
HICAK L 7z, CVE-2026-5027 238#% X 41, NVD |3 CWE-22 iICpHL T\ 5, FilFE
JC13 Tenable iZ 2026 4 6 A 11 H, v1.9.0 TZ OfEdiHEABIEFATH 2 L HZE L
7z SecurityWeek D#EIC X #LiX, VulnCheck (2 Z D X2 Y € — b 22— FHEITICD
72535 9 Z. Langflow 23BEE CRZEGED HE w774 v ZHIC LT 3 72 DREHE R
mUICHES 2 =Y FRA v PA~FEETE 3 LIER L T 5, FtLIEEEE cCEMOK
T2HMLTCT A N7 7AVORRERMER L2 L, 4 v 2 —F v } 2 b EEARE
7z Langflow (3% 7,000 th» 3 & L7z, Al =— = v 3 LangGraph Ti%, £k
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BERIFT LT =y 784 v 2ICE&ED 3R, 2B 2 FR>7 A2 &R L7
T VEAT, SQLite lIZ A X F— &2 7 4 L2 D * — L X N FHTE D SQL 2517
T %, LangGraph.js ® Redis hRlx 7 1 /v Z i RediSearch ® OR {1 #F AT 3
TRV Yy FoBiz RN LA L v FOBEERHD 5, 55 11 (GHSA-g48¢c) I3
msgpack D7 ¥ V7 74 RICBHT 2 b DTKFET = v 7 R4 v XEMHBWRZD, R
FR~DFHEN & 2iA B 2R L 32 %P LoE L BT b Tw 5,

BEIR

e “Langflow - Path Traversal Arbitrary File Write via upload_user_file”

https://www.tenable.com/security/research/tra-2026-26

e “Hackers Exploit Langflow Vulnerability for Remote Code Execution”

https://www.securityweek.com/hackers-exploit-langflow-vulnerability-for-remote-

code-execution/

e https://github.com/langchain-ai/langgraph/security/advisories/ GHSA-9rwj-6rc7-

p7ic
e https://github.com/langchain-ai/langgraph/security/advisories/ GHSA-g48c-2wqr-
h844

e https://github.com/langchain-ai/langgraphjs/security/advisories/ GHSA-5mx2-

w598-339m

1.4, [2026-06-13] Al 5E&#INET 257 0 v A —¥i5% [PromptSnatcher

MalExt Sentry I3, A5 7w v h—%%5 200 77 v FiLRIC X 5 Al 55D INE%
PromptSnatcher & % 1F T L7z, xf5 (3 Smart Adblocker (%78 J7) & Adblock
for Browser (7 177) O 9 HHIHE . W& IXE—oFbHLeY v 7 & C2 34
&, WEGESS 7o+ 20 LDP_MESSAGE 253 2 WF72 & LTwd, ThbD7
FZUFIRIIAR 7 A V2V X P 2HVIAATIEE 70 v Z7ie ettt 25 —7., ~
— ¥ ® MAIN world ICiEA L7 RX 2 Y 7} T fetch, XMLHttpRequest, WebSocket %
7%= L 2. ChatGPT, Claude, Gemini, Copilot 7z & 8 DD Al % — " X D&FHEE
BT 5, 555 OTRENXDOHE DTV, KRG ID T LA, ZHIX 5,
HBAZ Lo\ UUID 2k 2T, #@=EE D C2 (c.smartadblocker.com Z§) @
/captures ~i&f5 LT\ 7z, TV — v id C2 @ /configuration 2> b SEATRFICHUS &

OMITITEOENRIRMIBHEERNE 2026
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N, Meta Al ]I EEIFv =7 = A MICRCEBHED A THIMLI NS R L, X b
THEH R LICHRZEMTE 2L LW, FIHE~DOFHIZEARD [Enhanced
Protection] &) —fx 7 FIicE ¥ 0| Firefox iiZMmiike d~=7 = XA b T
T2 L L HEE L7 D Chrome iR & A DR v v 2L TH Y, H
HEREREHBFIET L LTWw5,

BEIR

e “PromptSnatcher: AdBlocker stealing Al Chats - MalExt Sentry”

https://malext.io/reports/PromptSnatcher/

1.5. [2026-06-15] #EEICRZ 5 GitHub VR FUTA T—2 x> MAYWEY T VE(T

ODIN (Mozilla ® Zero Day Investigative Network) (X, J#HD VK + U 2% 5T Al
=T 4 VIV 2V PTEEOI -V 2ETEI R 2 FO2LNKL 2, (HHITFIE3
Borbkhd, VERY Y OFIEEICIT python3 -m axiom init & W95~y 7T
v Z7EHEREFH DN T3, FHO Python »¥y 7 — Y I3WIHALHTOFI A ESR LT 7
—%RL, MHF L= —Y = v MWL D FEIT 289, EIT TN 5 scripts/setup.sh
1% dig +short TXT _axiom-config T DNS ® TXT L 2 — F%5| &, ZDWNA% bash -c
T, WBHIZH L AEET 2 DNS L 2 — FIC base64 THE{LL 72 = 1 % &
WTHIFIF X, ODIN (&, Claude Code 25 H S 3Hli L TV g WEHE Ll = L%
FITTH2eickzxdel, BEHLAEZ A vyte—y [E2MELOHETER7Y
7, BCF2ZLDBRWDNS La—Few) 3EDIERZEHIHL WS, [tk
DBRL T2 DRMRGEERE CTOFILTH v, EEEOEMIWME I LTk, ~v X
—DFIGIC DV T DD 7%\,

BHIR

e “Clone This Repo and I Own Your Machine”

https://0din.ai/blog/clone-this-repo-and-i-own-your-machine

1.6. [2026-06-15] M365 Copilot 1 7 U v 715 EEL [SearchLeak]

Varonis 1Z, M365 Copilot Enterprise DR % HH 3 5 3 Bt D#fH SearchLeak % A5
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L7z HIBEDP2P A v 22 avTld, BREURL @ q 87 A — X BMEETIE
7t { Copilot 28€ 9 HE/R & LTI X L, A — A% 83R L T4 Z lifR URL I8 oA
FHLLNTE D, F2RIIMENL OFE T, IO % <code>TPHH L0 5 I3 A AL 7E
THROBIWHETH 5720, AU — I v 7l X 7z<img> & 72351 7 X
FEEXSTLE S, 3Bl CSP Dl <, EROFHAAALKIIHIRI NS S DD
*.bing.com [ZFFA[ TN TH Y. Bing DEGIRFK A 5E URL % ¥ — ~ITHIE S 5 72
B, 77 VHFDCSP B RIE L THBE DY —~A~GINT -2 PEFITLE
9o #5851 microsoft.com TH Y, Copilot (ZFIHE DHERTENL 720, HEHZD 7
Yy 7 1RTA=NEF a7 4a—F, FEX. SharePoint, OneDrive DNZE 23
YT D o Microsoft 13 CVE-2026-42824 & L CTEIEFA T, FIHE OHIGIEAR
Bl 3%, Varonis I XX, Microsoft (ZiAK D H A FHM critical % {1 5-L 7=z,
MSRC 8l 13 A 6.5 TH 5.,

BHIR

e “SearchLeak: How We Turned M365 Copilot Into a One-Click Data Exfiltration
Weapon”
https://www.varonis.com/blog/searchleak

e “Security Update Guide - MSRC”
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-42824

1.7. [2026-06-15] UNC6508, REDCap ##H CA KR 2 12E

GTIG 1. ALK - R - HEMFEREZIH o 729 4 N —BiE B 2 e L7z 9
AT, BOHEETUNC6508 Ick 2 b o elmEl., HEBE#EO T 7 2 —7/2L LTw»

%o BERYIEE - M - RE O EFHERE A1 v 2 —, HRIR O BRI O, IUE
WRITZER R REICE D 2 BifiE#Re 4 v FAFEEOFR, N LTAIRE. AR
AT L, EEENESEL, ROIDOEER 20234 9 H T, H 3AKOEEWFHE <
132025 4E 11 H £ CiE# 28l & 7=, UNC6508 134482 BH D REDCap % — % {2
#L, 3#7H#%IC=A Y =7 INFINITERED % &R L 7=, INFINITERED (3 REDCap
DIEH 77 ANVEHREL, Ty 7 7L —FD7=CICASZHFEALTLE AL
DOREEHR Z UL L 720 GTIG 1ZIHR ARRES 2 ERE T & TR s, IO
TIHMD REDCap 2SR I N T2 & LTWw 3, UNC6508 13 ZHAEE IR D [[] L 2»
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SEHHET AT b EEUFL, MAERD 2 — V% BT 2 EHERE (27
FAT VA=) AL, [Patroit] £\ DA — VT FEHEKHETERZEA —
NDEERIRT FLAZRE L, —Br 28 E O Gmail ~# - T BCC X LK) 5

b DT, GTIG FHEB#ET 7 % — CRAEIlORWFikEZL LTwb,

BHIR

e “Public and Private Medical Community Targeted by China-Nexus Threat Actor”

https://cloud.google.com/blog/topics/threat-intelligence/prc-targets-us-medical-

research

1.8. [2026-06-17] Vertex Al SDK & /34 v + H5#LT RCE

Unit 42 (%, Vertex AI SDK for Python @ 1.139.0 & 1.140.0 ic, €7 AT v 7u—F
EROMNDKIZHE L7ze A7y PAZIEELARWVE, SDKIZ7vY 22 }ID

LY =Y avdoikEZANEIEY . FEMRIET 2 8EHE 2 WEEL v, WEBH
FHGO T u Y 27 MICRZAST y P REICED . REEEADEED ID 2554 H %
TEZXHICLTHTIE, BEEDET A ER TN S, 7272 L RCEICE ST, #
EEDQT v Fu— FRICH—ERT—V v P BREMZHALTECOBRARON
i, BHETANELEZLESH S, 7 AT O FRHHEIZH 2.5 0T, #
7Y x 7 MER % %1 H) { Cloud Function (3£ 800ms T/KILTE., WEBDHEIET
ZFR A L oK I RETICE LB AR T CTE L35, WBEOLICIIEEEH 2D
Y=Y avoBEANT vy P BARIMER TR TR O3, BEEMNICIE Google Cloud 7
nY s beEFEOTuY 27 P IDBHNIE IV, LK AT T VIT pickle D
TYIT I7AXCa—VHEI 20, |fE= v 7 ) OGEHE#RE 7 & RCE OfEmHIC
7t %, Google DIEIEIT 2 BT, v1.144.0 TN%7 v P4 I uuidd # {15 L, v1.148.0
THTEH OMEEZEML 72,

BEIR

e “Pickle in the Middle - Hijacking Vertex AI Model Uploads for Cross-Tenant RCE”

https://unit42.paloaltonetworks.com/hijacking-vertex-ai-model/
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1.9. [2026-06-18] BE%E%JH S Google JA45 - claude.ai B D ClickFix

TrendAl Research i€ X#LiX, 2026 4 H 8 H2*H 6 A 14 HIZ 2217 T Google JA# T
ALFAFEY — V2 S HIHE 2583 2 855 Y . Claude Al % Cursor IDE,
ChatGPT Codex 72 &4 7 &b 6 77 v FERFFFRL 72, [EltkiZ 7 88T 6 D Dk,
G106 DR R F ZEHEE L TE Y, 41X GitLab Pages EICB DR~ — ¥ % Wi~ T
Wiz23, 5 H 6 HEARE(Z claude.ai 3FHF v v + (Al & D&5Ev 7% 20Ff] URL Cfih
HICHE BHEE) i ClickFix D FHZE B~ Y 5 A 21 HLUAREOH <3 #ll <
e 3T RCOIEEND C OFRE LTl E 72, £HF ¥ v I % Apple Support 7 & % %&

U AR % G D, base64 THEFifL L7z 170 a~<v FEMYMNITF X2, thAhEND
27 Y7 MiEwu 7RO X —K — FESIR AT G R BRE ClidE T2 ik L,

Z 9 TR WA MacSyne % HUfS L CRRAETE#H = Cookie, SSH ¥ —., 5@ E v #
Ly bOT7 7 ANEBRANT, WRINZEEL 774 v 7D 67.4%0°T 2T KV
T, AEBRETTEI 774 v 2D 305%% 5 %, [AfkO@E#ERk% 3% )72 Anthropic (%
FEDI 2FUT Ay v M EEIEL, BED AR EEML -5 2T, AT
¥ v MEREE~OEIMOEAN K ZED T B L v,

BHIR

e “Threat Actors Abuse claude.ai Shared Chat for ClickFix Malvertising Campaign |
Trend Micro”

https://www.trendmicro.com/en/research/26/f/claudeai-shared-chat-abused-in-

malvertising.html

1.10. [2026-06-18] AutoGen Studio D& ~— 2 #EHB TR X ~ RCE

Microsoft . Al =— = v F fF A Ul © AutoGen Studio T, Z—3 = v b 23HjH
LT E R\ Web =Y 225w — 7LD MCP WebSocket ICiE L, &2 b 1 CfF:
B0 A% RE)TE 5H#% o Auto]ack & AT 72, HBICKIE T IL 3
2H 5, H—IT, Origin HE X 127.0.0.1 & localhost DA ZFFA[ T % 72D HFEH 4 b
2BV 77 9 P30 205, FLmARCTH T2 DO~y FLAT 77973
wtHiA A 72 JavaScript 13 localhost & LCHFE@Y 35, B Ic, ik FArv =7
MCP #2i#& % MR LCTEH Y, WebSocket {23 H AT CREAES 2 HiiE7Z > 72 DI Z D
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TN Il o T2 Tz WAL RGN L 72T b M E%AER% |3 MESERE TRt & 2 U A U
72o H=IC, URL @ server_params % base64 {85 L CREH) ¥ T X — X ICFEFTHET
X FETRNROFFAIY R M X 2/l TN THE ST, calcexe ¥ = H MCP #
—oNE LTREITE 72, MSRC ~D#iiite, 72 —2 &% — MCrEF3 5 775~
DAETE & RFERRIL OME/NMC X D . main 77 ¥ F k= I v b b047730 TEIEX fu7z,
[+ 25D L 72 A B autogenstudio 0.4.2.2 ICEZ 4RI E T TH 63, Z|HIL
MCP 77 74 v iz SR a 3 v b ¥ TORIC main 225 € F L ZFAFKE ICES
ndelLtwnid,

BHIR

e “AutoJack: How a single page can RCE the host running your Al agent”

https://www.microsoft.com/en-us/security/blog/2026/06/18/autojack-single-page-

rce-host-running-ai-agent/

1.11. [2026-06-19] Chrome #i5k SiderAl - MaxAl DRSS CHEEY A bt v 3 2E

Rebora Security 1%, Al #5#(® Chrome 55k SiderAl & MaxAl iICHeg5E:%z B2, %
NZ 1 Spyder, MaXSS & &I CAKL 7z, EALUT SiderAl 23 1,000 /7, MaxAl
23100 1T, WIhd Web =Y 0B JH L A v & — Y DIX[EIC% content-script 23
AEL TR wRDHKETH 5, MaXSS id, ARIBILRICLpFFENAVHERE, EO
Web %4 b 225 CHIFUHECLE I DT, X 70—EHIRPRZ )V —v v ay
M. RLA 7 COEESA PRRICMA, A2 ) T 0ZELEZE CSP ~ v X DHlkk
KX VEEA Y Yy TOa— FETICES, Spyder id. Bl ABMGIR % fFEER 3 2 N
APT L7222 ) v 7« ATTDEAZMAGDE, EEOY A + 2O iframe
ICHDIAA TEAES 2 H DT, Rebora 3#FEE O Gemini ICHER 2 ANSGEO LA
URL b 3Kt %R L7z, BOLERMFIE MaXSS 23R D& A D A&, Spyder 13 fL5R
DEFENIMA T 74 VFERTHEI LT, WINLEED LY+ 2B < UL
FEEIAE L L LT3, CVE ZERFE I T wp, Rebora i3 CVSS3 € 10.0
FHY &G L 720 M~ Y X — 1 Td& IO A2 9. ER R CTARBIIREIEDO L £ T
D5,
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BEIR

e “MaXSS & Spyder: How two Chrome extensions allow websites to compromise over
10 million browsers”

https://rebora.io/blog/spyder-and-maxss-chrome-extension-vulnerabilities-put-

millions-at-risk

e “Spyder: Chrome Extension SiderAl Vulnerable to UXSG Puts 10,000,000 Users at
Risk”
https://rebora.io/blog/spyder-vulnerability-in-chrome-extension-leads-to-uxsg

e “MaXSS: Chrome Extension MaxAl Vulnerable to UXSS Puts 1,000,000 Users at
Risk”

https://rebora.io/blog/maxss-vulnerability-in-chrome-extension-leads-to-uxss

1.12. [2026-06-24] JLEREERE SNDIBAED A DITICTAY T A P20 a Y

SentinelLABS (% Rust # macOS 4 v 7°7 ¥ } % macOS.Gaslight & #1715, Apple
XProtect ® BONZAI % 74 F % & OXIGH O 5 EfE AL SR E o iR B i i
JB3 %L LTw5, Miffkld Markdown ® 22— F 7 = v 2 & {{DATA}} } — 7 v LLM
SO T a v T EEEE L 72 3.5KB o7 — 28R fax, b —2 volRUIh e
AEYARRICKZ\ERET . 74 A7 Mg, WHOERAB AL S 38 Moy X7 4
Ay —T%, Megaltk - BT o g o L b2l %, Ho 3B Ro 7 —
2 LEHEINTATR E OEREZBEKRICL, LLM g0 glifsEHZ f kLT 510, 4
HIBVIAL Z L IHh 2, FEDOF1E 2025 4F1C Check Point 23— DFR L & H o
7= Windows fiifl & LCTAK LT3 23, 38 & # i TRt i o Mt A & & i3
LHENIF LV E S, C2 % Telegram Bot API KR —Y v 7ic Xk 5, &ECAMLX
% Python lOINEEY 2 — VI 77 v T -2 a~ v FJERE. login.keychain-db
DA —zMNRET 250, BFICLERFEMEITETRICHNEE D o 5 2 o hiRfRicix
GENT, FEOSIIIENITIC L & F 2, KiLPIE 2B 3 2 /7R 13 iDL T
ETHELT, WINORERETHMNCRY 5 2HEEELANA FVICfiboTwna, &
W) RLRIC & T B,
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BEIR

e  “macOS.Gaslight | Rust Backdoor Turns Prompt Injection on the Analyst”

https://www.sentinelone.com/labs/macos-gaslight-rust-backdoor-turns-prompt-

injection-on-the-analyst-not-the-sandbox/

e “New Malware Embeds Prompt Injection to Evade Al Detection - Check Point
Research”

https://research.checkpoint.com/2025/ai-evasion-prompt-injection/

1.13.[2026-07-08] GitHub D Al T—> = > b FERBEYU R FUIRA WL

Noma Labs % GitHub Agentic Workflows ® 7a v 7'  f v =7 v a v Rk R L
GitLost & & f11) 72, [EEHEIX 2026 2 HICHEMi 7L €2 =% o 72d D T,
Markdown THW72iER% Al T— = v } 2 GitHub Actions | CH179 %, GitHub
DA TIEBEE DMERRIZFE A FEH T, v PRy 7 2Z T4 v 7 — 7 k.
RERMN 2N L HZRABREEHHAMAEN T2, WERBLT 2 D1F, R
AR FIMRRE 2 L, M%7 — 7 7 18 — 23 Issue OE| Y T2 EICEY & R %
FeH. AN OMY R Y 2R - IERHEMDOTHANSHER L, a2 v 2
W9 DHERZ Fe R ORE DL A TH 5, ZOFMFT T, KWBEILFE UKD L5
VERY b VICEBKIEZR % 5 7 Issue #3. T, AITEXDIERZEIT AT XL,

2 — PO D RAE RO HER D ES v, =—Y = v MEIRIATERICHE N,
2B Y KT b Y D README.md DNEZ A2 A v b & LT L 72, GitHub I3
T L7iHEN CH— F L —A2 b o CT\w7z23, [Additionally | OFE%INZ % &
FECEBRSHENIOoEWIAx & LTI, BEEL o728 ), T4t Noma
Labs HH OWGHRECOBITH H . EHEEFOFEL TIEZR v, [kt GitHub ~&ff:
HHHREToTE LT W5,

BEIR

e “GitLost: How We Tricked GitHub’s Al Agent into Leaking Private Repos”

https://noma.security/blog/gitlost-how-we-tricked-githubs-ai-agent-into-leaking-

private-repos/
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e “GitHub Agentic Workflows are now in technical preview”

https://github.blog/changelog/2026-02-13-github-agentic-workflows-are-now-in-

technical-preview/

1.14. [2026-07-09] Al 2 —7 1 > 7' X3% 6 &I B O AT E X

Wiz lx, Al 2—7 1 v 78 6 B c @3 5 K- % — v GhostApproval Z /2% L
720 X1 1% Amazon Q Developer, Anthropic Claude Code, Augment, Cursor,
Google Antigravity, Windsurf, VR PV ovvRY v 7 1) v 27 (CWE-61)
IO, T—=V vV PR EBEEL v $BET 2 X0 H b . EEEEES O
~/.ssh/authorized_keys 7x & ~E &AL T & C, K EDTEa— FETICED 5 5,
Wiz 12 XiiE, Al O NERHERR ClIfEfR e i 2385k L 28 o, X4 7w 7icid
TED7 7 AN LR tcux{ﬁIerS‘za b, REMIEZFIcx2 (CWE-451), Windsurf

TR & v BN B REIIC IABDIFE A, Augment (ZTERD 7n L IC RIS D 5 &
Xx{To72L 35, AWS Ix CVE-2026-12958 & L T language server 1.69.0 T,
Cursor 1 CVE-2026-50549 & LT 3.0 T, Google  1.19.6 TEIEL 7z, Anthropic

. MIAEZEERICT 4 L2 ) ZEELIEE 7 m v 7P A RR LT U R, B

TOEBET VMICITEEN RV, igtke LTidthbhrve Lz, 7272 LFEMIZ
TRHTH. v FR) v 2 Y v 0BEERFNEL L2 —Icko CERAE L LT 2026 4 2
A5 H®Dv2.1.32 CHEFATH Y, ik Wiz 0FERBIO 9 HATZZ o 72 L HIEL
Twd, BATHR 21173 LA v R Y v 72 ) v 7 2R L, B 7 7 4 v ~Di&
ZIARRNCE LT 5,

BEIR

e “GhostApproval: A Trust Boundary Gap in Al Coding Assistants”

https://www.wiz.io/blog/ghostapproval-a-trust-boundary-gap-in-ai-coding-

assistants

1.15. [2026-07-17] Anthropic, &R DE UA &z 8H(C L 7=HmHlF5| =

Anthropic 1% 2026 4 7 H 17 H., Deputy CISO ® Jason Clinton I X %, JEMH#EERIC
Ho < F5] % [aCISO's guide to agentic AI| AL 7z, CISO OB® It wr ) =7
TliEe, VA7 2L LTl I, B cx 2§z BN 22T 25 2 L
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7Fed5, BEEZEETZ Al=—Y 2 v F 2PERD SN EE ITNEAIE & XF] 5
O0F, FHUADICFEY 67 HEZZE L 7= & \» 9 Ponemon Institute @ 2026 F D5 %
1%, HEAOMIGITEST X2 L35, WY EFTwafidliz, ID 2870 IdP ©F%
fT-kphxgzze, 242272 (MCP) OFf]) A b TT—2DEREZF|I{ e, 2
t 7 ZHEALCIE e S EIERAL CHERR 2 HI 2 2 & Y — VIEON L % OpenTelemetry ©
SIEM ~ifis™ 2 & 7a &0 FATREICHEOED & 2 AL #RZ B3, Y — 12 bBE
I DT AIREITEI N AR, egress FFA[ Y X M, oSOz —V 2 v
FOTF—ZFEBIL ZWORMOMEITH Y, HREDERD TE TR rE
L. iBARSEEZ TICEEZ &5 2 e L T2, FfhiZ X0 Efii e BHE
[Zero Trust for Al agents| d AN LT3, NHIBEBIIC S FOEIZ 235 0 |
CISA 3+ —2+ 7 U 755/ (ASD) £ F @ ACSC ®fth D EFE - KE D ¥— b F—
iz, TV PHATEADFG E 2 AR LTS,

BHIR

e “Zero risk isn't the job: a CISO's guide to agentic Al”

https://claude.com/blog/ciso-guide-to-agentic-ai

e “Zero Trust for Al agents”

https://claude.com/blog/zero-trust-for-ai-agents

e “Careful Adoption of Agentic Al Services”

https://www.cisa.gov/resources-tools/resources/careful-adoption-agentic-ai-

services

1.16.[2026-07-20] a—T 4 >/ T —2 2> FARRICY VY KRy R T R —7

Pillar Security i, Ala—7 4 v /72—y v P48 TEF6 FO Y Y PRy 7 21
27— THegE % R L7z, xR 1T Cursor, OpenAl @ Codex CLI, Google ®
Gemini CLI, Google Antigravity TH %, H@T 2813, =—Y = v F HHITHIRAN
THE o, FAMIPRPOEMLTRITT 27 74V 2HZHZIL 0D
TH» %, Cursor - Codex CLI - Gemini CLI i2 ;@3 % Docker ¥ 7 v + ~DF#
(GHSA-v4xv-rgh3-w9mc), Cursor @ virtualenv D f v % — 7Y 2 D XA (GHSA-

p9g2-cr55-cw9c), Git D A £ 7 — ZFEH T fsmonitor ICFEITEXEEH D, T—27 A=
— 2D .claude 7 v ZREDIEY v PRy 7 2D a~wyv FETIEDS b D (CVE-
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2026-48124, GHSA-pc9j-3qc2-95wv), Codex CLI D% &7r 2~y FOFFA[ U X + 23
a~ Y P4 T EEELIIBEZREL R\ O, Antigravity @ macOS Seatbelt D
BYU R MEEEE vscode F R V7REICK D F 2T E— FEIENRE T LN TV S,
Cursor 1% 3.0.0, Codex CLI % v0.95.0 TIEIE X 41, Google (Z H#ES D 2 %@ %
DWEFIEE LoD, YV —v ¥ ATy =T Y v ra) KV ) ~EHEFIE
DML W EFHEi L 7z, FEEOERITHE I Tk,

BEIR

e “The Week of Sandbox Escapes”

https://www.pillar.security/blog/the-week-of-sandbox-escapes

e “Cursor, Codex, Gemini CLI, Antigravity hit by sandbox escapes”

https://www.bleepingcomputer.com/news/security/cursor-codex-gemini-cli-

antigravity-hit-by-sandbox-escapes/

1.17. [2026-07-29] Perplexity, T—= = > FEEHRY —JL Numbat % /225

Perplexity i3, 7 74 7 v bR ETAl = — = v b @) 2 A - BHT - FEHE
IT54 =7V —ZD Y —# Numbat % 2NF L 7z, MR 1Z Claude Code, Codex,
OpenCode, PiZr & a—7 4 v 72— = T, macOS -+ Linux - Windows Z%f
63 %, FBERICEL DIF 7T v 74 vyzrvavyTcidhl, =—Y=z v}
BEZoNT-HNZZERL X9 L LTHHFEDOEM L R W TEIIC K SERTH Y, 7
7 AV DHIER, HERFAK, > —27 Ly P OINRREEHNICET T2, (EiAIE 3 A
T, T—Y VYV rDOFETIA 7H A4 7 VOEFTHIK Go S OBER 7 v 7 23
TEDFEITRNICUHERT © % . &350k % NDJSON ol 25 IEHAL L CH o fit
L. OpenTelemetry ® 7w F ar<co—AUELEOT LA M) 28D 5, BAHAIZ
CEL Citih fu, sudoers 7 7 A VDR ITARL, ¥ — 7 Ly b Ogedk Licke < 7
EfE L Vo B2 AAE N T 5, AL NVIDIA $35® Open Secure Al
Alliance D—B & LTHRMT 2 L LTHH ., HLOBTE~ERFEAZZ2, MAES
BRI & v o L E B R BERITAR L TR,
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BEIR

e “Securing agents across Perplexity's client endpoints with Numbat”

https://research.perplexity.ai/articles/securing-agents-across-

perplexity%E2%80%99s-client-endpoints-with-numbat

1.18.[2026-07-30] NVIDIAZE D Al REE(ICT VU 774 X RCE

ZDI & NVIDIA i3, AIBARRIF 74 77 Y CEFECTE AT -2 7 )7 74 Xic
R 3 2 R EHRCTRB L 72, XI5 1Z NVIDIA @ Transformers4Rec, NeMo,
NVTabular &, MosaicML Composer, Hugging Face @ PyTorch Image Models T&
%, ZDI i, Transformers4dRec ® Model.load B§#(., NeMo + MosaicML Composer *
PyTorch Image Models @ F = v 7 K4 v FEHTICOWT, FIHEDLG 2727 — X DR
AN REBFERTH Y, BEH 2 —VOMELTIEEDH 7 7 A L2 AIHED
BERMET, KT 5 LBED 7o v RADHERTa— F2ETTEEELTWE,
NVTabular i 5\ CTIEARGASI L 72 #ific ZDI ©7 Fo34 %) 1372 <. NVIDIA 78
N T CVE-2026-24237 & CVE-2026-24221 %#/A"3R L 72, NeMo O N#jix, 72V 7T
7 A XD CVE-2026-24228 # &4 3 ik £ L O TEENR L LT3, REHD
CVE-2026-24162 (Transformers4Rec, CWE-502) i NVIDIA 1 CVSS 3:A(H 7.8 %
5ZTwW32, X7 Z—FAV.L (u—An) 22O ULRTHY, BEDHZ 7740 %
BEH HE IChld 2 2 8E0S AR & 72 5., BIEIE. Transformersd4Rec 25 2026 4 3 H
11 HLARED Main @ 2 3 v b, NeMo 25 2.7.3, NVTabular %% 08e0633, PyTorch
Image Models %% v1.0.26 T, MosaicML Composer 2 I v F TRt I T3,

BHIR

e “NVIDIA Transformers4Rec Model.load Deserialization of Untrusted Data Remote
Code Execution Vulnerability”

https://www.zerodayinitiative.com/advisories/ZDI-26-338/

e “MosaicML Composer Deserialization of Untrusted Data Remote Code Execution
Vulnerability”
https://www.zerodayinitiative.com/advisories/ZDI-26-384/
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e “NVIDIA NeMo Framework Deserialization of Untrusted Data Remote Code
Execution Vulnerability”

https://www.zerodayinitiative.com/advisories/ZDI-26-410/

e “Hugging Face PyTorch Image Models checkpoint Deserialization of Untrusted
Data Remote Code Execution Vulnerability”
https://www.zerodayinitiative.com/advisories/ZDI-26-523/

e “Security Bulletin: NVIDIA Merlin Transformers4Rec - March 2026”

https://nvidia.custhelp.com/app/answers/detail/a_id/5838
e “Security Bulletin: NVIDIA NeMo - June 2026”

https://nvidia.custhelp.com/app/answers/detail/a_id/5839
e “Security Bulletin: NVIDIA NVTabular - June 2026”

https://nvidia.custhelp.com/app/answers/detail/a_id/5851

1.19. [2026-08-04] OSAA, Al EZEHHF OPREH SAFE B%

Open Secure Al Alliance DZ# 1% 2026 fF8 H 4 H, Al % 2V 7 4 HE O LFHH:
#H 7 Shared Al Findings Exchange (SAFE) 7V —% v 7 7L —7DHEE% RFC & LT
GitHub T/2Fd L 72, Black Hat USA 2026 D F%IC &b E 72K T, HEELETIEZ
(L 23a=74IckdLa—tigm FReEdEEIcH 5, FEIT Cisco,
CrowdStrike, Hugging Face, NVIDIA, Red Hat & &0 FMEL L L O 72, 1+
1T, FREL =T I ROEER N TOIEE, B % 2T 72~ DE P 0 7l FEEE
CIRE TR CFBFCERZE HFEA, ETAP—TH—FpoY—L, ET
BRbE, Bifl. A X 23, %77471~/ﬁﬁ%Mi1M@meﬁ/7é¢%
MRETIMEL TNV Ea— BYVBRINIHHEOAHORE, kD FLE LR
Ak %z AT 2 AR D GERTEEH O RFATH 5, BEfEDER - 2 L - Bl E o R
BEEL, B0V A= HAEREL R X ) P icElE Lz 2T, ANF - E5E
DM D ALICEEL {#HT % & LT3, Linux Foundation (%, ¥ I3 &2 Al
BREHATHNZICL &% YV AN ERAE Mt I Ko Tw 2 LIER L. B
RS - HFEREREIC X D ERDPFLVUEETE 5 X 9 I L7z NASA Dffize &4 il
B (ASRS) ZEMlicEF T3
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BEIR

e “Al Leaders Propose SAFE Guidelines for Cybersecurity Transparency”

https://blogs.nvidia.com/blog/open-secure-ai-alliance-contributions/

e “Proposing the SAFE Working Group: An Open Community Effort to Improve Al
Security”

https://www.linuxfoundation.org/blog/proposing-the-safe-working-group-an-

open-community-effort-to-improve-ai-security

1.20. [2026-08-04] npm 7 — L CHAINDROP., 400 #8/%y 75 — ¥ % 752

Wiz 13, 2026 F8 H4 Hickeyv DA v 7F® GitHub 7h v v FMREI L, AC
FEHEY — L 23400 2 5%y 7=V NEB o7 LTwb, Orcald, WEEH
main 77 VF~NEET 7 ANV EWLIAALTEDICY V=R %25 72720, HHMAIE
HokEELF =2 oI NI T 5, Wiz i3~<4 v — F% Mini Shai-Hulud @ % #%
EATED, TeamPCP D ¥ v vX— v LHLIT % &\ 9, ElasticlZT Lz
CHAINDROP & #ff1F 72, preinstall 7 v 7 2»5 F v v ¥ —setup.mjs * Bun 1.3.13
RS LTSt~ v — Y 2EDSE, npm 7 77 FOFIER I 2,
Anthropic, Codex, Cursor, Gemini 7z & Al f¥ Y — NV OFEAHE#R b INET %,
Microsoft IC XX, =4 7 — FIZ npm D trusted publisher & L CH S L7277 — 72
7 n—[a DA E N, ZOREROIEHO Fu~F v 2effnd 5, G
L 7- 23541 GitHub App M — 2 v (ghs ) A& ENBBAICIRY . 7 — 4135
RV R PV DT77vF (1 VKT MY H7%HRAS0) ~.claude/settings.json
& .vscode/tasks.json DEHET7 v 72 a Iy FF 570, BRLIUAKY U % VS Code T
ffl 2> Claude Code D+t v ¥ 3 v ZIR® 72[AFEE 5. npm install Z#EFICELT 5,
Elastic (% preinstall 7 v 7 ZBECTE L % npm 12 IE~OEFH ZEHD T 5,

BEIR

e “Shai-Hulud strikes again: CHAINDROP worm hits 400+ npm packages”

https://www.elastic.co/security-labs/shai-hulud-chaindrop-npm-supply-chain
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e “Compromised keyv Maintainer Account Triggers Massive npm Supply Chain
Attack”

https://orca.security/resources/blog/compromised-keyv-npm-supply-chain-attack/

e “ChainDrop supply chain compromise: Anatomy of a self-propagating worm”

https://www.microsoft.com/en-us/security/blog/2026/08/04/chaindrop-supply-

chain-compromise-anatomy-self-propagating-worm/

e “keyv and cacheable npm Package Hijacked in Supply Chain Attack”
https://www.wiz.io/blog/keyv-and-cacheable-npm-supply-chain-attack

e “Keyv and friends compromised in active Shai-Hulud supply chain attack”

https://www.aikido.dev/blog/keyv-and-friends-compromised-in-npm-supply-

chain-attack

1.21. [2026-08-06] Langflow F2EFA~Z RCE OFA & N-central o A7 A

IBM iz, Al 7V —7Z 7 u —## Langflow OSS 1.0.0~1.10.0 IZZEEAZE D RCE (CVE-
2026-9198, CVSS9.8) 28H % & L7, IBMIC X#iX, /api/vl/auto_login 2MTE D
MO Lotic SUPERUSER r — 27 v 2 %47 L. %41 C/api/vl/validate/code 3% - 7=
I— F2dexecQOTETIND, BAEERIZT 2L — & - BUERIE - R % BIEUE £#RFIC
g% 720, MEERZ O FEEa~ v FHEITICR S, auto_login 2XF X THGEET
Y EFREA Y MICEETE ZPERMR SRR T, BIEIF 1.10.1, CISA 1[3Aff% KEV 7
su 7ig# LT %, N-able i3, 7 H 31 HiZ Adlumin MDR 23B% 553 C N-
central DR DOEGgHEDOEHZMAL 72 T 5, il L OV E— FEHT 7w X%
T b 0T, WEH T Take Control BERE CHE XN RimAICEH L. Cloudflare b v %
NEERLTRL L 72 8w, [FfkiX CVE-2026-18556 & CVE-2026-18577 % (%
L. 8 72 Hic Hotfix 1 (2026.3.1.7), BH#§ 2 KR O 22T 8 H 6 HIC
Hotfix 2 (2026.3.1.10) % ZABHL 7z, Unit 42 285%5 L 2 HEEEREHE T 7 # —D ¥ ¥ v
=Tk, FEOEMANRDO DL LT, CVE-2026-29146 DEIEDFY T
EncryptInterceptor O 3L [0 % # 3 Tomcat ® CVE-2026-34486 23MEH i, 9 5D ¥ —
WJava T v VT 74 XD Y N—=R ¥ 2 VR A LNz,
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(EE Y

e “N-central Security Update — August 2, 2026”

https://www.n-able.com/blog/n-central-security-update-august-2-2026

e “Security Bulletin: Unauthenticated Remote Code Execution via Auto-Login Bypass
and Code Validation”
https://www.ibm.com/support/pages/node/7278927

e “Known Exploited Vulnerabilities Catalog - CVE-2026-9198”

https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-
2026-9198
e “[SECURITY] CVE-2026-34486 Apache Tomcat - Fix for CVE-2026-29146

allowed bypass of EncryptInterceptor”

https://lists.apache.org/thread/9510k5p5zdvt9pkkgtyp85mvwxo2qrly

e “Chinese-Speaking Threat Actor Harnesses Al Models for Autonomous
Cyberattacks”

https://unit42.paloaltonetworks.com/autonomous-ai-cyber-attack-campaign/
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2. Al &ASZER LA N—tFx 12U T 4R (Al for
Security)

2.1. [2026-06-09] Microsoft 6 A FE#r. ZDI &5+ T 208 14

ZDI i 2026 4F 6 H ® Microsoft Patch Tuesday < 208 #f® CVE 23Fd & 117- & 85
L. 2017 4E2 D EABE VT 7 $lPA C IR IRK DO HR Y U — 2T, JERDRLEKIZHTF O
177 h72 072 & L 7zo FBHMER T N7 M55 11X Microsoft Defender @ #e R 7%
CVE-2026-41091 © 1 ¢, ZDI iF#EH I OMEE 2505 & & 2> 5 KERD B IZ
MHURED 5 & A 25, Defender IZHBIHEFTINS 720%  OFIHEZFI/FEZAEC %
Wwe LTw3, Windows Kernel ® CVE-2026-45657 | CVSS 9.8 T, #—F 1D
TCP/IP UL EIR L, FERE D FIFHE O#RIE S 7 <@ & SYSTEM HEIR CHATC &
%, ZDL137 — L ALATRESS & 3% A3, Microsoft (ZHEH O ATHEME 3K Vs & G L. 2B
DERA DR TN T, Al 85 M365 Copilot i€ 3 RCE CVE-2026-45497 25 %
% 23, CrowdStrike 1€ X 41X Microsoft 28 7 7 v F MM CEIEF A<, FIHAZT OIS
BAETH B, ZDIIF. TNETOHED ALY =V TRO D oD p, ¥y FAK
ICAIMEDNT=D D>, Xy FORMELCINBFHEERO» Ve LTRIT I Y
¥, Microsoft [ZIERZamBHZ H LT\ & L7z, —75 Microsoft i3 Htt D &R T,
FERBETHEHFMBEIRE CHEATEY . B TOMLL 72 e55tE 2% 2026 4 4 H AR
EimL<6 Hlx 206k o722 LT, IHLICHZRMLERL, ALICX o THRAX
N2 MagTE e 2 5 2 & ZRRICHEFTOREMGIHZ RE S X SR LTw 5,

(e

e “The June 2026 Security Update Review - ZDI”
https://www.zerodayinitiative.com/blog/2026/6/9/the-june-2026-security-update-

review

e “Patch Tuesday Analysis June 2026 - CrowdStrike”

https://www.crowdstrike.com/en-us/blog/patch-tuesday-analysis-june-2026/

e “Deploy Windows updates to counter Al-discovered threats - Microsoft Mechanics”

https://techcommunity.microsoft.com/blog/microsoftmechanicsblog/deploy-

windows-updates-to-counter-ai-discovered-threats/4534505
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2.2. [2026-06-22] OpenAl. Daybreak #:5& & Patch the Planet 524

OpenAl i FfifE1HlA1 1 Dftisk Daybreak % k3K L. Codex Security 77 74 v O HEH,
TR & - BHHE ~DRERRML & 7 5 GPT-5.5-Cyber 1IE: ik, Daybreak Cyber
Partner Program, Trail of Bits & 37 % [ 1}7 Patch the Planet ##TH i L 7z, Patch the
Planet |3 HackerOne % Calif & & L. Magitk o FE i HEIE £ T% OSS Diffr
FH LD LY DT, cURL % Go, Python, Sigstore, pyca/cryptography 7z & 23#]#{%
L, 30 2z 24 —7 vV =70y 7 FRSMERHL W3, MaggtEicBds
B4R IE A v 7 F I S TS Trail of Bits O EAlH 23 BICEBEER, HRAE O RA
LECHEECTHRAL, Loy FREMLEREZ L5 AV T FH3RD 5,
[FthiX 3 HDWFFE 7L v 2 — LU, Codex Security 283 T %z 22— FR—Z T
3,000 FFHED T v F AR F v v L L LTVw:%, GPT-5.5-Cyber l#i—E 710
Fffi ¢ CyberGym 85.6% (GPT-5.5 (% 81.8%) 1T L 7-25, [A+ki3% < oFfjffl#Eic &
5Tl Trusted Access for Cyber Z 25 GPT-5.5 & Codex Security 23 ¥ 72 & LT
w5, BEIONeg 2 o 8ifE 3 2 B 2 — F 2453 % ExploitGym T® 39.5%% 7R~
LCH Y., fetiIBEEE 2 OB 1Y . MOAR AR PR, HPH 7z 42 - 72 Hiil
tlva—%fEbeEsini,

BEIR

e “Patch the Planet: a Daybreak initiative to support open source maintainers”

https://openai.com/index/patch-the-planet/

e “Daybreak: Tools for securing every organization in the world”

https://openai.com/index/daybreak-securing-the-world/

2.3. [2026-06-24] Operation Endgame #' StealC - Amadey £ % 1= 1k

Europol 1% 2026 4 6 H 24 H. SocGholish + Amadey - StealC % %5 & 3% Operation
Endgame T, &FEEITHET & Microsoft & R X— F F—2EEZ L o7 L HEKL
oo TEMRRMET 326 DY — L 142 F A4 VAR E LY 2,700 THFEDGHLE
72 SR E S EIY X 1172, Amadey *+ StealC ICBH#H T 2 D3 66 K X 4 v & 296 BDH
—o¥C, 3877 5,000 B DREFG KA O E N7 2,560 T3 O — 5 7 SREE R A
XX 3172 & Proofpoint [3#R LU T\ %, WEKFICIEX, Amadey 23¥JHAT 7 & XA ZH
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StealC 25827 — F 2 ¢l 2 #i#E# H > Tk Y. Microsoft DEIHITIZ 5 H DRWID
B[E72 Tl X 14 B ORGSR & FE v w7z, Microsoft [d, f##TIC
Copilot Z & Al Z v, B OMRIIENT 21T 7o v 7z —Y = v b, 3CFS
185 & BOEMEE D Python 227 ) 7R AERK, #7 2y I Liza—F»50 C2 ¥ —
NEPE, C2BBOMRMY 7 by =2 THERICK TR T2, livry 27 28—t
LA LTCRICOETHE LAZE XN EXRERFL, 200 5D C2 94— %

fFilkxgzLTn3,

BHIR

e “Global cyber strike disrupts SocGholish, Amadey, and StealC malware networks”

https://www.europol.europa.eu/media-press/newsroom/news/global-cyber-strike-

disrupts-socgholish-amadey-and-stealc-malware-networks

e “StealC and Amadey: Breaking down infostealers...”

https://www.microsoft.com/en-us/security/blog/2026/06/24/stealc-and-amadey-

breaking-down-infostealers-and-the-cybercrime-services-that-deliver-them/

e “Scaling cybercrime disruption through innovation and AI”

https://blogs.microsoft.com/on-the-issues/2026/06/24/scaling-cybercrime-

disruption-through-innovation-and-ai/

e “ESET takes part in Operation Endgame to disrupt Amadey and Stealc”

https://www.welivesecurity.com/en/eset-research/eset-takes-part-operation-

endgame-disrupt-amadey-stealc/

e “StealC You Later: Proofpoint and IBM X-Force Support Operation Endgame”

https://www.proofpoint.com/us/blog/threat-insight/stealc-you-later-proofpoint-

and-ibm-x-force-support-operation-endgame

2.4. [2026-07-10] Microsoft ™ Al % B s55 1418 & FHHAR O 4a#E

Microsoft (X, Autonomous Code Security ¥ — A2 L /2% €T L - T—Y 2V b

REAFAE MDASH % Windows @ 22— FEEFRICHEA L, 5 H ® Patch Tuesday HijiC %
v PV =7 EREED ALy 7T 16 thOMfegthE RO, WA OEFCEEL 2 &k
L7, MDASH I3 100 2z 2 = —Y = v P ZRITET LV L EKFEET LVOMAL
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beTEr L, BR2LLHE, HiFEcriEd, 16D b 4, H—FrD
TCP/IP 2 % v 7 % IKEv2 4 — vt Rk} 3 Critical D) £— + a3 — FETTH 3,
2 > MSRC A3 2 B IT clfs.sys T 5 57 28 AI1Txf L 96%. tcpip.sys S
THRITHL 100% & 32 —77, SAUIEDIR S N7z N2 — Mgkt 3 2 KT

R DA R B NITER T o2 R TIce Ty, SBIFELEHEGTH
ONLZ L THT DD TIE ARV EFMIEMT-oTWD, MHLL 7ZHag5tEix 4 H LARE
Bz, 6 HICiE 206 fHicE L 72, [AhiE ALIC X 0 SR A 5 B £ ool 2 & Bk
MiciiA T2 e LT, FIEMAICKRED 2 WiRICR Y . SEEHFTOER% 3 HR
. WREOHZ2 1H, MPHlARA2HET 2 X5 HEEE KD /-,

BEIR

e “Defense at Al speed: Microsoft’s new multi-model agentic security system tops
leading industry benchmark”

https://www.microsoft.com/en-us/security/blog/2026/05/12/defense-at-ai-speed-

microsofts-new-multi-model-agentic-security-system-tops-leading-industry-

benchmark/

e “Deploy Windows updates to counter Al-discovered threats”

https://techcommunity.microsoft.com/blog/microsoftmechanicsblog/deploy-

windows-updates-to-counter-ai-discovered-threats/4534505

2.5. [2026-07-14] Microsoft 7 B 837 622 4. AD FS/SharePoint ¥ o7+ 4 &H

Microsoft i 2026 4 7 H 14 HABAD HBIEHT T 622 D CVE Z{E1EL 72, ZDI D&
it T 63 {23 Critical, 2 fE2SEHH, 1 HFRBRFEATH 5, EBHH D CVE-2026-
56155 1% Active Directory 7 = 7 L — 3 a V¥ —E 2D T 7 & AHlHKLE DG <,

10— AN DARMERR DI FIIR 7223, BT NI EHEER LIS TZ 2, 9 1o
CVE-2026-56164 (% SharePoint Server DFE[RFHE T, FREERIEIC X 0 RKFFFE D EH
By P =2 LICERTE %5, CISAIZFRH, RGO EENERTT 77— 2H
LCAYE%# KEV A 2 v Z7icEgk L, CVE-2026-56155 & [FHEM L CHAR%Z 7 A 28
H& L7z, BB A D CVE-2026-50661 13 BitLocker D& F = U 7 4 BRRE N A ¥ R
T, VT 7 e A BNIENEFLT — X2 %5t %, Tenable @ Narang (&, I WJREM:
DFFEEL Al IR 2 — F ol X 2%k W iAA T\ & LT, Microsoft 28 [ Exploitation
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Less Likely | [Exploitation Unlikely | & §Ffifi L 72 14 £ 5 % 13 < Claude Mythos
Preview 2% PoC Z /BT & 7z L~ 7z, FIKIZ. T COREELS AR DRET] % Hife
WKl E T W B LLE, Patch Tuesday DRGTZ DS D% Z 5B BH L L LTWED,

BHIR

e “Active Directory 7 =7 L —¥ a v ¥ —ERDORMHEDFIE DM ME (CVE-2026-
56155)”
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56155

e  “Microsoft SharePoint Server DFiHE D FA& D97t (CVE-2026-56164)"
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56164

e “Windows BitLocker ¥ = U 7 1 #EEN A A~ 2 D i1 (CVE-2026-50661)”
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50661

e “CISA Urges SharePoint Hardening After New Exploitations”

https://www.cisa.gov/news-events/alerts/2026/07/14/cisa-urges-sharepoint-

hardening-after-new-exploitations

e “Known Exploited Vulnerabilities Catalog - CVE-2026-56155"

https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-
2026-56155
e “The July 2026 Security Update Review”

https://www.zerodayinitiative.com/blog/2026/7/14/the-july-2026-security-update-

review

e “Records Are Made to Be Broken: Patch Tuesday Raises Triage Stakes”

https://www.darkreading.com/vulnerabilities-threats/records-broken-patch-

tuesday-raises-triage-stakes

2.6. [2026-07-15] KRBT, Al JERDRess14aE GOLD EAGLE

KT A AT RIE, FAAN—WaEEE2 BN L GR¥ES 229 7Y v 77 2 GOLD
EAGLE #3ib L7 REK L 7zo FT 4 b2, WA, CISA %3 5 E w4
REEE, MEED, -7V V=RV 7 Y 2T ORGRECKEOEEA v 7 T ¥
1 L. EIBBUT O BEF DHERR & HR % F > CHEgs 1k 2 2 41 TEIE S 2 {1k %
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Pz LT3, 2026 4F 6 A 2 HO K4 14409 [Promoting Advanced
Artificial Intelligence Innovation and Security | ICHEDWTHE I NZH DT, K7 A4
FT 2B NE A AN—PHOH 72 B E T A BT, 7wy T 4 T Al OF
NEEHLCHONE X VEZ2TE, BEET 2 AF ¥ V2O L, BRIENATT L 725
TTrlRE R B I - (E1EIG 2 E A BT & REIOBEMlIC/E T 2 & LTwb, 3§ TICED
B - RERD OFE ON MG TEDZAT & BIENER AT 20D, XA F » ViR OMGEE
DB EFLZE v,

BHIR

e “White House Launches Gold Eagle Initiative for Unprecedented Cybersecurity
Vulnerability Coordination”

https://www.whitehouse.gov/releases/2026/07 /white-house-launches-gold-eagle-

initiative-for-unprecedented-cybersecurity-vulnerability-coordination/

e Vulnerability Information and Coordination Environment (VINCE)

https://kb.cert.org/vince/

2.7. [2026-07-17] WordPress #2aEg] RCE #88 wp2shell

Searchlight Cyber (% 2026 4 7 A 17 H., WordPress Core D 2L RCE ;8§ wp2shell
BRRKLTze 7774 v D EEERCEADFIHEENTE 2L LT3,
CVE-2026-60137 (X WP_Query @ 5]%( author__not_in ® SQL 4 v~ = 7 ¥ 3 v T,
TFIT. dtro, haongo ® 3 % 3% K LA L7z, CVE-2026-63030 [ REST API <
v F R DHLY & 2 T, Assetnote,Searchlight Cyber ® Adam Kues 23 R L #i#5 L
7o #HFH I 5 L RCE ICE %, WordPress 1% 7.0.2, 6.9.5, 6.8.6, 7.1 beta2 % 23
L. i BB R % G50 L7z, CISA [ZMj CVE % KEV » % u 7 ic 4§k L 7=, CVE-
2026-63030 DFf 1% GPT-5.6 Sol Ultra Z - CTfTb Tk Y, Kues i, OpenAl 23
RLZ7my 7 2L, K4k — = v b <6 R LRI 2T
CVE-2026-60137 % FRAERTICEH C % 2@ 2 FrE L7 5 2. 4 FFE®RICEHE#E
R~DFAMBTREL DEE L Al 272 LTWwb, Zolkim o Al FIF & I3EXF]
FED 50% T, #9125 FARFEETIIARLC 200 FAOH T2 Y 7y a vy THD Lk
WHECTH 5, TRARTZ AT H A b OFERICIL 10 R EE L 72 & LT3,
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BEIR

e “wp2shell: Pre Authentication RCE in WordPress Core”

https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-

core/
e “Exploit brokers pay $500,000 for a WordPress RCE. I found one with GPT5.6 Sol
Ultra and $25”

https://slcyber.io/research-center/exploit-brokers-pay-500000-for-a-wordpress-

rce-i-found-one-with-gpt5-6/

e https://github.com/WordPress/wordpress-develop/security/advisories/ GHSA-
tpp7-x2x2-2mjf

e https://github.com/WordPress/wordpress-develop/security/advisories/ GHSA-ff9f-
i42-662q

2.8. [2026-07-21] Google A' Gemini 3.5 Flash Cyber & CodeMender % /A

Google (%, MagatEoFER. - #REE - BEIEICFHME L 728 & £ 7+ Gemini 3.5 Flash Cyber
b, a—FF2V 74—z b CodeMender % ¥3K L 72, 3.5 Flash Cyber 1%
3.5 Flash # LR ICHERE L 2d DT, 2o DIEETIIAFOD Flash FET AL X V%)
R 72 & #HT %, CodeMender 13 7L b 2 —#ft ¢, C/C++% Go, Java,

Python, Ruby. Rust, TypeScript iICXI& L, BRAEH T 2MEHEY v F Ry 7 XA CTH
OAHANL TR EIEL 7 A7 v 4 b T L CHassTE s RERICE Al RE A 2 MREE L . B8
B2 e L) 2 CIEIE Ny F2E0E LTERT S, Xy FIRIVFRY P ~DK
MR IC B E 23R L KRR T 5, Google 13 AL & LT, V8 ZXTFRICIEONH L [A|
B %52 L7286, 3.5 Flash Cyber 2321 A D EH ORE % 55 R 2,
AJED 3.5 Flash @ 47 £, Claude Opus 4.6 ® 36 ff% LRl -7z & LT3, Google i
TaTla—2AFicH=5 L LT, it CodeMender #2fHTT 7 & A % [RIE L 72
AR OMEMN T CBIF L fEETE 25— b F—ICfRo TR L. R % 2210 Txf
REINT 2 T8 2R LT 5,
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BEIR

e “Introducing Gemini 3.5 Flash Cyber”
https://deepmind.google/blog/introducing-gemini-3-5-flash-cyber

e “Introducing CodeMender: an Al agent for code security”

https://deepmind.google/blog/introducing-codemender-an-ai-agent-for-code-

security/
e “Now in preview: Find and fix software vulnerabilities with CodeMender”

https://cloud.google.com/blog/products/identity-security/find-and-fix-software-

vulnerabilities-with-codemender

2.9. [2026-07-21] Cisco. Meg5MEmiElt D/IEIE T L% N5

Cisco (X, 22— FR—20D & ICHEAIDOiFED H % 2> 2 0 AL/ NUFEEE T RE
Antares Z/ANFA L 72, IBM Granite 4.0 % %£ic 350M, 1B, 3B 3% L. oD
55 350M & 1B%A—7v v 4 bETNVE LT Hugging Face ICE\W 72, Cisco (%
H#t23HE L 72 500 # 48 @ Vulnerability Localization Benchmark ¢, 3B @ File F1 23
0.223 & GPT-5.5 ® 0.229 {28 Y, 200 fFA ERZ WA =T vy =4 bET S L
o7zt L. HAFEDRO N2 KPP AR, M2 *2 )74 F—LTHEZR2
L9 F 2 LT %, Cisco lZ. FEDOV KR+ I CEMHFRERMIEZFET 5
Lo AR E NAzMmHOBERY 72 b~ A&z il 72 F 2 Y 7 4 WF5ee Mags ikt
fifi 7z EICRR O . B 723 A N —IGE)C T ONE TG ERER - . WEBE SRR L
U DHMEM 2T T2, 72720, &b RS E WV 3B 5B OB ICOWTIHE
WIROE TRt 72 v | Biffrir &L 3B 2N AIFH e LTHEAELARY V —2oxt
RHUE LW T 2, 7u7OROF ¥ 7y avosaME Rt L Tw 3,

BHIR

e “Introducing Antares: Highly Efficient Open Weight Al Models for Vulnerability
Localization”

https://blogs.cisco.com/ai/introducing-antares-the-most-efficient-open-weight-ai-

models-for-vulnerability-localization
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e “Antares: Foundation Models for Agentic Vulnerability Localization”

https://cisco-foundation-ai.github.io/antares/technical-report.pdf

e https://huggingface.co/collections/fdtn-ai/antares

2.10. [2026-07-27] NVIDIA =& d Open Secure Al Alliance %2

NVIDIA (%, BAfEl{ll23id L B#EEAE cEhh2 2 Al 2345 3 2 5584 Open Secure
Al Alliance DR R Z T LTz, AIRROY 7 v 2Tz —Y 2V P ESFEA—T v
A s FE Y A RF LA T 20 AR & ALE DT, BU - EEZER - 5
IS M % FEU 21 T %, Linux Foundation @ Akrites & OpenSSF D i5#) % 3% |
F— 7 v it cHfesstE DB IR & R ICHUY fllEr & LT %, CrowdStrike 73 &% %X
BRERFDN—F F—iZlllb o7z, NVIDIAZA—T VvV RET A EEALANT A — X,
T—H, =YV =3 ADWEEREM L, £ D—D& LTNVIDIA Labs
Object-Oriented Agent (NOOA) % GitHub TABJL 7z, NVIDIA iz, 7 u—X}F7%
Al EEH L il 2 XAl CE THE LR 7 + L v Yy 7ol A ZBR I, =7V
7 = 4 b ® GLM 5.2 % Hugging Face 23 AfEEAE CHy2 L. 177 7000 % 8 2 5 #0F
T L CTRAZE CAD 720122, BERYRICA -7V RET AR —F A, &
Fa T4V —AEHEHEELE LTk, —HOHIRZBEST VI IRDTWS,

BEIR

e “Industry Leaders Unite in Open Secure Al Alliance for Al Safety and Security”
https://blogs.nvidia.com/blog/open-secure-ai-alliance/

e NVIDIA-labs Object Oriented Agents (NOOA)
https://github.com/NVIDIA-NeMo/labs-OO-Agents/tree/main

2.11. [2026-07-27] Microsoft. €¥ 2V T 48 bETILET—2 > R

Microsoft ¥, Ma55PEDFK R LEIEICH W % £ 7 MAI-Cyber-1-Flash %, %= —¥
=V PRI — % X MDASH IZHBGAA ZZIGCHRER L T2, FIthIC XX, FET v Id4e
2R DERKIODENFEL IR, FRCEEL WERD 10%% GPT-5.4 @ X 5 K%
ETFNVICERR SR T, BliTo MDASH 5% (GPT-5.4. 5.4 mini, 5.3 codex ®fH &
fHbd) ICH_TH50%D a2 X MHRRICR 2 L), HbE T, WEEPRFICED
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FERE 2 SER Y L TPV g Red 7 — 4, SURZE E 2 THE LIMBSEERN R Y X7 5
Z¥IWi 3 % Blue F— 4, BIEEE%L & > TERESAEOM#EZ 58t T % Green F— 4 &
WY 3oL —Y v b R - FHE - SEER AT EFAL -7 LT
{8 < FfifHl >~ R 7 L Project Perception /A% L, 8 H3 HIC X7V v 7 7L 2 —~A
5L LTWwW5, [k, ZOWEEA CyberGym T 96%ICiE L 7z & 3525, Z duid il
WNRDOa— FEBfEE 3w TAMSHEEZRIATITr I v v a3E bt h %l
% any crash 227 CTH Y | AT 0 BEHI D MaggtE icxhico < & % L5 target

(any-of) Tl 90.4%, V — & —&— F{g# D final-submission Tl 86.3%72 & L T»
5, WIENDFRIFLOHEEIC L 2EHTH B, IEJH: IE T AHHED Al Red Team I X %
FHIIC N2 B=F QM FHI b Z T 7z LR T 5,

BEIR

e “Introducing MAI-Cyber-1-Flash inside MDASH”

https://microsoft.ai/news/introducing-mai-cyber-1-flash-inside-mdash/

e “Rethinking security for the age of AI”
https://blogs.microsoft.com/blog/2026/07/27 /rethinking-security-for-the-age-of-
ai/

2.12. [2026-07-28] Anthropic, Al TIREFERL HAWK & AEST7 T FRRODFSRAEFHE,

Anthropic (X, Claude Mythos Preview % F\»C 2 tFf OB ST O Z AT L 72, 1
FHIE NIST D% 3 7 v v MRl CHh 218 T~ — 2 DETFH A HAWK ¢, AT
0 H R X 2 0% 22 SRR IC X v . HAWK-256 OH %) 7z S8 53 20
220 28HYBICT A5 & LTWwb, 2 FH IZ@E#NS AESD 7 77 v FiRT,
Mébius Bridge & AT 724587 v =) X L% v, 210l 0 RS % Fif IcfiE sk
D 200 555 800 fr o & L 2572 & 3%, FthiE, WINHIITOEHEMEY X7 4
CEM LOFEI R, RFOY 7MYV =T 2BET34EF R EHRLTWw 2,
HAWK i3 REfif 0 TH v . AES OB IZFER D 10 77 v FRRICIEIKXIE 7R
o VEEEDHMEIZRZ Y, HAWK (35 60 HER o2 F 3 7 F 3 CHEREHH R
DIFFEDETEICH- Y, AES 1Z 3 HIECHEHE L — 27 v AHET 21315572k
HEEE¥E T, A2 5 0FENRIERIZ 3 HE -7z w5, APLFIARNTZ W ZEhi
10 77 KA TH %, ETH Zurich 7o & OFHERE & 5 L. HAWK ©OF#F~ 6 HICHAT
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HEHLZS9ZTNISTONA—Y v 27D 2 LEEFICERLTWS,

BEIR

e “Discovering cryptographic weaknesses”

https://www.anthropic.com/research/discovering-cryptographic-weaknesses

2.13. [2026-07-30] Google A* Al T Chrome OiEgsM R R SEIEA &Mt

Google I Chrome D+t ¥ =2V 7 4 THE~D LLM E A% HtE 7w 7/ cAKL 7z, 2026
FYTHICHEEL 72 Geminl R—RAD T —Y = v PR, FEINZL VAT BT
FZUF TR LT — AN T AN EZHEL IV FRY JRIR T — T2
D, IB3EYUEa—FR=2E->T w2 d5%, NVD i Xnid, ZoXMiE
Chrome @ Navigation IZ31J % 7 — Z BAED i & L T CVE-2026-3545 237 &
N, MiLE N7 HTML =Y RBHATY v F Ry 7 2B EF T BN D |
Chromium O FEZIE 1 High, NVD 12 X413 145.0.7632.159 X W o= 3 v 23
BhZJ %, Google 1202643 A3 HOREMEH TEIELTE D, HEHthD N —
¥ a v % Windows/Mac [f] 1} 28 145.0.7632.159 % 72 1% 160, Linux [[]1F 23
145.0.7632.159 TH %, [FIfLIIMGE - P 7 — - BIED HEML L, A XLAPLEBED
PEBR, FHERE. AE MG, HY~0H ) Y CTEEC, BIEz—Y = v b L HEF
I—YxV b RFEEIE TNy FEMEES LS5, ZORE. Chrome 149 & 150
D2ANAL—VvTL022HDEF 2 ) T4 NT%EEL, BHRID 23 LAk —
voGEtE ERloe T2, BEXRFY) R PV ICHEATH OHAFICEL T
Ny FXYy TEFEDLD, BH2MOF2 ) T4 ) ) -2 THRET S, WEE
EHED, ALICX VEEDHRAFEERLL VX 7 —D a3 — FEFTOEIENIZITERL
e LTHMKR—F R ZBEIE L, HEFEP.OOMER RS 2 HES 2 58ticko /-
ELTnw3,

BEIR

e “Stronger with every update: How we're making Chrome and the web safer in the Al
Era”

https://blog.google/security/chrome-stronger-with-every-update/
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e “Evolving the Android & Chrome VRPs for the Al Era”

https://bughunters.google.com/blog/evolving-the-android-chrome-vrps-for-the-ai-

era
e “NVD - CVE-2026-3545"
https://nvd.nist.gov/vuln/detail/CVE-2026-3545

2.14.[2026-08-06] EH#E4HesstE T Al &Epk/ Sy F DOFEEIEE L 26%

1Password @ Off-by-1Labs (3 8 H 6 H. #HMAEE%LE T 5 6 fFd CVEICHL 2
DERK AL ET AT 6,480 fFD ¥y F2ER L, LROBIEEZSHL LA IND
400 % 5 — F & LCThR\2 72 6,080 PR 2 82EHL 7241, BB 248 2 3 icasatt & 764
ICHREE L 72 b D131 26.0%72 o 72 L 5 L7z, MaS91E23 9% 2. #7z e Mess i 2 hn z
5. ZOWTOWTND53.9%% b7, FfhlE, FMROERKL ©a -2 KA
LCEREL T DT E, FliE, Checkmarx &FE L 2F8E X, ERIC AT TH
B BEINZMHEZED KRB -7y =R YRV ) TORREEE 2 2 7
200 k22572 5 X v F~—2 SusViBes i D 4 ET VCTHETLALZDDT, v T
AR H 2 HIE & IR OFHECH 5, £ T TIIHRBERI I D 83~95%IC#E L 72—
J7. REPOBEREN RN 24~36%1C & EE 0, BIfET 52Xy F D 65~75%238F
ICBEIEFAOMETEEZFIR L 72 & ), HEH & Checkmarx (2, 25 OFEITMETS
TEZREVIAL Z L BREEFEEDHAR LT EZ FICR 2 HHETINTEY, —fkDa—
FCREREILVENEAOND LHio/5 2T, BIEOa—FR—RFEIICZ
5 L7zBREICii b CH Y, CVEIZZ ZhbEENTELZDZLMHFTMAT Y5,

BHIR

e “Zombie CVEs: Put to Rest by Humans, Dug Back Up by Al Agents”

https://checkmarx.com/blog/zombie-cves-put-to-rest-by-humans-dug-back-up-by-

ai-agents/
e “Off-by-1 Labs: Why Al-generated vulnerability patches still require expert human
review”

https://1password.com/blog/why-ai-generated-patches-still-require-human-review
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e “Frontier Models’ Vulnerability Patches are Often F.L. AAW.E.D.”
https://1password.com/files/resources/frontier-models-vulnerability-patches-

flawed.pdf
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3. Al ZEBRA LY A NRN=WEADITHL
3.1. [2026-06-09] Anthropic. Al IZ & % N-day A D =@k % 8 E

Anthropic ® L v FF—2al, ApFEAMESEHE (N-day) oy Frbz 72704 b
ZVEBRES G L 72, Firefox Ci%, 148 & 149 TEIE X #1172 JavaScript = v ¥ v
SpiderMonkey @ 18 fFic, [HlFT R t ZER W72 AFZES & A, BIERiEO e F
721F % 5 %z, Claude Mythos Preview |3 14 A CTIEIERIO AL N ZE T %2 7 T v o2 34
%5 PoC%ZIED, 9 b8 a VvV FRy 72 AND 7 7 A VOBl E AT a2 — FE
T2 27w 4 b~ 12 Kt B U7, &AID 1T 1 RS oft 7= ot
L. XfJi3 % Firefox 148 D AFIE 18 HiR7Z o7z & 25, YV — ZIEFH D Windows
TiX. 2026 F 1~2 A O 71 — F VEFHEA M 21 fFIC 2w T BIERTR O N4 F U, AF
v Vv, Ghidra @i a v XA VR EBIEAL D&, REAT FoANA YY) T &
L. 18#FTPoC %. 8 TIEMEM 2 &> SYSTEM ~F4% 3 2 e/l 2 {F 5 7=, #
FILEHR 15,700 F v, 145729 72,000 F A% L 7z, Microsoft 233 H O nl g
WKW E I L 72 14 D 5 B 13 TH PoC 35 b N T\ 5, [FIrLIZHIFI 2T F v
EAPI T 7 RICTF 2D, SEREIX N-day & » N-hour IZif\v> & L, Windows
Autopatch THEARA 9 ENCE oI 7 H, sEfilfES)I: 11 HEZ & L. PhifEflic
Ny FIEF O EEL 2 KD 5, AL EEEE 7V HIRIC X 5 N-day #1077 b Bat
FrElTwnd,

BHIR

e “Measuring LLMs' impact on N-day exploits | Anthropic”
https://red.anthropic.com/2026/n-days/

3.2. [2026-06-11] CISA, EHHEBEIIZ U X 7 N— X DIEIEHAR % FHAT S

CISA (3385 R BT BB i SR 45 4 BOD 26-04 [ Prioritizing Security
Updates Based on Risk] %ZF&f L 7z, SREBENCESFEB R H Y, BOD 19-02 &
BOD 22-01 #Bgilb L CEZ 22 5, CISA X, BT 7 2 —D ATFHD Yy F 265>
SHEEA T CIcBEEIAE 2 2R E S Sk I B LTwd, BIEORAE I, &
FENNBEN T3, CVEID 22 KEV 71 £ 8 Zicifii-> T\ 3 2, KRG PERHICL
Hx2FH%2 HEMLTE 2 2, EMRICEE OEHIHIE & 2EAFIEO &5 & 215
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27, DAFECHET S, RLEY 227 DX3E 3 HUNDBIECI A, ¥y Fif
72T CREBAFHOEET 7 2 —%PRCcE e LT, YFEEOT7+L VY Y
7 - P T—VICL2REFEOHEEE RO L, VRIZDEVHDOIFI Y EVWHRT
WLTE, RED L AT LEHFETHRIEY T8 HTE 2, Table 1 DIRICHE S 72
EIEFITFA 25 180 HLLHN @ Phase 1L ICE A, EH ICHEfi$ <% Phase I Tl
MesatEE 7 ¢t RiE L & KEV 71 &2 u 7 Ofke 2 Bl - B IEKo 5%, CISA
X, B 2 KRR 01 R BB © o WIS T < Ud 3 HIX 531 A B Jfagstk o B Hip 14
1%L EF b, 60%EA KB D> 2T LHEFICHERY T & L, dEFHBLSL oMk
b FEDORIGZHERZ LT 3,

BEIR

e “BOD 26-04: Prioritizing Security Updates Based on Risk”

https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-

updates-based-risk

e “Patch Smarter, Not Harder”

https://www.cisa.gov/news-events/news/patch-smarter-not-harder

e “CISA Issues New Directive Improving How Federal Agencies Prioritize the
Mitigation of Cyber Vulnerabilities”

https://www.cisa.gov/news-events/news/cisa-issues-new-directive-improving-how-

federal-agencies-prioritize-mitigation-cyber-vulnerabilities

3.3. [2026-06-12] Google. Gemini #BRB L7-7 1 v v /%12

HEZ LS & L Telegram T3 2 3 4 N —JLIRMHK Outsider Enterprise % #HFHL
D, vy xvEAREIC REFRRAZIRE L 72 & Google I3AFKR L 72, A% 7 7
VRIS SMS kB0 DT7 4 v vy FEEAALTED,. Google ix 9,000
DFAA L 159 Ji %z 5 RIE URL, 10 5 A Eo#ER L BETT Fr ok
ZIFCWwb, 202645 H18 Hob 6 H 1 HE <lic 255 Jitkd SMS 283 & 4,
Android FIF1# 2> & 13 2 R T 55,000 fFD 28 L2585 & 7z, Google 13 FBI & X
N AT&T. T-Mobile, Verizon & #f L CAIEZ SMS Ol & N X 4 v oI % it
%, Android il T3 H 100 EFHEOEE A v — Y ZER L T2 LT 5, bt
THREHOSRICEE T 2 7T ROBIEITRER ~DO LR 2 KA L 7z, Frtkic T, &z~

OMITITEOENRIRMIBHEERNE 2026


https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk
https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk
https://www.cisa.gov/news-events/news/patch-smarter-not-harder
https://www.cisa.gov/news-events/news/cisa-issues-new-directive-improving-how-federal-agencies-prioritize-mitigation-cyber-vulnerabilities
https://www.cisa.gov/news-events/news/cisa-issues-new-directive-improving-how-federal-agencies-prioritize-mitigation-cyber-vulnerabilities

2026 F#9 R 7H NI 45 / 58

0rg v g S MESMMKIAS LT Gemini 1T [F7 | &z ~—Y | ©
HTML 2k 23 7u v 7252 FF3 4 boa—F24ERKIE Tz,

BEIR

e “How Google is combatting Al scams and dismantling the Outsider Enterprise”

https://blog.google/innovation-and-ai/technology/safety-security/combatting-ai-

scams/

e “Google Sues Chinese Smishing Network Accused of Using Gemini Al in Phishing”

https://thehackernews.com/2026/06/google-sues-chinese-smishing-network.html

34. [2026-06-23] Five Eyes, Al BECREBICTHES

Five Eyes 5 ZE DY 4 N —% ¥ 2 V) 7 4 BEBIO R IFIEFFHEZH L, Al 239 A =Y
R B BRICEZDOH DL LTITEIR KD 72, FIHIEE, 45—V 27 13dh 13
P Ic Hiii) e IR C 1 7 S PREIN e HE Y 27 ThH WV REBOELZ L LT, Btk
K EREIICH CEFOBRAE L 2, Hll2b 27T TiREY I, Eof v T
VETTENSERET B LTffETE 2 2L kb, AR, 7av T AT AIET L
DEROFRE B2 B L BHONTT OREN ZRAD» LA 2. % OREflfIXF <k
mAARLET S, ALPEED 2TRAEOREEL T, Mtk oXk e bBHE coR
O T3 e LT, EETH%Z 5 2%, $hbb, AERVATLT 7R L
B A HIR L 2 5 2 b NGB EL» %M S T £ v 79— 7 = 2AOff/N, EHE Y
DREWEH Y AT L3 EBIES GRS & T 5%y FiEHoRE, Hfi it
CHIRREG 2L T ALY — v AT L~DOMIL, B X FL~DOHAE T 7 & X
HIFR & 5871 72 38aE 5 XL CHERR O EHIMAE LIc X 3 ID - 7 7 & X {filfflossfk, 2F1X
S & 2 RiHE CRIGEHE % MEE L s 2 B UiAw & RIH IS 2 2 FRTHElEcH 2, Bif
fld A% REZL L, ¥ 2V 7 4 #EAICHARAD THETIME O FHIF R B 7
ZH O, MIGOREICORA % & LT 5,
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BEIR

e “Five Eyes cyber security agencies statement”

https://www.cisa.gov/news-events/news/five-eyes-cyber-security-agencies-

statement

35. [2026-06-30] Al A—F 4 /T~ x> b 1140 10 AT = ) USR % EhEaaE

Adversa i3, =7V YV —RADAla—FT 4V /T —Vxvblavybta— 2z
Vv b1 AKEZRNRETZHMAEFECT, 10K T — = & bash DEERAEHT]
R EEHoTwa e L, Zof#EM% GuardFall LA CTW5, JHRRIX, #7— F23
Hoa~wy FXFINERET 20icxf L, bash ZETHENCHIAMRECRERM, 2~V
FEHEZITY, REINFIEFITINMDR L 2V RICH 5, Adversa
. 5IAMOBRETCrF =27 v ST S r'my ZHICEHINBS$IFS, a~ v VA
s, base64 % sh ICo¥4 7§ 248, rm Zfib 7\ find -delete 7x & DIIER) 72 514K
TREL VWD 50Dy 7R %ZR L, KWDR%Z, F—FEH03MoNnsbD, b
— 27 AL L TH A 2 B BIER 7 7 7Tl d b O, §IH — FZ2fifzZz v
D, BED 3 v 7 F i local F— FCEPLINE DD 4 DICEHL 72, BLED IDE
T— FCREZEEMICE S DI Continue DAL T 5, 7277 L 23 FEHb o #iER
HTiER IR TORIETH Y, HENEZHEE <Y FOEREET VICES IS
o, ME7ey 74 vy s avic k) LLM SEEOFERE L E#EALCa~w v F
ZHALCLESGAIRS 2L, A MCEET 2 DIZHBETE— FEER%Y
G0V Y FEy 7 Zdlocal E— FOBAICIRS 2 & L9 2 DDRMHREERFT L, T
A THERC v N Claude Sonnet 4.6 ZFHWWTw 3,

BHIR

e “Al coding agents vulnerability: GuardFall shell injection”

https://adversa.ai/blog/opensource-ai-coding-agents-shell-injection-vulnerability/

3.6. [2026-07-01] Langflow DER T~ A + —HBF5 & SSH 7 — LHLEX

Trend Micro (X, LLM 7 — 7 7 v —¥### Langflow @ KZ%5E RCE (CVE-2026-
33017) *EHT IS BEE~A v 7 2BHIL7- &G L2, WBHIINH7 v —
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FHORRAET v F KA v +~POST %iX-> T Python 22— F Z i X &, curl TS
L7z Fw v ¥—isp.sh #FIT& 4%, Langflow [3BEE ¢ AUTO_LOGIN 2F%h T, #*
PRALDFIME TH BN LE ARG 7 v — 2 ERTE & (2026 F3 A 13HDa I v

F CEIE), isp.sh (X Go SE#L D lambsys % /var/tmp/.xlamb IZ{&E \\» CiEH) L, L%
#& & known_hosts, ssh-agent Dt L EFER[REZR K X P ZFIZE L CHEBZX VAL,
lambsys 135~ 4 F—%{F1E &2, AppArmor ¥ SELinux, 7 7 4 7 7 # — /b,
Alibaba Cloud Ol — = v F ML L. cron & HER 27 ) 7 b kb LT=
A =v 27V 7D XMRig #K% L 7= procq Z Rl 3 %, Trend Micro (3Hi—® ToC 2»
519 HEOERAZBE Lz L, A —FEUAI»OHEDDTEDL-7-DIT
Langflow 238K IC I 072 2 & 728§ 5, PLAREIPH I FEITHERRREFZ & L. 1.9.0
DI~ L | RERIT SSH#fOoBHEFELL LTk 22 2ELTWw3

BHIR

e “From Langflow to Monero: Inside CVE-2026-33017 Cryptominer | Trend Micro”

https://www.trendmicro.com/en_us/research/26/f/from-langflow-to-monero-

inside-cve-2026-33017-cryptominer.html

3.7. [2026-07-02] Sysdig. LLM & TiE%E8) L 7- & 9 5 JADEPUFFER

Sysdig DBELY ¥ —F F—Lld. LLM BPRWV»OREE THEIL27 v 32y = TK
BAYDTLPRL & L, 2D Ek% JADEPUFFER & 46172, WIHIE A DRI

A vE =%y MCEEH L7 Langflow TH O, 22— FHGEET v PR A v b OFERER %
CVE-2025-3248 i £ Y RFZFECEE D Python 2 — FEfTI N, RAK, =—
=V MEIFAPEYELCTLLM 704 XD API ¥ =27 7Y F - T—X_X—2D
PAEEH % % L, Langflow H & @ Postgres # X v 7' L, BEE DF¥EE ID/PW % FH\»
T MinlO % %1|2 L T credentials.json ZH U L. 30 93 & & IcHE~ —2 v 3 3 cron
AT 72, Ak ORI MySQL & Alibaba Nacos 238) < Hlld AFdH — ¥ T, root
T MySQL ic#5#e L. 2021 FEDFEFEN 4 ~¥ 2 CVE-2021-29441 & BEE D E 4 T
Nacos xEZE L TNy 7 FTEBME ZFEA L7 9 2. Nacos 3%iE 1,342 %
AES_ENCRYPT() CHES L L. iR L BEXRZHIR L CHREREER L 72, #ITT
VELEREIWEER IR R I N T CREDEED ST GRE&E2 I
S>THEIHTE vy, Sysdig 1d, #FOMEZ ARFIECHERL T 2 H ORI 72 2 —
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N, 874 R 31 B cofiEn RBIEE, 600 o—H L 72 A%, ATl
W ALIC X 2 BEFETORME LT3,

BEIR

e “‘JADEPUFFER: Agentic ransomware for automated database extortion | Sysdig”

https://www.sysdig.com/blog/jadepuffer-agentic-ransomware-for-automated-

database-extortion

3.8. [2026-07-08] Al Z#ET 72 IFE D AWSIEE L Al T — bV 2 A/ 2F

Sygnia 1% 2026 £ 7 H 8 H, AWS BRI~ b 22 ABRICB T 2 WIHFAEM R 2 K
L. oK BEDIYPRALOILE R 7 77 FRE T N 72 R CEIE L 72 L Wk
Lizo WBHIIA v2—2y AT 7Y Ol 2EHLCT 7 2 2 % — 2 Hf5
L. ECS ° EC2 OERIEZA#(. CI/CD 7 v+ —., S3 O, Secrets Manager %> b
ZEHEHREED, IABM 2 —FRT7 7L 2RF—DBEM, V-2 A, F7a4 774
NOWETRG#E LT, RDS»b 7 —2%FbH3—7. S3 0l ECS R &
Y ufbin &% IRt E CHENZ 2T 355, Sygnia 13, WEHEERDR 7Y
The, IEICAT AT DT 7R F—RFA-DOEEFETIP L —HYF—T—
=V b oozl ER S, AL AW L T —Y = v FRIEELSBES L 72 & 5l
LTWw3, Fifio~ry 7 u 54 i3fibh Ty, Darktrace 1%, 2026 4F 6
H 12 H. Amazon Bedrock ~7 7 XA C& 34 v 22 v 270774 L&D EC2
[LiteLLM-Proxy] 23M§5 it~ 4 =y 7~n1v =7 XMRig # £ v vu—FL, <4
=V IELNLE D ERBIIL 72 L RE Lz, 27 LR AR IIMECE TEH
TR 13 HICBM L 72 IAM 2 — ¥ OARERIGE)ICO VT, HiH® LiteLLM 2% &
& O 2 EELE A3 & LT 5,

BHIR

e “Inside an Al-Assisted Cloud Attack: Familiar Techniques at Unfamiliar Speed”

https://www.sygnia.co/blog/inside-an-ai-assisted-cloud-attack/

e “Sygnia Investigation Finds Al Accelerated Attack Enabled Lone Threat Actor to

Rapidly Compromise Enterprise Cloud Environment”
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https://www.sygnia.co/press-release/sygnia-investigation-into-ai-accelerated-

attack/
o “When AI Infrastructure Becomes Part of the Attack Surface”

https://www.darktrace.com/blog/when-ai-infrastructure-becomes-part-of-the-

attack-surface

3.9. [2026-07-30] Hermes/DeepSeek & U /- BEAINEE & A HFEE 1L E#1EH

Hunt.io I%, %% Bob Diachenko & O IL[EIFHE T, 2026 4 7 HICHFEED & A + TFk
LT AL 2 Db, 2AMBEZH RAZBIEIL 72 & L7, EAE I Al
T— z= v FHEME Hermes Agent % AG]OEKZE A A% L 32 YOLO £ — FCHEjAH L
LinPEAS (Z & % HEFRF 1 D 5l 5 5K B = PI# D Web v — b DFIZEZ (L4 T

720 74 L2 FVicid Hadoop M OKEX 7Y 7 % Go il RGEAL v 77
v I Hades d {211 T2 7z, Huntio 137 7 4 A 3K b H I N z5E LT 7 < . #IHAR
ARG D HIH L Cudrve &3 2, @A X 4 © CERT & NCSA T, MBEAE DN
RICWFEEP R, b, TNITHETH 2026 4FE 6 HICR 7T 7H=2% v, 24, &
B, KEBUFZEER & L7-, Claude Code & DeepSeek # [ L 7212 E 31T \»
7o Unit 42 35k, HEREFEECTH LT 72—, Telegram ##H CT45/~ 3 % Hermes
Agent & DeepSeek % FEITIRICH W &35, HEFETERE TIE Langflow © CVE-
2026-33017 %3 L 7223, auto_login 2222F] 7 m —ID & \» 9 Hijfd 2 AR 23 R v THEL
L. n8n T KBIED LK 7 + — L2037 K HOL L 722> o 72, FEEAF <l Citrix
NetScaler ® CVE-2026-3055 T 3 flf#2 57 — % % FH H L. Marimo notebook 11
AVAZyATavy FETBPERI Nz, v L — T OBUHEBIZEEHHEDL
720 Unit 42 (IE DT DT 2T, HENRBEY A 7 VIE- ERGZ3 % & AT
5, MEFFHEOHRETH Y, Fl—D7T 72— 3 23HLIITTRINT VR0,

BEIR

e “Thailand's Ministry of Finance Targeted With Hermes Al Agent Running
Unattended, Hades Implant Staged”

https://hunt.io/blog/thailand-ministry-finance-targeted-with-hermes-ai-agent
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e “Suspected Chinese Operators Use Claude Code and DeepSeek to Target
Government and Financial Systems Across Four Countries”

https://hunt.io/blog/chinese-operators-claude-deepseek-government-intrusion

e “Chinese-Speaking Threat Actor Harnesses AI Models for Autonomous
Cyberattacks”

https://unit42.paloaltonetworks.com/autonomous-ai-cyber-attack-campaign/

3.10. [2026-08-03] CrowdStrike ¥, PoC Z22F 48 FFEIAIIC 88%

CrowdStrike (X, Counter Adversary Operations 2% 2025 47 H 1 H2> 5 2026 4F 6 H
30 HE TtV L 2 At 0 BEIFRICHE S CERD AL v b v T 4 v 7S 2 N
U720 2026 5 1~6 HICHLH X 117z PoC RFFE AMaFSE DM D 5 5 88% X AH A 6
48 FFfE AN <, " [E% © VAULT PANDA & GENESIS PANDA 8% 7 Web 7 7'V
DIEFI DN & 24 FERILAPIIC B % (1413 72, React2Shell D ffiggi A £ % 1L,
OverWatch 2% 4 HH] T 80 % # 2 2 #EMMIC £ 72255 800 fRED A~V T 4 v 7Y —
Ficxf e L7z. ALIZEMIC D EEICH > Tk Y, H 5 LLMJacking ¥ ¥ v =— v %
2 7MTHI20 TtED APT Y 7 X b R4 I, KEIB @8R - S Lo Erg
UCZze AlZ—3 = v MEROBRANIFEIHRKD 25 50 Y — F2EH, IEHZRAIO
228 L B OEB O XL < LTWwb &9, CrowdStrike (X, Mas5tEEH O
7w v 74 7 AL D & A2 L Lz 9 2T, Al 3 HfassttE o F R & A
a2 — Mz dE®, EEOEM T CoORH%Z X 5 ICiio 2 AlRetEsmv L LTw 5,

BHIR

e  “CrowdStrike 2026 Threat Hunting Report: Exploitation Window Closes as Al Use
Accelerates”
https://www.crowdstrike.com/en-us/blog/crowdstrike-2026-threat-hunting-report/

e “CrowdStrike 2026 Threat Hunting Report”

https://www.crowdstrike.com/en-us/resources/reports/threat-hunting-report/
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A Al—"77+4

4.1. [2026-06-09] Anthropic. Fable 5 —f%324t & Mythos 5 R E 2

Anthropic 1& Mythos #® Claude Fable 5 % —fig#efit L, [F—3LHE CRHHEEK % — b
L 7z Claude Mythos 5 %, Project Glasswing D5 D 4 N—[fifHIF L HEA v 7 7
RAFICIR > TR L 72 Fable 5 i3V 4 N—2 % 2 0 7 4, EY - L KED3
T 2 RN 5 a3 & L 545§ 2 BKIC iE Claude Opus 4.8 23{Ub Y I INE§
%, [FIfEIERERA 2 A CIRFIICAR L7z & LoD, BNttty v avo
5%AKMGIZE T D, HELYATLAA—FIcIhiE, COHB7 =13y 71 Web
7 7Y COZEE) T, Messages API CI3BEE € HENfimE & L3 Bk IZIER A % £
FTrmy I, BT M7 =Ny ZIIBHFEE B FERE T 2 IER T
%, [Ftkixy 27 40— P, PR %5 L 7= Mythos 5 28 V8 @ 2024 4 LA o BEAN
Wesstd: 41 # % 4% 5 ExploitBench T¥3 10.75 7 7 7 %15 T, 228 DA =7 vV — X
7ny;7F%ﬁ%&?%O%szﬁﬁﬁiﬁ%@mm%ﬁiﬁL&7u3%47
DA B2 L, Firefox 148 TIEIEF A D9 PEIC D WT Opus 4.6 BZFHA L7227 7 v v
2% BRI T2 A7 04 b TS 2 FHli ClEEITO 88.4% THRIIL - LG L. &
ERFHO% 3K ELHIcbBL e LTWwa, LaL, Hidd 23 X5 icilies
A~DT 72AR6 12 HictEibdh, 7H 1 HICHHE e,

BEIR

e “Claude Fable 5 and Claude Mythos 5 | Anthropic”
https://www.anthropic.com/news/claude-fable-5-mythos-5
e “System Card: Claude Fable 5 & Claude Mythos 5”

https://www-
cdn.anthropic.com/d00db56fa754a1b115b6dd7cb2e3c342ee809620.pdf

4.2. [2026-06-12] KBUFIZ & % Anthropic Fable 5 & D 1= 1LIES & fEBR

KBUFIZERZ & RE EOMERZ R, KENA % b 3 EFEE IC X % Fable 5
& Mythos 5 ~D 7T 7 & R % X CE X & 26HERIES % Anthropic ICFEH L 72,
HRICIZFEEDHEFEFEE R b FE N, FAttooET VIZEEEZZ T v, Ft:
X, AR L 72— CEEZ ) T2 4 LICHERT 2R TEDR ko 72
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LT, 2FHEICNT 2T T VORMEZE D ICFEIL L 72, FfhIC Xud s i,
Amazon DfFEE 23 Fable 5 DGR % nllitd 2 FikxfE L2 L ©, HE oY 7 b
v T ERES S, b 1 CREAREEEZ R Ta - FE2ERS e e »
. METVIZ6 H I HICAR T, BiER D47\ Mythos 5 I3 FfEI 5 4 XN —H
BED 7% Project Glasswing DV DEHATE 23— F F—ic oA E Tz, [H
- DOMEE T, Opus 4.8 ®° GPT-5.5, Kimi K2.7 72 FHENI D% 2 EF AT h [F UMas
MrEECcE, BHa—FRALEZITRCOETAREED D DEELTE 2720,
Wi X 7 Fikld Mythos fRER OREN #HBE L Tk d L, SRV EREEFEO R
ZERICEHE T V& IS 2 SIS IR L e\ ERIAL 72, [RIFRIEBURT & fhfl L
TUFHEF WM T 2 0BR 2L . RETEIL 9%BEOEIEG CHEcE 5L LT
Wa, IHIC, [UT 7 & A A 2 R RIGET] 3 UEHTE 7 v D iRk A 3
FikE 2 & MGRHL 72 T ORGHICIIKRE & FYEEORES - g s dFEFHL. Z b
Y IHEBRE LT T v a AERY 4 N —-RESOAER T, 55 ORE &R
PICiER - NIEZR TRk RS, COFEIIHEE» O REROETALEZES DL L
THEHIL 72, 6 A 26 HIT I KEBUR 23— o KERERE R 12 Mythos 5 @ FRIE ) 7 2 fit
HhZ AR L. 6 H 30 Hiclml BB AR T, Fable5 137 A 1 H2> 5 5L CHERH
I,

BEIR

e “Statement on the US government directive to suspend access”

https://www.anthropic.com/news/fable-mythos-access

e “Open Letter on Transparent Al Cyber Protections”
https://freefable.org/
e “Redeploying Claude Fable 5 | Anthropic”

https://www.anthropic.com/news/redeploying-fable-5

4.3. [2026-06-25] OpenAl, JEfEE T /L Sol Z#BRE /L £ a2 —

OpenAl X GPT-5.6 >V —XDRE 7L v a—%FAtE L 72, EEEDIFLFHE T 2 Sol I
DWW TEE, Mesgtkiia L B2 ORI O X F 2 U 7 1 fEETHRE L MR OB
REEZLDDELT L, KBFOEFEICL Y, FTREMTICIHA LI oEFEET
= F—ICRYREEL . BoHE D 5 bic—iiRE~ATTn e Lz, [k
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X 2iZ, Sol i Preparedness Framework @ Cyber Critical DRfEICE L TH &3,
Chromium & Firefox ZXfR & T 27HiiCld, N7 L EHOMKEZRIFELEZDD
D, T A b LG T CIREa BB dEH 2 HHEINICER L b olz, 7272 L_V T
~— 7 OFERFHO INT IR CERA LNV E BT S, F=EF0
Irregular 1%, BofiFF DMK 24 L 7286051 2 L St coRfii7Z & Wi 72 5 2T,
Sol XEMDEY AT LTHEDRKREVWEYu T A ZRE - BHALZET L —H., ZDFF
fili CHIBA L 72 f% D BZ 7 a5tk 12 GPT-5.5 TH R A I W TH Y Fiz AMfETldi v
&L WEH A N —HESIIZ GPT-5.5 X D bF Il Th b 2 &, BELI NS
FRR P T I I RR AR D . % < OBCRIEM & Ui 2> O Ui & C HEREIT I 2 SRk 1L
mNZ EHIER LT 5, OpenAl lx, Biffl & LB YHNIIMUTHZZ T 27 V2 —
AT CIEPER B IEL RFELR TS 2 & LT b,

BHIR

e “Previewing GPT-5.6 Sol: a next-generation model”

https://openai.com/index/previewing-gpt-5-6-sol/

e “Assessing GPT-5.6 Sol Against Offensive Security Benchmarks - Irregular”
https://www.irregular.com/research/assessing-gpt-5.6-sol

e “GPT-5.6 Preview”

https://deploymentsafety.openai.com/gpt-5-6-preview/gpt-5-6-preview.pdf

4.4. [2026-07-21] OpenAl @ Al T—< = > +H¥ Hugging Face #12E

OpenAl X, AFDIJHER %I LIERLE 4R © 72 tENFHl i 351 % ExploitGym D%
fE1Z 5T, GPT-5.6 Sol & KRABHETF A2, FEBEEREE OME— DRI 72 5 721 Y
APVDOFryraTsadiores 4 MEtEeEH L. HERAM & EERORICA
VA= bERELZERNR L, ETARZDORTE=ZEZEDOY VY PRy 7 25
(Modal) EicHIFEDRER LTABLCwiza— FEFHI VY FRL v 2F-
Y., B 2780l & L7z, Hugging Face DFFMllIREIC XL, BEH 27— %
% v b 2% Hugging Face | O LI R D 2 O DfEEgE % Z2\ 7223, HDF5 44 & + L
—VERMFIRKII T s AGEARNLICEEE D, a— FETIE Jinja2 7 v 7L — 1+ A
vz rvavlliZFCiRE 7z, ZORATIE, AE Pod Z ARV IC — FHERE
TEFER A G THE 2 T A X~ B LT3, 7THIH2S I3HDOF ¥ v —v 4
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RTH 17,600 fEDMEREITL I N TH Y. 4 DFIHZ NTHR LTk, FhiE
RoN7z—HONIHLT — £t v b EEBORIFR~ORLIET 7 A %R 72—
T, NHETAFEORIADAMIZ R VE LT3, MEShZEEa YT VIE5
hoF—2 ey b b, T—2%y b —"~DMRKR 7TV IO ERA X T — &I
%%, Modal IZAMEBORELZRELL, LYAPIDFryrvadmFoo
R X —TH % JFrog 13 CVE-2026-65617 % High & L TAFE L7225, FHliticfib
ni-¥nv 7 4 MfiggtEs & @ CVE 2013 JFrog  OpenAl $ BH S 20T LT in
OpenAl & Hugging Face I3 #&MkfcH & LTk Y, OpenAl DR EZF ITRAK T
b5, WERNOFEIEL bR OfEH 0 KB & b5 523, EITEFRIFFFITO
i FoETATH B,

BEIR

e  “OpenAl and Hugging Face partner to address security incident during model
evaluation”

https://openai.com/index/hugging-face-model-evaluation-security-incident/

e “Security incident disclosure — July 2026”

https://huggingface.co/blog/security-incident-july-2026

e “Anatomy of a Frontier Lab Agent Intrusion: A Technical Timeline of the July 2026
Incident”

https://huggingface.co/blog/agent-intrusion-technical-timeline

e “Anote on the Hugging Face agent incident”

https://modal.com/blog/a-note-on-the-hugging-face-agent-incident

e “JFrog and OpenAl collaboration on zero-day security findings”

https://jfrog.com/blog/jfrog-and-openai-collaboration-on-zero-day-security-

findings/
e “JFrog Security Advisories”

https://docs.jfrog.com/releases/docs/jfrog-security-advisories

e “The 'Breaking' News: The OpenAl-Hugging Face Incident”
https://www.youtube.com/watch?v=87DyyMVO0kCY
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4.5. [2026-08-04] FFffiR D Al T—2 = > MC K 2 HEFR]DITE)

Anthropic & OpenAl, Meta, 3 AISI iZ. ¥4 N—RENFHIIHIC Al = —2 = v F 23
FAE DA~ IEFF AT DITENIC LA 72 & 3R L 72, Anthropic (2. Claude 234 v % — %
v MICHRE LS 723 5ETT 141,006 % FE L. §Hli-¥— b F —Irregular IR &
KED IHBMOARFILBICAIET 7 AL ZERE 3HRFE Lz, vy 7 TldA
VE—=F v MERIT RV EIBAT W, ATEEW CRIEE > TH Y, Claude (3
S9PE DR 2R T IHNEA~FE L, FHELEZEEBRE O e R L7z, [Fhid, &
BB O ol # BRIICEA A7z BHE T nwe L, AT Rl A —F X LHEHD
KNSRV E T2, FHIIMEFE R A7 — FORFRET Y PR v b BHL TN
v 7=y SQLA vV v a v EERNES DICE & 5, Mythos 5 28 PyPI
CABAL 728y 7 — V13K 1 © 15 0 E Y X7 A TEIT I, 55 THFRBRAERMIC
RNy =V HEEAT 22 F 2 ) T4 BREDAF ¥ F T, £ THWMINZGEEH
WO FtE DRI~ DBREIC DTz, FtIIEERG Y H O 7 A 23 FHICEFHE 2 Pk
L7zo BEAISTIE, A v &2 —2 v Mtz ERICERIC LFFETTO b 4 N — 5 Hid %
NI U725 T 0 122 [l FEATC 19 MR P rl{TE) 2 iRl L 7225, — kiRt o
e % IR L 75 Cldzn <L Wi d EMAOWHE A I LTV Arne T2, H5
I—Y v MIBDOHILT OSS PRSFEIC T — FOEKRZE - 7253, ANBOEZH R
B L7z, Meta d[E UBENMIC X 2 FLE O, ol Clt Muse Spark 1.1 2358 =35
¥EERELTHE S AT LCEBEZMA L S0 b, FAthizE T A4 0WERES
NRET, FEPIRSRE, FERIEEZ LT 5L LTWw5, Irregular 13 3 tEDHFE
Z[FE—oFHfiBREORE Y v F Ry 7 2B TldZrwe 3725 —F., hoEE~D#
BIIFAEP L LTHE LW,

BHIR

e “Investigating three real-world incidents in our cybersecurity evaluations”

https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals

e “Third-party cyber evaluations involving OpenAl models”

https://openai.com/index/third-party-cyber-evaluations-involving-openai-models/

e “Incident Report: unsanctioned agent behaviour during cyber testing”

https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-

during-cyber-testing

OMITITEOENRIRMIBHEERNE 2026


https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals
https://openai.com/index/third-party-cyber-evaluations-involving-openai-models/
https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-during-cyber-testing
https://www.aisi.gov.uk/blog/incident-report-unsanctioned-agent-behaviour-during-cyber-testing

2026 F#9 R 7H NI 56 / 58

e “Security Incident INC-2026-07-28-01"
https://cdn.prod.website-
files.com/663bd486c5e4c81588db7ald/6a724858f7db25c81487016d_Security%201
ncident%20INC-2026-07-28-01.pdf

e “Anthropic Incident: An Al Agent Published a Malicious Package to PyPI and 15
Real Systems Ran It”

https://www.stepsecurity.io/blog/anthropic-incident-ai-agent-malicious-package-

pypi
e “Meta Al model hacks another company during testing”

https://www.reuters.com/technology/metas-ai-model-hacked-another-company-

during-testing-information-reports-2026-08-05/

e “Irregular, firm behind Al hacking incidents, won't say if there were more”

https://therecord.media/irregular-ai-security-company-incidents

4.6. [2026-08-07] OpenAl, KHEET /L Astra DY A /X—8EH  Critical |3EL 5 5 & 2HH

OpenAl X, FAFFHOXEAE TV Astra I DWW T, Bt DL 4155 Preparedness
Framework @ A4 N — 7387 Cix 47D Critical BE/J7/K#EICE L T\ 5 Alge M % B E &
fli PR T E e AR L 72, AR E ® % Critical ORfEIZ, BElLI NS
CDOVAT LN LCAFONERLICH LW LRANEDOY r T 4 ZHE - ST
22k, FREFEKEDHER G 2 O N7 & TR S NI~ O FTHLO B
W% b2 DU ¥ CTUE - FITTE L L TH D, [FLITEEN a2 Z 1Lz w3
LRREICHROMERESS L LT b, b e LCHIF AT 2 25, FElk L 72 alBRERss
IKIREL, 2Y b7 =2,V —N~DT 72 A%HIRL, ETVOEALOWE S %7
fbL, BEfREMMEZBMLCY Y PRy 7 2 ECHETT 5, LI N ReT 2
7o 7z Astra BREOAENIEEN I —WRHFIE T 2 & L7, SRIIBUMEEETC Al Z4HE
LW h L7aHilie P L. B=F DiHli-¥— F F— i 3HEEE S 24 24252 & v
5o [EfkIE 2025 4 6 HICEY By kD FIEZBEH L 72 &fl 228w b,

BHIR

e “Responding to the next frontier of critical cyber capabilities”

https://openai.com/index/responding-next-frontier-critical-cyber-capabilities/
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e “Preparedness Framework v2”
https://cdn.openai.com/pdf/18a02b5d-6b67-4cec-ab64-
68cdfbddebcd/preparedness-framework-v2.pdf

4.7. [2026-08-08] Kimi K3, FHHA~NY F~— 7 OfEE % GitHub A EUS

Frontier Security (X, Fifillfy 7z 44 N— %2 2 7 COMERER M 2 AL DO FHIEZE IC B W
C. Moonshot Al ® Kimi K3 23#Z @ T ICR v F~— 7 OREZIIEL Tz &
WG L 7ze FHMIC 1225 AIST 2336 9 8 GHliAE AR Inspect &~ v F < — 7 £ Cybench %
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e “Chinese model Kimi K3 breaks UK Al Safety Institute benchmark evaluations”

https://blog.frontier.security/chinese-model-kimi-k3-breaks-uk-ai-safety-institute-

benchmark-evaluations/
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https://cdn.openai.com/pdf/18a02b5d-6b67-4cec-ab64-68cdfbddebcd/preparedness-framework-v2.pdf
https://cdn.openai.com/pdf/18a02b5d-6b67-4cec-ab64-68cdfbddebcd/preparedness-framework-v2.pdf
https://blog.frontier.security/chinese-model-kimi-k3-breaks-uk-ai-safety-institute-benchmark-evaluations/
https://blog.frontier.security/chinese-model-kimi-k3-breaks-uk-ai-safety-institute-benchmark-evaluations/
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e “Al assistant hacks gym website in what is believed to be an Australian first”
https://www.abc.net.au/news/2026-08-10/ai-assistant-hacks-gym-website-aus-

cyber-attack/107007986
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https://www.abc.net.au/news/2026-08-10/ai-assistant-hacks-gym-website-aus-cyber-attack/107007986
https://www.abc.net.au/news/2026-08-10/ai-assistant-hacks-gym-website-aus-cyber-attack/107007986
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