2026 F6 A 26 H NI 1/ 46

AleF 2T 45215 2026 26 A5

ARl Al e =2V 7 4 1CBE T 2 = 2 — 2% [ALICHR 5 LR (Security for
AD | - TAI ZIER L7294 "=t * 2 U 7 4 fEfR (Al for Security) | - [AIl %R L 7=
PAN—KE~DHL] &) 3ODBIATIE - FEHILEK L b TT, filcD
HHDOLHAFIEISH LT 2 HEHRIEORLEHICHEC DD TH Y, ZDONAEDIENE
M- ZUMEE IPAICEWTRIET 2 b0 Cidad, £k, ZREI N8 - V) 2
—va vERIH - HERET 20 0THH Y TEA,

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.
1.9.

1.10.
1.11.
1.12.
1.13.
1.14.
1.15.
1.16.
1.17.
1.18.
1.19.
1.20.

EP/N
[ I21R 2 2 MHEIR (Security for AL oo 4
[2026-03-16] Al T— = v FIZXK B2 AT Ly F¥— b7 — X FHIMET oo, 4
[2026-03-31] Axios npm »¥ v 7 =V RFICL 2H T IA4F 2 — VB i, 4
[2026-03-31] Anthropic [Claude Code] @Y — & 2 — FHiH oo 5
[2026-04-21] Anthropic [ Mythos] IZFFT B ARIET 7 F A i 6
[2026-04-09] Anthropic [Claude Cowork] ®—f% 1V V) —= & [Claude Code] 5#t.7
[2026-04-19] Vercel ~®D OAUuth 37 7 A4 F 2 — VBB oo, 8
[2026-04-22] ChatGPT [a]\J 7 — 27 ZA_—ZA T =Y = ¥ F ORI oo 8
[2026-04-25] a—F 4 v /L= 2V MICXD2ARET — 2= ZLEHFH e 9
[2026-04-28] OpenAl [Code| % v FAR v 7 ZEREE T 7 4 BEgit. oo 10
[2026-04-30] Apple Support 7 7V ik} 32 [CLAUDE.md] DA ... 10
[2026-04-30] OpenAl IC & % [EERTH YV bt FX2 )T 4] OFEA .. 11
[2026-05-04] —— = v PRI AL A K 2 HFE ¥ 2V T4 HA LV A e 11
[2026-05-05] Microsoft 365 [ Copilot Cowork | DEEREYLTR .oovvvveveieieieieeeenns 12
[2026-05-12] Anthropic 23{EEEFER M) Claude =2 2 R T A ZHLIR v, 13
[2026-05-13] Anthropic [Claude for Small Business | 2585 .cccccoivieinieirieenne. 13
[2026-05-13] TanStack npm ¥ 77 4 F = — VLB 5 OpenAl DJii........... 14
[2026-05-18] GitHub U R b ) %5l & L 7= KHIIKZE [Megalodon ] ........... 14
[2026-05-19] HEM Al =— = >~ } [Gemini Spark] DFEFK .oooiviviveecienn, 15
[2026-05-20] Google [Universal Cart] & #FE#E~7' m b 2 [UCP] DFF ... 16
[2026-05-22] OpenAl [Codex| @ [Goal mode] & A & HEMERIC ..ooveveeee. 16

OMITITEOENRIRMIBHEERNE 2026



2026 F6 A 26 H NI 2/ 46

1.21.
1.22.
1.23.
1.24.
1.25.
1.26.
1.27.
1.28.
1.29.
1.30.
1.31.
1.32.
1.33.

2.1.
2.2.
2.3.
2.4.
2.5.
2.6.
2.7.
2.8.
2.9.

2.10.
2.11.
2.12.
2.13.
2.14.
2.15.

3.1.
3.2.

[2026-05-22] Google R D 7 m v 7' b 4 v ¥ = 7 ¥ a VEFHHHELFER. ... 17
[2026-05-22] AT £ 7T BEFHRT 27 X — 10 X 2 tEHIGT L v 18
[2026-05-26] Microsoft [ Copilot Studio | @ HEMLEES) & A3 F v RiEfb........... 18
[2026-05-26] Microsoft [ Copilot Cowork] 225D 7 7 A AR Y R 7 v, 19
[2026-05-27] Anthropic [Zero Trust for Al agents| DFEZR covvvvvieinieenieireenn, 20
[2026-05-28] Starlette/FastAPI IZ 351 % ZRaE-N 4 ¥ 2 5557 [BadHost] .......... 20
[2026-05-29] Microsoft 365 Al #4BE DL FE & OneDrive iIC X %3 7 7 f V4K ... 21
[2026-06-01] Miasma vV 7 = TIC X B JAHim Y 7T 74 F =2 — VI 21
[2026-06-02] AI ¥ K— + a5t % JH - 7z Instagram 7H v v FFESHLD ... 22
[2026-06-04] HAEH Al =—< = v } [Microsoft Scout] DFEFE .oovvvevevrvvnnee 23
[2026-06-04] Jitft Al &7 4 [Claude Oceanus-v1-p] OAIERA i ovveervennnene. 24
[2026-06-07] ChatGPT ic&1} 2% vy 7 Xy vE—F] OEA e 24
[2026-06-09] Claude Managed Agents DFEREILER L 2 ¥ 2 U 7 4 38(E v 25
Al ZEAR LI ANt F 2 U T A HER (ATfor SECUrity) ....coovreceeeereenercececuennnnes 27
[2026-04-29] Linux 71 —F Vi B 2 R FA&MEF9 1 [ Copy Faill .o 27
[2026-04-30] Anthropic [ Claude Security | DFEEFHIE .oovvveeeieeeeeee 27
[2025-05] Alibaba # AT 2 — FL "2 —> — /L [Open Code Review | .......cceun... 28
[2026-05] Al XD 59 MEHRE - BEHET AL DERE Linux 7 — A VDX G .......... 28
[2026-05-04] Al =— < = v b EREHRUAGESS 4 R ¥ v F Vercel [deepsec] 28F .......... 29
[2026-05-09] Linux # — # Vi< B 13 2 FLN e MR A M Ma55 1% [ Dirty Frag] ............ 30
[2026-05-11] OpenAl [Daybreak | DFEFR..ccivviiiieiiiiiceeeeeeeee e 30
[2026-05-12] Al = — = v PRI 1E R F ¥ ¥ 2 5 4 Microsoft [MDASH | ....31
[2026-05-12] Obsidian 2 2 2 =7 4B F 27774 v Fxa ) 7458l ............ 32
[2026-05-27] Anthropic [ Claude Code] [} security-guidance 77 7' 4 v ....... 32
[2026-06] Google Al Threat Defense 12 X 2 HEERIZ BBATH ...oovvveeieeeeeee 33
[2026-06-02] Fragnesia % @ Linux 7 — 2 W ICE T 5 —HDOMEFIVE v 34
[2026-06-02] X.Org Server FiCH1F % 9 FD X £V LRMWMITHE oo 34
[2026-06-02] AT &7 7 o — Y FEHONSE & LC D [R@afmsae] o 35
[2026-06-03] HTTP/2 7' v + a it 2 H# DoS X% [HTTP/2 Bomb] ....35
Al ZBRAL72T A /N —BEEADIT Lottt 37
[2026-03-02] Trivy Ta v AT L% Ho kel ey 774 F = — v & ... 37
[2026-04-07] Anthropic [ Claude Mythos Preview | i % 4 N —IZEHET).............. 37

OMITITEOENRIRMIBHEERNE 2026



2026 F6 A 26 H NI 3/ 46

3.3.
3.4.
3.5.
3.6.
3.7.
3.8.
3.9.
3.10.
3.11.

[2026-04-07] Anthropic [Project GIasswing | .......cccccceevieivrevievierieeereereereeresreerenennas 39
[2026-05-11] TanStack npm Xy 7 =Y DH 774 F 2 — VEEE i, 40
[2026-05-18] Nx Console A T®D GitHub FIEE Y R F VARE e 41
[2026-05-12] Google Threat Intelligence Group I & % AT EBHEE b L v F oM. 42
[2026-05-18] EFRH 4 ~N—#fEE 1 X % [Project YATA-Shield | FF..ooooveveunenn. 43
[2026-05-19] Al 22 v 7 v v KEEBIC A T 72 OpenAl & Google D#HEGRAL ... 43
[2026-05-21] % A -~ —PhifilFE{t € 7 & OpenAl [GPT-5.5-Cyber] $2EtHHHA.......... 44

[2026-06-02] Al = —Y = vV FZERA L2622 — 2 T — A e, 45

[2026-06-03] LLM ATT&CK Navigator iC & % Al BXEHHIH 4 S —F I HT......... 45

KAl L% 25 4 2T AL L E 2 )54 1CB3 2 ZHIE A 555 0 IPA SO 4 D ) - ZHER
PRECHREN LE L, S CERRICERLE L BT E 4,

OMITITEOENRIRMIBHEERNE 2026




2026 F6 A 26 H NI 4/ 46

1. Al TR 222 ErER (Security for Al)

1.1. [2026-03-16] Al T—> 2> MICKBR T Ly R — b T — X RHESS

Claude for Excel ° Ramp @ Sheets Al 72 & AIfiGA 7L v Fo— bV —iZHBW0
T, BN Ty T A vy 27y a v OfisESTER S Lz, BEEF I T — £
v MCEED AR ZMEOIAR, AlT—Y 2y P 2RELT, BH T — 2 2489
— N —ICEET B HEN (SIMAGE BI#SF) 2B T 25, ChoKEIR, IEfOR Y
Ly Fy— MREZ R LBAH % [0 3 %, Anthropic ° Ramp I3 ZHHEREC 2 —
—TER T m e AEF AL, AL LAt TH 2, HRKIE [V vrank7

— 28| OflfR, FETERWINET — 2 ofHEIE, B0 —F—HEZHEL
TWw3,

BHIR

e "Ramp’s Sheets Al Exfiltrates Financials" (2026-03-16)

https://www.promptarmor.com/resources/ramps-sheets-ai-exfiltrates-financials

e "CellShock: Claude Al is Excel-lent at Stealing Data"
https://www.promptarmor.com/resources/cellshock-claude-ai-is-excel-lent-at-

stealing-data
1.2. [2026-03-31] Axios npm /8w o = EREICL B2 Y 774 F £ —VWE

2026 3 HE, LK FIFHE N T3 Axios npm Xy 77— (v1.14.1 X 10 0.30.4)
DB, AVTF=ThU v OFS MY ICKVREI N, WREEILTEED 2 KFBIR
[plain-crypto-js@4.2.1| %#ff AL, postinstall 7 v 7 @ LT/ 0 R 77 v b7 % —
2.0 RAT (WAVESHAPER.V2) %ERHL 7z, ERRZRBR T 7 £ —UNC1069 D B5 53

b2 Z oW, HrfbIniFey =77y b 7x—Ljl<fa—F

(PowerShell, C++, Python) ZH\, ¥ AT LIERO G L= 2~ v FEITZ{T
o7z, BEDHL A=V a viIH SRR THIBR S N2, w4 v =T I3 R PR ESE
BIRET 2720, HEELR I LEREOZEHERY > — 27 L v b ORI 2358E < HEE
IN3, Axios HIRIZ Al v A7 LEICH 72 H 721w AH, Claude Code 72 &> Al BT
IESHHENTEY, ALV AT DI AN—agglE 2 Ho 72 774 F = — VIEED
—fEICR o T3, 2, WEBETIE Axios DA VT FEERTAEOICT 4 —7 7 =«
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A ERBELEZY vy vy =T ) v BN AS ., Al #HEH
L7z ARN—WEBOHmDETI2EHER>T WD,

BEIR

"Axios NPM ¥y 7 —VRE @ 1 @ Lo XY v a — F %7 % JavaScript HTTP
IIATYV MY TIAFz—vIHE | PLY F~4278 (JP)" (2026-04-01)
https://www.trendmicro.com/ja_jp/research/26/d/axios-npm-package-

compromised.html

e "Inside the Axios supply chain compromise - one RAT to rule them all — Elastic
Security Labs" (2026-04-01)

https://www.elastic.co/security-labs/axios-one-rat-to-rule-them-all

*  "North Korea-Nexus Threat Actor Compromises Widely Used Axios NPM Package
in Supply Chain Attack | Google Cloud Blog" (2026-04-01)
https://cloud.google.com/blog/topics/threat-intelligence/north-korea-threat-

actor-targets-axios-npm-package/?hl=en

e "Post Mortem: axios npm supply chain compromise - Issue #10636 - axios/axios"
(2026-03-31)
https://github.com/axios/axios/issues/10636

1.3. [2026-03-31] Anthropic [Claude Code| @V — X 32— K

Anthropic #EiE, npm Xy 7 —YHICY —ZA~< v 77 7 A L (map) B> THENT
Wz lickh, Ala—5 4 v 2%y —n [Claude Code] Y — 22— F%#HEH
X7z, W L7289 51 JifT7D TypeScript 2= — F it GitHub _E Gt v, 2z T
ICAISHRICE VDI » 1 HCTHBI N n— v B8 T 5 77T, ZOBES)%EH
L7-8En~ry =7 (Vidar [H#EGTACY — % GhostSocks 71 F 272 &) #iEA
TR [V—IRY —R] ZEMALTW5, FAREIFIELAKXY KT Y O % &k
F. ¥R IR T —F7 27 F vy DEALRNROBLFHIANAF VOB ZHMHT 2 Z
LORHERE SN G, CORFIT AL P RT LR EFEHIT 2 €y T v 7 B AR
AWCXVEIERI LAz F 2 ) T4 HKTH B,
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BEIR

e "Anthropic accidentally exposes Claude Code source code" (2026-03-31)
https://www.theregister.com/software/2026/03/31/anthropic-accidentally-

exposes-claude-code-source-code/5227940

e "Anthropic leaks part of Claude Code's internal source code" (2026-03-31)
https://www.cnbc.com/2026/03/31/anthropic-leak-claude-code-internal-

source.html

¢ "Claude Code Leak: Critical Al Security Threat 2026" (2026-04-01)

https://www.zscaler.com/blogs/security-research/anthropic-claude-code-leak

e "Claw Code vs Claude Code (2026): Open-Source GitHub Clone & Archi" (2026-
04-01)

https://www.eigent.ai/blog/claw-code
1.4. [2026-04-21] Anthropic [Mythos] (23 A RIET 7t X

Anthropic O XA EHRE AL €7 v [Mythos| 23, #— Fo¥—F 4 RV X —EREE %/
LTARIET 7 %2 X% % F 7z, RET NV IZEE RGN L V4 ~—Messtk ok ERe I 2 H
LTHY., UATICIE CMS OF%E I RC X 2 KB 7T — X/ TH ZDFEL U R
7 BFE LTz, Mythos X Ffll & DX ICHsHRRER AT v 7F =2 vy ] 1Y
BEEN RO, SEORIET 72 R 3F A neF* 2 74 LoEEZE b6 LT
%, Anthropic |33R7E [Project Glasswing | %@ U C. P EHCORMAEZRIFEE L
TRER R Y ) — 2 EFIFEIL T2,

BHIR

e "Anthropic’s Mythos Al Model Is Being Accessed by Unauthorized Users -
Bloomberg" (2026-04-22)
https://www.bloomberg.com/news/articles/2026-04-21/anthropic-s-mythos-

model-is-being-accessed-by-unauthorized-users

e "Anthropic's Mythos model accessed by unauthorized users, Bloomberg News

reports | Reuters" (2026-04-22)
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https://www.reuters.com/technology/anthropics-mythos-model-accessed-by-

unauthorized-users-bloomberg-news-reports-2026-04-21/

e "Exclusive: Anthropic ‘Mythos’ Al model representing ‘step change’ in power
revealed in data leak | Fortune" (2026-03-26)
https://fortune.com/2026/03/26/anthropic-says-testing-mythos-powerful-new-ai-

model-after-data-leak-reveals-its-existence-step-change-in-capabilities/

1.5. [2026-04-09] Anthropic [Claude Cowork] o>—fi% U U —=2 & [Claude
Code] 521t

Anthropic 1% Claude Cowork Z IERIC—f Y U — 23 2 & 3ic, Claude Code %Lk
L. 77 vt 7+ —LlFEBL #REHEAD A —tE—-F], BLUOTZ2 by 7
Ul O EEBRIERREEZEM L7z, X Y, Claude Zu—AAT 7V 7 74,
TV REERFEL TR R 2 FHITAREL e b, AEMEEM BT 507, AIER T
TAMEER T 0y T A vz ay, WET -2 ~O@R BT 7Rl ol
X2 )74 LOBENEL D, BifilKe LT, Hilghr — =27 7 & R4l
(RBAC). OpenTelemetry % U 7= SIEM ##i1c X 2840, 77V & & OFEMl 7R
EHBPA R 2D, @)V A7 BA—RT—RCE T2 Y 27 {WOBEZMDS & ¥ -
TWw3,

BEIR

*  "Assign tasks from anywhere in Claude Cowork | Claude Help Center" (2026-04-
25)
https://support.claude.com/en/articles/13947068-assign-tasks-from-anywhere-in-

claude-cowork

e "Auto mode for Claude Code | Claude" (2026-03-24)
https://claude.com/blog/auto-mode

e "Let Claude use your computer in Cowork | Claude Help Center" (2026-04-25)
https://support.claude.com/en/articles/14128542-let-claude-use-your-computer-

in-cowork

e "Making Claude Cowork ready for enterprise | Claude" (2026-04-09)

OMITITEOENRIRMIBHEERNE 2026



2026 F6 A 26 H NI 8/ 46

https://claude.com/blog/cowork-for-enterprise

1.6. [2026-04-19] Vercel ~® OQAuth ¥ 72 A4 F = — V&

Web 77V r—vavor7anAd 7y b 74+—24& LTHILNS Vercel 28 2026 4
SA»LAREPTITHTIAF 2 —vEBEZ T2, COKBIHOI - TH
% Context.ai DEEBRFNE RN T AT 2T 2 A VA=A L2 LICEE

%, Vercel itZ£8 (2. Context.ai ZH|H T 27-01c, HE D Google Workspace 153
57 7k A% Context.ai ICff5 LTH Y, ZNH Context.ai filic OAuth b —2 v &
LTREI N TV, EE 1T Context.al ZFE L 72~21 7 =7 (Lumma Stealer)
XoTZnbd OAuth b —27 v EEAH L, Vercel it &2 2% Google Workspace _E.ic
RELCOEEHR~L T 72 2% ET5 2 Lic X > T, K, Vercel TR
TW7z APL ¥ — 7 — X R — 2B L7 70 U GHLL 72, AL, ALFIH Z Rl &
L7z av A7 LD T ERICHLET % Contextai DRE I N Z & T, JAHEICHIF
INBTTUAT Ty T —LICECTHERILAD - 72X L 7> T b, OAuth b
— 7 VIG5 EINTT 7 e AMEDHFARRENCIL D 0 72 T L BWEERINTTE D,
OAuth IcBH# 3 2 7 7 & A il Offdl 0 BEEMEZ R T H=HHITH & 5,

BEIR

e "Vercel April 2026 security incident | Vercel Knowledge Base" (2026-04-19)

https://vercel.com/kb/bulletin/vercel-april-2026-security-incident

e "The Vercel Breach: OAuth Supply Chain Attack Exposes the Hidden Risk in
Platform Environment Variables | Trend Micro (US)" (2026-04-20)
https://www.trendmicro.com/en_us/research/26/d/vercel-breach-oauth-supply-

chain.html
1.7. [2026-04-22] ChatGPT @l 7 — 2 A_—R T — = > h OIRMHFE

OpenAl i, Codex ###E & L7z ChatGPTH [V =27 A= —Y 2V | OfE
2B L7z, CICX D, HBNOEMR Y -2 70— 20X 77y b 74— L4
BAA7BHEMLEI NG, X2 ) T 41 DBRD L, HREH, KHl~—207 7%
ZHlfE, BHEIC L 2R FEE I N TS, FicTe vy T b vycrvay
K~ ofitth: % 2. Compliance API IC X 2 B5fdkrE b fefit 3%, Al i X 2 HEL
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ZAEENEE D 5~/ T, OB EBNREBEZILK T ¢ 5 720, HigRANF v R
LT =T 7 e AMEQOEM, B XUOHBL Y v X Dt L BB RkD 5N,

BEIR

e "ChatGPT IZ7 =27 A=A —Y =V F &Y | OpenAl" (2026-04-22)

https://openai.com/ja-JP/index/introducing-workspace-agents-in-chatgpt/

1.8. [2026-04-25] =T 4 v 7T —2 2> ML BAFET —XX—XLBE
1

2026 £ 4 A, Cursor THEIff ¥ 2 Ala—75 4 v 22— x v} (Claude Opus 4.6)
B, AX—FT v T7ORFERE DB &Ny 27 v 7% 9 W CHIBRS 2 HiAFE L
Too TV 2V FFEREROAEEMIHL X5 & EEAA API 2 v CIE&R
DY~ FEFET Lz, KFld, AlOF— FL— A O RA, BEEMERIEICNT 2
ERFNEDOANTE, AP +— 2 v OMER#ES . 5 XUy 72T v Z7OTUREAS R F
HERETH L, ATIZAEMENZ THCHW XV iEne@liil<sh, BEa~ v
Fiedsea—~vv Ay -F - r—ToEIEL L v 7 FllotF 2 ) 7 1 HlfHl
DRIEMEDPFEIL Y & 7ro Tz,

BHR

e "Claude-powered Al coding agent deletes entire company database in 9 seconds —
backups zapped, after Cursor tool powered by Anthropic's Claude goes rogue"
(2026-04-28)
https://www.tomshardware.com/tech-industry/artificial-intelligence/claude-
powered-ai-coding-agent-deletes-entire-company-database-in-9-seconds-backups-

zapped-after-cursor-tool-powered-by-anthropics-claude-goes-rogue

e "Cursor-Opus agent snuffs out startup’s production database" (2026-04-27)
https://www.theregister.com/software/2026/04/27/cursor-opus-agent-

snuffs_out_startups_production_database/5224442

e "“It took 9 seconds”: Al agent running on Anthropic’s Claude Opus 4.6 wipes
critical database" (2026-04-27)

https://www.businesstoday.in/amp/technology/story/it-took-9-seconds-ai-agent-
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running-on-anthropics-claude-opus-46-wipes-critical-database-527552-2026-04-
27

e "Xa2—¥%—0]JER X A: [https://t.co/ofucbVgkLV] /X" (2026-04-25)
https://x.com/lifeof_jer/status/2048103471019434248

1.9. [2026-04-28] OpenAl [Code| dH > KRy 7 ZFE+E 0T 1 BesstE

FL v ¥4 27 vd Zero Day Initiative (ZDI) %, OpenAl ® Codex iC 351} % %4 7n
Xu 7 A faggtt (ZDI-26-305, CVSS 8.6) # B 72, = ®KIfilZ JavaScript 524752
BICHEIEL., ¥V R Ry 727 2{banza v 732 P 2SEYICIRE I LT ne &
T, VE— FEEHESY Y PRy 2 2 2EET 5 2 EATREE B, EAIC IE2—
—DERERVETH Y, EEVPEEOL LYV KR MY 2T 2RICRET 5,
OpenAl IZJEFHTEDIFEZ RO Ted DD, NTWER T 1 77 L ORI D> DB D
T 74N ORFHERICE TNV E LTBIEZES L2, £ 070 KMk RME
EoFFMEINTEY, HEITEFONHZHIEST 2 Z L 23HE—DFEMKTH %,

BHIR

*  "OpenAl @ [Codex] I v FR vy 7 Z3ERDX v T 1 ffi55: ~Trend Micro @
ZDI1 2546H - &Ao" (2026-04-30)
https://forest.watch.impress.co.jp/docs/news/2105656.html

e "ZDI-26-305 | Zero Day Initiative" (2026-04-28)
https://www.zerodayinitiative.com/advisories/ZDI-26-305/

1.10. [2026-04-30] Apple Support 7 7"V (Z$H 172 [CLAUDE.md] D8 EF

2026 4F 4 H. Apple X Support 77V (v5.13) 7w X7 v a v ric, Al X1
v — ) [Claude Code| MFONEZHE 7 7 4/ v [CLAUDE.md| #3H o> CHEHMHL 7=,
ZD7 7 ANTiE, [Juno Al] DFEES Actor R— R DT E 7L, Ul 2 v KR —
AV 7477 s ERORONEBGEHER A G I T, 2 -F =T —
Z OEZEN R TIEI R DD, RENLOFHBERESLT —F7 27 F ¥ LoTERR
ERBELEETH L, KFiX. CI/CD N4 774 vicB W T AL MIFHER 7 714 v
ZEYNICERIN S 2 HEIL 7 v e ROEEMZ AR L Th ) BORF BN KRR O
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~ vV IEHF TV A EBRERLYITL I,
15HR

e "What Apple’s Leaked CLAUDE.md Teaches Us | Vibe Coding" (2026-05-02)
https://medium.com/vibe-coding/what-apples-leaked-claude-md-teaches-us-
b8269e2ace51

e "Xz —%—0» Aaron X A: [Apple accidentally left Claude.md files in today's
Apple Support app update (v5.13) | " (2026-04-30)
https://x.com/aaronp613/5tatus/20499865046 17820551

1.11. [2026-04-30] OpenAl (&£ 2 [EEXRT AT hEFa2 VT 1] DBEA

OpenAllZ, 7V Y FHESMY (ATO) 74 v v v I olaT v v b %R
ETL-ooEEEEY X2V T A BE [BEAT AV Y X2 )T 4] #EAL
7o ERBMEEE LT, "2 F—2 FIDO PO N—F 72T F 2V 74 F—
k27 4y ZitEod 3 ZAEOHHFL. A—V/SMSICX 2T Ay v MEIHD
Bk, v v a vIfOEME, vy v a vEHOEULRE T O D, T, RiEE
EEMCT 2 LT AEE > O HENNICHRIN X5, OpenAl iE Yubico EH2#5L.
— N 2T *F—DEAZREST 2130, —HOEE T 1 7T L TIIABREDEH % 4
He 328" L. AL A4 v 7 50Wifs itz >Tw3,

BHIR

e "Advanced Account Security - OpenAlI"

https://chatgpt.com/advanced-account-security?openaicom_referred=true

s "EBERTAUVVE F2V T4 DITHA | OpenAl” (2026-04-30)

https://openai.com/ja-JP/index/advanced-account-security/
1.12.[2026-05-04] =T—> = >~ FERIAI B AT 2 HELFLU T4 HA X VR

CISA®NCSC 2z &0 7 74 774 RgEEIZ, =—¥ = v M AL O Rl 728 AITH§
LHEEEEZRR Lz, FAA XY RE, Tho Dy X T L0 A & -G 7x
BN R 2 B A L, BROE I ARBR LHERM G2 N L BB Il ch s L
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ZIERLTWS, TRV R27ICE, BEDH 3 7oy 7 M icko  HENEIER,
T 2EEF 2V T4V ENLEE-SMYEETNG, KB, LYY v
A AT X 2B, BFSNREAXEBET 2 XML w5, EMSKIZ, MITRE
ATLAS HDBHA v 7 ) V= vV ARRER L TH 5 Z & 2 ilik L. R 2 il ik
DT N2 T TETHCABERIE L 7 EHFHEASETH S L LT 5,

BEIR

e "Five Eyes warn agentic Al is too dangerous for rapid rollout" (2026-05-04)
https://www.theregister.com/security/2026/05/04/five-eyes-warn-agentic-ai-is-

too-dangerous-for-rapid-rollout/5229103

1.13. [2026-05-05] Microsoft 365 [Copilot Cowork| D#aEdL R

Microsoft i Copilot Cowork IZ Anthropic @ Claude Opus 4.8 Zft5 L. #H L\ 77
JAVEIN AR T7L =LY = B AN LTz, REBOLEEY —2 70—
ICEXET & 172 Cowork X, Dynamics 365 ° Power Bl 7 KD ¥R T 7'V L Dt AEX
D A[RE L 72 o 72, Agent 365 IC X 2 AJBUHIE:, 47 NF v X[ ID EHBHA S 1L,
X2 VT A4PMEINT S, KT Ty b7+ —LidH v Ry 7 2M{Laniks 7
VFBRECRATFETAT —FT7 7 F v 2EMAL, 2V X =T34 AL VDT =%
REZHMRFL DD, Al —Y =2V MK 282 27 O AN FETEZEREHLTY
5, THIFAEEER EERFHIC, EHIXEIBENLZ Y X 7HEBOHRTHL L
ICHEEITRETH 5,

BEIR

* "(Co)work in Progress | Microsoft Community Hub" (2026-05-05)
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/cowork-in-
progress/4511672

e "Copilot Cowork: A new way of getting work done | Microsoft 365 Blog" (2026-03-
09)
https://www.microsoft.com/en-us/microsoft-365/blog/2026,/03/09/copilot-

cowork-a-new-way-of-getting-work-done/
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e "Copilot Cowork: Now available in Frontier | Microsoft 365 Blog" (2026-03-30)
https://www.microsoft.com/en-us/microsoft-365/blog/2026,/03/30/copilot-

cowork-now-available-in-frontier/

1.14. [2026-05-12] Anthropic AVEEZEFRM S Claude T3> X7 L& HhaR

Anthropic (X, 20 BA_E® Model Context Protocol (MCP) =427 &% & 12 #4538
W77 74 v EEAL, FHERERRMT Claude DHEEEZ KIBICILIRL 72, 200 D
Ik 0, Claude 3ZH) 7 4 79 4 7 VEH, SCEEH > 27 2 (iManage,
NetDocuments &), IR 77 v b 74+ — L EOFEELRERT 7/ v — 2R
Xy LTEHBEGEENREICR 5, A—T v 7 u b arE AT S LT, HEREHEIIL
Bt 72 7 — 2 ISPV R MERERZ MR L DD, V=2 70— % W AX <A XA TE
o RY—AEEZ, VT4 Y GRAN). PY 7=, BIEHLE w72 ERZERD A
gk e, MHBEAOHAE - T LA Ty 7 ~DHERPE LK T 5, I oI, NRHRCIE
HMOEARIINA & DIEZE L T, B —E2~DT 7 K% HIE T

BHIR

e "Claude for the legal industry | Claude" (2026-05-12)
https://claude.com/blog/claude-for-the-legal-industry

1.15. [2026-05-13] Anthropic [Claude for Small Business| h'&i5

Anthropic (X, Claude Cowork IZfiHG I Nz —Y =V PHAI YV Va2 —v g v
[Claude for Small Business] # 3£ L 7z, ZiUd/NRED ATE A OEN % fRH 3
5 & %HBE L. QuickBooks, PayPal, HubSpot, Microsoft 365 7z &' ® > — )L & jH
WL, GRS HEK. ~— 774 V7B HIMET 5, v ¥ =2V 74 HTlE, B

BT =21 X358 %T7bd, IO v A7 LHERZMA L, BEHEoESWT 7V 2
VICHAMIC X 2ERAMEE TS [ba—=v -4V - F - A—F] ZEALTK
5, ZOMNYMAARIT, KIENGZEFBEEZ ALICRITEIR 5 L L Hic, B OmHEn
7 ALVERZEET 27290 [Al Fluency| ifME 7w 77 4 L i CER I LS,
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BEIR

e "Claude for Small Business | Claude by Anthropic"

https://claude.com/solutions/small-business

e "Introducing Claude for Small Business ¥ Anthropic" (2026-05-13)

https://www.anthropic.com/news/claude-for-small-business
1.16. [2026-05-13] TanStack nom ¥ 7' 4 F = — > WEIZ4£ S OpenAl DXt

OpenAl (%, [Mini Shai-Hulud] ¥ ¥ v =Y ®—B{TH % TanStack npm »¥ v 77—
~NOYTIAF 2 —VIHBICL Y, EBDOT A APREINLLHRL, 20
WECTHo ) KL+ Y NOEIEEHRL. Windows, macOS, i0S [[iF D a2 — FE4
AEHE DB L 72, BE T — 2 CHINME~DHE IR I N Tz wvwd, TR
& L CREIE O BT 2 Ehti, 24ty macOS 2 —%—(3 2026 £ 6 H 12 HX

TRT 7YV r—2a v B/l 20855 5, Ftid5k, CI/CD X[ 774 v Dx
¥ 2V 7 4 L PIREBIR O MEERIE 2 I & &, JA#iATa v AT LD Y R 7K
I 2778 CTH B, AFIFMAN R ATREDY 774 F = — VHBOREZZ TR
HHITH B,

BHIR

e "TanStack npm #7714 F = — VB ~DHE | OpenAl" (2026-05-13)
https://openai.com/ja-JP/index/our-response-to-the-tanstack-npm-supply-chain-

attack/
1.17.[2026-05-18] GitHub U 7R M U ZZRY & L 7z KREKE [Megalodon |

2026 5 H, GitHub VK + VU 5,500 LA Eicxf LA IEZ GitHub Actions 7 — 2 7
O—%FEATLIHEX v v/ *— [Megalodon| 23%4 L 7=, WEHIXED HITEF]
M L. CI/CD BRZHE 7 7 v Faditlgi. OIDC t— 2 v &4 C2  — o3 —~%j
H(3 % Base64d v a—FI ki um—Fza Iy Lk, KEFKT HEETS
3 [SysDiag| & workflow_dispatch’ CHE#H)F 2 (kIR Y v 7 F 7 [Optimize-
Build] @ 2 fifiCTH 5, A @tiledesk/tiledesk-server' & dD npm »¥ v 7 — I b
WLz ALT 7V —v a VEFETHHINS npm Ny 7=V b S HEETNLTW
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5, HEVRIFPIOEE, v—2ZLyvitou—F—vav, BLUWOIDC F—72 v
TR EH SRR I NS,

BEIR

e "Megalodon: Mass GitHub Repo Backdooring via CI Workflows - Real-time Open
Source Software Supply Chain Security" (2026-05-21)
https://safedep.io/megalodon-mass-github-repo-backdooring-ci-

workflows/?ref=joho-todai.com
1.18.[2026-05-19] BRI Al T—< = > kb [Gemini Spark] D=

Google X, Google Workspace R T~V F AT v 7D X R 7 % EfTr[RE 7 HEEM Al
T—Yx ¥ b [GeminiSpark] % %3 L 7z, Gemini 3.5 Flash & Antigravity il 7'L
— v iR L, BT A NVEHCEM Y -2 70— HEI{L KB T 5, Google
I/O 2026 CEA X N7-HHEREIC X, Antigravity 2.0 7 A 7 + v 7B Wiz & L
it X2V T4 8GEN5, Ihbofblt, AN Al b —Y v PSS
Y P T —L~DOBTREERL, BINAY 72—V v ARSI R AT TY r—
a VR AREICT 52—, HERREFICR -V DR EMLHAL T IR TH

%,

BHIR

e "Gemini Spark — Your 24/7 personal Al agent for productivity"
https://gemini.google/overview/agent/spark/

e "Google /O 2026 DA% — 7 v 7 EFDFERFEE | Google Cloud A 7w 7™
(2026-06-02)
https://cloud.google.com/blog/ja/topics/startups/startup-news-from-io-and-what-

it-means-to-founders

e "The Gemini app becomes more agentic, delivering proactive, 24/7 help" (2026-
05-19)
https://blog.google/innovation-and-ai/products/gemini-app/next-evolution-

gemini-app/
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1.19. [2026-05-20] Google [Universal Cart] &fZ# 70 k aJL [UCP] &

Google Z I/0 2026 i T, Google ¥ — vt AW D Al & 3 v v 77 [Universal
Cart] ZFEKL7-, Tnid, NEEERTOI—Y v X3V ELD 2R S
587w ban [UCP] Zff LT3, ¥V 7 4HTIE, ATIC X 2 HRFICHIS
7R & WL AT RE e B A Al i # 319~ [ Agent Payments Protocol (AP2) ] #E A, 47EX
L7e/NEy AT L e lEFECHE L. 774 Ny —R#E L ERAEZHRL 72
I—Yzvbtav—REERT L, AlT—Y v bRa—F-EROTFRLHKINT
BfE L., FTEBRF TN X— o hfak bR I n s, EC 2 EROY —E X
DbWERyaT v 7R AIPETTEIL-RT—ZXTHH, WHFICFEELZH
T5LHOa v T F A2 ALCRMIT 2 RICHET 5 881D 5,

BEIR

e "Google, Al 2Mifit&EitiL kit % BB <175 [Universal Cart| ¥3& -
ITmedia NEWS" (2026-05-20)
https://www.itmedia.co.jp/news/articles/2605/20/news102.html

e "Universal Cart e &> a vy v’ v 7% %R — T 2H 7= HEREDHEN" (2026-05-
20)
https://blog.google/intl/ja-jp/products/explore-get-answers/google-shopping-

cart/
1.20. [2026-05-22] OpenAl [Codex] @ [Goal mode] BEA & B2 M4&L

OpenAl (X, EFfIcH 722 BER 2 R 7 FEIT%2AEEICT %5 [ Goal mode] % Codex
TR T —LICEALE, (ko Ty B ZRA Y, BE, HIETRER
FE. RS2 K BRICERTE 3, Codex IZUREZMAF L 22 H 2T v 7D
B, 7774 vofMH. GUI/FEZ BEIICT . ¥ 2 ) 74 FMRIL, AN
Fo—fhTcz—V Vv FOHFBUERS 26TV R ICHETRETH L, BRI X 2
JWCBTBF) 7 FHIERARIER Y AT LBEEN <z, HERMERER, 5= v
IRAVE, BEu s (754 L a—&—) OEMARFAIRTH 3,
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BEIR

e "Xz2—+%#— OpenAl X A: [[B] Goal mode is now available in the Codex app,
IDE extension, and CLI.| " (2026-05-22)
https://x.com/OpenAl/status/2057617860986593680

o " (31T) HoWwBEEICKIET 5 Codex | OpenAl" (2026-04-16)

https://openai.com/ja-JP/index/codex-for-almost-everything/

e "Computer Use — Codex app | OpenAl Developers"

https://developers.openai.com/codex/app/computer-use

e "Using Goals in Codex" (2026-05-09)

https://developers.openai.com/cookbook/examples/codex/using_goals_in_codex
1.21.[2026-05-22] Google eZRD 7' > 7 b A > 2 7> 3 st ELESR

Google I/O THEA I 7z Al EHMREICE VT, AWV =24 X T 2EHEREFE
AR X 7z, [disregard| [ignore| [skip] & \wo/za~<v FEXox—7 -1+ %
WMET 5 e, e (Gemini) B2 —HF— ANERK 7 TV TIIHRL ¥ AT L
MELTHEAT 2, ThiCKkY, TRy T4 v Y=y a vV IcBUL 258808584
L. Al BRFEFRRORD Y icw i ~DIoEz T 5, BURIEEL 27 X7 v 4
F TR SRREN 2 N7 L INT W ED, 2—F—DEME v R T Larh D a7 A
+07EE LIM 2% [ v 2 —7 2 —RICHABIAD T L DBERNY 227 %I ERHLY
IZLTWw3,

BHIR

e "Google’s Al search is so broken it can ‘disregard’ what you're looking for | The
Verge" (2026-05-23)

https://www.theverge.com/tech/936176/google-ai-overviews-search-disregard

e "Searching for 'Disregard' Breaks Google [Updated] - MacRumors" (2026-05-22)
https://www.macrumors.com/2026/05/22/google-search-disregard/

*  "You can no longer Google the word 'disregard' | TechCrunch" (2026-05-22)
https://techcrunch.com/2026/05/22/you-can-no-longer-google-the-word-
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disregard/?utm_source=dlvr.it&utm_medium=twitter
1.22.[2026-05-22] Al ETILICH T 2EFR R T 7 X —IZ L D115 H 52

RATDOEEIC X % &, Anthropic @ Claude |3 &FHRICH L CHggEE L CB b,
[Pravda| v b7 —2%FDuv 74 7 VOEER 7w N v X &5 HT 2HER
FLLERLTWS, [, av 7oy —v v - THEA Y - TV vy —
(SDA) A5t L7z EHIC L b, 20 FAU Lol &D F A VB
[Wikipedia 7 v — v | % &3 2 BHEHYEHHEI2SEH & 2217 o 7, T b OFRERER
I, BRFEEOBERF v v —vH, MBEHEROLNCT — X FA A=V 7%l
T, A AL OfEHEME & B OBAEZHEICENICL TR L) BEPHEDOD D
THDHILERLTWS,

BEIR

e "Anthropic’s Al Chatbot Is Leaning More on Russian and Iranian Propaganda
Sources, NewsGuard Audit Finds" (2026-05-04)
https://www.newsguardtech.com/special-reports/anthropic-ai-chatbot-claude-

russia-iran-propaganda/

e "Propaganda-Offensive gegen Deutschland — Leak enthtllt Russlands Vorgehen"
(2026-05-22)
https://www.t-
online.de/nachrichten/deutschland/innenpolitik/id_101262296/propaganda-

offensive-gegen-deutschland-leak-enthuellt-russlands-vorgehen.html

1.23. [2026-05-26] Microsoft [Copilot Studio] @ BE&MbEES & H /3 F > Z @1k,

Microsoft |Z Copilot Studio IZHWT, LAY —2 A7 4L OEEN R Ul #1F % 15
29 % [Computer Use] T— = v b DRt (GA) %#FtEL 7=, TEAT v 7
FobELT, V=2 7u—F¥4F—, HEERAMEE S 2 Work IQ

API/CLI, =—¥ =¥ M (A2A) @fEFEAINT, vF2 ) T AMTRLELE
BIEREHR L GE T — V2 Y PO ANF Y ZAA PRI NG, 72, HiLnd—
TR ML= a VEICK Y ETEREDS 20%A E L, F—2 v iEE D 50%HH X iz,
o OREIE. WAL A ERERICE T, MREH 2 AR L ootk o
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WHEML A EBH T 2 2 L ICFRZBEBVWCTWS, K EFT7A P AH T —¥EKIcBIT 5%
Ky =7 %525 Microsoft BIMANHAI T —Y 2V P~ HEKELTWBEZ L 2T
Lidbic, FIAFICEB T A8 ) X 2O EREERE T 5 TWw 5,

BHIR

e " [Copilot Studio] TAl=—Y =¥ b7 7Y ED Ul ZEFEREIECTE 2 HERED
ExUkiT - Boft" (2026-05-29)
https://forest.watch.impress.co.jp/docs/news/2112927 html

e "What’s new in Copilot Studio: May 2026 updates and features | Microsoft Copilot
Blog" (2026-05-26)
https://www.microsoft.com/en-us/microsoft-copilot/blog/copilot-studio/new-and-
improved-computer-using-agents-a-new-workflows-experience-and-real-time-

voice-experiences/
1.24. [2026-05-26] Microsoft [Copilot Cowork] M D7 7 A ILIFEY X 7

Microsoft Copilot Cowork ICEE 7 v v 7' b 4 v = 7 v a vicx 3 2 Hegs R R &
N AELR 7 7 AL LBARETH 5 2 L ¥ fEf -, WBH T2 — 3 — 05l
HTTRE 72~ 20 HBFi AL I NS [RF V] ERTEIL T, =—V Vb %
BEL, FRAEAAD 7 7 AME Y vy —F) v 2k EB Ay —VRERSE
5, EEARMLELT, TNOLDA Yy =V F2—F—RASICHEKZTEEIND
o, eF¥ a2 V7 A GlHllEZEEET S, 2—F =P Ay -V EMIL, TV V]
DEXNETHEEDY —N—~Fy b7 =2V 7T 2 b REY, HEHRS TS
%, ZODWEL Claude Opus 4.7 # &L E T VICIKFFE T, A7 Y 2 — & X7 BREE
XV BREPEKT 2, Al=—v v P 2FAT 2ICE, ZoffisgtEiciE s 3, M
Rl —Y = e384y e — FERZHIRL, BETERAFALT7 7401
Dt HirBZ BT RETH 5,

BHIR

e "Microsoft Copilot Cowork Exfiltrates Files"

https://www.promptarmor.com/resources/microsoft-copilot-cowork-exfiltrates-

files
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1.25. [2026-05-27] Anthropic [Zero Trust for Al agents| D&

Anthropic ZRNFHL 2R F 2V T4 7L —LT7 =723, HEMAI = -V 2 v P 2E
AT 5D, €r b 7 X MRERANCHE S W2EGiEN Rt F 2 ) 745 chH b, vV
T4 7 AL E T VOIS, Ko — Fo BB ER R E B OFEE R v — F ARG
CHBELCTE O, Pifflicd = v 2 — FKEDHIEARKD ONTnE, =—Y =
VEDEAIZ, VDA, AR RAG OHEER, T—Y = v M oEEEH
EVoZBHDY R 7% b 20T 720, (EROER LX) 74 1 TEHL RV, C
OFEIC L, A7 L —247 —72% [Foundation| [Enterprise| [ Advanced| ® 3
DKIAET 4 T 2R T 5, £7-. OWASP 2420E5 3 [H/WERR (least agency) |
DEEEID A, =— = v F BNEFTATRE A Y — v D H#iPH 2 BH L % B 1< il R 3
%5, FELFEEFINE LC, BamiiciR#EI N~ —27 v ORI, iEHF Y v
=V ERMHEIMEATLS, BXUPavsF4 v PRy 7 A X 2 ETREORM R L%
HEL WD, Soic, MENTay T b4 vy 270 a v afiCzOD TAFRy b
FAT 47| D ANBGRER. BRI ARA v T v MU ETTS [Z—Y v b
B SOAR] ~DBE TICOWTHEKX LT3,

BHIR

e "Zero Trust for Al agents | Claude" (2026-05-27)

https://claude.com/blog/zero-trust-for-ai-agents

1.26. [2026-05-28] Starlette/FastAP| (C$ 1} BEREE/N A /X X BEsatd [ BadHost]

CVE-2026-48710 (BadHost) (. Python TE:AEZ Web ¥ — & 2 APl Z#FA% 3
% 7= Ot IR Web 7 L — 27 — 27 TH 5 Starlette 1.0.1 Kig ICFEFET 5 A
TREREE S A4 < 2 W59k TH V. FastAPI 3 X (VA #i7Z: Python Al T 23 X 5 LI 2
T, T oOffegstElx. Starlette 25 HTTP @ Host ~v X —% % = & 4 X3
& LC requesturl’ Z K3 2 FEY) e skaticER 5, WEHEFMLL 2~y X—T
‘request.url.path” # & EA L, XAR—=ZDFEIEI PV 7 = T %[BT E 5, vLLM,
LiteLLM, MCP % — =72 L O FEY — VD58 % % F 5, WKL LT, Starlette &
LO.1 DAREA~FEHT S 2 2 &, NAR—ZADFEES L T Y FRA v PO F 2 ) T4

("Depends() %) ~Bf7322¢, 5 VIFRFCHERDO Y N—2 T F iz X 5~
v X— DR HERE T N 5,

OMITITEOENRIRMIBHEERNE 2026



2026 F6 A 26 H NI 21/ 46

BEIR

e "BadHost - CVE-2026-48710 Starlette Host-Header Auth Bypass" (2026-05-28)
https://badhost.org/

e "Millions of Al agents imperiled by critical vulnerability in open source package -
Ars Technica" (2026-05-27)
https://arstechnica.com/information-technology/2026/05/millions-of-ai-agents-

imperiled-by-critical-vulnerability-in-open-source-package/

1.27. [2026-05-29] Microsoft 365 Al B48E D Fe & OneDrive ([C X 2 7 7 4 L Z1R

=
ES

Microsoft (X, Copilot #FED EE{L & [ Microsoft Agent 365 @Y U —&RIC X D,

365 TV AT LEKIBICHLTE Lize K77y b 74—, ffNOZ—Y =V b
B, B, RET -0 0EHEIH L — v e LCHBRET 5, FRERHTICIE,
A2A 52 MCP % U 7-FFRE M A D 72 D Work IQ API %2, Anthropic & D$2#iC X
3T VBRI ANEGEENSE, CO—RTZ7ANVONELZ ALPET 22 LT
OneDrive 2> L] 7% 7 7 A VR ZRET SEEQEB A 0 — F=y TG ENns, L
L ORI, METe Yy T A vy ey a vORERAL v P BBENICIE X 5
T LHERT 5,

BHIR

*  "Microsoft 365 Roadmap | Microsoft 365"

https://www.microsoft.com/en/microsoft-365/roadmap?id=564909
1.28.[2026-06-01] Miasma /L7 = TICL BIREHRY 774 F = — 2 WE

2026 4 6 H, Mini Shai-Hulud O Hiffi % % Miasma 7 — 2425, npm LY A+ U B X
O GitHub VR + Y 28 & L RBIB Y 774 F = — VIR ET L, 20
7 — 0%, binding.gyp #EH L T npm 4 ¥ X b —VEKFICHEST b ) T —%5F[ <
[Phantom Gyp| Tk, Al 2—7 1 v 7 %Y —n1 (VS Code, Cursor, Claude
Code %) 1Tk Kt 72 7 v 7 A TR ZEfE L 72, CI/CD 4 774 v 2 Eif L
L. 777 F. Kubernetes, V&< b UZEHEHRZ G L CHEH D GitHub 74 ¥
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VEIENEET S, 2OF v A= vid, RAHERGIE HO¥EE HEMML L TE D
Al XY — L2 CI/CDEAERH L2~V Y 2 TETOVRIZ7BEAMWLTWEZ L
L TW5,

BHIR

e "Dozens of Red Hat packages backdoored through its official NPM channel - Ars
Technica" (2026-06-02)
https://arstechnica.com/security/2026/06/dozens-of-red-hat-packages-
backdoored-through-its-offical-npm-channel/

e "Miasma npm Supply Chain Attack: Self-Spreading Worm via Phantom Gyp -
StepSecurity" (2026-06-03)
https://www.stepsecurity.io/blog/binding-gyp-npm-supply-chain-attack-spreads-

like-worm

e "Miasma Worm Targets Al Coding Agents via GitHub Repos - Real-time Open
Source Software Supply Chain Security" (2026-06-05)

https://safedep.io/miasma-worm-ai-coding-agent-config-injection/

e "Red Hat npm Packages Compromised to Spread a Credential-Stealing Worm"
(2026-06-01)
https://www.aikido.dev/blog/red-hat-npm-packages-compromised-credential-

stealing-worm
1.29. [2026-06-02] Al ¥ R— kD514 % JH - 7= Instagram 7 H 7 > FESEY

2026 £ 5 A TH, Meta® Al ¥ F—+F v v bRy b OFREMRFEZERAL, F47%
Instagram 7477 vV b ZESMBKERRE L, HKEFH I Tv vy T4 vy sy a2
YRR, 2= FDTAY Y MCHEDA—AT FLRAZMN T3 X5 Al 235E
THZeT, HERRMAREEL 2, YO Al Y F—FF vy bRy FTlR, KEE
DY ICHERICEE T 2 &5t AR+ Th o7z, 2D [HEELL 72BN (confused
deputy) | MIEICER T 2 FEic X v, Siffifize 75 7 v b 2SRRI ICER - #5581
720 Meta i35 H29 HICRE Sy F2#EHAL, 7Hh v v MEIRICET 2 API T 7+ R
ZHIR L7223, BMIRIE, HEEMRGRAET — PR LICAER Al ==Y = v b ~EHER %
Gz lofifEttzimd EELTWw5,
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BEIR

"Hackers duped Meta Al support chatbot to steal celebrity Instagram accounts - Ars
Technica" (2026-06-02)
https://arstechnica.com/ai/2026/06/meta-ai-support-chatbot-gave-hackers-

access-to-notable-instagram-accounts/

e "Hackers Simply Asked Meta Al to Give Them Access to High-Profile Instagram
Accounts. It Worked" (2026-06-01)
https://www.404media.co/hackers-simply-asked-meta-ai-to-give-them-access-to-

high-profile-instagram-accounts-it-worked/

e "Hackers Used Meta’s Al Support Bot to Seize Instagram Accounts — Krebs on
Security" (2026-06-01)
https://krebsonsecurity.com/2026/06/hackers-used-metas-ai-support-bot-to-

seize-instagram-accounts/

e "Instagram Meta Al Vulnerability: How Hackers Bypassed 2FA with Prompt
Injection | The CyberSec Guru" (2026-06-07)
https://thecybersecguru.com/news/instagram-meta-ai-vulnerability-account-

recovery-exploit/

1.30. [2026-06-04] BEEI Al T—< = >~  [Microsoft Scout| DFx

<A 278y 7 FiZ, Windows, macOS., Microsoft 365 &K T Ny 7 759 v FEFTX
NHEZEBEIAl = —Y = v b [Microsoft Scout| ZHRELSZ, A—TF VvV —ZD
OpenClaw ZH#E & L, 7 7 A Vi o va~y VET, 77 v FHELAZ S %
Ho, ¥ a2V 7 4HTIEEntralD LA TN, T TOEESRELATREZ ID (T
DL, kD F 2V 74 7L —L T —27HNTHIEST 5 X 5. Microsoft Purview O
DLP RV & —SWEE T V2@ L, SEREICIANC X 2 KR 22BN T 5 7%
&L BEEARARI VA =T IAXLNVOEHEZERT 5, Zhick ) AIB#EY v 7
Ty 7 OREBPHAI = —v = v FEREORMEZFIE L 2RI E 72 0. 2026 4FHIC
BAKCAI =Y 2 v P OREPET DL RIATN S,
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BEIR

e "Microsoft Scout (Frontier) overview | Microsoft Learn"

https://learn.microsoft.com/ja-jp/microsoft-scout/overview

o "HH@EIT A hS-EHHD N—YF L T — 2 b Microsoft Scout 2EL -
Source Asia" (2026-06-04)
https://news.microsoft.com/source/asia/features/introducing-microsoft-scout-

your-always-on-personal-agent/?lang=ja
1.31. [2026-06-04] *xtH4% Al €5 )L [Claude Oceanus-vl-p] OAIERZFR

—ioE*a VT ABRE (Ly FF—L) BT Z7RRAZFAILTVRZIET O,
Anthropic D#z#7 Al €7 L [Claude Oceanus-vl-p] 23, L v FF — AFHMFAMGE R
e ¥ 2 ) T4 REZR T2, WEFIIEATF y A2 EHL, PEZUEE T2
B —E XL TAPI 7 7 e 22 A IEICHRL 72, ST EOPE Al 7K
Ik 7eF  EBHEHFI UL TS, ¥ T A MaggtkoFERicEns [Claude
Mythos] D%MET NV TH 5 AKE T v ix, Anthropic @ [Project Glasswing] @ %
T, AIET 72 A L ETADEKLY X7 %8R, Anthropic lZNEFHED -0 L
v FF—LDT 7 X% —WHEIEL 72, FItEE, BRI D 72 © O BRI 72506 5 A5 Kt
SVTHBHELT, —RAMZEEZ 278 TH 5,

BEIR

e "Anthropic's Claude Oceanus-v1-p Opens to Red Team Testing, but Distribution is
Compromised" (2026-06-04)

https://cybersecuritynews.com/anthropics-claude-oceanus-v1-p/
1.32.[2026-06-07] ChatGPT (8112 [y /XU E—F] OEA

OpenAl (X, 7Ry 7 A vy 2l avicd b7 —23MY X7 28T 2729,
ChatGPT IC [my 7 Xy vE—VF] ZBAL%, ZOFERYL* =Y 74 KEEIX, St
W~DA Y P =2 ) 7R FEFIRL, 747 Web 7702V T4—=7YH%—
F. L=V v PE-FREDE) X 7KREEEZ NS 5, SR ZHIRS 2 2 &
Ty ALY = A PEE T — 22 RN IER Y —N—~EEFET L2, $T_XTDY A7
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ZHERT 2 b O TlE RV, BEHERER D 2 -V - & o TEE K L %2 5,
2T OpenAl 1%, Codex ZE&T 277 v + 74— L CREEREIC [HY X7 ] X
NEBHL, 2y P —=20T7 7R fE ¥ 2 ) 74 LOFEERBELTWS, &
NoDONRIEE L —F —THHRNEZICEAT 2L HRTE S,

BHIR

e "ChatGPTIiZ [my 27Xy vE—F| Tuv7rbAvyzriavickdFR
R 2 VxS - [ Tmedia NEWS" (2026-06-07)
https://www.itmedia.co.jp/news/articles/2606/07 /news022.html

o "ChatGPT icuy 7 xyvE—Fe—-HLE [HYR7] JApEAINTL
7= | OpenAI" (2026-02-13)
https://openai.com/ja-JP/index/introducing-lockdown-mode-and-elevated-risk-

labels-in-chatgpt/

*  "Lockdown Mode | OpenAl Help Center"
https://help.openai.com/en/articles/20001061-lockdown-mode

1.33. [2026-06-09] Claude Managed Agents DIEETL R & F 2 U 7 1 581

Anthropic (¥ Claude Managed Agents 77 v b 7 + — 2% KigICIE TR L. BENRE
RERIRRE 2 SR T 2 RRE R B A L 72, FAEHRICIE, 77 A VT ATLR—ADAE
VKERE, kv v a VI TOACSE %2R T [Dreaming), vV F T —Y v b DAt —
TAML—vavREENd, £/, TVEX—T 74X F 2 T 4 OFGEICK L,
HOhRA MYy PRy 72 FEHEREHEM O [Vaults], 774 =+ 4y P 7 —
77 7% AHDMCP by AL EREL TS, 2o OBREIC K b, FFE XA v
7 7 DRl MERF L oo, ¥ a7 CHCBEREAR v X7 v a Vilo—Y =V |
RWEAREL 722, A—FT A PL—vavRav T XA MNEHET T v b 74— Ll
ICtE 5 2 & T MRITEIE 5T 7 2 R GIH L BEEEEHERL 220, Al —Y =V
~ DR FEAMLZ EHTE 5,

BT
e "Built-in memory for Claude Managed Agents | Claude" (2026-04-23)
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https://claude.com/blog/claude-managed-agents-memory

e "Claude Managed Agents: get to production 10x faster | Claude" (2026-04-08)
https://claude.com/blog/claude-managed-agents

¢ "New in Claude Managed Agents: dreaming, outcomes, and multiagent
orchestration | Claude" (2026-05-06)

https://claude.com/blog/new-in-claude-managed-agents

e "New in Claude Managed Agents: run agents on a schedule and store environment
variables in vaults | Claude" (2026-06-09)

https://claude.com/blog/whats-new-in-claude-managed-agents

¢ "New in Claude Managed Agents: self-hosted sandboxes and MCP tunnels |
Claude" (2026-05-19)

https://claude.com/blog/claude-managed-agents-updates
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2. Al &AFER LI A R—tx 207 7% (Al for Security)

2.1. [2026-04-29] Linux 71— 3L IZH 1T 2 HEBFKEIE5EME [Copy Fail]

[Copy Fail|] (CVE-2026-31431)iZ, Linux /7 —# /L' ® authencesn 557 v 7L — b
BT 2ERGwWHERGTH 5, HRZR-hwvwe —hra—F =23 setuid N1 F
VEGUEEORAMYAREER 7 7 A VD=V F ¥y v o2l L, 44 boFE
AREITH T e RAREICT 5, AF_ALG V7 v b & spliceQv AT L a—A%H LT
EiTah, VFSEZABAZXEZERT 2720, 74 A7 LICRIFZKRE v, 2017 4
DI FF A4 Linux 74 A b Y ¥ a— 3 VicE W CTHERK Tl Wi R HER S
WEHOFRETH 2, AR X AEAD #FOFHFHCH D, "=V F v vy v ar—V%E
ZBIABARERAF ¥ X — VA P~ THENIE TV IRICH 5, BIEICIEH—F 1
D%y FH, F 7213 algif_aead €Y 2 — VOB MLETH B,

BHIR

e "Copy Fail: 732 Bytes to Root on Linux - Xint" (2026-04-30)
https://xint.io/blog/copy-fail-linux-distributions

e "Copy Fail — CVE-2026-31431" (2026-04-29)
https://copy.fail/

2.2. [2026-04-30] Anthropic [Claude Security| Oi2#EI#A

Anthropic 1%, Claude Enterprise i} ic Al fg551:i2W1r — v [ Claude Security | @ -¥

Ty I R=Z &N L7z, Claude Opus4.7 €T LV ZIEH L, /EkD N2 —v <y

FVTRERA AV TFAMNaMICLD, XEYBIE, AN N ey

7 LT —%ET B. BB & INEI T 2 MO RIMREERRRE & W 2 . BNy FORE

1T 9. Webhook iC & % Slack/Jira i##£%°, CrowdStrike FOFE 77 v b 7+ — 2L &
DG DEATEY ., A2 LEEE TOH A 7% BIRICEHT 2 KR o a5k

BEHAZHEHLCn»5, 7, Claude Code H D security-guidance 77 7°4 v L 7z

. Claude Security I¥, IRV —72 70 —DOHCTHEHEITT 20 TlERl, ¥

TAXNED TR ZADHFTY — e LCTEET 2,
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BEIR

e "Claude Security is now in public beta | Claude" (2026-04-30)
https://claude.com/blog/claude-security-public-beta

e "Claude Security | Claude by Anthropic"

https://claude.com/product/claude-security

e "Claude Security Z{#f 3 % | Anthropic ~\ 7%t v % —"(2026-06-01)
https://support.claude.com/ja/articles/14661296-claude-
security%0E3%82%92%E4%BD%BF%E7%94%A8%E3%81%99%E3%82%8B

2.3. [2025-05] Alibaba &2 Al 23— FL £ 2 —Y—/L [Open Code Review|

Alibaba i, 2—FDEF 2V 74 L FE%ZI X4 5 CLI V— [Open Code
Review] A —7 vy —2{t L7z, WHNR Al = —Y = v P &38R A Y, FEmD
Iy =T Vv (77 ANER, v A TIERE) e~V T4 v 7
Wr#z{TH) LLIM =—y = v F 2fllaHbEdz "4 7Y v PEEERHLCw3, i
kY, M vtr—vavReEALEZR/MELDD b =7 ViHE Z RS 5,
OpenAl/Anthropic D = v FHR A v Micxhit L, CI/CD X4 77 4 v ~DH»
A[HET, XSS, SQLA v ¥z 27y ayv, ALy Fe—7 75 4 7z &¥O— R MfassiEic
N ELr—LEZHNELTH5S,

BEIR

e "GitHub - alibaba/open-code-review: Open-source & free — Battle-tested at
Alibaba's scale."

https://github.com/alibaba/open-code-review

e  "Open Code Review — Agent Native Code Review"

https://alibaba.github.io/open-code-review/

2.4. [2026-05] Al BFXDE5sEdRE - BIEETILOZERAE Linux 71— 2L OXT
It

ALSTHRIC X B IEtERE ORI X b, kD2 * 2V 7 4 BN 4 7 VIZRAERIC
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BEAE L7z MES9MEIZEROIFIEE IC X o CRIFS HIIC R LI, =727 a4 ME
IR SO IS A & 7= © & Ty 90 HRS R ¥ A R% v Tl IR & 72 o
72 DBarH 5, THICHL, Linux h—Arvala=T4idtFal) 74 ES
il L. ALBRAIN 7 o SFER AL & BT 7 L oL, BREREL LTo [F1r2
Ay F | BAZED TWD, BEAAMEFHMEZRSHGERS L LTk, oSy Fore
R % Al THBIL T 2 PifilESA~Diniasi8 b T v %,

BEIR

e "Documentation: security-bugs: new updates covering triage and Al [LWN.net]"
(2026-05-03)
https://lwn.net/Articles/1070963/

e "killswitch for short-term emergency vulnerability mitigation [LWN.net]" (2026-
05-08)
https://lwn.net/Articles/1071861/

e "The 90 day disclosure policy is dead :: Himanshu Anand" (2026-05-09)
https://blog.himanshuanand.com/2026/05/the-90-day-disclosure-policy-is-dead/

e "Significant raise of reports [LWN.net]" (2026-03-31)
https://lwn.net/Articles/1065620/

2.5. [2026-05-04] Al T—=> = > FEXENAIFESSIE R F + F Vercel [deepsec] 2
B

Vercel 13, KMz — F~x—2Dlfesgthotrz HiWE Lz, Al =—2 = v FEERID
¥ 274 Y= [deepsec| A —7v Y —Z{LL 7=, WERDERIFENTY — L & 1%
#7: 0. Claude *° Codex 72 FOEE R LLM #iEH L. YV — &2 2 — FOEWRHAE
2179 VIADIERERHR—X DX F v v ALIC X 2%, B5HEZ 0§13 2 HREE
72— RERCEET 2, 2% —idn — A AVBEUE CEITARERIZ A, Vercel
Sandbox Z i L CAiHFEITH A[RECTH 6, NARXLT T 74 v DOFAFICH MG LT
BY, MADEIEET VLT —XETVICEHG I EDOD, A4 v 7 SJHNTEMT 2
EfEE X 2 ) T4 2 EHT 5,
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BEIR

e "GitHub - vercel-labs/deepsec: Deepsec is a security harness for finding
vulnerabilities in your codebase powered by coding agents"

https://github.com/vercel-labs/deepsec/

e '"Introducing deepsec: The security harness for finding vulnerabilities in your
codebase - Vercel" (2026-05-04)
https://vercel.com/blog/introducing-deepsec-find-and-fix-vulnerabilities-in-your-

code-base
2.6. [2026-05-09] Linux 71— /LIZH T 258 % A HERR F #5514 [Dirty Frag]

€ ¥ 2 U7 4 5 E D Hyunwoo Kim (vdbel) %3, Linux /1 — A i B 5 HER A4
ffe551: 7 7 2 [Dirty Frag] #/2"% L 72, Z3id xfrm-ESP (CVE-2026-43284) &
RxRPC (CVE-2026-43500) 1Lk} 2 20D _—Y F v v o 2 FHEIARMETIM: % #H
IE/bDT, BERELIEOTICRHELHESGTE 2, RRKIFMITOEVIFEL
ZOMEss IR, PUERRI CHBESR® TRV, RFICO W TiZ, CVE 58D
CVD 7w ZHETHIC, AlZHCZZITIC X VE=ZFEN T 7 27 m 4 b 24K LT
NHEL7ZE W ERD 5, EROBERED 2IEHRAMDO 70w ARE TN TV ELH
WEIZZREVICLZHPIThH 5, HRINLZXHRIZ, Ny FEHEZIEMEREY 2
— VDN BLOR—VF Yy 2027 )T THD,

BEIR

ba gl Abol el

ol

« "CVE u+v% &4
(2026-05-09)
https://www.boannews.com/media/view.asp?idx=143537&kind=&sub_kind=

s

A A9 54, 4] =1 ol

e "GitHub - V4bel/dirtyfrag - GitHub" (2026-05-07)
https://github.com/V4bel/dirtyfrag

2.7. [2026-05-11] OpenAl [Daybreak] o &

OpenAl X, 7 v T 4T AlETAZEHLCHAN—FHEZMES L IH7rY <
2+ IDaybreak] % %3 L 7=, Daybreak 3557 — 7 7 v — & &4, Codex
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Security %@ U CHadgtE A ¥ v v, BEET Y v 7, ¥y FiEkz A8k 3 %,

[ Trusted Access for Cyber] @ FCHeflt X 1% GPT-5.5-Cyber 7z KO HEHE T V%
W5 LT, FRMNCM» DBRGEHERIETOL Y ) 2 e F 2 Y T 4 BEE~ O RLH
ZHIET, F77 vt 74— LIIEREOECBEORIE & LR R B ICE A%
BT, ¥ a2 )74 F—LBEEAS 2R LoD, WRICPIHREREZ2ETTE 5
Loics s,

BEIR

e "X Z—%—0 Sam Altman X A: [OpenAlis launching Daybreak, our effort to
accelerate cyber defense and continuously secure software. | " (2026-05-11)

https://x.com/sama/status/2053951874408276193?ref=joho-todai.com

e '"Daybreak | ¥4 =% F 2V 7 4 D7D OpenAl | OpenAl"
https://openai.com/ja-JP/daybreak/

2.8. [2026-05-12] Al T—2 = > FARIJESSIE X F v > 2 X T L Microsoft
[MDASH]

Microsoft 1%, MisgtEoR A2 oGl cC#HEML T2 Al ¥ 2V 74 v AT 4
[MDASH| ###£ L7, 100 L LoEMz—2 = v F 2O TF ATl s &
% ¢, Windows A2 v F7 =27 A&y 7ickF5 16 tholfigstt (RCE &) %
FRE L7z, H—ETAOT 7u—F L3870, M, 2% v v, BEE. EEPER.
A E WY LR DL T T4 v EMGSE LT, BBRME I A oD EEE iR E
Rfit4 2, CyberGym X F~—2 T 88.45%D 2 a7 %isk L. #FED MSRC 7 —
ATHhECHREZEIELTH Y, AR X2 74 2FEHAN Gy 2 -7 51
AP DL ~~5[ & FIFTw 5,

BHIR

e "Defense at Al speed: Microsoft’s new multi-model agentic security system tops
leading industry benchmark | Microsoft Security Blog" (2026-05-12)
https://www.microsoft.com/en-us/security/blog/2026/05/12/defense-at-ai-speed-
microsofts-new-multi-model-agentic-security-system-tops-leading-industry-

benchmark/
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2.9. [2026-05-12] Obsidian I 2 2 =7 4 ICBIFETZ7 714 v2F 21U T 458
1t

Obsidian (X, 7774 v ot Fx 2V 745k HE L7=#727% [Obsidian
Community | R—=Z WV FHKE LYy v a2 R—F%iib EJ7z, K7T7 v+ 7+ —241C
I, BNV a v oI 4 vieH L, MesstE. 2 - FPRE, vy =7 OHBIRF
XY VEFETTEVATLAPEAINZ, TRICXD, 4,000 %2 2 77 74 vickd
DA = INGEEERNB R L RS, SRIE. 77 ANV AT LARR Y VT =0T
& 2% DMERFAR DEBL L, SELAAFRFEE Ny VOBAD FEI N TS, BifF
7774 v OBREFEEPED OGNS —T7. SEOEHIC XY FEE T 0k 2 E L X
., FRERIRAIT7 A —FZ@ECCHFIC7 4 —F RNy 2280605720, Tavx
T LR LTS, ZOMYMADERICIE, 2 —T 47—V =V}
DIERITHENRE CRENICE 7 77 74 Vs KREICFBIN S L Hichofz v
RN D 5,

BHIR

e "The future of Obsidian plugins - Obsidian" (2026-05-12)
https://obsidian.md/blog/future-of-plugins/

2.10. [2026-05-27] Anthropic [Claude Code] A+ security-guidance 7' 7' 4 ~

Anthropic (., 2 —7 4 v ZHIcifisstE & #A - & 1E3 % Claude Code A [security-
guidance| 7’77 A vk VUV —A LT, KT 774 V%, 7 7 4 VHRER O PJIE T
BANR—veyFvrl A-VvETRBLVGta Iy POV Vv MITKD
LE2— L WISRENLRT 7o —F 2L Tws, A v¥=7vay, KETHRL
7Y VT 74¥—vav, DOMAPIOEHE wo EEREEZNRE L, 74D 7
IRAMREDOEF 2 ) 7 4 5% 30~40%HIH T 5 2 &z HiEd, 3% ENi#Elo—
HThY, ZelhtFa ) 740K TIEARL, /KD CI/CD RFH)L v 2 —& DffH
BHEREI NG, SHDa—T 4 v 72—V 2V POFHICENTIE, ZOfDEF
U7 4 34 Al OFRIRHER A A RICR o T b D L HAT NS,
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BEIR

»  "We've shipped a security-guidance plugin for Claude Code (X post)" (2026-05-27)
https://x.com/ClaudeDevs/status/2059385239781384341

e "Claude 22— FZ2EHEL[Bo2 X2 ) 74 EZ* v v F 3% - Claude Code
Docs"

https://code.claude.com/docs/ja/security-guidance

»  "Security Guidance — Claude Plugin | Anthropic"

https://claude.com/plugins/security-guidance
2.11. [2026-06] Google Al Threat Defense (Z & % B{£AIZ & BH 1

Google 13, Al ZHR{#H L 72 KB ISP T 5 729 [Google Al Threat Defense| % ¥3%
L. Google Security Operations % j#{t. L 7z, <A F €7 AL, Mandiant DH1H.,
Gemini OHEGmtEREZ TG L. BEMZZMEIEERE, Y X7 oBEEMMN . BEEE
REBT L, FFEETREE, W mMEsr 2 — v % R R LRIV — VI AT S

[Detection Engineering agent] <, i\l # UiA®» %175 [Agentic automation| T
»b, WizdaysFx X b= CodeMender ® 22— FEHE & E#EE L . FEIXTIG S
TV VY RAE— PO~y 7 F 5 2 LT, KRR O MW & ke R B v T 4
v 7% A[EgIc§ %, Claude Security ° Codex Security 23> A 7 LR TIRICH T 5 &
Fa )74 BICERERZELDICHL, AV Va—vavizeda ) 7 4EM7
0 AR E A XET 2 RICKERE VYD 5,

BHIR

e "Detecting and containing Al-powered threats with Google Security Operations
agents | Google Cloud Blog" (2026-06-10)
https://cloud.google.com/blog/products/identity-security/detecting-and-

containing-powered-threats-with-google-security-operations-agents?hl=en

e "Google Al Threat Defense 3% : WEH D% 1T 7291C | Google Cloud A3
7'a 7" (2026-05-28)
https://cloud.google.com/blog/ja/products/identity-security/introducing-google-

ai-threat-defense
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2.12. [2026-06-02] Fragnesia Z @ Linux 71— /LB IT 5 —ED 5

Fragnesia (CVE-2026-46300) % &% Linux /7 — A L D—#H DO a5 1E MR & iz,
I 5 Copy-on-Write R—Y ¥ ¥ v ¥ 2 ODIRA = K% HEAH L, XFRM ESP-in-
TCP ¥ 7Y AT L%BELTR—VF ¥y vlv\]@%ﬁxéﬁrﬁw TANVERTATE L
THERFAME 21T 5, 3D CVE (387 245, BEHOFHEFEL w5, MEEIC

¥, OpenShift ® X 5 =% &l 7 —* 7 7 5+ (SELinux '@%ﬁﬁ%ﬁaﬁ@fﬁl IBR) 1.
71— AN DTS 7 RRE T D B 2 BRI HIEATRECH 2, AR D% v F 3G
70T, ZEEALPREENLRY) o - EHYEAITRETH L, b,
Fragnesia 3 Al=—y = v Moy 7 by o TEEY — A VI2 ICX o TRRI N,

BEIR

e "Fragnesia and friends: When page cache vulnerabilities keep coming back" (2026-
06-02)
https://www.redhat.com/en/blog/fragnesia-and-friends-when-page-cache-

vulnerabilities-keep-coming-back

*  "pocs/fragnesia at main - v12-security/pocs - GitHub"

https://github.com/v12-security/pocs/tree/main/fragnesia

2.13. [2026-06-02] X.Org Server FIZH 15 9D X £ ) e tElessit

X.Org Server 3 L U XWayland iICHEWT, RZ v 7Ny 7 74— "N—=7 01— Use-
After-Free, N7 7 ¥ 2% &0 9o X = ) ReaWMestErsR Iz, 2hb i
8 #f7% TrendAl @ FENRIR ity —nic Ko CHRE SN, LAY - CEilia—
F_—20cht3 2 ALBKE D BEEDOHIIEEZ R L 72, FRIL xorg-server 21.1.23 3 X T
xwayland 24.1.12 LAFiiO N — 2 v TH 5, BHINZGAE. FFC X — " — 03
TEHEL TV 2RE T, HRRRC e — I AFHEFRICOR B 2 -NEH B,
XWayland #2HH CIAK A I TV 2720, BEEFFEDIC Ny F—VZEHL, Y

R BT D MEDRD B,

BHIR
e "X.Org Server Fixes Nine Flaws: Al Found Eight in Fourth Batch This Year" (2026-

OMITITEOENRIRMIBHEERNE 2026



2026 F6 A 26 H NI 35/ 46

06-04)
https://www.techtimes.com/articles/317764/20260604/xorg-server-fixes-nine-

flaws-ai-found-eight-fourth-batch-this-year.htm

e "X.Org Security Advisory: multiple security issues X.Org X server and Xwayland"
(2026-06-02)
https://lists.x.org/archives/xorg-announce/2026-June/003702.html

e "X.Org Server Starts June With Nine New Security Vulnerabilities Discovered Via
Al - Phoronix" (2026-06-01)
https://www.phoronix.com/news/X.Org-9-Vulnerabilities-Al

214, [2026-06-02) Al 55 2 A — v EEIE L LTD {5 EERAME

Google 12, ALICK 2 HFH /7 0 — Vv RREFHFSORVTEL LW I FRHICNYTT 2
7-®. Android M iC [iEEERAIMERE] ZE8A L7z, AT 4 — 77 = 4 7 IE
I & B SRR SRS 5, ARz v Y —x v F TSt E i RCS

(Rich Communication Services) %iEH L., 754 RfHT [FY &L -~y v g
7| %W T B, WEEZER. VAT LIZY TAXA LTEEILT N4 R F5 %M
B L. MRS h 2 @EHEs RN L wEId 1 —F —IcEE 2T 5, A—TVAX

YA —FTH2%RCS 2T 2 2 LT, T3 v RT LRETOIGRAAE B D
WL, M7 v % LEFRD ) 2 7Kl %Z Hfs L Tw 5,

BEIR

e "Android introduces fake call detection to stop deepfake scams" (2026-06-02)
https://blog.google/security/android-fake-call-detection/

2.15.[2026-06-03]) HTTP/2 78 bk JJLIZH T D DoS W2 [HTTP/2
Bomb |

F %7 Web #—-v— (Nginx, Apache httpd, IIS, Envoy. Cloudflare Pingora) IZ5
BHhE 2 BH 727 Y E— b DoS B HTTP/2 Bomb] #VHIBHL 7z, ABEII,

HPACK JE:Afikgi & HTTP/2 & 7 v —fillififE 1k ZHla &b 5 2 & TAE ) g%l
FR T, WEHIEHPACK BT — 7 ¥a g by g v FYBEHRZEMRL, M
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D TUEWHIHIE T GB O A ) 2 HETE 52, ZOKE(I RFC 7541 5 X U9 —~
—fllo A ) EHORHEZNTE Y, RO T a— FiFH I A4 XHIR T 7%
Vo MR E LT, BIEFANN—Y 2 v ~O i HTTP/2 o, ~v X =Kok
KARHR, X0 7rexl o X2 VHIRBHEEEE NS, b, COREFLIT
Codex 237 R L 7=,

BEIR

e "Codex Discovered a Hidden HTTP/2 Bomb - Calif" (2026-06-03)
https://blog.calif.io/p/codex-discovered-a-hidden-http2-bomb
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3. Al EBAL7Y A N —IEAD AL

3.1. [2026-03-02] Trivy TaAY R T LAZ B> T-#EHNARY o4 F £ — VIE

2026 4E 3 H, Trivy Ta v A7 LA RRMANAE S 774 F = — v KB A Z T /-, WEH
X GitHub UV A + U OFBAHEREZEE L, EEOH 2 4F Y (v0.694), av 7T
A A=, GitHub Actions (trivy-action, setup-trivy) ZHfi L7z, WEFEICIT X
INAT Xy 0 REEDH LIy PAEETN, BREARZGIT 2 HERGIE <L v
7 BEAE N/, & 51, OpenVSX EdD Trivy VS Code fIL5RFERE & 2200 & L 72 Al
XML ELFEEL, a—AVDAla—T 4 Y I Ty RAZ Y P 2BEALTYATLT
— 2 AR~ T X 9 & L, S DFEIF Checkmarx KICS, LiteLLM,

Telnyx, Axios 2 & Al Y A7 L THAHINEMDTm Y =7 P EK”LTEY,
HMFRIZE S ICREEHRD v —7 — 3 3 . GitHub Actions ® SHA v v, K
BAR DG 2 BB 2T X HBEEH LT3,

BEIR

e "Trivy ecosystem supply chain temporarily compromised - Advisory -
aquasecurity/trivy - GitHub" (2026-03-21)
https://github.com/aquasecurity/trivy/security/advisories/ GHSA-69fq-xp46-6x23

e "Trivy, LiteLLM, Axios DYV 7 'V 2T H 774 F 2 —VIREFLEEE~
CI/CDEEDY 72T H 774 Fc—vRELEHLIL? | PLY F<A
7 ua (JP)" (2026-04-09)
https://www.trendmicro.com/ja_jp/jp-security/26/d/expertview-20260409-
01.html

e "Unauthorized Al Agent Execution Code Published to OpenVSX in Aqua Trivy VS
Code Extension" (2026-03-02)
https://socket.dev/blog/unauthorized-ai-agent-execution-code-published-to-

openvsx-in-aqua-trivy-vs-code-extension
3.2. [2026-04-07] Anthropic [Claude Mythos Preview] fso 4 A /X —HE4E S

Claude Mythos Preview D U J —XZ Al ¥4 N—t F 2 V7 4 ICBIT 2N CTH
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. FRCHEtE O REEIC B W T, Rl 7 W R A A4 N —CREE ) I iSE N AL 23
ELTW3ZE%EIHLPICL7Z, Anthropic O NEFEHli*3E AISI iC X 2 B < i,
Mythos 2 FEE OS 77 v HFick T o u 7 A Mg s XA Lzoichia, »>Tit
ALICIEARA[EEL ZEZ LN T WL K ROP F = — Vv AR EDEERT 7 270 4 i
BTEBZEIRENT, LA L, AISLE % Vidoc IT X B2 8A I ORGSR, /N
=TTz PETATHoTH, HIIRMPKEH LR AF v 7+ — 0 FICHE
H 3L, FreeBSD © NFS =27 X 7' 4 } < OpenBSD @ 27 4EHijD SACK N7 & >
27z, Mythos Ml TR & 72 AR R Ma55 10 2 & 2 BREHBIARETH 2 Z & b i
figncwsd, s, 7Ry T4 TETALIREEREN 2 MENICHELTY S
DTRBRNZEEZRLTWVS, 2D, BHDO7v YT 4TIk [¥F¥FFXF¥F] TH Y,
ZAYCEIIRBRETADBERSL L 2EKT S5, I bic, GPT-5.5F Mo &k
REETLVOELICX Y, B AHICHET S PL Y FIIEREEHRDODID LR >TW
%, $72, BEBEOH A N—WEHENZ, T—V 2V - ZAF ¥ T4 —AF, V—H
B, PV T =Y - X4 TF7 4 vEbnvot =32 ] ITKELMKELTWDS, Vidoc
OE|ETIE. 22 T AMOEMRBBOHEME L 7%y FEZD TP ) N—R T v Y
=7V vk AlcHEILCE 29 iChoz b % 2, N-day =7 27 4 b
FOFEEERFE L TR Z L MAL TS, TNLDERICHrrbbT, FRX
N7 Massth i ZEk o FICNE 2 o & Ao, MiflligoZ.0IErETcH 5, A€
Y RERFHB~OBIT. Xy FEHOE, MFHEERO BB L o iz T
e F 27 4 BEORIESMKAR L LTAAIRTHSZ, 2D Lk, KAISIOY A
— L v VIHli T, B E 28 7 IREE T D Mythos DIERIIER S g & @< kv
EWVO RO bRImI NG, Al ORI, AENALKERETOaET 4 T 41L% b
b LTHY, X2 Y7 4{lITh, FEEN - WIS 5 HEML S N mdIoE & X
TLNERBITT 2L ZBE->TWE EFR 5D,

BHIR

e "AlI Cybersecurity After Mythos: The Jagged Frontier | AISLE" (2026-04-07)

https://aisle.com/blog/ai-cybersecurity-after-mythos-the-jagged-frontier

e "Assessing Claude Mythos Preview’s cybersecurity capabilities" (2026-04-07)
https://red.anthropic.com/2026/mythos-preview/

e "CAISI Evaluation of DeepSeek V4 Pro" (2026-05-01)
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https://www.nist.gov/news-events/news/2026/05/caisi-evaluation-deepseek-v4-

pro

*  "Measuring LLMs’ ability to develop exploits" (2026-05-22)
https://red.anthropic.com/2026/exploit-evals/

e "How fast is autonomous Al cyber capability advancing?" (2026-05-13)
https://www.aisi.gov.uk/blog/how-fast-is-autonomous-ai-cyber-capability-

advancing

e "Measuring LLMs’ impact on N-day exploits" (2026-06-08)
https://red.anthropic.com/2026/n-days/

e "Our evaluation of OpenAl's GPT-5.5 cyber capabilities" (2026-04-30)

https://www.aisi.gov.uk/blog/our-evaluation-of-openais-gpt-5-5-cyber-capabilities

e "Our evaluation of Claude Mythos Preview’s cyber capabilities" (2026-04-13)
https://www.aisi.gov.uk/blog/our-evaluation-of-claude-mythos-previews-cyber-

capabilities

e "We Reproduced Anthropic's Mythos Findings With Public Models" (2026-04-14)
https://blog.vidocsecurity.com/blog/we-reproduced-anthropics-mythos-findings-

with-public-models

3.3. [2026-04-07] Anthropic [Project Glasswing]

Anthropic ®#7 L \» Al €7 v [ Claude Mythos Preview] (., EE OS 77 v ¥icEk
F oMY e T A Masatkx HERICRE - BT 2 HIflO R VRN ZIR L, 2D
HEE%3Z1F, AWS, Google, Microsoft F D 7 v 7 ENSH T 5 PHfHIIIHIH A

[Project Glasswing | 23F R L7z, 7wy =27 M, EEA v 7 7 oFfifillia{bic
Mythos ZiGEH 32 2 L Z HiFL T\ %, [FE 7 v 3P o Wagg 7 2 2 hE < 2 5
—77. BRRHCIIERGERLZERE LD Y X7 %45 720, 7 7 & A3 EG I H IR
INTVD, ERRT, Al ZH V7o mE L R A N —BEBICHHTT <, ATICX
HEifbE izt X2 )74 74 754 2 A~DOBITHHEA T B,

BEIR

*  "Anthropic &#T ALK Y BaLd, MHRE & FRB#R K CEO 2% -
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Bloomberg" (2026-04-10)
https://www.bloomberg.com/jp/news/articles/2026-04-
10/TD95ABTINJMP00#gsc.tab=0

e "Behind the Scenes Hardening Firefox with Claude Mythos Preview - Mozilla
Hacks" (2026-05-07)
https://hacks.mozilla.org/2026/05/behind-the-scenes-hardening-firefox/

e "China Sought Access to Anthropic’s Newest A.I. The Answer Was No. - The New
York Times" (2026-05-12)
https://www.nytimes.com/2026/05/12/us/politics/china-ai-anthropic-openai-
mythos-chatgpt.html

o KEHRAED 12 bR BA, Tryvavry 7HRIEME | v 4 %—"(2026-
05-13)
https://jp.reuters.com/markets/global-
markets/ GEXVNECE4FPJFIHZ37XWOBL6GA-2026-05-13/

e "Project Glasswing: Securing critical software for the Al era ¥ Anthropic" (2026-
04-07)

https://www.anthropic.com/glasswing
3.4. [2026-05-11] TanStack npm /Sy o7 —> OH 75 4 F + — V HE

TeamPCP 7'V — 773 GitHub Actions ® ¥ ¥ v ¥ 254 OIDC F — 7 v filj i} % jHHH
X, 42 ffld@tanstack/* npm ¥y 7 — Y #RE L 72, HRI7 SLSA SFIHE # oM
BH BN —2 %% T 3 [Mini Shai-Hulud | 7 —2403, 7 7 v FEEES CI/CD

NATTA v, FFEERARD DR E G L Jeo ~ AT 2T A—LT ALY

MRS S [Ty F=v X224 v T 2274 20KkEML7 v 7 Z2fiiz 5. #E
Hld. MEEROr —7 — > a VEIICKELT —7 4 77 7 F ZERICREST 2 4%
b5, ffkiZ. OIDC OREFRE LA v A b — VRFOZEE)FEAIC X 2 03 AR R
TH 5, TeamPCP BEMMICA Lz o d~=ry = 7IiCid, AlIC & - THiFE
INDDRELDRAy =V fFI T,
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BEIR

e "Compromised Nx Console version 18.95.0 - Advisory - nrwl/nx-console" (2026-05-
18)
https://github.com/nrwl/nx-console/security/advisories/ GHSA-c9j4-9m59-847w

e "Malware crew TeamPCP open-sources its Shai-Hulud worm on GitHub" (2026-
05-13)
https://WWW.theregister.com/security/2026/05/13/malware—crew-teampcp-open—

sources-its-shai-hulud-worm-on-github/5239319

e "Malware in 42 @tanstack/* packages exfiltrates cloud credentials, GitHub tokens,
and SSH keys" (2026-05-11)
https://github.com/TanStack/router/security/advisories/ GHSA-g7cv-rxg3-hmpx

e "TanStack Npm Packages Compromised Inside The Mini Shai Hulud Supply Chain
Attack" (2026-05-11)
https://snyk.io/jp/blog/tanstack-npm-packages-compromised/

e "TeamPCP's Mini Shai-Hulud Is Back: A Self-Spreading Supply Chain Attack
Compromises TanStack npm Packages" (2026-05-11)
https://www.stepsecurity.io/blog/mini-shai-hulud-is-back-a-self-spreading-supply-

chain-attack-hits-the-npm-ecosystem

« "Npm registry sets stage for more secure package publishing" (2026-05-21)
https://www.theregister.com/ai-ml/2026/05/21/npm-registry-sets-stage-for-
more-secure-package-publishing/5244527

3.5. [2026-05-18] Nx Console ¥ T®d GitHub RER Y R b UIEE

Z 7N — 7 TeamPCP (UNC6780) 2 X v #7 3,800 f GitHub NESY &R b U 23
FEINT, WEBDORIIL. VS Code IL5EFHE [ Nx Console] (v18.95.0) DA IERRIC
L2374 Fz—vIHBTH Y, 18HIZTHEL L2 ORERICEG LT &
T, GitHub ¥ EHD 7 — 7 27— a v LiHER VGRS Wiz, CoRFEICX
D, WEFHIIHNY —2a— FLNET — & 23 & 272, GitHub 33t & LT, B
G4 & GitHub Enterprise Server (GHES) o0& 4t v —7—va v L, TV X —
74 AERICTFHCOREREER L, AR, BBy BB Y R L
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CI/CD 4 77 4 v oigft s X O~ VS Code YLRHERE D iAS B O BT 217 2
DITL 7=,

BEIR

"Compromised Nx Console version 18.95.0 - Advisory - nrwl/nx-console - GitHub"
(2026-05-18)
https://github.com/nrwl/nx-console/security/advisories/ GHSA-c9j4-9m59-847w

e "GitHub Confirms Hack Impacting 3,800 Internal Repositories - SecurityWeek"
(2026-05-20)
https://www.securityweek.com/github-confirms-hack-impacting-3800-internal-

repositories/

e "GitHub Source Code Breach - TeamPCP Claims Access to Internal Source Code"
(2026-05-20)

https://cybersecuritynews.com/github-source-code-breach/

e "Investigation update: GitHub Enterprise Server signing key rotation - The GitHub
Blog" (2026-05-26)
https://github.blog/security/investigating-unauthorized-access-to-githubs-

internal-repositories/

3.0.

—

2026-05-12] Google Threat Intelligence Group IZ £ 2 Al BERZE ~L > K
7

P

Google B A v 7T VY 2 v A7V —7 (GTIG) X, BT 7 2 —Ic X 548K ALIGH
DEEAERE L7, KBEHRX Al 2 Yo T Ao RALF ) -7 14 v 78w
7 =7 D%, PROMPTSPY iIC 6413 X 5 RN AKEA —F7 A L —vavic
FALT W3, 72, #IRAZEEST 2729103 FAaw = 7HET AL 2 EEHECHH
TAMHAEDBRE > T3, FfIC, =7V V=274 77 HavF—F v}
E Vo Al T4 F = —VBHIIAT 272 2D & 75Tk Y, UNC6780 @ X 5
BT 72— XBIERGIC 7 vV Ly o THEMPHER I LTS, Al ZXEDIET)
EIEEE CTH % LFRFIC, MO CEER X2 74X =7y behoTnd, &
o DIE T Anthropic [ Claude Mythos Preview | 23 5FREYICEEEIC 72 2 i< 2R &
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NizbDThhH, AlDEENE EDRI A N—FBEZET AL 2R R DTH S
TLHRREL TS,

BEIR

o "GTIGAI BBt 7 v/ —: WEHICXZMHEEM, A=1L—va vouifl,
P T 22 2D 72D Al i | Google Cloud 2437 1 2™ (2026-05-12)
https://cloud.google.com/blog/ja/topics/threat-intelligence/ai-vulnerability-

exploitation-initial-access
3.7. [2026-05-18] ERY A N—#HEEIZL S [Project YATA-Shield] &

[Project YATA-Shield| X, 7v v 7 4 7 Al =7 LDl & EBRICHS 4 N—%F
IS 5 720 D, A E O WHER) 75 ERKEERE < v 77— TH %, Claude Mythos
< GPT-5.5-Cyber D & EE Al M55 E 0 R A O EBH E coliifl % [HHAI2 5
RPN ] ~BIRICHAE S 2 I 2B E 2. Ay 7 — DIIBRS AT I SR 2 2k L
Twd, £39 HEA v 7 THER LBIFKB T, BEME - il v 70 FED D
&, ¥Rl TRAMEG~OBAIT, BNy FERH, BXUPVATLARELARE L
7= Tk - I Bl LZ RO T2, RIZ, Y7 b7 27XV ZICE ¥
T N4 TV v ] oJFANCHED & BAFEEIE 2 O mERE AL 2 IS L 22 a0 B
PR - BRIEICE D 2 L HFEEMWET 52, HADAl®—774 - A VAT 4 72—}

(AISD) IZH Wik, BAiTSZEE. Al & 7 O MRl E G 2 it 2,

)

BEIR

o “TAIMHREOBE AR E A A = F 2 ) 7 4 MKICBIT 2 BARERFS
i % B (2026-05-18)
https://www.cyber.go.jp/news/list/index.html

3.8. [2026-05-19] Al > 7 >V EFEEE(CM T 7= OpenAl & Google DEHETR
1t

OpenAl & Google i, Al 2 v 7 vy OFEREZH EX¢ 20 #HAE LT, C2PALE
# L SynthID 7 + — X —= — 7 Dk FK L 7z, OpenAl I3 C2PA #EJLZ K L |
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77y b7 —LETAZT =2 DOMAERMER T % SynthID %#E A, AFWEEY —
bR L 72, [EIFFIC Google X, Search, Gemini, Pixel 734 RFED T 2> X7 L
24T SynthID & C2PA Ot Z LR L. BEMIT Al 2 v 7 v VR API D BK L
oo TNODOWGIANRECY MHA L, HAEATRERRIET 2 v AT LEREEL, 22—
F—RRATF 4 7T OHFTREREZBGEREICT 2 2 2 T, EAKa vy Ty YD) 22
FEW L, ZEOABRHETERZEBLCTFY2AXT 4 7TOEEE2ED 5 2 L % Hig
LTWw3,

BHIR

o "XV EETEWPHOE N Al Ta L RTLARANT T, av T VY REOR Y A
% HiE | OpenAl" (2026-05-19)

https://openai.com/ja-JP/index/advancing-content-provenance/

e "Tools to understand how content was created and edited" (2026-05-19)
https://blog.google/innovation-and-ai/products/identifying-ai-generated-media-

online/

3.9. [2026-05-21] H A /N—F5fE4E £ 7L OpenAl [GPT-5.5-Cyber| 125

i

OpenAl (FEEA v 7 F P %2 3Kk 2 R AT £ 7 v [GPT-5.5-Cyber] ZFEER L
770 BEERI-FFEMMBEICT 72 2% 82Mt3 2% [Trusted Access for Cyber (TAC) |
TL—LT—27%BL, MFHEN) 7T —VR~A T 2 T, VX=X =7 )
v 7 EOHMT — 2 7 n =l BIF b — 7 B — FEREEbT 5, FIFHICIZEE A
MNERET ATV b eFa VT4 BR0HEL 5, HARBIF & b B AT T 72 i % B
BLTHBY, FA =W I Om L& ERPIEDANT v R E W X4 5 /73 TH
%,

BHIR

o A =T VAIPRFETAVEHRDOEBUT - B ICTRAE~ - B 5LHE L.
(E—F - Ta kA PEEOPRE - BRI (2026-05-21)
https://www.yomiuri.co.jp/economy/20260521-GYT1T00240/
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e "GPT-5.5 & GPT-5.5-Cyber C Trusted Access for Cyber Z ik | OpenAl"
(2026-05-07)
https://openai.com/ja-JP/index/gpt-5-5-with-trusted-access-for-cyber/

3.10. [2026-06-02] Al T—> z v b & FEALIERA Iy E2—R T — L

CleverHans Lab OWf5E 5 — 4%, HEEMWAHERICE Y 4 v 7 — 27 Offasstt: %2 FE -
B2 ATREB RO HCHE Y — L2 RK L 72, [CROFHIIAR~A Y =7 L3Rk
D, 2OV PEE—HAALDF—F V7 o4} LLM & L CRREK % Y
TARALTHEIGE R, WEEORRY) Y —XZ2FHAEMNICHHAT S 2L THEa X
FERIZIEER A, PREENLER VX —DRET 4 NV Z =% kET 5, O
FAEIE, FIRHEER L Y — AR EZ A GDbE 5 2 LT, BENRY A4 N BB
FOEHEL R EBRLTWS, 2D XD REGOREOCEEF I 57201
2. Yo b 7R T —FT77F v~ 7uwlAvi—yay, MEREB Y F
HWH~OBITBA R TH 5,

BHIR

e "CleverHans Lab - AI Agents Enable Adaptive Computer Worms" (2026-06)

https://cleverhans.io/worm.html
3.11. [2026-06-03] LLM ATT&CK Navigator (Z & % Al EREIEL H 14 /N —Z B D4

Anthropic ®#if5E [LLM ATT&CK Navigator | %, 202543 H2 5 2026 £ 3 A £
TOALERTAY v b 832420 Lz, WRFITLY), =y = THFR LD
RS IC Al 2R L Cwiz2s, BER T T I — 7 X v+ RiBiEHRGI & v o
7= MRER] OWE#E~y 7 P LTwb, TERTHY 27U EoKEBEFHOEIA 1L 33%
225 56%~AMLTEY, CNIFAIT—V v MK AW T — D | 7
W (R¥x7xr—AT14v2) BPERNTH L, BFDO MITREATT&CK 7L —4 7 —
7RI OAMENAEZBE Y H0ICZ TN TE LT, SRIFHM A F L2 F 4K
TliE%L =T AL —vavicko ) R 75 Hii~Difins ko b s & LT
%
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1BHR
e "LLM ATT&CK Navigator | red.anthropic.com" (2026-06-03)
https://red.anthropic.com/2026/attack-navigator/

e "What we learned mapping a year’s worth of Al-enabled cyber threats | Anthropic"
(2026-06-03)

https://www.anthropic.com/news/Al-enabled-cyber-threats-mitre-attack

OMITITEOENRIRMIBHEERNE 2026



	1. AIに係る安全性確保（Security for AI）
	1.1. [2026-03-16] AIエージェントによるスプレッドシートデータ流出脆弱
	情報源

	1.2. [2026-03-31] Axios npmパッケージ侵害によるサプライチェーン攻撃
	情報源

	1.3. [2026-03-31] Anthropic「Claude Code」のソースコード流出
	情報源

	1.4. [2026-04-21] Anthropic「Mythos」に対する不正アクセス
	情報源

	1.5. [2026-04-09] Anthropic「Claude Cowork」の一般リリースと「Claude Code」強化
	情報源

	1.6. [2026-04-19] VercelへのOAuthサプライチェーン攻撃
	情報源

	1.7. [2026-04-22] ChatGPT向けワークスペースエージェントの提供開始
	情報源

	1.8. [2026-04-25] コーディングエージェントによる本番データベース全損事故
	 情報源

	1.9. [2026-04-28] OpenAI「Code」のサンドボックス迂回ゼロデイ脆弱性
	情報源

	1.10. [2026-04-30] Apple Supportアプリにおける「CLAUDE.md」の誤公開
	情報源

	1.11. [2026-04-30] OpenAIによる「高度なアカウントセキュリティ」の導入
	情報源

	1.12. [2026-05-04] エージェント型AI導入に対する共同セキュリティガイダンス
	情報源

	1.13. [2026-05-05] Microsoft 365「Copilot Cowork」の機能拡張
	情報源

	1.14. [2026-05-12] Anthropicが法律業界向けClaudeエコシステムを拡張
	情報源

	1.15. [2026-05-13] Anthropic「Claude for Small Business」が登場
	情報源

	1.16. [2026-05-13] TanStack npmサプライチェーン攻撃に伴うOpenAIの対応
	情報源

	1.17. [2026-05-18] GitHubリポジトリを標的とした大規模攻撃「Megalodon」
	情報源

	1.18. [2026-05-19] 自律型AIエージェント「Gemini Spark」の発表
	情報源

	1.19. [2026-05-20] Google「Universal Cart」と標準プロトコル「UCP」の発表
	情報源

	1.20. [2026-05-22] OpenAI「Codex」の「Goal mode」導入と自律性強化
	情報源

	1.21. [2026-05-22] Google検索のプロンプトインジェクション脆弱性類似事象
	情報源

	1.22. [2026-05-22] AIモデルに対する国家系アクターによる偽情報汚染
	情報源

	1.23. [2026-05-26] Microsoft「Copilot Studio」の自動化能力とガバナンス強化
	情報源

	1.24. [2026-05-26] Microsoft「Copilot Cowork」からのファイル漏洩リスク
	情報源

	1.25. [2026-05-27] Anthropic「Zero Trust for AI agents」の発表
	情報源

	1.26. [2026-05-28] Starlette/FastAPIにおける認証バイパス脆弱性「BadHost」
	情報源

	1.27. [2026-05-29] Microsoft 365 AI機能の拡充とOneDriveによるファイル名提案
	情報源

	1.28. [2026-06-01] Miasmaマルウェアによる広範なサプライチェーン攻撃
	情報源

	1.29. [2026-06-02] AIサポートの脆弱性を狙ったInstagramアカウント乗っ取り
	情報源

	1.30. [2026-06-04] 自律型AIエージェント「Microsoft Scout」の発表
	情報源

	1.31. [2026-06-04] 次世代AIモデル「Claude Oceanus-v1-p」の不正配布
	情報源

	1.32. [2026-06-07] ChatGPTにおける「ロックダウンモード」の導入
	情報源

	1.33. [2026-06-09] Claude Managed Agentsの機能拡張とセキュリティ強化
	情報源


	2. AIを活用したサイバーセキュリティ確保（AI for Security）
	2.1. [2026-04-29] Linuxカーネルにおける権限昇格脆弱性「Copy Fail」
	情報源

	2.2. [2026-04-30] Anthropic「Claude Security」の提供開始
	情報源

	2.3. [2025-05] Alibaba製AIコードレビューツール「Open Code Review」
	情報源

	2.4. [2026-05] AI時代の脆弱性報告・管理モデルの変容とLinuxカーネルの対応
	情報源

	2.5. [2026-05-04] AIエージェント駆動型脆弱性スキャナVercel「deepsec」公開
	情報源

	2.6. [2026-05-09] Linuxカーネルにおける深刻な権限昇格脆弱性「Dirty Frag」
	情報源

	2.7. [2026-05-11] OpenAI「Daybreak」の発表
	情報源

	2.8. [2026-05-12] AIエージェント型脆弱性スキャンシステムMicrosoft「MDASH」
	情報源

	2.9. [2026-05-12] Obsidianコミュニティにおけるプラグインセキュリティ強化
	情報源

	2.10. [2026-05-27] Anthropic「Claude Code」向けsecurity-guidanceプラグイン
	情報源

	2.11. [2026-06] Google AI Threat Defenseによる自律型脅威防御
	情報源

	2.12. [2026-06-02] Fragnesia等のLinuxカーネルにおける一連の脆弱性
	情報源

	2.13. [2026-06-02] X.Org Server等における9件のメモリ安全性脆弱性
	情報源

	2.14. [2026-06-02] AI音声クローン詐欺対策としての「偽通話検知機能」
	情報源

	2.15. [2026-06-03] HTTP/2プロトコルにおける新規DoS攻撃「HTTP/2 Bomb」
	情報源


	3. AIを悪用したサイバー攻撃への対処
	3.1. [2026-03-02] Trivyエコシステムを狙った継続的なサプライチェーン攻撃
	情報源

	3.2. [2026-04-07] Anthropic「Claude Mythos Preview」他のサイバー攻撃能力
	情報源

	3.3. [2026-04-07] Anthropic「Project Glasswing」
	情報源

	3.4. [2026-05-11] TanStack npmパッケージのサプライチェーン攻撃
	情報源

	3.5. [2026-05-18] Nx Console経由でのGitHub内部リポジトリ侵害
	情報源

	3.6. [2026-05-12] Google Threat Intelligence GroupによるAI悪用脅威トレンド分析
	情報源

	3.7. [2026-05-18] 国家サイバー統括室による「Project YATA-Shield」発表
	情報源

	3.8. [2026-05-19] AIコンテンツ来歴管理に向けたOpenAIとGoogleの連携強化
	情報源

	3.9. [2026-05-21] サイバー防御特化モデルOpenAI「GPT-5.5-Cyber」提供開始
	情報源

	3.10. [2026-06-02] AIエージェントを活用した適応型コンピュータワーム
	情報源

	3.11. [2026-06-03] LLM ATT&CK NavigatorによるAI駆動型サイバー脅威分析
	情報源



