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https://www.anthropic.com/news/disrupting-AI-espionage
https://openai.com/index/strengthening-cyber-resilience/
https://cetas.turing.ac.uk/publications/evaluating-malicious-generative-ai-capabilities
https://www.ncsc.gov.uk/report/impact-ai-cyber-threat-now-2027
https://www.ncsc.gov.uk/report/impact-ai-cyber-threat-now-2027
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https://www.promptarmor.com/resources/google-antigravity-exfiltrates-data
https://www.tenable.com/blog/the-trifecta-how-three-new-gemini-vulnerabilities-in-cloud-assist-search-model-and-browsing
https://www.tenable.com/blog/the-trifecta-how-three-new-gemini-vulnerabilities-in-cloud-assist-search-model-and-browsing
https://embracethered.com/blog/posts/2025/claude-abusing-network-access-and-anthropic-api-for-data-exfiltration/
https://support.microsoft.com/en-us/windows/experimental-agentic-features-a25ede8a-e4c2-4841-85a8-44839191dfb3
https://arxiv.org/abs/2502.11844
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/slopsquatting-when-ai-agents-hallucinate-malicious-packages
https://www.koi.ai/blog/phantomraven-npm-malware-hidden-in-invisible-dependencies
https://github.com/segmentationf4u1t/trae_telemetry_research
https://www.pwc.com/jp/ja/knowledge/column/awareness-cyber-security/ssdf.html
https://medium.com/@tahirbalarabe2/what-is-model-context-protocol-mcp-architecture-overview-c75f20ba4498
https://www.pynt.io/resources-hub/guides-and-reports/quantifying-risk-exposure-across-281-mcps
https://jfrog.com/blog/2025-6514-critical-mcp-remote-rce-vulnerability/
https://cymulate.com/blog/cve-2025-53109-53110-escaperoute-anthropic/
https://mayogames.hatenablog.com/entry/2025%E5%B9%B4%E3%81%AB%E7%99%BA%E8%A6%8B%E3%81%95%E3%82%8C%E3%81%9FMCP%E3%82%B5%E3%83%BC%E3%83%90%E3%83%BC%E3%81%AE%E8%84%86%E5%BC%B1%E6%80%A7%E3%81%A8%E5%AF%BE%E7%AD%96

2026 ¥4 B 2H (AFERR] 3/4

BICK B API T — 2 DR A VAT E Lize = FAX=FT 4 WAL T 7Y Th,
Apache Kafka DEENIIC & 5 40 T ABUED 7 — 2 il e, EHY —ricks T 258
AERFEIC X BN~ T 72 2 ) R 7 BPFEE LTz, ¥ 5ic, OpenAl DIEH API
Z C2HfEICERT 2 ~>AL Y 27 SesameOp DR I N, T —HF — 3B ERAEFL%E
WEST 22 o AR EZFHE L 00, FXKEIIEARN LRI 77 FiEOER
il 32 HERD B,

®©Al > X T LDEHE

+ B

Al ¥ 27 L OfSHEMEICBE T 2 Bl O HHlx, nJHITE, HEREH, BERFECST 25§
Nz E %2R LT 5, ChatGPT D HFEIE D[EE £ Claude @ K Mgl 2.
Microsoft Copilot TIXFHEBIEClitrn 72580 Zn WIEg5E AL 72, X I
Google Antigravity ° Replit D= — = v MERETIZ, =2 —F—DEKICKLTEF 7
A T7RT = 2= ZARLAHIICHIFR I N 2 F D FEL T b, TNHIIERDK
HORAZ TR L CTH Y., SERFHEROEAN, BREDOHK =M. ANONTEICX S
HEHER L Vo KB TH 5,

OAEY) - A7 Al F] A

BT DT AT KA, A AT IZRZEEHRO TR RRHRK E koTHEN, 77417
y7u— N2 Yy 7R — FEEL@E U TGRSR T — £ 23 HERNIC O~k
fEINT3, 72, Fv v I AlOHARKREIC L) RFENEBRRI vV vicd v T
y 7 2EN, B TEMRCARI R TIb LI, T oI, v— A LB
BEEICHEWTH, AT VY —RETNCERED LY 7 FT7HHAT T 2 AlHE
M5 Y, FAICIIEELRRIES KD biLd, BFEIF Al ZE#Y X7 L4 L FSFICER
L. MR AL, 7 — 2 EE DIERHRE. KeLET VBT L v o 723t
a0 ERD D,

® Al for Security D &=

¥ 2V 7408 To AL MESEENISZ & OHAc 2 TROBRL~BITL 225
%, OpenAl @ Aardvark (3BT T AEED Xy FRGEEE T% HEEMWITIT W,
DeepMind @ CodeMender (X i 2 — FE 212 $ EH L 72, Anthropic O

OMIATECEANBRUIEHEERIE 2026


https://openai.com/ja-JP/index/mixpanel-incident/
https://news.mynavi.jp/techplus/article/20251013-3535170/
https://alexschapiro.com/security/vulnerability/2025/12/02/filevine-api-100k
https://www.microsoft.com/en-us/security/blog/2025/11/03/sesameop-novel-backdoor-uses-openai-assistants-api-for-command-and-control/
https://www.bleepingcomputer.com/news/artificial-intelligence/chatgpt-is-down-worldwide-conversations-disappeared-for-users/
https://www.anthropic.com/engineering/a-postmortem-of-three-recent-issues
https://pistachioapp.com/blog/copilot-broke-your-audit-log
https://www.tomshardware.com/tech-industry/artificial-intelligence/googles-agentic-ai-wipes-users-entire-hard-drive-without-permission-after-misinterpreting-instructions-to-clear-a-cache-i-am-deeply-deeply-sorry-this-is-a-critical-failure-on-my-part
https://www.tomshardware.com/tech-industry/artificial-intelligence/googles-agentic-ai-wipes-users-entire-hard-drive-without-permission-after-misinterpreting-instructions-to-clear-a-cache-i-am-deeply-deeply-sorry-this-is-a-critical-failure-on-my-part
https://fortune.com/2025/07/23/ai-coding-tool-replit-wiped-database-called-it-a-catastrophic-failure/
https://thehackernews.com/2025/10/new-research-ai-is-already-1-data.html
https://www.bbc.com/japanese/articles/cr4e71nxw57o
https://www.lifehacker.jp/article/2508-you-might-have-sent-your-chatgpt-conversations-to-google/
https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://openai.com/ja-JP/index/introducing-aardvark/
https://deepmind.google/blog/introducing-codemender-an-ai-agent-for-code-security/
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https://www.anthropic.com/research/building-ai-cyber-defenders
https://arxiv.org/abs/2512.09882
https://www.microsoft.com/en-us/research/blog/project-ire-autonomously-identifies-malware-at-scale/
https://interestingengineering.com/ai-robotics/robot-fires-at-youtuber-sparking-safety-fears
https://gizmodo.com/grok-is-glitching-and-spewing-misinformation-about-the-bondi-beach-shooting-2000699533
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