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1. IntroductionITId. CPS (BAN=J14ZhISAFTL) ZULTDELIICEELTVWET,
[BAIN=J4ShIWSATAR, 58, BIE. O3V ), POFII-330%T1IDNVIATLEREL, BIELDESFSTRIEEDHEE
B (AOHBEFAEED) 245, BREICEBURR a2z ZRITUET, |

(J’3Z : This document defines a CPS as follows: Cyber-physical systems integrate computation, communication, sensing, and actuation with physical
systems to fulfill time-sensitive functions with varying degrees of interaction with the environment, including human interaction.)

system-of-systems

system

device
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CPS BIZEF)

EFNVO5A ( IPA_gpt4.1ZAWEEARER)

CORE AT LAT AT LX (S0S)  (BIRECPSA>IZANSIFY) OHRTOT )\ ARSI IT ABIDE
TENRIEE/ERZ®ATIEHIRREINTVET, CPS(E. E—DFT N\ARADLS(CS VT RIgEbHNE. 4
N=T4ZHNFTNAZPIDF(FEEEF O TBRREN DS AT ATHOID, DI AT L (FNENNMERDT
IAZNBABRRSNTUS) h57238S0SERDIZEEHNET .

CONF-INEBIRITHD. T’ZAHICLOTERBRDET (OFD., HEIBRRTT/N\AREHREINZEDN, BIDER =N
BRIATLEHBENDIZEN DD, LLITETT) . RIRHIC, CPSREBAEIO-L. [BHRIO-FEFTI33
>I0-DWINHIELKEB1DZEEATWRITNERDFER A, [BFRIO—(E. YIEHFROVIBNIABOREZT>
AINTRIRIDEDTY . —73. 7733>70— (¥R ROYIRFVIRRECREZRELE T, TNICEO T IR
& - PRRENSEF T E, HRAURE TORANEIEECIRDET

R :

This figure is presented here to highlight the potential interactions of devices and systems in a system of systems
(S0S) (e.g., a CPS infrastructure). A CPS may be as simple as an individual device, or a CPS can consist of one or
more cyber-physical devices that form a system or can be a SoS, consisting of multiple systems that consist of
multiple devices.

This pattern is recursive and depends on one’s perspective (i.e., a device from one perspective may be a system
from another perspective). Ultimately, a CPS must contain the decision flow together with at least one of the flows
for information or action. The information flow represents digitally the measurement of the physical state of the
physical world, while the action flow impacts the physical state of the physical world. This allows for collaborations
from small and medium scale up to city/nation/world scale.



2.2.1 a. DI B XUHABDOREDEHF (EFFEERI—2)

®

2024FE(CARENI=NIST Cybersecurity Framework (CSF) 2.0&1.0&®MiELN

® 2014FMDCSF 1.0RRUF(CHIBRMRIZBOCERMOED SRR ETEUEC L ZBER. KD [EEA>TS5] &
FRXRKREULTWEEREEZ, H5W35E - FIROSHEBICKIBICHGET & EBIC. [Govern (#ig) | Z#c
(CO7HReEL U TENN.

o BAMICIE., SHRIMBNERNEHITSCLET, [RUBIROBRERE - —BURSH - w2128 ] ZBEEIC LN
DROEEHHEELRS BO e &, ERIDS AT ARRPCRIBKFRERLZITE. [HINFAF£E] [BEEOF
BAEE(E] [CLDWEDEKRT I UATDERELL. 127> FORERICOH D [HHKE] [ - EROEN] F
ORERFEMENERHRTHUSEREND LS ICRDIFENH O,

o CDizH. BAN—EF1 VT« HL2UEE - HSNBFELATDCBOZRAICBNWT, BEECLIHHIRE - B
{EDEAREIL - E1531E - RARE - MEWREELWE] ZBHMEULEMYTIIIDOIRIAS ML DILDBEAE
Boflzs HINF2R (Govern (#ia) ) HEel BpEELROE.

o ZhicLkD., HAMN\—EF21UF 1 URVEBNHB2ADURIER (I>2H-TS5M14XVURY) LBHNITEE - #
GENd L Eblc. ERFFISMiRICNT SR, SHIATEOREL. =5(CE (—ERbER R EBIEFIDEE T
(372<) HEHY —5—>v T DIRANRIRENERRETNTNS,

Digital Architecture
Design Center



®

2.2.1 a. DI B X UHABDOREDEHF (EFFEERI—3)

ISO/IEC 5689(cH13=EH=E7)0f (B3)
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® 550FTIUICPSFORBTZEARNICZOFFEALTVSN, BTEICRUZCPSELZET IV EDMIGBIMREZIER . —BBOX EDIE

FEZ1TOTUV3,

Analysis Tier in Cyberspace
(includes management site(IT), equipped with
decision-making tools and controlling persons)

Data related to
Human or Physical
systems B

Analysis Tier

(Connections among cyber system tools
and Human)

Trustworthiness of data is a key for secured
products and services

Data related to
Human or Physical
systems A

Data related to
Human or Physical
systems C

Interface Tier

(On-demand Interconnecting forward and
backward Transfer Functions)
Trustworthiness of data streams is a key for
secure operation of cyber -physical systems

Interface Tier
(transferring on-demand accelerated
data, generated signals based on CPS
analysis, production patterns)

Human or
Physical
systems B

Operation Tier
(Connections among Physical systems and

J

"

Human or Human or
Human) Physical Physical
. : . A
Trustworthiness of business processes is a systems systems C

key for secured products and services Operation Tier in Physical space
(includes interconnected plants(OT), equipped with
things and operating person)
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