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SUID
Unix
Unix
root
Tips
1.
2.
*
* Unix
*
*
*
*
* typecast
signed int



AVOID USE INSTEAD

gets fgets
strcpy strncpy
strcat strncat
sprintf bcopy
scanf bzero
sscanf memcpy,
memset
"abcde" 6 strlen
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exec()
*
*  umask
* chdir
*
* exec()
6.
assert
assertion
SIGABRT
core dump
assert



10.

11.

12.

syslog

SUID

SUID

SUID

PID

uID
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SGID

uID

syslog

GID
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13.
root
SUID

14. SUID
root SUID

15.

16.

* valid

17.

* root
root

* root root

*  daemon bin
root
* /tmp

18. C
ANSI
ANSI C
lint



19. SVR4
tcov
CodeCenter Purify

University of Illinois Brian Marick GCT
20. 2
A
B
B A
2
"stat"... "open" ‘'open"..."chown"
*
21.
22. shell escape



23. system() popen() execlp execvp

24 open
0_EXCL|O_CREAT
0_CREAT
25.
fchown() fstat() fchmod()
26.
Istat()
cf#20., above

- Istat() Istat

- open() 0_CREAT open

- open fd fstat()

- Istat fstat st_ino st_dev

- Istat() ENOCENT
- open(...,...|O_CREAT]O_EXCL,...)



open fd fstat()
Istat() @) (b)

fstat Istat st_dev st_ino fields

0_CREAT]O_EXCL
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27.

28. recovery

29. /etc/utmp

30.
SUID

31. chroot
chroot()
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tmpfile()

utmp
tty
/dev/ttyxx
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SUID/SGID

1. SUID/SGID

2. SUID
3.
SGID
4.
umask
UNIX
"getenv"
5. system() popen()
"fork”  execve(2) exec(3)
execlp(3)
6. shell escape
setuid(getuid())
fork

SUID
SUID
HOME  PATH IFS
"putenv"
"getenv"
perl

execl(3)

execvp(3)
setgid(getgid())
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7. privilege bracket
setgid() setuid()

IFS

putenv ("'PATH=/bin:/usr/bin:/usr/ucb™);

PATH /bin:/usr/bin:/usr/uch:

PATH

putenv ("IFS= tr");

chdir('/tmp™)

10. root

chroot()

/dev/zero /dev/log

11. SUID taintperl

12.

HOME PATH

umask
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setgid()

chdir()

IFS

setuid()

PATH

/dev/null



2.
crypt(3)
salt
3. crypt(3)
/usr/lib/makekey
* 0
* 0
1
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( netstat -a ; ps auxww ; vmstat ; who ) | md5
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