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1.3.
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1.3.2.
CERT/CC

1 bind8.1 CA-98.05
2 gpopper2.4 CA-98.08
3 elm2.5.0
4 imapd3.6 CA-98.09
5 apachel.1.3 tmp
6 wu-ftpd2.6.0 CA-00.13
1.

1)

)

3)

1.4.
2

(1)
(2
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ITS4
Flawfinder
Splint
Cqual
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2.1.
grep
( )
RATS ITS4 Flawfinder
3
2.1.1. RATS
A
RATS Rough Auditing Tool for Security
GPL!
RATS C C++

Perl PHP Python

500
B

RATS 4

)
gets, strcpy, strcat, printf, sprintf, scanf, sscanf, fscanf, vfscanf, vsprintf,
vscanf, vsscanf, streadd, strecpy, strtrns, getchar, fgetc, fgets, fprintf

2
access, creat, fopen, Istat, stat, open, mkdir, rmdir, mktemp, opendir

1 GNU General Public License Version2  GPL



(3)UNIX
system, chroot, popen, getenv, syslog, getopt, getpass, getlogin, ttyname

(4)

drand48, erand48, initstate, random, seed48, setstate, srand, srandom

RATS 6

RATS

RATS

(.c .pl .py .php

)



RATS

— DB
#include <stdio.h> <Vulnerability>
<Name>strcpy</Name>
void main(int argc, char **argv){ <BOProblem>
char buf[0]; <SrcBufArg>2</SrcBufArg>
inti; <Severity>High</Severity>
FILE*f; </BOProblem>
buf[0] = 0; </Vulnerability>
for(i=2ji<argc;i++){ <Vulnerability>
strepy(buf, argv(i]); <Name>streat</Name>
if(getenv("PROGRAM_DEBUG")){ <BOProblem>
fprintf(stderr, fmt, i, argv[i]); <SrcBufArg>2</SrcBufArg>
<Severity>High</Severity>
} </BOProblem>
</Vulnerability>
} 7 7

DB

1. RATS

RATS



RATS

int printf;

int printf();

int printf(testl);

int printf(testl, test2);

A WOWDN P

printf 4
printf

<Vulnerability>
<Name>printf</Name>
<FSProblem>
<Arg>1</Arg> -
<Severity>High</Severity>
</FSProblem>
</Vulnerability>

printf

1 X
2 x
3 o
4 o
1 p ”
2 13 ”
3 “ ”
printf
4 3
printf




RATS

RATS 1TS4
RATS

1 strcpy(buf, “test¥n”);
2 strcpy(buf, argv[1]);

RATS strcpy
1 strcpy(buf, “test¥n”);
2 strcpy(buf, argv[1]);
2 buf



XML
DOCTYPE

XML

<?xml version="1.0"?>
<IDOCTYPE RATS []>

RATS C

<WuIlnDB lang="¢">

<Vulnerability> </Vulnerability>

<Name> </Name>

<Severity> </Severity>

<Info> </Info>

<Description> </Description>

<Arg> </Arg>
<FormatArg> </FormatArg>
<SrcBufArg> </SrcBufArg>

URL

<URL> </URL>

<RaceCheck> </RaceCheck>
<RaceUse> </RaceUse>
<InputProblem> </InputProblem>
<FSProblem> </FSProblem>
<BOProblem> </BOProblem>




<Vulnerability>
<Name>strcpy</Name>
<BOProblem>
<SrcBufArg>2</SrcBufArg>
<Severity>High</Severity>
</BOProblem>
</\ulnerability>

~NOoO o~ WNPRE

1 7
2
3 6 <BOProblem>
4

<Vulnerability>
5 High Medium Low 3
RATS

strcpy(buf, dst);

strcpy(buf, dst); // rats:ignore

rats: its4:

ignore
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/* rats:ignore */
strcpy(buf, dst);

txt html xml

text

html
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D

RATS
DARPA CHATS
John Viega DARPA John Viega RATS
ITS4
RATS ITS4
RATS Flowfinder
E
RATS 2.1
http://www.securesoftware.com/rats.php
RATS expat
expat /usr/local/lib /usr/local/include
RATS  Configure expat

http://prdownloads.sourceforge.net/expat/expat-1.95.6-1.src.rom?download

RATS

RATS
XML

xml html RATS

-12



C/C++

RATS

RATS C C++ Perl Python
PHP

C C++ 334
Perl 33
Python 62
PHP 55
3.

-13



212 ITS4

A
ITS4 It's the software, stupid! Security Scanner C/C++
ITS4 Emacs
130
ITS4
B
ITS4
1
fgets, gets, bcopy, fgetc, fscanf, getc, getchar, getopt, getopt_long, getpass,
memcpy, read, scanf, snprintf, sprintf, sscanf, strcat, strccpy, strcpy
2
access, acct, basename, catopen, chdir, chgrp, chmod, chown, chroot
3
drand48, erand48, jrand48, Irand48, mrand48, nrand48, rand, random
4
fread, recvmsg, recvfrom, recv
®)
fprintf, fwprintf, printf, vfwprintf, vwprintf, wprintf
C
ITS4 6

ITS4

-14



ITS4

ITS4

RATS

RATS

ITS4

-15



#include <stdio.h>

void main(int argc, char **argv){
char buf[0];
inti;
FILE *f;
buf{0] = 0;

for(i=2;i<argc;i++){
strepy(buf, argvli]);
if(getenv("PROGRAM_DEBUG")){
fprintf(stderr, fmt, i, argvfi]);

DB

FUNC strepy {
desc=BO_HIGH,

solution = "Usestrncpy instead.",
risk = VERY_RISKY,

handler = H_STRCPY

}

FUNC streadd {

desc=BO_MED,

solution = "Make sure the dest param
is 4x bigger than the src,

} minimum.",
} risk = RISKY
}
| y y
DB
- @@
4. ITS4
1TS4
RATS
1TS4
1 int printf;
2 int printf();
3 int printf(“testl”);
printf 3
printf

-16




FUNC printf {

desc = FORMAT_DESC,
solution = FORMAT_SOL,
risk = LOW_RISK,
handler = H_PRINTF

}

1
2
3
1 p ”
2 “ ” 3
“ " printf
ITS4
ITS4 strcpy

1 strcpy(buf, “test¥n”);
2 strcpy(buf, argv[1]);

2 buf

-17



ITS4

Bugtraq
130

NO_RISK LOW_RISK MODERATE_RISK RISKY VERY_RISKY
MOST_RISKY

-18



FUNC * "

1 FUNC strcpy {

2 desc = BO_HIGH,

3 solution = "Use strncpy instead.",
4 risk = VERY_RISKY,

5 handler = H_STRCPY

6

strcpy(buf, dst);

strcpy(buf, dst); // its4:ignore

its4

its4:

-19



ITS4

ignore
/* its4:ignore */
strcpy(buf, dst);
txt
MS-Visual Studio
6
Microsoft Visual Studio
ITS4 Emacs Microsoft Visual Studio
Emacs ITS4

.emacs

A quick elisp hack piggybacking off compile mode so you can
hit <enter> over an error to jump to the line in the source.
Use "M-x its4-scan" to run. If its4 isn't in your path, change

; the value of its4-location to point to an absolute path.

(setq its4-location "its4")

(require ‘compile)

(defun its4-scan (args) (interactive "sRun its4 with args: ")
(compile (concat its4-location " " args))

)




ITS4 cigital ITS4
John Viega DARPA ITS4
John Viega RATS
ITS4
ITS4
E
ITS4 1.11

http://www.cigital.com/its4/

F

ITS4 RAT

RATS
RATS IDE
RATS
RATS
ITS4 MS Lib
ITS4

G

C C++



2.1.3. Flawfinder

A
Flaswfinder  Dr. David A. Wheeler
GPL C/C++
130
Flawfinder Python Python
Flawfinder
Flawfinder
gettext
B
Flawfinder
1)
strepy(), strcat(), gets(), sprintf(), scanf()
)
printf(), snprintf(), syslog()
3)
access(), chown(), chgrp(), chmod(), tmpfile(), tmpnam(), tempnam(), mktemp()
4)
exec(), system(), popen()
®)

random()



Flawdinder

Flawfinder

C/C++

C/C++

Flawfinder

Flawfinder

Flawfinder

Flawfinder

Flawfinder



Flawfinder

#include <stdio.h> D B
void main(int argc, char **argv){
char buf[0];
-0 ¢} popen
EH{SE jrand4s printf
for(i=2;i<argc;i++){ :f;nc%‘g ::gm
strepy(buf, argvli]); |streat realpath
if(getenv("PROGRAM_DEBUG")){ e pf
fprintf(stderr, fmt, i, argv[i]); | g:cp; g e
}) Istrcpyn Setstate
memcpy snprintf
) mktemp sprintf
mrand48 srand
nrand48 srandom
\ K
5.  Flawfinder
Flawfinder
Flawfinder
Flawfinder ITS4
RATS

read scanf



Flawfinder Python
Flawfinder
Flawfinder 130
strcpy(buf, dst);
strcpy(buf, dst); // flawfinder:ignore
flawfinder: rats: its4:
ignore
Ver.1.21 ignore

/* flawfinder:ignore */
strcpy(buf, dst);




Flawfinder

txt html

txt html html

Flawfinder Resulic
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Web



D

Flawfinder Dr. David A. Wheeler Dr.
David A. Wheeler Secure Programming for Linux and Unix HOWTO
Flawfinder RATS
Flawfinder
ITS
E
Flawfinder 1.21
https:!//dwheeler.com/flawfinder/
Ver.1.5 Python
F
Flawfinder RATS ITS4
Flawfinder
gettext
Python
C
G
C C++



2.2.

lint
2.2.1. Splint
A
Splint Virginia
C LCLint
Splint  Win32 0Ss/2

Splint
1)
)
3)
4)
®)
(6)
(7)
8
9)

null pointer

Dangling reference

case

Splint

Splint Cqual

Linux

lint

GPL

RPM

Splint

Spl

Splint

int



Splint

Splint

*@

@*/

ISO ANSI POSIX

Splint

Splint

Splint

Splint



Splint

Splint
Splint
Splint
Splint
3
null pointer
null pointer Splint
1 char firstCharl (/* @null@*/ char *s)
2 {
3 return(*s);
4 }
5 char firstChar2 (/~@null@*/char *s)
6 {
7 if (s == NULL) return"0";
8 return(*s);
9 }
* @null@ */ NULL Splint
Splint null
3
s NULL 9
8 s NULL Splint
Splint
Splint maxSet maxRead
2 maxSet(b)
b char



buffer[MAXSIZE] maxSet(buffer) = MAXSIZE - 1 maxRead
NULL

strcpy

void /* @alt char * @*/ strcpy

(/* @unique@ */ [*@out@*/ /*@returned@*/ char *s1, char s2)
*@modifies *sI@*/

[*@requires maxSet(sl) >= maxRead(s2) @*/

*@ensure maxRead(s1l) == maxRead(s2)@*/

a b~ wWwN B

4 require sl s2

ensure sl maxRead s2 maxRead

s2 strncpy

void /* @alt char * @*/ strncpy

(/* @unique@ */ [*@out@*/ [*@returned@*/ char *s1, char s2, size_t n)
*@modifies *sI@*/

[*@requires maxSet(sl) >= (n-1); @*/

[*@ensure maxRead(s1) == maxRead(s1) /¥ maxRead (s1) <= n; @*/

a b~ wWwN B

1 void updateEnv(char * str)

2 |

3 char * tmp;

4 tmp = getenv(*“MYENV");
5 if(tmp != NULL)

6 strcpy(str, tmp);
7}

8

9

void updateEnvSafe(char *str, size_t strsize)
10 /* @requires maxSet(str) >= strSize — 1@ */
1 {
12 char * tmp;
13 tmp = getenv(“MYENV");
14 if (tmp !'= NULL)
15 {
16 strncpy(str, tmp, strSize -1);
17 strstrSize —1] = *¥0";

test.c



bounds.c:6: Possible out-of-bounds store:

strcpy(str, tmp)

Unable to resolve constraint:

requires maxSet(str @ test.c:6) >= maxRead(getenv (“MYENV”) @ bounds.c:4)
needed to satisfy precondition:

requires maxSet(str @ bounds.c:6) >= maxRead(tmp @ bounds.c:6)
derived from strcpy precondition: requires

maxSet(<parameter 1>) >= maxRead(<parameter 2>)

testc 6 strcpy 2
1
Splint strcpy
16
strncpy str
strSize-1 strncpy str
Splint
5 Splint
Splint
Splint Splint

[*@notfunction@*/

Splint

#define MinValue 0

Splint

[*@constant int MinValue;@*/




#define MinValue 0

Splint MinValue int
MinValue

Splint

.mts

int

1 attribute taintedness

2 context reference char *

3 oneof untainted, tainted

4 annotations

5 tainted reference ==> tainted

6 untainted reference ==> untainted
7 transfers

8

tainted as untainted ==> error "Possibly tainted strage used where ¥

untaineted required”

9 merge
10 tainted + untainted ==> tainted
11 defaults
12 reference ==> tainted
13 literal ==> untainted
14 null ==> untainted
15 end
taintedness taintedness char *
3 char * taintedness
3 2 tainted
untainted 2 context char *
taintedness 3 one of taintedness
2 untainted
tainted 4
annotations 2 reference==> tainted

taintedness tainted

7 transfer
tainted untainted
9 merge




tainted+untainted tainted
11 default
reference literal null
tainted untainted tainted
Splint

Splint

Splint

Splint

char firstCharl (char *s)

return(*s);

}
char firstChar2 (char *s)

{
if (s== NULL) return’¥0’;
return(*s);

}

Splint 3.0.1.6 -

Finished checking --- no war nings

char firstCharl (/* @null@*/ char *s)
return(*s);

}
char firstChar2 (/* @null@*/ char *s)

Splint 3.0.1.6 ---

{

if (s== NULL) return'¥0’;

*g):
; return(*s); null1.c: (in function firstChar1)
nulll.c:3:11: Dereference of possibly null pointer s: *s
A possibly null pointer is dereferenced. Valueis

either the result of a function which may return null
(inwhich case, code should check it is not null),
or aglobal, parameter or structure field declared with
the null quaifier. (Use -nullderef to inhibit warning)

null1.c:1:35: Storage s may become null

Finished checking --- 1 code war nin

=

7. Splint

Splint txt



main

D
Splint Virginia Secure Programming Group
David Evans
David Larochelle Chris

Barker David Friedman Mike Lanouette Hien Phan David Evans

Splint  NASA Langley Research Center NSF CAREER Award NSF CCLI

Award MicroSoft David Larochelle
USENIX student research grant
Splint LCLint DEC System Research Center MIT
Splint David Evans LCLint

ARPA NSF DECERP

David Evans  Intel Foundation Fellowship

UNIX OS Windows 0S/2
O 3.0.1.6
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2.2.2. Cqual

A

Cqual California

Cqual
Cqual
Emacs Cqual
PAM IDE

B

Cqual

1)

)
C

Cqual

Cqual

gualifier interface

Web

type qualifier

Program Analysis Mode PAM

Cqual



Cqual

Cqual

Cqual

Cqual

K&R

Cqual

Cqual

Cqual



Analyzed files:
$tainted char *getenv(const char *name);

" taint.c
int printf(Suntainted const char *fmt, ...); man The following errors were detected:
taint.c:9
int main(void) M type of actual argument 1 doesn't match
{ l char *s l l char *t l lgamv *ohar]
char *s, *t;

type of formal unsatisfiable qualifier
constraint $tainted <= $untainted
s=getenv("LD_LIBRARY_PATH");
t=s

printf(t); : [mel
!

partial order {

$untainted [level = value, color = “pam-color-untainted", sign = neg]
$tainted [level = value, color = “pam-col or-tainted”, sign = pos]

$untainted < $tainted

8. Cqual

Cqual

$tainted Suntainted

$tainted
$untainted
Cqual $tainted
$untainted

$untainted < S$tainted




$tainted char *getenv(const char *name);
int printf($untainted const char *fmt, ...);

1

2

3

4 int main(void)

5 {

6 char *s, *t;

7  s=getenv("LD_LIBRARY_PATH");
8 t=s;

9 printf(t);

1 getenv $tainted
2 printf
7 getenv $tainted
8 $tainted
9 2
Cqual

Analyzed files:
taint.c
The following errors were detected:
taint.c:9
type of actual argument 1 doesn't match type of formal
unsatisfiable qualifier constraint $tainted <= $untainted




1 $untainted char *getenv(const char *name);

2 int printf($tainted const char *fmt, ...);

1 2
$untainted
$tainted
Cqual
K&R
Cqual ANSI C
K&R
ANSI
protoize
Cqual
Cqual

Cqual
9 printf
ptintf
Cqual
Cqual
Cqual
K&R
GNU
protoize
protoize



gCC ”_ En

Cqual
Cqual

Makefile

.C.0:

$(CC) -E $< | remblanks > $*.ii
perl remquals < $*ii > $*.i
$(CC) $(CFLAGS) -¢ -0 $*.0 S$*.i
mv -f $*ii $*i

“ remblanks” “ remquals” Cqual

Web

Web Cqual
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9. Web-Base Cqual

bin

Cqual



Web

sample

const
$tainted / $untainted $locked / $unlocked
Web
alil
brind]] W By PSR ] sl
S N A L =
T = T ——— =]
i L p p: sFtainted suntainted
ftainted <= getenv ret p
£= 2_p_p
£= L p_p
= printf argl p
#£= funtainted
il o] Cp =
10. Cqual
Web
Cqual IDE Program Analysis Mode PAM
Emacs Cqual Emacs

“ M-x cqual”



0SQ

Cqual
Web

= 0 %

Bulfery Flien Tosls Edit Search Mule F Heis
Tr r la

L |
(funtaimted

11.

PAM

Jeff Foster California

-

i LI R '}

PAM

Emacs

Berkeley

The Open Source Quality Project (OSQ)

Web

0.98
Web

GPL

Cqual Web
Emacs
Cqual
0SQ
Cqual GPL
GPL
ANSI C
UNIX



Cqual

Cqual

ANSI C

PAM

Splint

Cqual

Emacs

C++

Splint



3.1.
CERT/CC
1 3 1
3.1.1.
2
1. 1.3.1
2.
Celeron 534MHz
128 KB
128 MB
Red Hat Linux 6.2
kernel 2.2.14
gcc2.91.66
12.
3.1.2.
Bind: Bind Internet Software
Consortium(ISC) Bind8.1.1 Bind
"Bind iquery
Buffer Overflow” Bind iquery



memcpy()

© 00 N o o B~ W N

ns_debug(ns_log default, 1,
“req: Iquery class %d type %d”, class, type);
fname = (char *)msg+HFIXEDZ;
alen = (char *)*cpp - fname;
memcpy(anbuf, fname, alen);
data = anbuf + alen - dlen;
*cpp = (u_char *)fname;
*puflenp -= HFIXEDSZ;
count = 0;

gpopper: gpopper  Qualcomm

13. req_iquery()

POP (Post Office Protocol)

gpopper 24
gpopper
Qpopper
gpopper
vsprintf()
1 #ifdef HAVE VSPRINTF
2 vsprintf(mp, format, ap);
3 #else
4 #ifdef PYRAMID
5 (void)sprintf(mp, format, argl, arg2, arg3, arg4, arg5, arg6);
6 #else
6 (void)sprintf(mp, format, ((int *)ap)[0], ((int *)ap)[1],
7 ((int *)ap)[2], ((int *)ap[3], ((int *)ap)[4]);
8 #endif
9 #endif
14. pop_msg.c
elm: elm linux mail elm 25.0

elm

elm  setgid

strepy()



char termname[40];

char *strcpy(), *getenv();

if (getenv(“TERM”) == NULL) return(-1);

if (strcpy(termname, getenv(“TERM™)) == NULL)
return(-1);

a ~ w N e

15. curses.c

imap: imap (Internet Message Access Protocol) POP
POP POP
imap
imap4.0

strepy()
1 long server login(char *user, char *pass, int argc, char *argv[])
2 {
3 char tmp[MAILTMPLEN];
4 struct passwd *pw = getpwnam(user);
5 /* allow case-independent match */
6 if (‘ow) pw = getpwnam(|case (strcpy(tmp, user)));
7 if ((ow && pw->pw uid &&  /* validate user and passwd */
8 Istremp(pw->pw_passwd, (char *)crypt(pass, pw->pw_passwd)))
9 return NIL;
16. log_std.c
apache: apache Web Apachel.l.3
Apache apache_status
/tmp
apache_status /etc/passwd
/etc/passwd
( tmp
)



1 API_EXPORT(int) ap_popenf(pool *a, const char *name, int flg, int mode)
2 {
3 int fd;
4 int save_errno;
5
6 ap_block_alarms();
7 fd = open(name, flg, mode);
8 save_errno = errno;
9 if (fd >=0) {
10 fd = ap_slack(fd, AP_SLACK_HIGH);
11 ap_note_cleanups_for fd(a, fd);
12 }
13 ap_unblock alarms();
14 errno = save_errno;
15 return fd;
16 }
17. alloc.c
wu-ftpd: wu-ftpd FTP
wu-ftpd2.6.0
setproctitle() vsprintf()
1 /* print ftpd: heading for grep */
2 (void) strcpy(p, "ftpd: "');
3 p += strlen(p);
4
5 /* print the argument string */
6 VA _START(fmt);
7 (void) vsnprintf(p, SPACELEFT (buf, p), fmt, ap);
8 VA END:;

18. ftpd.c
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ITS4

Flawfinder

Splint

elm o *2 X *4
gpopper o o o *3 X *4
imap o o o X x4
apache *1 o o X *4
bind *1 *1 o *2 X x4
wu-ftpd X o o X *5 X *4
o)
X
*1
*2
*3
*4
*5
sprintf  strcpy




Cqual
Splint

3.2.2.

time

time user system

swap

Flawfinder Splint
elm 0.028 0.018 0.483 0.262 0.014
qpopper 0.026 0.01 0.21 0.126 0.005
imap 0.026 0.009 0.203 0.046 0.005
apache 0.03 0.02 0.546 0.487 0.018
bind 0.032 0.026 0.908 0.837 0.033
wu-ftpd 0.068 0.127 3.781 1511 0.338

RATS ITS4 Flawfinder
Flawfinder Python
RATS ITS4
Flawfinder Python
Cqual
Cqual



3.2.3.

elm
gpopper
imap
apache
bind
wu-ftpd

Flawfinder

Splint

Flawfinder

Splint

21 13 22 181 4
8 5 10 23 12
4 9 5 37 22
16 2 12 178 15
29 18 30 272 10
379 332 303 946 70
457 379 382 703 133
txt txt
Flawfinder
O O (@]
O (@) X




3.3.

3.3.1. RATS
RATS

RATS ITS4 Flawfinder Splint Cqual
O @) X X X
RATS
RATS
Splint
Splint
Cqual
Flawfinder
RATS ITS4
3 RATS
RATS



332 ITS4
ITS4
5 ITS

ITS4

3.3.3. Flawfinder
Flawfinder

Flawfinder

Flawfinder

3.3.4. Splint
Splint

Python

GPL

Flawfinder

Python
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3.3.5. Cqual
Cqual C

K&R

Cqual

BIND

Splint

Cqual

Splint
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A. URL

RATS (Rough Auditing Tool for Security)

Homepage http://www.securesoftware.com/

ITS4 (It's the Software Stupid Source Scanner)

Homepage http://www.cigital.com/its4/

Flawfinder

Homepage http://www.dwheeler.com/flawfinder/

Splint (LCLint)
Homepage http://www.splint.org/

http://www.splint.org/download.html

Cqual
Homepage http://www.cs.berkeley.edu/~jfoster/cqual/

http://www.cs.berkeley.edu/~jfoster/cqual/#download
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Sardonix
Sardonix

DARPA  CHATS

17
14

Open Source Quality Project

http://www.cs.berkeley.edu/~weimer/osqg

Pscan
printf

Cqual

printf

Sardonix



PARASOFT: CodeWizard
CodeWizard 320

:QAC
QAC 1000

http://www.toyo.co.jp/ss

Reasoning: llluma
NULL

Gimpel Software: PC-lint/FlexLint
PC-lint/FlexLint
Ju

http://www.gimpel.com/html/lintinfo.htm









