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BE GET http://example.com/books/723
iy POST http://example.com/books/723 + T—#4
B PUT http://example.com/books/723 + T—%#
HIff | DELETE http://example.com/books/723
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POST /books/:id booksi#create iR VERk

GET /books/:id books#show =8

PUT /books/:id books#update B

DELETE /books/:id books#destroy =iz

GET /books books#index — BRI~

GET /books/new books#new FRRATA— LSRR
GET /books/:id/edit |books#edit BHRAIA—LRT
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function confirmDeletion (itemName, itemId, action) {
var msg = "" + itemName + " ZHIFRLFEITH2";

if (window.confirm(msg)) {
var forml = document.getElementById ("forml");
forml.selected item.value = itemId;
forml.action = action;

forml.submit () ;
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// BE

var count = 3;
var number = -3.14;

// TWERME

var ok = (x == 3);

// 3XF

var stringl
var string2

'Space, ';
"the final frontier.";

// EEFKRB

var ok
var listl
var list2

/*([a-z]+) : ([0-9]+)S$/.test ("abc:123") ;
/*([a-z]+) : ([0-9]+)$/.exec("abc:123") ;
"abc:123" .match (/* ([a-z]+) : ([0-9]+)S/) ;
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// ECHI
var arr [123, "abc", 456];

var element = arr[0];

/] FTSxIk

var objl = new Foo();

var obj2 = {name:"apple", color:"red", weight:300};
objl.doSomething () ;

obj2.color = "green";

obj2 = null;

// BEBIBATOH

var obj3 = function (a,b) {return a + b;}
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var param = {

type: '"get",

url: "/api/get item",

dataType: "json",

data: item id,

scriptCharset: "utf-8",

success: function (response) ({
showItem (response) ;

b

error: function(xhr, status, error) {

window. frames[0] .window.alert ("Network Error") ;

};

$.ajax (param);
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If - else

switch - case - default
for

while

do - while

break

continue

® & & & o oo o

<

function name (args) {...}
¢+ name = function (args) {...}
¢ name (args)
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http://[TARGET/t.ntml#Space, the final frontier

-

® 00 Mozilla Firefox
| [} hup://target/t....i%3E%20frontier | + |

1

target/t.ntmi#5pace, the <i style="color:red >final-

TARGET PAGE

Space, the final frontier

Space, the final frontier. These are the
voyages of the starship Enterprise. It's
five-year mission:

- To explore strange new worlds,

- To seek out new life and new civilizations,

Copyright © 2013 ¥ 37 1T Erik NG R ALER HE EHe ks 32




IPA

RELZEYHLTWSER S

<h3 id="id1"></h3>

<script>
document.getElementById("idl") . innerHTML =
location.hash.substr (1) ;
</script>
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e('body')[0].appendChild(s)">
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¢ <script>E%

<script>
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</script>
<script src="| URI| ['></script>

¢ ARVENKRSEE

<img src="URI" onerror=" A1) Tk

">
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<script> XZY7F </script>

<span onmouseover="f (event) ">

« H—/N\la—FTRIYTrEHALLL
« H—/\AI3—-FTRIYTHEERIZERELGL

¢ ZOHDY

<script src="URI"></script>

<span id="spanl">

document.getElementById ("spanl")

.onmouseover = function(event){...

o AXHOYTKME HTMLEIZRIZZAILIZ
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var pattern = /%[ ,A-Za-z0-9 1+$/;

if (pattern.test (input value)) {
validated = input value;

} else {
(TS5—0E)

}
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¢ WTHINEI—F
<ul id="foo0"></ul>

var ul = document.getElementById("foo") ;
ul.innerHTML += "<1i>" + value + "</1i>";

¢ TEGO—k

var ul = document.getElementById("foo") ;
var li = document.createElement ("1i");
li.textContent = wvalue;

ul .appendChild (11i) ;

jQuery ZfE>TELL:
S("#foo") .append ($("<1i></1i>") .text (value)) ;
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¢ $O) ZRAWVE-RRTEITS
$(FEFEL )

KHYIZ find() 2FES

$ (document) .find (##FL ) Ff=l&
$("#id") .find (#F )
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iQuery RAFIZKEDITHLETAH-2

v html() [Z&BHTMLER R %8+

x.html ("<ul><1i>" + HHA1 + "</1i>"
+ "<1i>" + HH2 + "</1i></ul>");

KDOYIZFT ERE text() Z1ED

x.empty () . append (
S ("<ul></ul>")
.append ($ ("<1i></1i>") .text( HAHI1 ))
.append ($ ("<1i></1i>") .text( HH2 )));

¢ $.parseHTML() O FEALREHRIZEE TS
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(%) XHR1 [, XMLHttpRequest level 1 DB

Web™7—7 + importScripts  iframe + postMessage

FSo kT IS0 EavFoy

postMessage

postMessage (3Z) XHR1 k%, XMLHttpRequest level 1 (B§
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+ XMLHttpRequest level 2 B&L T XHR2
« —EDHFIDELEMIRRADHTTPYIIRANETAS
* Internet Explorer IZE LV TIEX XDomainRequest

¢ Origin:)JTRRAYA
« HERAIXBET Origin: JIIZRARMYANREHENS
» F—IRRDIZE XHAEL

¢ Access-Control-Allow-Origin: L AR ANy A

- WE 9 B Access-Control-Allow-Origin: L AR ANy S
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Access-Control-Allow-Origin: *
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¢+ Content Security Policy

o TORARATEBHRREDKRTAR)RAR
c AUTAVARY) ThEIRAIELE
- Content-Security-Policy: L AR ANy A [ ZEE it
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¢ Firefox o ZEEIIBFEHT-

¢ ANYFZES5DELH S

L AR ANy S 257
Content-Security-Policy: | Firefox 23LAf&, Chrome 25LL&
X-Content-Security- IE 10LLB& (sandbox® & HR—F),
Policy:

X-Webkit-CSP: Safari 6 A%,

¢« W3CIZBUVTIZ CSP 1.1 ARSTREXRE
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SECURE PROGRAMMING COURSE

[ Hove  |RESEDZESEVN(  c/C++ SR |[reraroosszvoms
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+ CSP (Content Security Policy)

¢ J9SAT MUY ATYTIZEITFAHAYHIITR
R 2 (CSRF)

¢ HTMLS#FT#EEEICBET o) T8 E
+ JavaScriptmllF7 oL —LT—7
¢ H—/N\EITyaTvD

¢ Internet Explorer EH& O [l 8
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o X7 -TAgS3 T EE]
» https://www.ipa.go.jp/archive/security/vuln/
programming/index.html

o FE1ELH NS [Tyl a7yTIcBT5EXa77055305 ]
o IE8E vy a7y

+CSP (Content Security Policy)

 https://developer.mozilla.org/ja/docs/Security/CSP

+ JavaScript RITI7L—LT—5
* AngularJS
* http://www.angularjs.org
* Knockout.js
* http://knockoutjs.com
« Backbone.js
* http://backbonejs.org
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