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2.2 The Models and the definitions for Hash Functions

In this section, we describe definitions and the models for hash functions that are provably secure,

follwing and summarising the result by [9].

Definition 1 (Block ciphers) Let k,n > 1 be numbers. A blockcipher is a map E : {0,1}" x {0,1}" —
{0, 1} where, for each k € {0,1}, the function Ex = E is a permutation on {0,1}". Parameter n is
called the blocksize of E. If E is a blockcipher then E~' is its inverse, where Ek_l(y) 1s the string x such
that Ey(xz) =y. Let Bloc(k,n) be the set of all block ciphers E : {0,1}" x {0,1}" — {0,1}". Choosing a

random element of Bloc(k,n) means that for each k € {0,1}"} one chooses a random permutation Ej(-).

Definition 2 (Block cipher based hash functions) A block cipher based hash functions is a map
H: Bloc(k,n) X D — R where k,n,c > 1,D C {0,1}*, and R = {0,1}°. The function H must be
given by a program that, given M, computes H¥(M) = H(E, M) using an E-oracle. Hash function



2.2 The Models and the definitions for Hash Functions 2 ECRHRTREZR N ¥ o BB oD 22 4 MR ETA

f:Bloc(k,n) x D — R is a compression function if D = {0,1}%x {0,1}" for some a,b > 1 where a+b > c.
Fiz ho € {0,1}¢. The iterated hash of compression function f: Bloc(r,n) x ({0,1}* x {0,1}*) — {0,1}2
is the hash function H: Bloc(x,n) x ({0,1}*)* — {0,1}* defined by HF(my---m;) = h; where h; =
fE(hi—1,m;). Set HE(¢) = hg. We often omit the superscript E to f and H.

We write = < S for the experiment of choosing a random element from the finite set S and calling it
. An adversary is an algorithm with access to one or more oracles. To quantify the collision resistance
of a block cipher based hash function H, we instantiate the block cipher by a randomly chosen F €
Bloc(k,n). An adversary A is given oracles for E(-,-) and E~1(-,-) and wants to find a collision for H¥
- that is, M # M’ where M # M’ but AH® (M) = HE(M'). We look at the number of queries that the

adversary makes and compare this with the probability of finding a collision.

Definition 3 (Collision Resistance) Let H be a block cipher based hash function, H: Bloc(k,n)x D —
R, and let A be an adversary. Then the advantage of A in finding collisions in H is the real number
AV (A) = Pr(E & Bloc(k,n); (M, M) & AEE™ - M £ M A HP(M) = HE(M'))
For g > 1 we write
Adv(q) = max {Adv‘}fn(A)} ,

where the mazimum is taken over all adversaries that ask alt most q oracle queries to (E-queries +

E~'-queries).

Before we can prove the security of a cryptographic system or object, we must specify what model we

are using.

2.2.1 The Standard Model

The most common model used in modern cryptography is the so-called “standard model”. We abstract
our communications system typically as a reliable but insecure channel. We have not been able to achieve
most common cryptographic goals in the standard model without making additional complexity-theoretic
hardness assumptions. The common assumptions are typically that factoring the product of large primes
is hard, or that AES is a good pseudo-random permutation (PRP) [55]. The standard model is usually
well-accepted in our community despite the fact that proofs done in this model rest upon unproven

assumptions.

2.2.2 The Random Oracle Model

Let Foop = {f|f:{0,1}" — {0,1}"}. In the random oracle model, the function f is assumed to be
randomly selected from F,, ,,. The computation of f is simulated by the following oracle.

The oracle f first receives an input z; as a query. Then, it returns a randomly selected output y; if
the query has never been asked before. It keeps a table of pairs of queries and replies, and it returns the
same reply to the same query.

When proofs in the standard model are provably impossible (eg, see [70]), we often resort to proofs
using an alternative model. By far the best-known is the “ Random-Oracle Model. ” The random-oracle

model was used for some time before being formalized by Bellare and Rogaway [4], and continues to see
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widespread use today ([23, 63]). In the random-oracle model we have a public random function, accessible
to all parties, which typically accepts any string from {0, 1}* and outputs n bits. For each element in its
domain, the corresponding n-bit output is uniform and independent from all other outputs.

Of course random oracles do not exist in practice, and if the schemes proven secure in the random-
oracle model are going to be put into use, we must choose some object to implement the random oracle.
This step is called “instantiation.” Most often, random oracles are instantiated with cryptographic hash
functions such as SHA-1[71].

2.2.3 The Ideal Cipher Model

Blockciphers are a common building block for cryptographic protocols. In the standard model the
associated assumption for blockciphers is that they are “pseudo-random permutations” (PRPs). By this
we mean (informally) that an n-bit blockcipher under a secret randomly-chosen key is computationally
indistinguishable from a randomly-chosen n-bit permutation. Proofs conducted using this assumption
typically give reductions showing that if an adversary breaks some scheme, then there exists an associated
adversary that can efficiently distinguish the underlying blockcipher from random.

In certain cases it can be shown that blockcipher-based schemes we believe to be secure cannot have a
proof of security using only the PRP assumption in the standard model [93]. In this case we are faced
with either abandoning attempts at a proof, or using an alternate model. The blockcipher analog for
the random-oracle model is variously called the “Black-Box Model,” or the “Ideal-Cipher Model.” We
will prefer the latter name in this report. Though not as widely-used as the random-oracle model, the
ideal-cipher model dates back to Shannon [91] and has been used in a variety of settings (see, for example
[95, 62, 22, 43, 19, 11, 40]). In the ideal-cipher model we think of a blockcipher E with k-bit key and n-bit
blocksize as being chosen uniformly from the set of all possible blockciphers of this form. For each key,
there are 2n! permutations, and since any permutation may be assigned to a given key, there are (2"!)2k
possible blockciphers. When we instantiate our black box, it becomes some particular blockcipher. AES
with a 128-bit key is one choice from the (21281)2"" blockciphers we could have chosen.

The ideal-cipher model has been used in a variety of settings, and like the random-oracle model,
some researchers question the wisdom of its use. A common argument against the ideal-cipher model is
that most real-world blockciphers have distinguishing patterns which would exist with exceedingly small
probability in a collection of random permutations. The key complementation property of DES is a
typical example of this [55]. Although no such properties are currently known for AES, some blockcipher
experts who are comfortable with the assumption that AES is a good PRP are reluctant to model AES
as ideal because of practical concerns: the AES key schedule, for instance, is quite simple and it perhaps

contains related-key properties we have not yet discovered.

2.3 Block-cipher based hash function with provable security

Definition 4 A hash function H : {0,1}* — {0,1}¢ usually consists of a compression function F :
0,1} x {0,1}* — {0,1}¢ and a fized initial value ho € {0,1}¢. An input m is divided into the ¢'-bit
blocks my,ma,...,my. Then, h; = F(h;—1,m;) is computed successively for 1 < i <1 and hy = H(m).

H is called an iterated hash function.
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2 1: Provable secure hash functions

Name Authors Rate
DHF Hirose 1/4
MDC-2 Brachtl et al 1/2
MDC-4 Brachtl et al 1/4

- Knudsen and Preneel 1/24
- Merkle 0.276
tandem/abreast Davies-Meyer || Lai and Massey 1/2

- Nandi et al 2/3

- Gauravaram, Millan and May | 1

Definition 5 An iterated hash function is called a double-block-length (DBL) hash function if its output
length is twice larger than the block length.

Definition 6 Let F' be a compression function composed of a block cipher. For an iterated hash function
composed of F, the rate r defined below is often used as a measure of efficiency:

_ |
~ (the number of block-cipher calls in F) xn

r

Definition 7 A hash/compression function is optimally collision-resistant if any attack to find its colli-

sion is at most as efficient as the birthday attack.

We review the previous work on hash functions composed of block ciphers in the following.

Knudsen and Preneel studied the schemes to construct secure compression functions based on error-
correcting codes [45, 46, 47]. It is an open question whether their schemes are optimally collision-resistant
or not. Knudsen et al [48] discussed the insecurity of DBL hash functions with the rate 1 composed
of (n,n) block ciphers. Hohl et al [36] discussed the security of compression functions of DBL hash
functions with the rate 1/2. Merkle [62] presented three DBL hash functions composed of DES with
the rates at most 0.276. They are optimally collision-resistant in the ideal cipher model. MDC-2 and
MDC-4 [12] are also DBL hash functions composed of DES with the rates 1/2 and 1/4, respectively.
Lai and Massey proposed the tandem/abreast Davies-Meyer [51] based on an (n,2n) block cipher and
their rates are 1/2. It is an open question whether the four schemes are optimally collision-resistant
or not. Hirose [32] presented a large class of DBL hash functions with the rate 1/2, based on (n,2n)
block ciphers. They were shown to be optimally collision-resistant in the ideal cipher model. However,
his construction requires two independent block ciphers, which makes the results less attractive. Nandi
et al [69] also proposed an interesting construction with the rate 2/3. However, they are not optimally
collision-resistant. Futhermore, Knudsen and Muller [44] presented some attacks against it. Gauravaram
et al proposed a new technique to design rate-1 hash functions that can be instantiated with any secure
128-bit block cipher reduced to half the number of rounds [27].

Hirose [33] presented a compression function specified in the following definition.
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Definition 8 Let F : {0,1}?" x {0,1}* — {0,1}?>" be a compression function such that (g;,h;) =
F(gi_1,hi_1,m;), where g;,h; € {0,1}" and m; € {0,1}*. F consists of an (n,n + b) block cipher
E as follows:

9i = Fu(gi-1, hi—1,m;) (1)
=e(hi-1 || mi, gi—1) © gi—1 (2)
hi = FL(gi—1, hi—1,m;) (3)
= E(hi—1 [|mi,gi1®c)@gi1@c (4)
(5)

5
where || represents concatenation and ¢ € {0,1}™ — {0™} is a constant.

F requires two invocations of F to produce an output. However, these two invocations need only one
key scheduling of E. If F' is implemented using the AES with 192-bit key-length, then n = 128, b = 64
and the rate is 1/4. If implemented using the AES with 256-bit key-length, then n = b = 128 and the
rate is 1/2. The following theorem shows the collision resistance of a hash function composed of F' in
Definition 8.

Theorem 1 Let H be a hash function composed of the compression function F specified in Definition 8

and an initial value (go, ho). Then, for every 1 < q < 2"~2

co 3¢° +¢q q \2
AdVHH(Q) < 92(n—1) < (Qn—z) :

2.4 /\v 1 BEEOEFRBILK

Guido Bertoni, Joan Daemen, Michael Peeters and Gilles Van Assche, “Sponge functions,”
Ecrypt Hash Workshop 2007 [6]

BONY YV afliBUET VY EAT T INVDEDIZRES RETHY, TVELALTIINEZRNE D 2L
SMEIZE DORE TRV, KX T, HEDGFMLEL WOIMWEIZRY, FVALA T 7N EBRaEETH 2
XD BRERIEZRREL, INE2 ARV I EIPATNS, TLUT, W ODRORBIZOWTHRIIER % F1H5H T
22012k, FVRLARYVIYOBERFML TS, TUT, /N a8 MAC BIA M) — A6
FIIN T2 LB E D RTE2OD) Ty L VALY LT, FVALARY I EHWD I 2IBELT
w3,

Orr Dunkelman and Bart Preneel,“Generalizing the herding attack to concatenated hashing
schemes,” Ecrypt Hash Workshop 2007 [21]

HAERL N Y 2 BRI 2 OB (Herding attack) ZHLIEL TV 5, RimXOMERIE. LD KEZR
Ny Y A BBOESITHEATE 2, JEMBEED =2 H 2 WIE TN LOERO T — 4/ 2L U TR TE, 72
U, BHIDOT—ZNANZRHD T — R INAGEINZN L D BRIGAIZ, — LI /2 herding attack
EEATEDZLERL TS, ZOFMREIWREL THDDK, Ny Y a2 B RT 2 2 L% HIN
EFTDAF LI, XEXELT—ANAMTEEEZITDRTNELRSBRNIETH D,
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Elena Andreeva, Gregory Neven, Bart Preneel and Thomas Shrimpton,“Three-property

preserving iterations of keyless compression functions,” Ecrypt Hash Workshop 2007 [2]

Ny Y aBED% Ik, GERESO EMHBEED Merkle-Damgaard # ) K UIZEDNTW5E, bR X
NG TE ROX 1, &% FSE2004 T Rogaway 512 & VR X vz 2B O %2 MRS % 2R Al A8 A& 5%
THRET D, LU, HEUTHIGNDANT A—=RIZEY), 1 VT v o7 M3 nz)efEliz o585
BN Y aBBD 7 7 I VISR TR, FAUIR D IO, BHERZNY YV aB L. Z0&5 58855 A—
BeblBwv, ULEN2T, INH6DAF—A% BEULT 2 HIKEPH SN TIRBV, KX TE, ZOIRE
% fUS % 72 0D1Z Rogaway O AR (Human-ignorance) D7 7O —F &\, 4 DD R DY) K UK
E(TNHDDIFHEENR—ZATHEY) D DR AREENR—R) 2IELTWD, ZNHH, HRZEMED 3
D AHATRE R HIETRIEFET D Z L 2R LT\ D,

Ilya Mironov and Arvind Narayanan,“Domain extensions for random oracles: beyond the
birthday-paradox bound,” Ecrypt Hash Workshop 2007 [64]

KX TlE, FHaEs 2 S VA LA 7NV LT, ETMELU L FI2, I REL 2 IZEEmME2E £ >
HUNAF—LAZRELT VD, ZOBEIEDL A MEIMDC-2 & %24, 22z, MDC-2 123 L T
HMOENTOWSEREORAE VBV, X512, Maurer H5IZ X DHHAIZENT, TV XL T 7V EHHIA
ARECTHDMRIETHD L ERLTND,

Thomas Shrimpton and Martijn Stam, “Efficient collision-resistant hashing from fixed-length

random oracles,” Conference Hash Functions [92]

AFSCTIE, EMEREE A 7V X LA T 7V LT, ETIMELAZE FIZ, FEAATREL I E %2 £ b,
—HOMEYBEUICDE, —H LV Z<OHBHNHT) I 740 TOMROHLET752n EY B»AS5nEY bA
19 2 SR B EMBEBA TR TH D Z L DI ZREL TV, 3DDRBIRIEMOTI VA LA T
INVEHWT, EAvE—IY70v7IZ2% TNHE2—ETORUCHET &S BHEHEEZRELTHWS,

Thomas Ristenpart and Thomas Shrimpton, “Building application-agile hash functions: the
MCM construction,” Ecrypt Hash Workshop 2007 [80]

FEARRE L R LM EEMEEZ LB, MO, TUXLATIVINVDIREOH ZBEDMEIEICEY), LY RWE
PR TEDIREMENRH D, KX TIE, ZNS5DT—IV2EKT D/ ¥ 2% % application agile
BNy Y 2 E AT, BRZEOGEHTREZR /N Y a BT — I IZ 2 NS D T — )V DT 5 % ik L
TR, R TIE, AZ VX — RETIVO FCHEAMREAEERMEL 5, FHRHIC, HANESET
WZBWT T VE LA T 7 IVEBRAARER Ny ¥ 2 B % 5 2 2 et OMERE (MCM #E) Z8F L
TW3,
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2.4.1 EHREBILKOZRLMIIA

Elena Andreeva, Gregory Neven, Bart Preneel and Thomas Shrimpton, “Seven-Property-
Preserving Iterated Hashing: ROX,” ASTACRYPT 2007 [3]

AEEEOAYZ—=IDNLEERDNY ¥V alEADFEHRTH BNy Y aBl(EE, £ <DHEE, BEERAY
=YD SREERHIANDEHRTH 2 EMBABE#HRYIRUHND Z L THIINT WS, ke LT,
Strengthened Merkle-Damgard ikiEZ 5D & 5K 2D 11 EEN L SHSENTWVWS, Ny YV aBlHE &

#* 20 EEIBILKORERIL

L ADRES ey
Strengthened MD Merkle, Damggard
Linear Bellare, Rogaway
XOR-Linear Bellare, Rogaway
Shoup’s Shoup

Prefix-free MD Coron, Dodis, Malinaud, Puniya
Randomized Halevi, Krawczyk
HAIFA Biham, Dunkelman
Enveloped MD Bellare, Ristenpart
Strengthened Merkle Tree || Merkle

Tree Hash Bellare, Rogaway
XOR Tree Bellare, Rogaway

O EMERE D Z MRS e U T, JRE&MHE (Pre). 25 FRIMYE (Sec). BEZEIMTE (Col) MR SHSNT
WA M, HiE 2 DITIE everywhere, always &\ D Zf# ePre, aPre, eSec, aSec W3dh b, AL Tlk, AiFt&
FERRIEN 7T DDR LM 2 RIETINE DN EFARTNDS, HDLeEME2 DO EMBEEN SRR L 2Ny
Y aBBAE U et ROBE, MBIEIEEOLeMERF TV, Rimxic &Y, Rl 11 O
BOEDOHIZIE, 7T O20Z2METERIFTD2HDIF RN RN o 7z,

A, 2TOZEEEHEIH LU OEKZEE LT, ROX 2 ELTWS, ROXIET VA LAT I
EHOWTWDHR, AHOEIEEERETES, MOHELUEHRE AvE—IY 70y 7 BOMBUCHHIL TH
D, ABRVWEWVWR S, ROX 28D 78Rk DZ2MRT - FHREIER, K3 & B-oTWD,

French Saphir Project (Cryptolog, France Telecom, Ecole Normale Superieure, DCSSI and
Gemalto),“Revisiting security relations between signature schemes and their inner hash
functions,” Ecrypt Hash Workshop 2007 [26]

ATl Ny Y BTN 2 HENEH AT — LOLZEMEICUTIZZEST 0L T, WK
FHREREHE U TH Y, RN AR Hash-and-sign OBERZIREL TWD, IHITHRA R 77 TV —I2%
HAF— L% NFELU TS, T U T Merkle-Damgaard /5 D4 Y IR URL N ¥ 2 BEUE [#5 Z & 2SRER
(F721E, HERR) RBHAF— LRI EEST 202 REL TS,

10
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K 3: ERIIEROMERIED L 2V

T 30'RES Coll || Sec | aSec | eSec || Pre | aPre | ePre
Strengthened MD Y N N N N N Y
Linear N N N N N N Y
XOR-Linear Y N N Y N N Y
Shoup’s Y N N Y N N Y
Prefix-free MD N N N N N N Y
Randomized Y N N N N N Y
HAIFA Y N N N N N Y
Enveloped MD Y N N N N N Y
Strengthened Merkle Tree Y N N N N N Y
Tree Hash N N N N N N Y
XOR Tree ? ? N ? Y N Y
ROX Y Y Y Y Y Y Y

Scott Contini, Ron Steinfeld, Josef Pieprzyk and Krystian Matusiewicz,“A critical look at
cryptographic hash function literature,” Ecrypt Hash Workshop 2007 [13]

N Y aBABIZDOWTIL, B2 REBPEHEIFETIN, TNHDELIFEB LAY, ZOY—RAT
X, A REZZZHLU. ZOWESENEDEDIZENLLTE AL, £/, SHALXDLPE DEHN %2 1E
MBS I2& ), RSB 2T 2 2O0HHMRE 217> T3,

Matthieu Finiasz, Philippe Gaborit and Nicolas Sendrier,“Improved fast syndrome based
cryptographic hash function,” Ecrypt Hash Workshop 2007 [24]

Mycrypt 2% CHE I N2 AT REZ 2 2R B EMME% £ DNy Y aBn 7 7 I ) —% DD HIETH
B3 HEZRBELTVWS, TNHIK, BREMBEBEZEML, HOEDYEDIZE U WETKRIE L AL % 325
52l Ny VaBBIIHT R E LV ELS TS, WHZ VA LT EHCEZRODVIZ, VX
LR EFI 2 WS Z 8 ThHh D, ZOROERITEBOB S THRIZLD, 00X DIk, 1751 HREUER) 72
CPUDFYYYalZETEHI L, MDDk, AT —BRLNAZEEEOH UVEHVLAEEIZRS Z
L ThHd,

J.J. Hoch, A. Shamir, Breaking the ICE - Finding Multicollisions in Iterated Concatenated
and Expanded (ICE) Hash Functions, FSE 2006 [35]

NY Y aBBONY Y aREMET S HEE VT, #EOKDREL N ¥ a0 %85 L TNy
VafE AT D HENRD D, ZOHETERI NS N Y BEE D K UERE (1IC) /Ny ¥ 2 B e I
B UL, 2004 412 Joux (2 & D), #YE U NY ¥ aBBOL EHEERE KT, ThEHCZIC NNy Y a
BBOEERENFRI N, ICHAY Y 2alIETONY VA BIIREI BN E B IRV EWNSho>T
Wb, ZAUIHL, ICHY Va2 EmDd 2012, Ave—I70v 72 EREIAF Y VT 5
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2.4 Ny Y BHOE Fki K 2 GEMITTAEAR N Y S o RO 2 B

ZeERFL, D, AvE—YT0v IO ANEE ZEMBERE IR TERSND, WD IEEE
16 U 728 O 58 USSR (ICE) Ny ¥ a2 £ 25 2N TE%, ICENY Y aliid, Avke—Y7
Oy 7DAXY VEEPHRKT2EHEWSHIO T TIE, Nandi Fizk Y. 2005 FIZEHRINTVWDE, K
WX TR, AF vy VEEE s BT —fBLUAZICEIZRLUTE, WO IRL Y ¥ 2 BB LT
L EEEREI L TE, T ICEICHT O EKBEMERTID L ERLTVDS,

Markku-Juhani O. Saarinen, “Linearization Attacks Against Syndrome Based Hashes,”
INDOCRYPT 2007 [88]

FHARAERO R R MEIZHE DT, ZRMEDOFEHZ DN ONDONY ¥ 2l REINT VD, T
DT, FSHEEROKNE 2B D W% LT, Fast Syndrome Based Hash (FSB) HM2IE 3 71T
W5, FSBIXEMBEZIREL TWEH, ACERIZE Y. OGS K HENKERINTWS, KHE
12128 B hORLME D EFFFDOFRT S TN TV ALINUT, TAZ by 7 PCT1RHUAT
o T\Wd, KXOEHIE, ZOBEOEFMADOIE YL LT, FSB A& DWW T W2 MIEIX I IXK
HTHDN, FBGE IHRICEIZEDOTHD Z L 2EITT05,

T. Ristenpart and T. Shrimpton, “How to Build a Hash Function from Any Collision-
Resistant Function,” ASTACRYPT 2007 [81]

FHE MR O R A REIZEONT, RGP ARERNY ¥ alBREINT WD, ZNH5DNY
VaBBIZB N THEbNG LML < DG, ERIMEICETLEEDTHY, Ny ¥ aflBUlifEI NG
HED S BEEMELAADDN D2 FRELHHOE TV RWVGEERH D, Fil, FIVELALTTIINERY
KEHINTUESHARD D, KX TlE, TV HLTTIINEDREFIDDNERNINY Y o B % fEij25E
M0 B BEHMNH/ES Z L % HIEL T, Mix-Compress-Mix (MCM) fEpk & WO FEKIEZIREL T3,
ZAE, EEMMEZFOBEBH 2 2 DORHN L e, eo THROLLWIBLDTH D,

MCM(M) =¢egs0Hoe (M). (6)

€1, g9 MEHIR S VA LA T 7 IVDGE, MCM » monolithic BT VAL Z 7 NWIZREZ L %2FFHL T
Wb,

S. Hirose, J.H. Park, A. Yun, “A Simple Variant of the Merkle-Damgard Scheme with a
Permutation,” ASTACRYPT 2007 [34]

AFSC T, #H UWEFIRHE K X Merkle-Damgard with a permutation (MDP) Z$2% L., Z2MD
AEHE S ZT0S, ZOARE MD AROERTH Y, Bk A v —I 70wy 7 20T 5 ERTIZAEE
REEATERIC LD BT D Z EARETH D, MD ARG AVE—V2RTES I LI, E48/\Y
VafEFATETUED WO FE U K RWHE extension property = £ 255, MDP ARiXZ DMHEE %
Rz, ZeMiEHe LTIk, PREEULTOMER I VALAT 7NV E U TONEEZFE >T VS,

12



25 F&d 3 SEEEVEREEMIAL Ny > o IR 2 ME R

25 FE&&H

RERATIREZR Ny ¥ 2 BE D Z R VEFHIEA I DWW T, AE ERET 2178 072, N ¥ a B2V
211D 12 ODOHER BT R EMFM D /2ODE T IVICET LB M EZ ML /2 BT, BFEO/NY Y 2o
WT, EEL U TRHAINTVWDSED, /2, BFEHUSREINAZEDOZHTLE L TOKEZITR S,
IN5IE, BOEDMREHAMNIIER I, DETL ) EDEEMELSE L T EHEMiTH D, AETOHE LMK
FHZ &Y, BEHHIERLZEETHD/2ODETIVEIZBL, WANZRELNMTONTWS Z L 2R,
INY Y 2 BRI OD RE FIRHER DORER T VR RRER G IEIZ B9 2 B, AT B D 5 1A PE X3 12 B4 % A
=197,

3 ZEEMEEEHRE/ Y a1 EHROZ 2 ML
3.1 AEEB

ARFETIK, EFEH7ZIREINTW S VY Y 2 B0 T OMOREE S 5 s g 5 Hl o 2tk & 22k
MR EDFE Z 17, PANIC Z 0L 2WFMTIEZ2IEHT 2 200 %175,

SHA-1 % MD5 2 EDEBIZfHbNT W2y ¥ 2D % Ik, EMBEE L WD AT EEE OB
EMVBEUEATIZLIZEY, FREDAYE—VENMET S, 22T, EMEEROEY IR AEIZ &
TIILK L EIETNT VD, EFREHLKIZIE, MD(Merkle-Damgaard) #EIEN — I IV SN TV 7245,
Z DORERIEIZR U TR, TR, BRA BBEBIREINTE Y, ZOMERIEIZ DWW TORE UG X, B
UVWERBIL AL RREINT VD,

KRBT, Ny T afilE 20120038835, —2ik. ERU & D IZEBIBILK & FiEEE % HAE
DEEEDTHY, —DRFVEBRERZ A=Y T70v 70K R UBRRERD I 212 &0 gL m
ZERLU, TOBROBERUIIZEY) — A2 ER T2 LD ICKEIINAZEDTH D, BiE % EFIRIL K+
JEAMERARUIY, % 2 PANAMA B IFRZ L1295, UTFIZINSDZMORIZDOWTAT— MADAS
IEDKNDBSN O DL NS DRENZRT, AT —MADANREE KT 2 L. WOIZERISIE K+
FEAGREEUE C 1k Whirlpool 1£ 100% T Y, SHA-1 1 20%TH 5., 100%IEWVEEEEN, Ay —IH
PO EIILICT DR EELSTI2LENRD DN, EIEPNI W EAREIZZR DDA Y 2 — I FERI % fi
BREBNEDEHAND I ENTE D, RIZ PANAMA B TIXEAIZ50% THD,

T ISR+ EMERE R D Ny > 2 BBUE, BEEIZ, W< O»DBIZHINTE Y, KERITLetDE
TEMMT A DEDRENH 2, [EMEREBIE. 7Oy VIS E X—ATERINTHDEDOR—RINTH D, *
BTy RS NR— AN Y a B R K5 IS, TOMBIER IO 2OV SN T W5 A % i
T2,

3.2 EFREILA+EMERE/ Y ¥ a1 FHORE MM

AHEITIX, & BEBEIER+ AR Ny ¥ 2 B O 2RI B & w2 95, RHIHEANETF
& UT, Kelsey 12 & % Tiger DI, Saarinen (2 & 2% FORK-256 DB % %5175, Tiger DHEIZE
WTIE, 7YY RBEETCOFRM—BUZ L) Ay —VBHHEITD LW FHLOFESRSONTE Y, EET
H3, £7-. FORK-256 DIREEIZHWTIX, 7T ROFORK-256 M6 TE Y, BREN, £0D
fii, MD4, MD5, HAVAL, SHA-1, SHA-256 & & ONZBIL TOHRE N T %,
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3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

# 4 HRENY Y 2B

AVAVZ=N: 34 Ny Yok (bit) | JEMERHEE—R BRI

FORK-256 256 Davies-Meyer mode TE I HE K+ HE B K
Grijndahl 256 or 512 - PANAMA #1

MD5 160 Davies-Meyer mode RE FRIBHE K+ A B 2
MAME 256 Matyas-Meyer-Oseas mode | 7 Z3gHE K4 5 R
PANAMA fE IR - PANAMA %
RADIOGATUN || filB& - PANAMA #4
RIPEMD 128 Davies-Meyer mode RE FRIBHE K -+ A B 2
RIPEMD-128 128 Davies-Meyer mode TE I HE K+ A B L
RIPEMD-160 160 Davies-Meyer mode TE FIBR KA M B R
Tiger 192 Davies-Meyer mode RE FR ALK+ FEAE B E
SHA-1 160 Davies-Meyer mode RE FRIBHE K -+ A B 2
SHA-1-IME 160 Davies-Meyer mode TE I HE K+ A B L
SHA-256 256 Davies-Meyer mode TE I HE K+ A B L
SHA-512 512 Davies-Meyer mode RE FRIBHE K+ A B 2
Whirlpool 512 Miyaguchi-Preneel mode RE FRIBHE K -+ A B 2

£ 5 Ny aEBOER T Y IS

N Y A || BEA Y 2 — )V ORI & A T— R B B A
FORK-256 FREL 7 — R B E 7 — )V

MD5 RRAL 7 — R B E 7 — VB

RIPEMD FREL @ 77— R HUN TV, FEATINEE. &ET 7
RIPEMD-128 || ##8d : 7 — N AL E TV, EATINE, KET 7 N
RIPEMD-160 || ##f8 : 7 — R HAL & #a TV, FEATINE., &ET 7
SHA-1 AREL - PEMAGRERR], K@ 7 b 7 — VB

SHA-1-IME FREL 0 HE A SR 7 — )V

SHA-256 FERREL - FATIIE A, KEY 7 b 7 — VK

SHA-512 Fefmd 7 — )V

MAME JERRAL : 4 ¥y b S-box, XKEYZ7 b | 4w b S-box. KET 7 b

Tiger JEARA - BATINE, ., KEY 7N | 8¥w MAN64 Y NI S-box
Whirlpool FERREL : 8 ¥ b S-box, MDS 17741 8-bit S-box, K[E[Z 7 b

14



3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

3.2.1 Tiger

Tiger I&. 1996 412 Anderson & Biham (Z& > T FSE THERINZ 64 Y b CPUMITONY ¥ o
BWThO, 1928y bONy Y afizliidd, CNETOEIA, Tiger D7IVI UV RETIV (24 T Y
VR ICHT R EELBIA SN TRV, TV REHETIVCHT 2EHERE, KOT7NVI TV RE
TG 2 ORI R B IIAFAET B,

F9. FSE 2006 (25T Kelsey FiZ& W) 16 R 17 77V RIZHHIN/ZE T IVITHT B E2ei
MFERIN [42), ZOBE. 20 77 Y RGHE TIVOEELE KBS FRICHERINT VD, TDHK,
INDOCRYPT 2006 (23T, Mendel 5F12& Y, 19 772 RTOEEKDV 22 T 7 2 R TOEBULLUEZE
R X N7 58], X 512, ASTACRYPT 2007 128\ T Mendel 22 &Y, 7T > R TORRLUELLE
ZERV23 T RTORBERICKREINT WS [59], ZN6DOFEEER6 IHOD, UFTIER Znb
DFERDIEME L 725 Kelsey FI2 XD 16 77 2 ROBBIZOWTHES % 383 5,

# 6: /Ny ¥ a BAEL Tiger IZA3 2 BB DO

B N
Tiger-16 (EIESE = 24 [42]
Tiger-19 HIELE 202 & 299 | [58]
Tiger-19 2RIELE 24 [58]
Tiger-21 BEALL I 22 A 42 206 [58]
Tiger-23/128 | BEAIEZE K 2% [58]
Tiger-23 B D1 2 247 [59]
Tiger-20 BRI (oL 2 218 [42]
Tiger-21 AT 22 T B 24 [58]
Tiger-22 ST 22 T B 24 [58]
Tiger BRI DU JE T 247 [59]

Tiger DLk

EFEIK Merkle-Damgard i & L > TH Y, AV —ViFNFT 1 V7D, 5128 MHEAID A Y & —
V7O ZIChEIIND, JEMEREEIE 192 By NONEIREL 512 8y RO AYE—T 70y 7D 704
Ewy hxABELTEY, 1928y NOREREAZ TS, Bk AvE—Y 70y 7 20U ZEEZON
MIREE 192 ¥y haANY Y afi LTHANT 5,

[EfEREE JEMEREBIIE 24 2V RSB, 24 9V RIZ8 TV REBD 3 DDA I 5N, N
HORRE, Ay —Y 7O EEIZ64 Y MRAIZDI BN, TNEN (A,B,0). (Xo, -, X7) &FER
T2, KTV VRTIE(A4,B,0)% 12064y T —R X, ZHWTHEHTD, Hi 77V RKERTRON

WIREEE (A, B, C) £ FT3L. #HiT9 Y RTOLMILTTHS (M1 2H),
A; = (Bi— 1+ 0dd(C;—1)) x mult, (7)
B;=Ci;_1® X, (8)
Ci = Ai—l — even(Ci_l), (9)
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3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

A B Ci—1
b
ven|
FHpdd |
AZ‘ Bi Cz

1: Tiger D Z 7 > R
72720, B2 S ARKROE 3 NAIfFibNd Xy, -, Xo3 1 Key Schedule #1112 & Y Xy, -, X7 £V E
HIND,

(Xg, e ,X15> = KeySchedule(Xo, e ,)(7)7 (10)
(X16, -+ , X23) = KeySchedule(Xs, - - - , X15), (11)

KeySchedule B#i&. AJ) (Yo, -, Y7) I LT, AFRCTEES (Y, -, Y) 2195,

first step second step (12)
Y] = Yy + (Y+ ® A5A5A5A5A5A5ABAS5), Yy =Y+ Y/, (13)
Y =Y, @Y, V' =Y] - (Yy & ((0Y7) << 19)), (14)
Yy =Ys + Y1, Yy =Y, Y], (15)
Yy =Y; - (Y2 ((-Y2) << 19)), Yy =Yy +Y7, (16)
Y=Y, Y3, Y=Y - (Y5 & ((7Y3) >> 23)), (17)
V! =Ys + Y, Y=Y, @Y, (18)
Y =Ys — (Y5 @ ((-Ya) >> 23)), Vg =Yg + Y5, (19)
Y=Y & Ye, Y =Y{ — (Y{ @ 0123456789ABCDEF),  (20)

Tiger &4 DD (8 ¥ M AJ)-(64 €Y NHiH) D S-Box 2\ 2, (9), (7) D even(C), odd(C) I&ZTNT
EE, FEFEHDONA &2 AT L U7 S-Box AT, ROLSITEHIND,

even(C) = Ti[co] ® Ta[ca] ® Ts]ca] @ Talcs), (21)
0dd(C) = Tyler] © Tses) © Ta[es) @ Tiler], (22)

ZIZT. Ty, -, Ty 134 DODS-Box T, ¢; & CDjHBEDNA M TH 5B,

2- /R ICERIE i Tiger 1T % BERKE

FSE2006 T Kelsey & Lucks (2 &V, 16 7 7 ¥ RIZfEHAL X N7z Tiger 126 T2 HEEREIRFHER I N
7z [42), BEINZKWEOFIREIL, 24 B OEMEBEEITEOH UICHYT 5,

16



3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

AWEETIE, 64 MIX, VIS U TIE XORZEDD Ag(X,Y) =28 D4, BiliZESE AL (X,Y) =
203 L) WEMNEUMHEICRD WS WEEE LT S, Tiger IFAMEHE, SMEEEONGZ ATV
M, ZOWEEHWD I THAMICHTEHEDZRNR B BENAREL RS, BLIFTIE. 2064y
NEBDENMEE T =203 L5k T 5,

WGP TV 2 — )V DENRE. 77 REBOENRE 79 Y REBTOAY—IEHD 3 D
DEF IR T END,

BRTI1—IVDESRHHE 16 77 K Tiger Tl AT Y2 —)VT, 512V AV E—Y X, .-+ X7 &

1024 € MIIEET %, 1024 EY DS B IflDYo3IA v =TV ZDE DT, $55 D501 KeySchedule(Xo, -+ , X7)
DOHIJI (Xs, -+, X15) TH B, KeySchedule BI#UX, AJ17%E5 (1,1,1,1,0,0,0,0) (20U, HER1 THIIE

43 (1,1,0,0,0,0,0,0) & 145, BULTIEIDENEEE VS,

FOVRKBEROESFE TUYVRBEBMTIE3DD64 Y NE (A, B,C) W77y REFIZHEZ HWTHE
FXND, 16 772 R Tiger Tld, HHIZLZ 16 B KYD, TV RTIR64 ©y MK X, MWMHibhd,
IV REBIZBWTIE. 6 77 Y ROANRONIEBDZESM (1,1,0) THY, WOPATrYa—)b
DESINERDEDTHIEX, I TV Y RTOHIIZEME, HE1T(0,0,0) 25, HETIE, 0%
SREE WS,

FRE2 DDEDSFEIZE VTR, 97U Y RO TR THWIREBOZZRSZY, D, 107V
Y RUBEOBA TV 2= DERERN, [>T, IV REEDTHIFIX, HAOINE Ny Y 2 flIXHE—
e, HMERTWEONG, TIT, KB U THERIFEIX. 656 77 ROFBIIZENH (I,1,0)
ThHhDNHIREERD L THD,

SOUVKBAHTORE—BUCLEAY E—VEH AVE—YOHBEEZHWT, HNOHNEIRED %D
2132 2L E2HIET, TOLODITROBATNRAY L —IFEHPETEL 25,

IOV Ri—1TORNEIREEA B,.C L A B, C' L\ WK OPDAVY—VESNEZ LN I, i+1
TV RTDC DEMED AT(Ciyr) W 0* LRDEDBAV L —VEGHE 228 TRDODDZLMNTE D,
HARBIZ I,

deven(Biy1, Biy,) = (AY(Bi_1) + 6oaa(Bi, BY)) x (const) — §*, (23)

MW7 IND XD, Xy, Xipg ZRONIEE N (K2 28)0 Soven, doda DX IIXT U 232 [ DEFHEA M E
THY, EMREEICTD L 228 YT S,

ZDRABEA Y=V EHEZ AT, KEKKRA Y=V EH 2TV, 24 [ 0O EMHEEBIEOH U T,
677 REAFREONEIRIEE DM (1,1,0) L7282 AV —IUNER/DZZENTEL, fE>T, 24 [HO
JEMERARE O U TR B Y 2 5,

3.2.2 FORK

FORK-256 & FSE’06 C Hong %12 K W IRE I N/ 256 Y hDNY Y afiiz i h$2d Ny ¥ aflfliTdh
%, FORK-256 (2% U Tid, Matusiewicz & [53] KU Mendel [57] 12 & V) flify€ 7 IVITH 4 5 E 225 g
MR SN, I 512 Matusiewicz 5 [56], [54] (&) ZIVETIVTH T DEEKEN AT SN TV S,
INEZ, B BT OB I IE % R 728 72 UR R % 2007 SIS R U 72 [38], LU, ZOBEM
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3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

2: Outline of the message modification step in Tiger.

FORK-256 1Z%f L C%., INDOCRYPT ’07 C Saarinen {2 & V) BEKENFHER I N TS [87], AR T,
ZDOWEIK FORK-256 K U'Z DEZEHEBEIZDONWTH TV,

FORK DI #D#E

EFEEIA FORK-256 I& Merkle-Damgard fE 0D 256 €Y by ¥ afITH D, A vt —VIF/N\T+
VIO, 5128 NEAID A =TT 0y 2IIpEII NG, NEREEIZ 256 €Y R THY, 1 I VR
ZHER T B EMERIENE. NIIRIEE256 By R 1 DDAV —I 7B w27 5128y hDEF 768 KW k& A
hreLTe), EHINAZNEIRE 256 €Y NEH DTS, A=Y 70y JOWMENTHhNG i
MooV ROEMBEBOH 256 €y haNAY Y afie LTH T 5,

EMEREE i — 1 7oy 7 HR TIRONIIREEZ OV, L3l T 5, i 7Ry Z7HIZEWT, JEMBEIE. W
WRECV, i BHOAY =Y TV T M; # ASTE UTHEY, NEIRE OV, 2095, BURTIE
AVt —I70v 7 M, % 16fHD 32 € N7 — R M;[0],---, M;[15] THRDO U, HNERREE CV; % 8 fHD 32
By b=k CVi[0),---,CVi[7] TEDT,

JERERAEE 4 RADWMANL 8K BRANCH; j =1,  AMBBY, TNENCV; & M; AL TL B,
BRIk, BHR S8 ATY IMNHRY), ATV T TR 27— R (64 Y hN3) DAY E—Y Ty 7L
27— RPOEBEHANT, 256 €Y NONEIREEZEH LT\, £AT Y T TOEHHDONEIREE
R = (RY[0],-- ,RV[7]) Liid ¥ %, & Rk I3V —KTH%,

RV = STEP(RY), M;[o;(25)], Milo;(2s + 1)), 8[p;(25)], 8[p; (25 + 1)]). (24)

ZIT. o) RO py . TREN, AT THICANING Ay —YT O DT — RROERT — k%
EOHEBTH S, ZORPEADD LS, & HAFY FBTBATFY THEIZETH—DEDT
b3, FHEOBNE, AvE—YTOYIDT—RROERT — ROANE o), p; KEHI TS, &
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3.2

TE FIBALA + FEMEBI R Ny o 2 B D & e VERTA

3

SAEMERE TR LN > o RO 224 M A

KT Av—y70vIDOANE

Step Bl 2 £ 3 £ 4
s | o1(2s) o1(25+1) | 02(25) o2(25+1) | 03(28) o325 +1) | 0u(25)  oa(2s+1)
0 0 1 14 15 7 6 5 12
1 2 3 11 9 10 14 1 8
2 4 5 8 10 13 2 15 0
3 6 7 3 4 9 12 13 11
4 8 9 2 13 11 4 3 10
5 10 11 0 5 15 8 9 2
6 12 13 6 5 0 7 14
7 14 15 12 1 3 4 6

BU—REAY =Y T0Y 07— REEAMKIZ, 5H16MHHD, o FATFDOET D@D THD, EHT—
RIFBRTRARDZBBETEHEL BLRWD, p; OFELBRIZERYT 5,
AT THBIZA T OED TH 5,

REV[0] = RY[7) @ (F(RS[4] + 0% + 6[p; (25 + 1)]) <<< 8), (25)
R[] = RE[0] + 0 + 6[p;(29)), (26)
REHV[2] = RO[] + F(RD 0] + o), (27)
RUTVE) = RV + (F(RYV0] +alY) <<< 13) @ g(R{[0] + ol + 8[p;(29))), (28)
RV = RY[3] @ (9(RVY[0] + al*) + 6]p;(2s)]) <<< 17, (29)
REIB) = R+ 68 + 0]p; (25 + 1)), (30)
RyTV16] = R[] + g(RSV 4] +05Y), (31)
REHV[T) = REO[6] + (9(RS[4] + b)) <<< 3) @ F(RE[4] + b0 + dlp; (25 + 1)), (32)

FEU. alY = Mio;(2s)], 0% = Miloj(2s + 1)) THB, &HE, BTV 7 (s = 7) KT HOWIBR
BRY #HNTH, Thb RY BROT, EMBIRD I,

CVina[t] = CVilt] + (R[] + R[] @ (R[] + RP[), t=0,---,7, (33)

LEHEIND,

MRk FORK-256 |IZx 9 % EZ2 %

Saarinen (2 & V), §E X7 FORK-256 (259 % #2214 %A% INDOCRYPT 07 THEI N 87,
DB, —HDAY =TT — ROILHDA T I ZHANTNDS, HEOMIKIILLTD@EY THD,

Ay =Y DEBOF+HY 1 OOKTIEE MK X8 AT Y TOMTa A ELTHES L 1L
FEbND, Kz, M), B2 T, K3 Tika) E UTERN, 72 M[14) . K1 Tl al?,
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3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

BaTir b L UTHNG, BRATY THETHO OGN INED A v — I+ S i, E
BRIz, EHBEER (30), (29) 25,

@)1 p(M (7)
R®[5] = RO[4] + 57, (34)
R4 = ROB @ (g(RP[0] +alV) <<< 17), (35)

J

RBEMM, Inh»b R[5 by’ a1 &2 Vb IR ITHAF ZEMPMD, 2T,
5% Zhmd RV LY, of I3k, b0 I IR T B S e B, Gt

ROB) 8 L0 R 13 M[14] ik, ROB) ik M1 cikmE . RPB] ik M1 BBz LT
W3,

Ny 1 EOBBEE WEHRE (N Y afl) O—EEEEL, W) HLENY YA EOERERDS Z
MTENE, BOONAEMTNA—ATAREETH LIk, HRESDRNCRMITE LW TED,
BIZIZLARTHE XS CVy[5] = CVi[5] DE & Tk, 224 €Y MDEFTOMEZE % BT XX <, FHERH
E /Zx 2% 2D, UTFTIR. INPERIZTHTHEILERSD,

BEWE CVol5] = CVi5]| 2 B XET L.
RY[5] - RY)[5] = R [5] - RY[5), (36)
LB, LFD 2O 2KRsZ & T, ERISEHRINDS,

1. M[1]=0& UL, M[14]=0,1,---,232 — 11 LT, #2 L3 251HT D, 7220, t=1,14 B
D Mt S EE L2 T3, & M4 LT, o= ROB) - R [5) 3L, M[14] 13
T2z OXNIEREFERT D,

2. t=1,14 DISD M[t] 2 BB 1 TOMICEEL., M[1]=0,1,---,2%2 - 1IZHUTE 1 &84 2515
U. y=R®E - ROB]+ M[1] 2 k3. y & M4 ICIHRIE LRV 72D, M([14) & BT 5 B %
FEV, F2, oyt M1] 2 & 201 2 13 RPB) 258U T M1 SHIZIKEL TH2 2D TH 5,
y=x7%% z WEE1DORITFETLIHE,. ind S Mt OMIEN (36) 2729,

Bift 1, 2 TlE, TNZTNICBVTH 2 DO0DHE LML AW, BB TOFERIX, 230 [0 EHHEE
LU L &), 5232 [ OJEMBEBIFOH L L 25, M[14], M[14], 2, y I ENE 32 €Y N RDT,
x =y LR5PHOMPFHEIL 232 TH D, Bl 1 Tl y DADOHIIREEZBEFZL TV ARVWET DL, o=y
ERSGAIT, HUR 2 &3 2FHETIHENH Y, 23! [OEMHEBIEOH UANEINTRHREL 55,
FERL. (36) &7z A Y=L TNy ¥ iM% 232 [l 72DIZ, 3 x 232 [HDEMEBIBIT O L
BB, Ave—Y 1Y) ICHET 2 L 3 MOEMEBITOHL L85, >T, HRIZLEL
8% JERVMHDAYE =V Ny Y AEDOMERFD DITIE. 3 x /T x 212 ~ 21129 BB O
HUDBBELE 5%, BB, BELINZATYOREIEIHMEALL 21129 TH5,

ARWEEI, WRATO FORK-256 (X U CEEHARETH Y, 22 TE 2129 [ EMEBEBIFOHI LT
EEERNIZZENTES,

20



3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

3.2.3 Tiger & FORK A D/\y o 2 B

Magnus Daum, “Finding Differential Patterns for the Wang Attack,” Conference Hash Func-
tions [16]

Wang DIEED AR EZETIHD L AV —VRBIEL T, TOEMERZRET DD DD
MHEDMN, KX TR, ERMEE2HERESICEREZEDE TS, Wang (&, 7 EEIZ” X7 FT”
TIDWR AT/ F2TV2N, EE ZOXBHFTMBEZ >THEN2RTHADIET, WOM»
DTATTHEEETEL, ZI TR, MD5 IZHTOIHBEEZHL TS, DDAV =Y 7Oy r%
HWHUTWSEN, —D2D Ayt —T 710w Y7 Tnear-collision 2l L. “HZHDO AVt —Y7Ow 7T,
EEHE LTS, 22T, #1ODES D near-collision #EERIZRD & S IZ{T7HONT WS @ Stepl: HifH
MOFAED AT TINORER I ND D /NNE—2 ORFE 21T,

Step2: MD5 D#&GFMN S, AT Y 73306 AT 7 64 D52 % near-collision MEK T X 3,
Step3: Z DEMEENENHER TR I D LD BRAN D %EIRT S,
Stepd: WHID 32 AT T THEIMEEEEBFTED LD RV I AZDMEEHRT 5,

Norbert Pramstaller, Christian Rechberger, and Vincent Rijmen,“On Variable Bit-Rotations
in SHA-1-like Hash Functions,” Conference Hash Functions [77]

N Y BB SHA-1 13 AT TBIEOH T, constant bit-rotation Z VT3, UL L. MD4 DAl
DIFEAEDINY Y aBl8EIE, AT 72L& > T rotation 2175 €y NN E AT % variable bit-rotation
EHNTWS, SFETHOEIA, INSLDERED/NY Y aBBIZHEWT, constant/variable bit-rotation 7%
FHEHIZEZ 5N TRV, KREwCTIE, BYERUNY Y 2B#BIZE T % variable bit-rotation % f##fr L
T, SHA-1 BIONY Y aBBICESZE S, INSOMRFICE T 2BEDMEDE S 5. constant
bit-rotation DX Y IZ, variable bit-rotation Z i L 7z & TDF|fIRE NI DWVWTERLTWS, F7z,
SHA-0 DFEFOERET, A5 < HWSNZ L BbN D HEHEEHIBET 2 IHEE 52T\ 5,

Hirotaka Yoshida, Alex Biryukov, and Bart Preneel, “Some applications of the Biham-Chen
attack,” Conference Hash Functions [96]

Crypt2004 TH#E X N7z Biham OKEIZBL TELL T3, ﬁ%t?éﬂ PRI, R 22 PR
CEBMETH YD, IS5 Y aBIO 3 7 BT H B IEMEEEIC RIFTREICI OV TERL TS, K
%TQHﬁQﬁ@%%@ﬁﬁét@‘AVVJ%ﬁND5®f$%ﬂﬁ%ﬁofwéo

Norbert Pramstaller, Christian Rechberger, and Vincent Rijmen,“Breaking a New Hash
Function Design Strategy Called SMASH,” Conference Hash Functions [78]

MD4 DR ﬁb&mioaﬁbmn//:%ﬁw Latfagt ¥ U C SMASH 2H %53, AKX Tl
SMASH 128 U THEZEREEZ HKE L TWD, AAETIE, ZEFAHBEIC Y ¥ a8 hFEED % E5
:tﬁ?%éom%ﬁﬁﬁﬁﬁmam:tu¢o‘%$1ﬁﬁﬁéo<é:tﬁ?%éo%%xVﬁ~VK
W BRMEMEND BN L ZFHLUT, BROHD AV -V THEEZEZTIEERIIL TV, HE
WEIZRER )Y — I EHTEDZEDTH Y., SMASH OFEFHHEFHIIKS 2 THONY ¥ 2BBIZR L T,
WEAXRIZEH EFHELTHS,

21



3.2 EHISHLK + EMBEI Ny ¥ a B O Z MR 3 FEERMEREE A Ny a2 B D L e MRl

Daniel J. Bernstein,“What output size resists collisions in a xor of independent expan-
sions?,” Ecrypt Hash Workshop 2007 [5]

& film) WEI 3 EY NOANZEI 40 €y MOHIITHEET 5 & X2, mq, ma, mg,ma— > fi1(m1)+
fa(ma) + fa(ms) + fa(ma)(AJTIEIZ 12b &y b RIF 4 € 1) &0 PR GREERI TRERL S N5 [T
MEEEEUL L DREE L 2N LWV D MEEZ ZR LU TS, Wagner D—f{LFEEH 7L TV XAZHE L, FHE
BHZE 2005 24b/9 IZHIK L T\ B, f1, fo, f3, f1 DFEROEKIZ, A MY — AlES Salsa20 OR§KE S % F A
A9 2 Z &124& Y Rumba20 & WD JEMEREEZ B L TV 5

Pierre-Alain Fouque, Gaetan Leurent and Phong Nguyen,“Automatic search of differential
path in MD4,” Ecrypt Hash Workshop 2007 [25]

MD4 DN ANE R ZENT WD, NSRS T2H UOCHEERBICED &, Eo N ABEDOH L\
HEEH5ZTWDS, ZOBRETIVITY XAZEMAL, MD4 OFEIZH LT, £/2, F0OAYE—JIZ09 5
FEOFRGBBIZG LT, FVEBWNANAERRAL TS, IV IEMIZIE HrUWSAIREEERERIZE L, JEE
BEBOE 3TV RIZBWT, HiLWAAF LD ADBRWEAEZEL, Zhud, B EAREICH L TEHEM
T3,

Antoine Joux and Thomas Peyrin,“Hash functions and the (amplified) boomerang attack,”
Ecrypt Hash Workshop 2007 [41]

Biham & Chen (2 &Y., Ny YV aBOKEHEL LT, —Za— b)Y NOBEADIREIN-, R
NTClE, 7Oy 2ESMATOY — IV THDT— AT VIR ERZ —a— )Y OV —ILE UTHWSZ &
WZ&Y, SHA-LIZH T2 HEEZHIBTAIENTEIDZ 2R LTN5,

Christophe De Canniere and Florian Mendel and Christian Rechberger,“On the full cost of
collision search for SHA-1,” Ecrypt Hash Workshop 2007 [18]

SHA-1 %c:Bcﬁé%ﬁ?ﬁ%%%i%@%@rﬁmt&) TNOEHKT S Z EBREIZR>TND, K
XTlE, e BBz AT L, HRERET S 72012, BHEPDRGZ GERZRELTWDS, T—AAR
TAIBWT, WEOFEM % Gk U, %%W%WéSH&UDm& IHRUT, FiL<EI N meEsgsR
HEzR L, HEEORBE Y X7 4=V ADOHIEEEZRL TN,

J. Black, M. Cochran, T. Highland, “A Study of the MD5 Attacks: Insights an Improve-
ments,” FSE 2006 [10]

2004 4EIZ Wang FIZ &> T, MD5 OfFFZENFER I NS, KX Tld, Wang FiZ k2B EDOH N EFE%Z
HigL., ZEAVY—YELEDHiEZHHAL, /2. EDNAOBERHIEICETIAEE252T05, Z
NHZEHAWT, FEKEOEELY EIFE I ICRIILTEY, FEEREFELELZY—IVEARLTWS,
Wang 03 IBM DA—/S—=a Y Ea—R 2 HNTH 1 RHEITRDZE D%, RimXDFIEIC LXKk
FIPCIZ&Y 11 B TROTNS
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F. Mendel, N. Pramstaller, C. Rechberger, V. Rijmen, “Analysis of Step-Reduced SHA-
256,” FSE 2006 [60]

AT, Wang FDOEHEKEIZNT 2 SHA-256 DZeM % i L. SHA-256 D A v ¥ — VLRI,
Wang EOREDOWUHAZHIFEEDLB>TVWBEZLERLTWD, ZNEFTRT 772012, /IS—FR—
VAURY MVPELRBRIERA Y 2=Vl VDR RFELT I E2EEL, N7 MVOBR LR
FKLTWD, ZONR—=ER=aryR7 MNLERAWDZ LT, GWHRCEEZEKTLIREMEE2 A5
ZEMTED, M2 EE UARELE LT, N—ZRXR— 3 URT NVOBREREBPRKELSRD Z 0%
ToNdHN, TORIIZEHWT D HELRRENTWS, ZOHEZHAWT, 18 A7y FIZfEifx -
SHA-256 129 2822, B XU, 22 A5 v FIZfB I vz SHA-256 1249 2 BEUEZE %2 LH PC 2B W
THRAFT TS,

F. Mendel, N. Pramstaller, C. Rechberger, V. Rijmen, “The Impact of Carries on the
Complexity of Collision Attacks on SHA-1,” FSE 2006 [61]

AL Tl Wang 0D SHA-1 OEEKBEIIHNLEHHEEZ DT & ) EMICEHRL TWE, TORED
FHEEIE. I N SHA-1LIZEI1T D 6 ATy TORFTEZEDERRERIZE & <IKIFET 5, kD R
© Y TlE, EBED SHA-1 CRFMEEVE E 5 20 D5M2 KD, D&M LilE 2 HIZEH AR T
INTWD, KX TIX, FEERD SHA-1 TRFEENERT S RMEDEDY I, LT LHMEREHND Z
LT, LV EMISGHREREMFIRTIS Z L 2L TWE, ZOHEDFHRIZEINE BT RS 51T
WEEHRER KLY D BRVEREECTHENKIIT S Z L3005,

S. Indesteege, B. Preneel, “Preimages for Reduced-Round Tiger,” WEWoRC 2007 [39]

AEsClE, 77V RAER X 207z Tiger (204 2 JFGHEZ R LU TW\W5, Mendel 0352723 77
R 4> OIRABEE F 2 1 T D JFAR DML [58] 2 VT, 12 77 Y RICHITE S Nz [EMEREEB O G %, 2035 [0
[EREREIE O U Tk D FikE 5 A TWE, ZHEHWT, 77 Y RBHIEI N7z Tiger I LT, B
RSB R ORI 2R L TH Y, FEEIXZNTH 2035 2645 MO FEMBEBITOH L & 2>TW\W3,
13 77 Y RICHIIE X 1172 Tiger DBRIZEHEL TH Y. ZOEA, B F G X OFRERROHAERIT,
ZThEh 21275 21285 mDEMERABIE O L L 8> T\ 5,

M. Schlaffer, E. Oswald, “Searching fo Differential Paths in MD4,” FSE 2006, [89]

Wang D —#HD /N ¥ ABADKLED A ) ¥ F IV TlE, %0 /32A8 L ORERDOYE SR
UCTHLWHBIE SN 272, TOLD 2k, HBIZET 2 I 525 E2M5 72012, AKX Tlk, MD4
2 U T Wang EORETHWS AN /SAOHFHERT VT ALAZREL TS, MDA DEHIOD 24 A
TV TN D453 /3 A% 1000 PAESRD, TOHFTHRED/NAZRLU TS, Wang FD/NAIZHAR, K
BOE 57V RTCOEMERDEBDHL, ZON2E VK EIE Wang S0 E D & V) & FEENDR
WEDIZRE->TWD,
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H. Yu, X. Wang, A. Yun, S. Park, “Cryptanalysis of the Full HAVAL with 4 and 5 Passes,”
FSE 2006 [97]

AawiE, 48 AB &5 782 HAVAL (IZx§ Sl 2508 LT\ 5, ZOBEIE, £3#E)R A Y
Y —IVDET2AT—HENETDEDIINSIENINAERDD, TUT, NERIRBIZN T 2 &R %2
U, RERNEZIND LD ICAYE—URHETD, TOHEKEICEY 47SA HAVAL I LT, 2 D08
FENREEBELE BT TS, 2D00BBLEAY L —IXRTFE2 70V I AV =T (2048 Y ) D
RYTHd, 121Fk FE70VID1T—ROMIEDVRHD2EDTHY, 243 EONy Y 2 FHEFFOH L
DFHBERETHEEIINMTZAD, £ 12, F7OVID27—RIZENLEHZEDT, FHERIL 2% HD/NY
VaBBTOHRLTH D, X 51T, KX T 5 S A HAVAL 2R LT, FHEEMN 2123 [Ny ¥ 2B
IPOH L & 2%, B EOBHERBEIEEL TN,

3.3 PANAMA Bi/\y < 1 O LML

Nw Ty, AF—hKhEWD T OORONEIRES Dy ¥ 2Bk E PANAMA BNy S 2 L FERZ
LIZT D, RTONEIREIZOIZEY hIXND, BAVE—=—VTOY 2 U TRDATY TWEGFIND,
HIDIZAT— MIFEEE A EHATE L ICEVEHIND, RIINY T 7 e AV —INAT—
MZHHEREEM I NG, 3FBHIZAY =TI 70w BN\ T 7IZALIND, Ny T 7 ODNEIRRIEE
Uz X D EHFIND, PANAMA #/vy > 2ld, PULLE—R& PUSHE— K254, PUSH E—RT
. NV T FIZAYY =Y AINRHY, TD PUSH €— R CIIEERNHEN: 2 FEH L PULL €— RTlZ—F4
MM E LB L TVOD &\ D AT, Whirlpool, SHA-1 28 Xl # DNy ¥ a BIEUC B I EG Sz 7oy 7
S CEEBEEZITV., TOBOLZEDIHIN-ZE— RT—HAMEZERL TS EDLIXER S-S
¥,

AR, PANAMA BNy Y 2 BOREINDDHY, ZDXA TONY Y aflBOWL DL, /3
T 4= YV ADBUITOREBHE INT VD2, LRWOBUINOIE, FHliFIE BT LD R E L&
WEIEWRBRVDOPEIRTH D, ZDXA TONy Y 2Bl TEELRE DI, PANAMA, RADIOGATUN,
Grijndael FTH 5,

3.3.1 PANAMA [CH3 3 KE

PANAMA IZ, N"— R 7R IC H— REZBIIBVTEEHRBENKEILZS>TUEI LW REDRH D
M, V7R TREIBNTIR, PRDVEWST7 44—V A% RL TS, PANAMA iZAY Y —Y 27
JVa—ID&EELTHEDIE. NV 77 EIRENEET 4 — RN P VI AR TH D,

PANAMA %, Rijmen 52 &> CTEFEI /2, PANAMA D/Ny ¥ affild 256 € M 72085, % S Of#s
FHETIFFERIZ 222 THY, HAEHKBEOFHER 212 L) RIFICDRWVEIRETEZEZ O35 2 en
TE%, WBRHEIZ, ANKRBIZEZEDT, AVvE—UXN2ANL, H2 70V 70UEBZIZNY 77,
AT —INADEDEZHBIE D LWV HIETH D, EBRITIE. AT — DOEZEIZZ DV < DD EZE
T THEEL, TNTHOHIEREICB 2 EZNEHEBI T L VD HIEENS, £9. Ny 77T
2EMMEEERTEEO T A— Y 2RO, TNEHCTAT—MNDOEE T +—< Y MEDITB, KIZ,
AT = MNIFA Y=Y ATOMIZNY T 7 PEDATINAZDT, AvE—IESN—EAIIND L,
ZTOBTOY I7HIZ, £ —EZOEMENNY 77 ANEUTAT—MIAIINE, UL, ZORE
WEVBEERAAT— NOERERET A —~ Y N2 BERITNEEICRY T 52, EBRIIIRETIE RS ED
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ToNTWD, #7374y ME A7 — MO 0 MR EHL DO TAED H 5 %2 AT L
FIZE-> T IND, ZDOT74—< Y M SELIZEMERBIZH - TEHEDO HREAVPEHIND, ZDH
BANTRTH 2 0ENE. TOFDAT—RMIAD AV Y=Y ANIHKEFET D, WREEZ, Ave—V
DOHEZ Y " O—N T2 LIZEVAETHE DB HBRREHRT L, Z0 L TITEPTHRMA KL
WHERFRETH D, ZOFEENEHBEOFHAER XY KEINI W LR Iz, PANAMA
NI OWETIHFTTRER Z L DFE L LT, PANAMA TIE—ED/N\Y 77 AJOBIZ, #ES VS KE
BELETAT—IARAYEZ—=IDNANIND Z LY, o OIEFILIMPEE S EMIIEFIZTH NI EAEZ 5
Nd, ZOZLid, WEEPESDPHEZ IV MO —LTE3BROBHEERAIV L2 HBAgERI L 2
HRT 5,

3.3.2 Grindahl T3 3 EHRKE

AREITIX, Grindahl ~NOEEKRIZEL TRIR T 5, AKBIEIE, EZDODBROVRETIE AL, &0
ETONA MIHDREEZHAE[ME U AZHOTOVS RIZHEWWT, EIREN,

Grindahl DL

Grindahl |& FSE2007 T Knudsen 512 &> THRE I N2/ T 2B TH 5 [49], Grindahl-256 & Grindahl-
SI2HMMERINTHE Y, THTH/NY Y afild 256 B b, 512w b &> TWW5, BUFTIE Grindahl-256
WZOWTRRT DM, FEFOKRPIE, 512 Y MRTERAUTH S,

EARFHET  Grindahl-256 13, €Y hEm =384 €Y hOWNEIREZ KD, Avt—Yd%, d=di||da]|---||de
CEYREI=32EY MDAV —=IUTOY T IZHEL., TV RBIIAVE—=UTOY T d; ®HD
T, AEREZEHL TS, i 7Y RERTROWNIIREZ s; LEFL, 1 772 REBREONIRIRGE
I, sp LEE, FHATICERLU/ZMEL T5, 77 RBEEIL Concatenate-Permute-Truncate” & IEEND T
YA IHEDNTEY, &7 7 RiZ Concatenate, Permute, Truncate £ \V5 3 DDEMEN SR 5,

Si — dil|si—1 (Concatenate), (37)
S; — P(S;) (Permute), (38)
$; — trunc,, (S;) (Truncate), (39)

ZIT S8, Sildmb=416 Y NETHY, FERNEPRIELIER, £7/2, PIX{0,1}70 225 {0,1}7+?
NOIFG B2 OBBTH Y trunc,, IFADDOE FLm €y ME BT M TH D,
BEAY =70y 7 EFTUH UKD 7Z56, XD, =879V RDT V759 Rafcbihs,

S; — P(Si1), i=t+1,-- t+ v, (Blanck round) (40)

BRI, BARHERPNEIRGE Sy yy, DI RN =256 ¥ b trunc, (Siq,,,) 2Ny ¥ 2flie UTHIT 3,

FEIR S BB P DERET  Grindahl I3IEUE 2 MBI L U T Rijndael DG 2FH LTV 5, Rijndael
MHVTW S EREBUIASRGTICENZ EPMOENTE Y, Ny YalcHWTY, TOREEZ%ZIT S
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ZENTEDLEZOLND, Rijndael LFABRKIZ, EY M2 EEHRNL NS "SR DTHITHS, LK
W%B)Iﬁ%% SZ %ﬁ $0||£L‘1|| e ||SC51 <‘:/\/f ]\ €Ty f%i’\‘bf:i%é‘ Q4 5 = Tit4xj bl L/VC‘

@p,0 Qo1 (12

S = 1,0 ) (41)
a270 PR
azo as312

LERT D, TOFHNIINUT, BLFOER: P MEHT 5,
P(S;) = MixColumns o ShiftRows o SubBytes o AddConstant(S;), (42)

MixColumns, SubBytes I Rijndael LFHUEDTH Y, ShiftRows 1> 7 M5 EZH 1{THHIHIZ1,2,4,10
EUZED (AES TI0,3,2,1) TS, AddConstant &, EEATH % £/ CHMAGRIEAI T 2 £ DT
Hbd,

BE, fTHERRTIE Fi—1F 72 RO Truncate £ 1 77 >~ RD Concatenate % &% U 72 /ER X,
Sic1 D 1FI%E d; DAL N TEIHBAD Z LICMES AR,

RETEICL D2 REMDER  Grindahl-256 1, JFERMVE, 25— FAMMES & OEEMMEO2TIIN LT,
2% OEeNEROL, FEHFEERLTNS,

Grindahl ICX 9 % t1Y EHEDHE

Grindahl 1%, WL AES O RERLZ FAWTH Y, BERNZZESEZ WS 25 BEIZHE N T
EHERTHRY T2 202 RMI2 3LV EEIXONS, UL, EHDFHEDEED A E FN
BUI) GEDEBEE FAONIR, EROBIEIBOAICEEHT D I LN 2D, WEWHEL 2D Z &,
Peyrin (2 & V) ASIACRYPT "07 THR I N7 [75], BIF. ZOKEIZOWTibT 5,

BRWEEL U TiE, Ny Y aEOH I OBIZEZE % L 2 4 AR ZE & NERB D ERS THEZE & 2 Z 9 INED
WENEZEZO5ND, HMBEZETIE, Blanck round 2 ZE T2 MHEMNTTL 22, 2D round TlEA Y —
V70w I DATPENZOREBOFIEAHE U B2, ESREICSET2HEORVERDS SN TH
BT, WBRTHDIZHLWEEZOND, 2D, ARE T, Blanck round E /] TOHLKAER
REeDEzEL HIFEL T\,

ARIEETIE, MixColumns DAEMEREME L AW —T T 0w 7 DOPERIREBADBIIZE 1) 5 K% H E T
b, 9. INHOMEE R TV,

MixColumns DZEMEIEME  MixColumns i {0, 1} 5 {0, 1} NOMIEGMRTH D, ASIDRT Vi, Vs
CHUT, HAOZZENTNW,We £ T5, ANEFAV =Via Vo Db &5 & D HORED/SA SHY0
TROOEHRIZ, HIED AW =W, @ W, Ob & 5 & Do HORFED/NA RS0 THROHERIL, ST
WCRDOE) TH D,
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Dy
0 1 2 3 |4
Do

0 1 0 0 0
1 0 0 0 1
2 0 0 0 278 |1
3 0 0 216 | 9=8 | 1
4 02724 | 2716 | 2-8 | 1

MixColumns i&, AHTID 0 THRWEDNA OB (BKEDMERE) 5 THY, EREFIDILEK
L TWd, BlZIE, D=2 Do=20TY ) —F0&AR>TWV3,

Ay t—“)‘jlil‘yﬁ@ljil%mﬁ?;?\’\@ﬁ# AW —I 71w 7% Concatenate (2 & V. HERKNERIREEIZHE
AEM, ShiftRows & MixColumns 12 . NERREEABIE I NG, ZOBBIFIEFEITESED S, 157
Y RTRTONTIRED/NA M %% &sb&fi@m ShiftRows DY 7 "85 A—&H31, 2, 4,10 T
HBZEMH, 1TV REATIK, AVE—IYNAL D1, 2, 3,451 MHIZ. TNZNIECHERED 1
FIH, 25H, 4 51H, 10 IHDAIZUNHEEEEZ 5275\, 2,3 7Y RETIREBHENEA, LDEDFIC
WER G258, ZEN1 FNTHRZEMELINIHELZ G 25D TIERN, 47T RTHOT, &1 K
Ci%h%ﬂﬁwﬁﬁﬂﬁ IR R RITET, 2O XD ITEIICRMS A0S 720, Ay —I N1 NEHITS
WZEDEDT Y RONEIREEZITTHRL, I VY REDOHNIIREBE TEADKIZT D Z L NTE
éoOiU\w$§<x/ﬁ—/hfb%&§_%wébt#f%éo

TNTI, TIYFEOEDBEDRPEE BTV,

YUY EHED/NR —RITIE UV EDEDNAIK, EDDH DN SO A ETEIZDRNGEITEK
SHERNEL R D t%i%#’bétd@\ ZDEIBNRAAERMFZZENRNEEDND, ULH L. Grindahl
DFFHICLDIHMIZ LY, ~EEDZFLAL L ZOESIIEFIZZ DA MIEFET D Z & HEND
S5NTWD 720, _@ﬁﬁﬁf@ﬂ( EEBRIIHLVWEEZOND, —H, 23 MBED & FOREIZIE
WICHRIZEOND 20, ABBOREE X, ZOREZEHRE UTERLTWD, BEINTHDHEY
FEDZEDINAE, BN NIEDDHDRENL LN MNIEDPRLBDZETDNIIATHY, 8T VR
RS, [ UHRIEN SHRIBIT/TS SAL LT AT Y RUDPDDROBRWSAEFET 20, £D%<

DAY —=INA hEBBIZFHNDZEDTED TV Y RO/NSNADTN, BEEIHREN DR,

YD FEDED N AL RNEIREBOEZENS NTOESOFEEE T T Y RBIZEBES>ZEDTHD, TV
REHTIE. £9. Concatenate IZBWVWTAY =70 A 1 HIZ EEE XN, ShiftRows THITH
VI RMNRTA=RIESTY 7 bIND, &iZIZ MixColumns 12 & ) ZHNEHI N, RDT TV RIZK

o LIOFEDEN BRI R Z L1k, N NDOEDSDERDA%E LTS 720, N1 NEOEWTH D
SubBytes I FEDENNADBEBETIEIEZRTIMBEN RN L THDS,

NRA, AvE—I710v 7 TOESDEHEYL MixColumns D TOESOEEEZRET DI LIZEY
WFED, AvE—I 70 73d L LHBEENBTIZROENDIEDRDT, ANOEHKELEDI D IZHR
OTEFHARFHEA LV, —H. MixColumns D J125 DAL, MixColumns D ENMEREVED B FE TH
W NIHER CTHIBLY 5720, FIRRICEENNTL S, L8 I VY RO/NNATIE, ZOMEE % Bz
ETHITIDOEZ L 270 L0 ) | N—Z2A T 1 WEIZIANTHRIDELRIMELS, BRIAKEL LS5 TVZRNY,
UL, AvE—Y 710w 7 %2#Hi LT MixColumns DHIEDZHIHITE Z & WHRETH Y, HEMER%
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34 F&O 4 HEPRES 2 N—A L U2y Y a BB O e DR — VALRRDORES

BT ZeNTES, FHZ, BIRUAZEDIC, Avke =70y 7 RHNEIREBIZREEIZHER2 RIFTET
W2k 4 57 RET S 720, MixColumns DHESIZESOHIFNZ, TNURTIOE T 7Y ROAYv =Y 70w
IMEDNA NeHNSEZEWNTE, %< D MixColumns DI ZENEHIITE 5, KRS U THEHR
KIFIZHM ETES, 2OAvv—Y 70y Ik 2HlHz2EZRIIAND L, FHED S8 TV Y ROY)Y 5k
FERNAZIR - T, 2712 DIERTHINT 2 BENREL 85, ZOBED FELFHRIIVINREL E kT
LA HDD, 2M2 HOYRIE (R TDNA MIEDDHDIRE) 2 EDFHHERETHRINT O HEL
HoTW\WB,

ARBOOETE ARBOREHIE, KAEBLZEET LS GEO—-D2L LT, NPREBEZRI<LZ L
ERELTWD, 72720, EOREORE I IZTNUUTLIONED B ZEZEIEL TR,

34 FE&H

AEITIE, HEMEREEMAR O N ¥ 2 BB O R &M I DOWT, FAE LB 2178 >72, K, i
EREATIIZEN R INT E 72, RIS B2 Bk o 72, BRFEO Ny ¥ 2 B %E . & I8k
KA EAERIE & PANAMA B 2 DIZ43 1), TNTAUTBWT, BARKR 7V T ZLITRT 2 B8l %
P, ML 7,

TEFIHE K HEMEBILTIE. 27 Y REIEX 117z Tiger KV7 )0V Z 7 2 RD FORK-256 1239 % flij52
WEE P> 7, IR Tiger (2R UTIE, =BT XD AV —VEHOFIEE AW THES RN TIHE
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FRET
4.1 FAEEH

We here attempt to give an approach to develop a tool analyzing 256-bit block-cipher based hash

functions regarding differential cryptanalysis.
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4.2 MEITHR

An approach to develop a tool analyzing 256-bit block-cipher based hash functions regarding differential

cryptanalysis.

4.3 MFIIEHE
4.3.1 JIvEFbH

One could construct a hash function from a block cipher using the Davies-Meyer construction. Inversely,
one can construct a block cipher which is the compression function with Davies-Meyer chaining peeled
off. In the cipher, the message block M; is viewed as the key, the chaining variable V; acts as the
plaintext block and Vj41 = E(V;, M;) is the corresponding ciphertext block. In general, the block cipher
constructed from a hash function in such a way is called a hash function in encryption mode.

Several cryptanalytic techniques ranging from differential cryptanalysis [7] to slide attacks [8] have been
applied to study the security of well-known hash functions in encryption mode. For example, differential
cryptanalysis of SHA-1 has been shown in [30]. A slide attack on SHA-1 and an attack on MD5 which
finds one high-probability differential characteristic were given in [84].

The technique of differential cryptanalysis has first been described in [7]. The aim of the approach is
to find differential characteristics for the whole cipher. In [7], a differential characteristic is defined in the

following:

Definition 9 Associated with any pair of encryptions are the difference of its two plaintexts, the differ-
ences of its ciphertexts, the differences of the inputs of each round in the two executions and the differences
of the outputs of each round in the two executions. These differences form an n-round characteristic.
A characteristic has a probability, which is the probability that a random pair with the chosen plaintext

difference has the round and ciphertext differences specified in the characteristic.

Hereafter we will use the notion of a “round”, as defined in the specification of block ciphers. We will
also use the notion of a “pass”, which stands for 32 rounds.

We will analyze a 256-bit hash function HASHas6(z) in encryption mode. For simplicity, we assume
that HASHss6(x) has 4 passes, each of which consists of 32 rounds and also assume that 8 rounds of
HAS Has6(x) is a Markov cipher, which is explained below.

Such an analysis provides a better understanding of the strength of the compression function.

4.3.2 BFEHE

The strategy to perform the differential cryptanalysis can be mainly divided into two parts: In the first
part we divide the function into several consecutive sub-functions and try to find differential characteristics
with high probability for these sub-functions. In our analysis, each sub-function will consist of several
rounds in a certain pass. Hence all rounds in such a sub-function will use the same non-linear Boolean
function. In the second part the differential characteristics for each sub-function are concatenated so

that they cover the whole cipher. However, it is difficult to do the second part of the analysis when the
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characteristics obtained in the first part have complicated forms. For instance, this is the case for SHA-1.
In this report, we present a method to solve this difficulty by combining these two parts into a single

part.

4.3.3 HBEEH

In differential cryptanalysis, two difference operations are often used: A(X, X') = X X', A(X, X') =
X — X’. We will consider both cases in our cryptanalysis.

The theoretical background of this method is the theory of Markov ciphers and their connection to
differential cryptanalysis introduced by Lai et al. in [50]. For an iterated cipher E with the function
Y = T(X, Z) which takes the plaintext input as X, the subkey input as Z, we denote the conditional
probability that 5 is the difference AY (¢) of the ciphertext pair after ¢ rounds of S, given that « is the
difference of the plaintext pair, by P(AY (i) = f|AX = a).

Recall that a sequence of discrete random variables vg, vy, ..., v, is a Markov chain if, for 0 < i < r,

P(vit1 = Biy1|vi = Bi,vie1 = Bi—1,-..,v0 = Bo) = P(vit1 = Biv1|vi = Bi).

A Markov chain is called homogenous if P(v;+1 = B|v; = «) is independent of i for all & and 5. A Markov

cipher is defined as follows:

Definition 10 An iterated cipher with the function T is a Markov cipher if for all choices of a and (3,
PAY =[IAX =, X =7)
is independent of v when the subkey is uniformly random.

We now state the following theorem using our notation.

Theorem 2 If an r-round iterated cipher is a Markov cipher and the r round keys are independent and
uniformly random, then the sequence of differences AX = AY(0),...,AY (r) = AY, is a homogenous

Markov chain.

In the case of HASHos6(x), we denote 8 consecutive rounds of E by T. We assume that the cipher
E, obtained by iterating T, is a Markov cipher. This allows us to search for differentials rather than

characteristics. The goal of our attack is to find a high probability differential for the 4-pass.

4.3.4 EFYa1—)LER

Our goal is to study differential properties of the 4-pass HAS Has6(x). We will consider low Hamming
weight differentials and their propagation: we study the behavior of the 4-pass H AS Has6(x) compression
function when we apply input differentials of weight 1 and 2. At the output, we only observe output
differentials of weight 1 and 2. We will check whether these observations are in accordance with the
randomness criteria we would expect from a cryptographic hash function.

Let A be the set of all the bit strings of length 256:

A= {0,1}%5,
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Let B be the subset of A where each element has Hamming weight equal to 1:
B={Ac Al[Ham(A) = 1}.

Let C be the subset of 4 where each element has Hamming weight equal to 2:
C={A € A|Ham(A) = 2}.

Let D be the union set of B and C:
D=BUC.

Let £ be a set of integers where each element is greater than 0 and is less than or equal to the size of

D:
28 . (28 — 1)}
5 .

Using the first consecutive 8 rounds in the s-th pass, we build a matrix M. To do so, we first define a

E={1,2,...,2% +

function g mapping D to £ in the following manner. If A € B, let k be the position of 1 in A. Otherwise,
let h be the high position of 1 in A and let [ be the low position of 1 in A. The function g is defined as

follows:
k-1 AeB

9(A) = -
h—1—1+) (256 1) Acc.
=0

It is easy to see that g is bijective. The aim of the function g is to establish an ordering for the elements
of D.
Now, let’s denote the function which consists of the first consecutive 8 rounds in the s-th pass as T5.

To construct a matrix M, we randomly choose a (sufficiently large) subset R of A. The cardinality of
(s)

the subset R is denoted by #R = r. For i and j in &£, we define each entry a;;’ in the matrix M, as

follows: . 'y
. — #PE Rlg™ () = AT (), Ts(Alp, g~ ()}
¥} r °
The entry al(j) estimates the probability of the differential where the input difference is g=*(i) and the

output difference is g=1(3).

4.4 (ERERET

We assume that one pass of HASHas6(x) behaves as a 4-round Markov cipher with T as the round
transformation. Thus the matrix M; is a transition matrix of the corresponding Markov chain. Raising
this matrix to the fourth power as M2 allows us to see the probabilities of 32-round differentials for the
s-th pass. Calculating the composition = uj o 3 o uj o uf allows us to see the differential structure of
the 4-pass H AS Has6(x), where the function us is defined by a matrix multiplication as ps(X) = X - M.
For example, we can see high probability differentials for the whole cipher. What is of most interest now
is the highest value in the matrix M = p(I). This highest value corresponds to a particular low-weight

differential which has a high probability.
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5.3 MAME O E#EEEE —N DL 2T

To build the compression funtion from a block cipher, MAME uses the MMO mode. The designers of
MAME investigate the security of the block cipher to see if they can find some weakness that one can
not expect from the PRP.

Hereafter, we study the MMO mode [9]. Although a proof of security for a blockcipher-based hash
function in the standard model would be prefered, it has been shown that the PRP assumption is insuf-
ficient for building a collision-resistant hash function [93]. Indeed, one can easily imagine a blockcipher
E:{0,1}" x {0,1}"™ — {0,1}™: that is a good PRP, but which fails when used in the MMO construction.
For example, let blockcipher E:{0,1}" x {0,1}" — {0,1}": be a good PRP and consider blockcipher £

defined as follows:
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E(K,X) otherwise

So E is the same blockcipher as F with one change: we now have the invariant that F(K, K) = K for
all K € {0,1}". Clearly E(K,X) is a good PRP since E was: for a randomly chosen key K, E(K,-) is
computationally indistinguishable from a random permutation. However, it is trivial to find collisions.
Specifically, let H be MMO built on E with hg = 0. Then H(a || E(0,a) ® a) = 0™ for 0™ for all
a € {0,1}".
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