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AKTOE 1%, £ 35T HBEBET D,

& 35 BETHER
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EH

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE'’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOFE’s
interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.

3.4 HEOExX) T4 A

AKTOE ORI Y 7=» TEREINIME OB 2V 7 4 HEHEF 3-6 12777,

% 36 MEOLIF1Y T 1 A

E2y B
PAUTHORIZATION Users must be authorized before performing

Document  Processing and  administrative
functions.

P.AUDIT

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.
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P.FAX FLOW

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.

PIMAGE_OVERWRITE

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.

P.PURGE_DATA

The TOE shall provide a function that an
authorized administrator can invoke to make all
customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile
Storage Devices.
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A.PHYSICAL Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A NETWORK The Operational Environment is assumed to
protect the TOE from direct, public access to its
LAN interface.

A TRUSTED ADMIN TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED USERS Authorized Users are trained to use the TOE

according to site security policies.
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Field Wb BT 5 72 OB TR RRE 7o/ N 7 7T 7 Y
Replaceable The smallest subassembly that can be swapped in the field to
(Unit) repair a fault.

Hardcopy T AISCE E 7 X O EERIBEAR 2 A plc F 7 1T ER D D v A&
Device Thy TOXRIBRVATAFTTV U H— AFXyF—, 77T A

WE, T VAN T VINVEEHK, (A=A T
B O O DRk 2B 2 5 e,

A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
scanners, fax machines, digital copiers, MFPs (multifunction
peripherals), MFDs (multifunction devices), “all-in-ones” and
other similar products.
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Common Criteria for Information Technology Security Evaluation Part 2:
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Security assurance components, Version 3.1 Revision 4, September 2012,
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Common Methodology for Information Technology Security Evaluation :
Evaluation methodology, Version 3.1 Revision 4, September 2012,
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MX-6150FN / 6150FV / 5150FN / 5150FV / 4150FN / 4150FV / 3650FN /
3650FV / 3150FN / 3150FV / 2650FN / 2650FV with MX-FR51U; MX-3630FN /
2630FN with MX-FR51U and MX-PK13; and MX-6050N / 6050V / 5050N /
5050V / 4050N / 4050V / 3550N / 3550V / 3050N / 3050V / 2630N with
MX-FR51U, MX-FX15 and MX-PK13 ¥ =V 7 4 ¥ —% v kb ~N—T =3 1.06
2017TFF9H 28H ¥ v — kAt

v — 7S MX-6050N/6150FN family with fax and MX-FR51U #F-Affi#
HE, L3, 20171040, —HEFIEN ITE* =2 U 7 4 & 7 — FHfHS
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