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1 ST introduction

1.1 ST reference

AREiTIL Security Target (BA T, ST El&97) OFBIE A LIk 35,

ST 44 Fx: Canon imageRUNNER ADVANCE 45900KG/4500 Series 2600 model Security Target
=gl 1.08

FATH: v/ oAt

FATH: 2017/03/21

1.2 TOE reference

A TlE TOE Ok RIS a0l 45,

TOE 4 ¥x: Canon imageRUNNER ADVANCE 45900KG/4500 Series 2600 model
=gl 1.0

W\ A TOE 13X F IR Y727 =Ry =7 bS5,
iR-ADV =07 —=Fhk-S1 for IEEE 2600 Ver 1.00
A—/3—=G3FAXR—RAS (F £ 7 /UIIA ML)
Canon imageRUNNER ADVANCE 45900KG/4500 Series
Canon Security Chip V2.10

LA TR

iR-ADV Security Kit-S1 for [IEEE 2600 Common Criteria Certification Ver 1.00
Super G3 FAX Board-AS

Canon imageRUNNER ADVANCE 45900KG/4500 Series

Canon Security Chip V2.10

HL., 777 AR —RDOIRFEL FRITLL F O Xl Ic L0 B D0 T, SHEE 1R
LCHEY7227 77 AR —REfET 20BN DD,

EES 2 GBFAXAR—R-AS]
K« i [E] Super G3 FAX Board-AS2

RSSO Super G3 FAX Board-AS1

1.3 TOE overview

TOE (%, < Canon imageRUNNER ADVANCE 45900KG/4500 Series 2600 model >&\ )T U4 VA A%
TH5b, #BHET /LDO< Canon imageRUNNER ADVANCE 45900KG/4500 Series >(ZLL F D 2 SO HL T,
BEAVARN— L REL, FFEZELITHIZET TOE THhH< Canon imageRUNNER ADVANCE
45900KG/4500 Series 2600 model >3 5EK 3D,

- iR-ADV & =U7¢—=Fh-S1 for IEEE 2600

- TP AR—R (F BF VI AR %)

iR-ADV % =VUF ¢ —%vh-Sl for IEEE 2600 (Z}%. < Canon imageRUNNER ADVANCE
45900K G/4500 Series >DiilfHlY 7 " =7 Mg Fi5,
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T 7 IR —RIXT 77 AR AL T 2720 DN—RU =7 Th 5,

7233, Canon Security Chip V2.10 }Z< Canon imageRUNNER ADVANCE 45900KG/4500 Series >(Z Nk
I TWD,

< Canon imageRUNNER ADVANCE 45900KG/4500 Series 2600 model >i%. LA T O A8 H D
Protection Profile (LA T, PP £HE ) . BELUZED PP TEFRSIL TS 7 fEldD SFR Packages D 9 5,
2600.2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B Z &< 6 SFR Packages TERIINTWAEX2UT (HERER, 52 2IZEEH T2
ZEMTE, AT HDD ITAGMNE LD N TD T —Z %75k 9% HDD W 5 {kiaeafii 2 TV,

Protection Profile

- U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment B

1.4 B&FE - HFE
AR ST TIELL T OWsEE - R Z 972,

Table 1 —W&EE =
W58 - FRE i

T IUANAEENE OB —HERR. 77 7 ARERE. 7V MMERE. 1512 (Universal Send) f#4RE72 & % 8
RO AOZ L, ZNOHDOEREE 3570, KA ED HDD ki,

HIEEH 7 b =7 A=Ky =7 EEIEL X2V T A BEDOHIHZ F] 5V 7 =7 Th D,

BE L FIORNEEEERERR T A N— R =T DOOEDTHY, BEXF—H T 0L
MOAERREIL, TN EEBET DEXIEHEIND A H—T =2 —ATH
60

JE—h Ul Web 77757035 LAN 2L CTF P2 VEAEICT 78 AL, T X VHEH A
OENMER IR DOFEZRR0T a7 DEME . Ry 7 AT D8 E, KR ERENTX
HALR—T 2 — A THD,

HDD T IUHNGERRITIEHIND NN T A A7 DL, §ilflY 7 =7 BLON, Ri#
G PENRFSID,

[ 777 A T I AL EDESZEELTHI D DAL 75U T, AR TIIe A X —F%
T DA =R T 7T ADI L,

A A= T 7 A FeIRIAIL, TV, ZAER LI Lo CT VXN NI ST —
570
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B .. i e e
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PP CT/EFI1LTCV5 U.ADMINISTRATOR,
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Firewall Internet 7>HPHE LAN O EEZ i< 7D DILE LT AT 4

ALY —s3— %% IEfEIZE& o TEY., Internet 241 L T, Network Time Protocol Z{# 7~
B2 ORIWE B2 DN TEDL Y —/N—,

AINAN OB TV N ET DR e # T 28E v EDR K,

[ab"— o —EEA B T AR E SRV DR Z L,

[T77 I A] T 7 AREA LB A E NV EDORZ Y,
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1.5 TOE description

TOE 1%, " —#§hE - 7V MERE - 2415 (Universal Send) #§fE -7 77 AMEHE -1 7 7 7 A (5 HERE - = —
— Ry AERE ., B RO A CTH D, TOE NS 92 U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) CiZ LA FOIH7e M ABREZHEEL T 5, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1
Scope”MHD 5| H)

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 1 (%, TOE T2 7 4 /L #£H< Canon imageRUNNER ADVANCE 45900KG/4500 Series 2600
model >DA T alEFHTREEZ N T 256 ORERERE THY ., A LRWKREN DD A1
(3, BRERBL R Y G095,

Figure 1 TR )L S #< Canon imageRUNNER ADVANCE 45900K G/4500 Series >N A E X B

RRE
SELEEH
X F—FREE—/\—
S TR - S

—

— D7 ORREE R E(BFA—IL)—>
——1I7IRRIE
BIEARES \
———— I 7V REE

( T ‘2@&5\, m-&rleAN 0

N NN
N
’ ! &
BA LY — Firewall D PC
‘ ' WebISH4

Figurel (2R3 JO72 A8 ERR EAE BRI Tl 7 VX VB GHEITNE LAN IZE> TA— L —— =
— P —FRFEY—/3—_ PC, Firewall (282 =41 CHY. Firewall |Z&-> T Internet 7>HNEF LAN ~D X
BAETHNTWD, T UXNVEGHKIT, A TRAIAATTE 1 LEE 1| 777 ARERE ALV ERFL
7201 777 A% 5 LT20 T 572D A— Y — R — 128k T 5, £z, PC #HWCE 7 LEET YR,
RAF N7 77 AEFI AT HIENTE, Web 7 T7 ! % PC RICAV A=V 52ETT VANV ATHEED
T—MUMETHIELATRETHD, 72721, PC BTV MNEATHIG A, 8727 #—R T4 /3—% PC

1 CC #1357 ARBREE Tld, Web 7 774 1d Microsoft Internet Explorer 11 % FIfH L 7=,
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\ZA YV AN— VLT T AV RSB S, USB 7 —7 /L C PC ZEEHSTAZLT PC OB CESE
TV BRIFETHIEL ARETH D, 72721, USB 55 T7 VXNV SRS PC 2 USB 7 /NA AT T —
BEARAFTHZ LT TERNWIIICHRBERICR ET D,

F\Z, TOE (34 A LW — =D IEHE R B B2 B L CREZI R 21T 720 A D 2 — - — 8RR —
/\—&@#Té_&fﬂﬁﬁﬁ@%ﬁum.Mé% EARMLL 7204522 REL L CUD, 7238, TOE XN
HDD (2SN T R COT — X &g 5t 35, HDD B 5 biEEZ i 2 TV D,

ZOXHRERBEM HEREFIZIWT, TV EEITLL T OBREZ M 5203 TED,
- T —HERE
ML EEAF Y T THAIAI, TV T HIEIEY | CEAE T T HHERETHD,
- 7V MERE
TN EENDOEF LER PC 1 ORESNHE T UEAMLCEHITT VN HIERE TH D,
- 1777 AAG R

4/5—2\/%5: LC 777 AL CEFLELZETIRETHD, | 77/ AZEINT=T7 7V
SRRV TICV AT AR v 7 AR GFEND, RGESNT=7 7 A ViE, L8R
2:%&:7"9 b, KE, HIBRBTE S,
- Ty AZ{GHERE

Ty 7 AEREN LT, BFLELZETIHETHD, 777 AZESNTT7 74 VT
ZERFICTY P ENTICV AT ARy 7 R RGFEESND, RSN T7 74 VK, BER
XY b, HE, HIBRSTE S,

- Ty RE{EHERE

ML ELEZ ATy L TERESNTZE A LESCL— =R T A/ AT LRI A ARIESNTCNDTE
FXEET 7 I ARG T OHETHD,

- 2%{Z (Universal Send) H&5E

ML EL ARy L TAERSINTZE A LERCL—T =Ry TR AT DRI A RFESN TN E
F3CEA TIFF R° PDF 77 A A TE R TEFA— LT RL AR PC OIFTHNZ — 1 777 AR
EETOMEETH D,

R R -

T ORI :L—%f RO I ANAA—=T T 7 ANV EARAT T DR HEE L — W — Ry IV ADIRF R v 7 A
AR 3 DREREIC KB TE D,

- =P —IRY I ANA A=V T 7 AN ARAT T DI

AX X T PHHRFIAATEE A LEFER, PCICTRy I AR E R E LB EL 2 — 1 —
R I ARAF T HIERE TH D,

- =Ry I ADRIFAR 7 A% F T D% HE
PRV AR FEINTE A SCEICK L TEL FOEENR TESD,
- B XETVUNRE) OfE
- EFILEDOTVR
- EBTICEORE
- BICEOHIBR
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1.6 TOE D&

TOE 495 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009) D ZE R4k %Z I T 572912
LU FDL57% TOE &Rk %,

TOE OWyFRH &L & smFERFPHIT UL F 0@ Th o,
1.6.1 TOE D&

TOE (3/—RU=T V7 T =T INOAE RS IIZ T ANV EERETH D, WELIEIFHIZLL F D Figure 2
(R THE Y ThhD,
Figure 2 TOE D/N\—KIx7/VI+ 97

B NI
(TOE:y7hx7)
IJ7HAR—K Canon imageRUNNER ADVANCE 45900KG/4500 Series
(F BTGNS 7 IHEE ) AN SRR
(TOE/N—FDT7) (TOE:/\—FK™Hzx7)

Hil4# Y 7 b7 =713 iR-ADV £ % =2 U7 ¢t —=F% > |k + Sl for IEEE 2600 & L THEflts i %,
AN — R =7 & iR-ADV E¥ =27 —Fvh-Sl for [EEE 2600 %&bt TT ¥ ¥ VA HEANK
k ﬁ—‘ 5 o
TOE T %< Canon imageRUNNER ADVANCE 45900KG/4500 Series 2600 model > 135 3 % VA
BAKIZTZ 7 7 AR — REMEAEDELZ LD TH D,
TOE ZHAk 3 DA/ N—R 7 =7 Tdh5H< Canon imageRUNNER ADVANCE 45900KG/4500 Series >
LA FDOTA T 7 5,

Table2 —BH T4 VT v 7/—&

BRI TvS

iR-ADV 45951KG/45945KG/45935KG/45925KG
iR-ADV 4551/4551i

iR-ADV 4545/4545i/4545F

iR-ADV 4535/4535i/4535F

iR-ADV 4525/4525i/4525F

TOE #5777 AR —Ri%, RGeS IV L T OINTA N 72D, #8727 7 7 AR —R %5
ELT UANEEAEARIRITH AR hELIE T, 777 AR —RE#BISI ., TOE ZHE 15,

HA: Z—/3—G3FAXAR—K-AS1
AN - R - Super G3 FAX Board-AS2
FRELIA O . Super G3 FAX Board-AS1

TOEIZEENDHAX L AZLL T OEY Th D,

(Fn3c 4 #0)
e iR-ADV &¥F=U7r—Fvh-S1 for IEEE 2600 7 RI=AR—%—H AR [FT6-1876 (000)]
e iR-ADV ¥ =U7—Fvh-S1 for [EEE 2600 % B\ MR BRNIRBiALTZEWN
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[FT6-1877 (000)]
*  imageRUNNER ADVANCE 4500 Series 2600 model ——#—X %A~ CD [FT6-1878 (000)]

(L)

* iR-ADV Security Kit-S1 for IEEE 2600 Common Criteria Certification Administrator Guide
[FT6-1879 (000)]

*  Before Using the iR-ADV Security Kit-S1 for IEEE 2600 Common Criteria Certification
[FT6-1880 (000)]

*  imageRUNNER ADVANCE 4500 Series 2600 model User's Guide CD (USE Version)
[FT6-1881 (000)]

*  imageRUNNER ADVANCE 4500 Series 2600 model User's Guide CD (APE Version)
[FT6-1882 (000)]

1.6.2 TOE DiEAEHE

TOE OaBlRY#iFH 4 LA~ @ Figure 3 TR T 5 (2 —W— | 22— —FFEY—/3— A=/ —/3—
PC, #A LY — " —%r<), TOE O&F =2V 7 R B SX TRIE D THDH,

Figure 3 TOE DS HREIER

A—H R Y—/\— A— )L —3— PC B Lt —3—

[ a—v—mmmee |||| mzonme |||[  weousvy |

| Lans—sgmimee || || Lanr—smamme || || Lanr—smmmee || || canT—smimme

7y 7Y 7y y
PRLTER EFXE BEFXE BFZI 15 4R
TOE

A

A 4 A 4

| LANF— SR |

JmEeE [
| soomaroeammme || a—v—mimee || soor—smemsme |
[ @Asao7oeammmee || seramse || mmEoome | VR
| B | mEvavmsme | BFEE,)
t i i EEER
EXIE IR Y
| HDD#E 5 1L AE |
EEaIEETEIEETE I
i | ——
:j‘”mg manamie || s |
— F—s0FN
o RAERT HxE J EXE
| |

TOE (X 1.5 =TI LI-MEREICINZ LL T O — % REA A5,
- UI B&RE
Z—WF =L VT TOE Z8ELT20, TOE 2MRE SR RIRLTEN T D,
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H 7 RE
TOE HHCEE M )32,
FEAIA T BERE
TOE M EE AT T2,

TOE |Z. L F DX 2T (2 H T 5,

—H— R RE
BERI DO NIZESTHETIZ TOE BFJHS NI, IEY e —W — 238595,

:L“—‘H‘”—nun i TOE anunEj<6WnBuuuﬁkﬂi{s@i‘—#“—uuuﬁvﬁ‘h‘/\‘—%ﬁqb\—(nunﬁféﬂ‘
HERAE YR — 5, SMBERFEIZ 31T HERFE 7 2 Kerberos Z87E"E L< 1 LDAP 38FE % HIV 5,

Va7 BT T 7 AR RE

FRRES A — =R DO T V2 VAE A DR BEZ AT TERVIDIC, 2= —Dr—/1iZ
JEUTHTRBERED AT Z7F 7] 972,

BT a7 T 7 A RE

BALEYa iz LT, Vel ar v BV SO EE a7 A L2 — P —I|ZHI R
50

AR Va7 ERIE R RE

ZAZL72¥ a7 O LAN ~OEsEZ 5, 777 AT AL B L2 I3 572012, 777
AZAZV a7 DEREEHIRT 2,

HDD 7 —# 52 &l = RE

TaT FEATRNERSNIcA A=V T =2 PEF SN ZL 272012, HDD ORIFAA—T T
—AiElE EEELTRENETD

HDD W55 i%hE

HDD % #5520 HDD 7% ~D7T 7 v AT D& BRI 572012, T VX NAE S REARIRIZ N
SNz S kT~ 12Xk HDD L%fﬂéﬂéﬂ“ﬂf®7~&%ﬁéﬂ%4m“é

LAN 7 — 2 iR ne
LAN 7 =D IP /N7y MDA=y 77V 7KK EL T, IP /3y e IPSec ICTHE 56775
O 7 A M RE
FEOEX 2T MHERENIER ThHIeh | AX— Ty T RHHRGET 5
= T

=P —DERELEE A TELINTnTZE L, HDD WIZORAFTDHAE THY, HIkfFShiz
B iR, BT TE0I017%

7RSS H R I%. TOE Dk si s, TOE @ H &I, BHEHEREOFI A, H L%
S A LA — =B IEMEZR H R B U CHREZIRIEA -2 2 L TR ESILD,

ﬁ"ii*%% [E]=4

w N

CC i1 57 ARBRBE Tl Kerberos #25EE L T Active Directory Domain Services % FIf L 7=,
CC Mz 57 ARBRBETld, LDAP %:EEL T eDirectory 8.8 SP8 ZF|H L7z,
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A=Y —Rm— L E Rk BRI D720 Do — B RE L A AT 2 U T B RE AN E B BN
FTHIZODT NAREERERE THY | LHITEBE DI THERIRESNTVD

1.7 TOE O=—¥—

TOE O =—%— (U.USER) (&, LAT D 2 FHD 2 —P =T/ TE D,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
UNORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
& pEIL. User Data, TSF Data, Functions @ 3 fE#¥8CTh 5.
1.8.1 User Data

User Data IZ, =—¥ —Ic L > TEREND TOE DX =V T 1 HEEICITIEELEZ RWTFT—X
THO., LT 2 EICETE D,

Table 4 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Data [Z. TOE Dt = U 7  fEICHEE2 5257 —XTHY LITFTO2EEICHDIETE 5,

Table 5 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

Copyright CANON INC. 2016
13



Canon

FEITH: 2017/03/21
K TOE T#5 TSF Data 2 LL F® Table 6 |27~k 77,
Table 6 — TSF Data ® E{&1t.
4 A4 | TSF Data AR PRIFSE
D.PROT | =—H—4 a2 — YR PRI EE TR 9 5 = — % — %5 | HDD
T
o —/L 772 A HEEERE TR 35— — DO HERRIE ) HDD
Oy 77K |\ vyl T U MERBORERFRTHY, vy 77w~ | HDD
— X E OHREEE T v 7T 7 NREEORETE )
NAT— RRY v— | 22—V —FBFHERE CRIH T 5 /32U — RO EN | HDD
X IE HTHY, /SN AT— RE, HHAEESCT, fA
G IR T 2 HIHI OF E N
F—r 7 U TRE BMERRZLDE Yy a0 ZA LT U ~OREMERE | HDD
15
H /23 E H A & REZ O % E 15 ) RTC
HDD 52214 EF%E | HDD 7 — ¥ e M EHRGER EF M ThH 0  FERED A | HDD
NENALIZ B3 5 3% E G i
IPSec % E LAN 7 — Z {RERRE I BT 2R EF M TH Y | #iE | HDD
DA NN I3 5 5% E 1 H
D.CONF | XA T — R a2 — Y PRI EE TR T 5 = — W — D FREE | HDD
15
A=/ Befs o JHERE TSN D T HDD
Ry 7 ARGRES & BN a7 772 AR CRIH TS, = —% —7K | HDD

AR VAT AR YT ANDT 7 AR
THR 7 RGOSR &

1.8.3 Functions

Table 7 IZ R THERECTH B,
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2 Conformance claims

21 CC Conformance claim

Z®D ST 1. LA F® Common Criteria (UL R, CC EWE3) I 59 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZDO ST X, LLFD PP ST 5,

- Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version:1.0

Z® ST 1Z. LL F® SFR Packages @&, IBIMTHD,
- 2600.2-PRT &

o

- 2600.2-SCN 14

o

- 2600.2-CPY 5

o

- 2600.2-FAX 34
- 2600.2-DSR
- 2600.2-SMI 3BJ)

oy

-

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic
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document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7.

Table 7 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

Copyright CANON INC. 2016
16



Canon

FEITH: 2017/03/21

Designation Definition

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 8.

Table 8 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE I, 7 VX NEA D E B efiE Chhrar — TV b AF x| 777 ADOBREICM %, SCER
{FRERE, HDD W 5{bAERE . LAN 7 — X Ol SR A 240 T 5285, 2.2 B D PP claim, Package
claim (235175 PP IZ/E# S 4L TV 53X T D SFR Package (2 &3 52 &1L U THD,

72%, K ST A £k 7 5 PP (L. IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600™-2008, Operational Environment B (23 &L, 7>> CCEVS Policy Letter #20 |ZEFRINDONAELE
ATEHLDTHAS,

LLUFIZ, 6 fEl @ SFR Packages # & L7= PP & Z @ ST & thifg LT <,

%9, Security Problem Definition [ZB8 L C, PP & ST % ttikd 5L, LLF®D OSP # O & 2iEMMLT
WABLIAMZIRIL TH D,

P.STORAGE.CRYPT
T, ERABREAHL QDO TIEARL, TOE LT\ % OSP THh 2,

BT, LA R3S 35,
- STOE®X 2T AR EE R T T X TOTOEIZ, PPOEX 2T B E R - L TW\5
- PPOEX VT (M E R A 72T T X COEMAREEIL, STOEX 27 FEERDIZL TV

KIZ, Objective (ZBI LT, PP & ST %l d 5L, LU T Objective & O & DB INL TWDIEHNZLIA]
D‘?&)ZDO

O.STORAGE.CRYPTED
A Objective ZFZHL 3572, FCS_COP.1(h) % (F FCS_CKM.1(h)A2BIEITW\D, Zbid, PP LV
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TOE D55 FNWEHIRT25HDThd, Lo TAK Objective I3, TOE Zill#)L TV 5 Objective TH D,
PE-T, LA RS RN 5,

- STOTOED ¥ VT (55 )7 #1 %M 7- 4 X CTOTOEIL, PPOTOED T =T (55 J7 &b imi7-L
TW5

- PPOIEHREO X 2T xR e 7= T X COEHARKIL. STOEHREO X2V T +%f
WHEB-L TS

S HIT, BEREEEICEAL T, PP & ST L9 5L, Table 9 DEHIZ 6 o> SFR Packages &8>
NTOBREEM IR LT, &5 ST TIIEREE B IS TV D,

7235, PP Package A, PP OFEBE BRI - | NEEHE SV CWBEFTIEZ. IE M T DL DNV EERT,
Table 9 —PP. ST TOMEREE X InTE

PP_Package PP DHSREE 4 ST DHEREE &
Common FAU GEN.1 FAU GEN.1

Common FAU GEN.2 FAU GEN.2

Common FAU SAR.1 FAU SAR.1

Common FAU SAR.2 FAU SAR.2

Common FAU STG1 FAU STG1

Common FAU STG4 FAU STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ ACF.1(a) FDP_ACEF.1(delete-job)
Common FDP_ACF.1(b) FDP_ ACF.1(exec-job)
Common FDP RIP.1 FDP RIP.1

Common FIA ATD.I FIA ATD.1

Common FIA UAU.I FIA UAU.I

Common FIA UID.1 FIA UID.1

Common FIA USB.I FIA USB.1

Common FMT MSA.1(a) FMT_ MSA.1(delete-job)
Common FMT MSA.3(a) FMT_ MSA.3(delete-job)
Common FMT MSA.1(b) FMT_ MSA.1(exec-job)
Common FMT MSA.3(b) FMT_ MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.I(device-mgt)
Common FMT MTD.I(FMT MTD.1.1(b)) | FMT MTD.1(user-mgt)
Common FMT SMF.1 FMT SMF.1

Common FMT SMR.1 FMT SMR.1

Common FPT STM.1 FPT STM.1

Common FPT TST.1 FPT TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)

SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP ACC.1 FDP_ACC.1(in-job)
FAX FDP ACF.1 FDP_ACF.1(in-job)

DSR FDP ACC.1 FDP ACC.1(in-job)
DSR FDP ACF.1 FDP_ACF.1(in-job)

SMI FAU GEN.1 FAU GEN.1

SMI FPT FDI EXP.1 FPT FDI EXP.1

SMI FTP ITC.1 FTP ITC.1

Common - FIA AFL.1
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PP_Package PP DHSREE 4 ST DHEREE &
Common - FIA_SOS.1
Common - FIA UAU.7

- - FCS_COP.1(h)
- - FCS_CKM.1(h)

SMI - FCS_CKM.1(n)
SMI - FCS_COP.1(n)
SMI - FCS_CKM.2

PP Ti&. FDP_ACF.1(@)Z8B T, +FAXIN @ D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete |
%9 % Subject Z UNORMAL & LT\ %725, ST Tl FDP_ACF.1(delete-job)iZ 3V T, Subject %
U.ADMINISTRATOR & L, UNORMAL @ Access Control rule % [Denied| & L CW\5%, F£7-, PP
TI%. FDP_ACC.1 |23 T, +FAXIN @ D.DOC ® Read \=%4 % Subject Z UNORMAL & LT\
%73, ST TiX FDP_ACC.1(in-job)iZ33\ T, Read (Z%f9 % Subject 2 U.ADMINISTRATOR & L
UNORMAL @ Access Control rule 2 [Denied] & L TV %,

bl U7z ST OREE DB Y £11F 13 Delete X° Read AJHEZR Subject D#iFH Z >, UNORMAL D
7 7 & ARHEZR Object 72 < THID AT CTH Y | PP OMBEZA/F: LV LRIV T 7 & AHliH 217
D T l/ A 6 k éi 6 o

PP Tlt. FDP ACFE.1(a)iZ35\ T, +FAXIN @ D.FUNC ® Modify |=%4 % Subject 2 UNORMAL
&L LTWAH 2, ST Tl FDP_ACF.1(delete-job)IZ ¥\ T, Subject Zz U.User & L. Access Control rule
% [Denied) & LT3,

ST OFEREZAEOEI U AHTH T BEBEDOFIH & £ D Subject I HFF IS R2WE S IZT 2RIV AT TH Y,
PP OHEREZEAN: LV BRIV T 7 2l 21T > T\ D L F R D,

PAEOFBH XY, ST Ttk ST 5 SFR I, PP TR & TWA SFR LV IR F77-13k D
HIRA ] THDEWVWZ D,

T, AR ARRNET 5,
- STOSFRZ7-9 4 X COTOEIL, PPOSFRLIH-L TV D

F7-. ST OFEEEAEIL PP OfREE B/ L [FIL Th b,

PLEIZEY, 2 ST 1 PP (2L LT, TOE (Z[RIZ UL EOFIRAFRL , TOE OEHERIRIZFEZELL T O
HIBRZFRL TUND,

BT, 2D ST X PP i &S L TVVA,
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3 Security Problem Definition

3.1 Notational conventions

a)
b)

©)

d)

g

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2) Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3)  Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 10 are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective
OE. | Environmental objective
+ Security attribute

3.2 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

c)

Persons who are not permitted to use the TOE

who may attempt to use the TOE.

Persons who are authorized to use the TOE

who may attempt to use TOE functions for which they are not authorized.

Persons who are authorized to use the TOE
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who may attempt to access data in ways for which they not authorized.
d) Persons who unintentionally cause a software
malfunction that may expose the TOE to unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons
Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONEF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition
P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.
P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.
P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its

IT environment.

P.STORAGE.CRYPT*) TOEDHDDIZFET 27 — # 1%, B b ST i il 7e
DR,

*) MFP |Z HDD B BAbIREZ FF > Z & 2R U v —IZFOix 2 e LTz

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

| Assumption | Definition |
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Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s

guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.
A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1  Security Objectives for the TOE

AEITIX, TOE MR LT i beunwte 2 U7 4 %R G E Tl 15,

Table 15— Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized
disclosure.

0.DOCNO_ALT

The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

0.CONF.NO _DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

0.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events and prevent its unauthorized disclosure
or alteration.

O.STORAGE.CRYPTED

TOE!Z. HDDIZT —# & E X IATBRIZKE B L 72 i3 Aud 7Ze
SRR

4.2

Security Objectives for the IT environment

COETIL, ITEREO®X 2 U T 6K L ik 5,

Table 16— Security Objectives for the IT environment

Objective

Definition

OE.AUDIT STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT ACCESS.AUTHORIZED

If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.

4.3

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.
Security Objectives for the non-IT environment

ZOETIE, FFITREOY X2 U T o EFHHCE L TR+ %,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

44 Security Objectives rationale
AREITIE, e OB, MOt T ¢ Gk B4R, TOE 027 Lb 1 2OExa VT

A RIRAHTHEIMENDZ L, ROERLOEX 2 U7 4 JERAGHDEBICHIL, EX=2V T 4K
e L, AR 2 R 5 2 L 2BIRET 5,

Table 18— Completeness of Security Objectives

Objectives

OE.AUDIT ACCESS.AUTHORIZED

OE.AUDIT STORAGE.PROTECTED
OE.AUDIT.REVIEWED

O.DOC.NO ALT
O.FUNC.NO ALT
O.PROT.NO ALT
O.CONF.NO DIS
O.CONF.NO ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.INTERFACE.MANAGED
O.STORAGE.CRYPTED
OE.PHYISCAL.MANAGED
OE.INTERFACE.MANAGED
OE.ADMIN.TRAINED

Threats. Policies, and Assumptions

| 0.DOC.NO DIS

T.DOC.DIS

<

T.DOC.ALT

<

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS v

T.CONF.ALT v

SNENNN NN O.USER.AUTHORIZED
SNINNN NN Y] OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING ViV vV

PINTERFACE.MANAGEMENT v v

P.STORAGE.CRYPT v
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A.ACCESS.MANAGED

A.ADMIN.TRAINING

A ADMIN.TRUST

A .USER.TRAINING

Table 19— Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be

altered by unauthorized persons.

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be

altered by unauthorized persons.

O.FUNC_NO_ALT protects D.FUNC from
unauthorized alteration.

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONEF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.
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P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING | An audit trail of TOE use O.AUDIT.LOGGED creates and maintains a log
and security-relevant of TOE use and security-relevant events, and
events will be created, prevents unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT _STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

P.INTERFACE.MAN | Operation of external O.INTERFACE.MANAGED manages the

AGEMENT interfaces will be operation of external interfaces in accordance

controlled by the TOE
and its IT environment.

with security policies.

OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

P.STORAGE.CRYPT | HDDIZGtékd %7 —# &5 | O.STORAGE.CRYPTED (I, HDDIZ7 —# %
9%, XA BRICH B9 5,

A.ACCESS.MANAG | The TOE environment OE.PHYSICAL.MANAGED establishes a

ED provides protection from protected physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAININ TOE Users are aware of OE.ADMIN.TRAINED establishes

G and trained to follow responsibility of the TOE Owner to provide
security policies and appropriate Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes
use their privileged responsibility of the TOE Owner to have a
access rights for trusted relationship with Administrators.
malicious purposes.

A.USER.TRAINING Administrators are aware OE.USER.TRAINED establishes responsibility

of and trained to follow
security policies and
procedures.

of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT FDI EXP has been defined to specify this kind of functionality.

Component leveling:

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
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is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of.
external interfaces] from being forwarded without further processing by the TSF to
[assignment: [ist of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZODOFETIL, TOE DX =2 VT HAEZ/E (Security functional requirements) (ZB8 L TRtk 3 %,
HW, TUR—R S NI HRCEEE= L A N D®BAD () FEXX, BV IR LOBIELZ R

ZRLTWD,

6.1.1 —YV—FEIERERE

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_UAU 1

Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
The TSF shall detect when [selection: /[assignment: positive integer number/, an
administrator configurable positive integer within[assignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: ist of
authentication events|.

[selection: [assignment: positive integer number/, an administrator configurable

positive integer withinlassignment: range of acceptable values/l
. an administrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events)

. BE Rz LTV E— b UL ZflioT-a 7o L RT

When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: list of actions]
. 2y 77Uk
User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes).

lassignment: list of security attributes).
. =4, m—
Timing of authentication
Hierarchical to: No other components
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Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID A

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

with access-controlled Functions of the TOE] on behalf of the user to be
performed before the user is authenticated.

lassignment: Iist of TSF-mediated actions that do not -conflict with
access-controlled Functions of the TOE}
. AN E VI 2/ F SVE AN WA 2/ SVE WADE S PN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Iist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackl

. %

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

lassignment: Iist of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOF]

. TV aT Ty IAaT N Ty I A aT DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
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on the behalf of that user: [assignment: list of user security attributes).

[assignment: Iist of user security attributes].
. =4, m—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

lassignment: rules for the initial association of attributes].
. 7L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributesl.

[assignment: rules for the changing of attributes)
. L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.
. BAE SRV T BE L 72 REB S . BRE R Rt

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

interval of userinactivityl.

[assignment: time interval of userinactivityl.
. UE— |k UL Z#AE L2V IREEAS . 15 4 %8

6.1.2 PalETT7 BRI HEERE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT _MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes] to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)l
. 7L

[selection: change default, query, modify, delete, [assignment: other operations/|
. query, modify, delete, create

[assignment: Iist of security attributes]
. o—,L

[assignment: the authorised identified roles).
. U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT _MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP, information flow control SFF to provide

[selection, choose one of:  restrictive, permissive, [assignment: other property]l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
. L

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
. Restrictive
[refinement]

TOE Function Access Control Policy — TOE Function Access Control SFP
FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles

to specify alternative initial values to override the default values when an object

or information is created.

[assignment: the authorized identified roles)

. Nobody

FDP_ACC.1(exec-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users

as subjects, TOE functions as objects, and the right to use the functions as
operations.

Copyright CANON INC. 2016
32



Canon

FEITH: 2017/03/21

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

lassignment: list of TOE functions and the security attribute(s) used to determine
the TOFE Function Access Control SFH
. objects controlled under the TOE Function Access Control SFP in
Table 20, and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by UADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditionsl].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOFE is automatically authorized to
use the functions lassignment: list of functions, [assignment: other conditionsl]

. [assignment: other conditions]

[assignment: other conditions]
. rules specified in the TOE Function Access Control SFP in Table 20

governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects.

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects)
. L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]

. 7L

Table 20— TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Access control rule
- 7 - '
g:fff; %F) Object D J&MEIZ%FL T Subject
F7°U‘/M +PRT L7 - gﬂ% U.USER 7—/) Drz—)L N Operation %%@E‘l‘én
1T ) Fza—/LThD,
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Object Attribute Operation(s) | Subject | Attribute | Access control rule
Object D ] - .
DB TEITK
- +CPY Pointer %7 il Object E M ﬁbf% Subject
[ap’—| +DSR L7va7 % U.USER | z—/b Dr—/LA Operation %2 A[ &L
b 7-a— L Thod,
17,
. p - .
+SCN l?(l)?lftc;r I Object D J&MIZ %L T Subject
[ A% +DSR L#vaT U.USER | B—/L Du—/L7)3 Operation & 7 Al 4L
P 7-a— /L ThB,
1T,
ject D ] N .
I(’)(E)ijrftcer %F| Object @ EMEIZXIL T Subject
[Z77I7A] +FAXOUT Ui a7 g U.USER | @—/1 dDE—/L7% Operation & #F AT S
- 7-a— L ThHD,
17,
. o - .
gglic;r ZH Object D JEMIZXF LT Subject
[ZAERLA] +FAXIN L vaT U.USER | m—/L Du—/L73 Operation & 3 Al X4
G Tem— /LT,
1T,
Object ) ] - .
i Object D JEMEIZxL T Subject
r L Fl , j ]
Hﬁﬁ7 7 AL DF| +DSR {’/O;Ttg j’iji U.USER | z— Dr—/L7) Operation % #F 7] &40
it Fer— LT,
1T,
= Object D
UE— Ik \
{;/ 25 :’SZI;I 7&’ /VOX) *DSR Pointer Z1|/1 U.USER | m—1 Subject D12— LA Administrator
*TJﬂﬂJ TRAXIN Llevar | T Operation 23 A HE,
7.

6.1.3 AT TR

6.1.3.1

¥ a THIBRRE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,

[assignment: access control SFP(s), information flow control SFP(s)| to restrict the
ability to [selection: change default, query, modify;, delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes] to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)l
o In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operationsl]
. Table 21 @ [#4E) DIE

[assignment: list of security attributes]
. Table 21 @ [security attributes | DIH
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[assignment: the authorised identified roles
. Table21 @ Te—)v| DA

Table 21— Management of security attributes

security attributes BiE u—
a—H—4 delete, create, query U.ADMINISTRATOR
Ry 7 ARGHEE modify, create U.ADMINISTRATOR
HE DRy 7 ARFRER 5 modify U.NORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFE information flow control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other property)l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFH
. Common Access Control SFP in Table 22
. In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
. restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles)

to specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified rolesl

. Nobody
FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
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FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

. U.ADMINISTRATOR /%, 7 ~T® D.DOC - D.FUNC D HIERAS Al fE
. U.ADMINISTRATOR % . +CPY, +SCN, +DSR, +FAXOUT o

D.FUNC ® Modify 73 [ g

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects).

lassignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
. 7L

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete UNORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete UNORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modify; UNORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete UNORMAL | Denied

6.1.3.2 ¥z THT I EARIEKRE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
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by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

lassignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
. U.ADMINISTRATOR &, +FAXIN/A+DSR @ D.DOC @ read 7% F[HE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
. 7L

Table 23— In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read UNORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read UNORMAL | Denied, except for his/her own documents

6.1.4 =ZEVa inikfkE

FPT_FDI_EXP Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
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FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —XsE&iHEiaE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from]
. deallocation of the resource from

[assignment: [ist of objects].
. mL

6.1.6 HDD kB L%hE
6.1.6.1 W5 b/AE 5hEnRE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards).

lassignment: list of cryptographic operations)

. HDD ~HFEZIAEN DT — % OKE S LEAE

. HDD 72 bairH S5 7 — % O S #E
lassignment: cryptographic algorithml

. AES

[assignment: cryptographic key sizes]
. 256 bit

[assignment: list of standardsl
. FIPS PUB 197
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6.1.7 LAN 5 —Z{%ERE

6.1.7.1 1P/ v MEFE{LEERE

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(m) The TSF shall perform [assignment: list of cryptographic operations] in

accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standardsl.

lassignment: list of cryptographic operations)

. LAN ~i4(E9 2 IP X7 v b OB S LEAE

. LAN 0532595 1P 237 v b OESHIE
lassignment: cryptographic algorithml

. Table 24 @ [cryptographic algorithm] IR

[assignment: cryptographic key sizes)
. Table 24 @ [cryptographic key sizes| DIH

[assignment: /ist of standards]
. Table 24 @ [list of standards| IR

Table 24 — IPSec cryptographic algorithm,key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards

3DES-CBC 168 bit FIPS PUB 46-3

AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197

AES-GCM 128 bit, 192bit, 256 bit SP800-38D
FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Hierarchical to: No other components

Dependencies: No dependencies

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
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of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 BT AMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSFl, the

TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

. during initial start-up
[selection: [assignment: parts of TSH, the TSH]
. LAN 7 — Z {RERERE CRIH 3 21557 /L = U X A(AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSFl, TSF Datal.

[selection: [assignment: parts of TSF, TSF Datal
. [assignment: parts of TSF]
[assignment: parts of TSH
. o=

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 BEEE oS iee

FAU_GEN.1

FAU_GEN.1.1

Audit data generation

Hierarchical to: No other components

Dependencies: FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
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. not specified
[assignment: other specifically defined auditable events]
. L
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information)
. mL

Table 25— Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA _UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT SMF.1 Minimum None required
Modifications to the group of users that are FMT SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the | FTA_SSL.3 Minimum None required
session locking mechanism*
Failure of the trusted channel functions FTP ITC.1 Minimum None required

FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

4 PP Guide @ [14.1 IEEE Std 2600.1 Errata] %%/
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 73, #5450 I &
Th 5 5Lk
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FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]
i U.ADMINISTRATOR

[assignment: list of audit information]
. Table 25 (T AR 7D X K

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
. prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “Ignore audited events”, “prevent

s

audited events, except those taken by the authorised user with special rights”,
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‘overwrite the oldest stored audit records’| and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

2 (s

[selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

. “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
. L

6.1.10 EHEERE

6.1.10.1 = — ¥ —EFHiknE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metricl.

[assignment: a defined quality metricl
o AXTFTLERILFUTONRAT—RNE
o 3 SCFPL R 5 SUFAN A G e
o WRUF(A~DE 1 LFLULEEDD
o /N TF(a~z2)E 1 LFLEED D
o HTF(O0~9% 1 XTLEEDD
o TNT 7Ny FUSNDOTFO-@]:, L HS%& )=~ { ¥} ><)% 1 XFELLEE
5
o fHEAFRESCT
o HHFLSNDOETOILF

FMT_MTD.1(user-mgt) Management of TSF Data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other operations/l the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or
jobs owned by a UNORMAL] to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the U NORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operationsi)
. Table 26 O [#E] DIA

lassignment: Iist of TSF Data associated with a UNORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
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. Table 26 @ [TSF data] DIH

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
. Table26 ® [ —/L| OIE

Table 26— — ¥ —{EHEH

TSF data 7—) e

Z—H—4 U.ADMINISTRATOR | delete, create, query

o—/) U.ADMINISTRATOR | modify, delete, create, query
IRAT— R U.ADMINISTRATOR | modify, delete, create

HE DA T— | UNORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
. Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which
no user shall be associated.

6.1.10.2 g Pk aE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes| that meet the following: [assignment: /ist of standardsl.

[assignment: cryptographic key generation algorithml]
. Hash DRBG % FIJf L 72 SP800-90A |23 < FLEKAER 7L =) X 4

[assignment: cryptographic key sizes]
. 256 £ b

[assignment: list of standardsl
. BERL
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FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes| that meet the following: [assignment: /ist of standardsl.

[assignment: cryptographic key generation algorithml)
. FIPS PUB 186-2 (2D < WS8R 7 L T Y X 4

[assignment: cryptographic key sizes]
i 128bit, 168bit, 192bit, 256 bit

[assignment: /ist of standards]
. FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method) that meets the following: [assignment: /ist of standards).

[assignment: cryptographic key distribution method)
. DH (Diffie Hellman) 35X TNECDH (Elliptic Curve Diffie Hellman)

[assignment: Iist of standards]
. SP800-56A

6.1.10.3 7/ A AEHERE

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify;, delete, clear, [assignment: other operations/l the lassignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMALI]]

[selection: change default, query, modify, delete, clear, [assignment' other
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. Table 27 @ [#fE] OIH

[assignment: /ist of TSF datal
. Table 27 @ [TSF Data] DIA

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U NORMAIIII
. Table27 ® [m—/L] OIH

Table 27— /A A EHEHEHE

FEITH: 2017/03/21

TSF Data o—/v e

H A/ R E U.ADMINISTRATOR | modify
HDDZERVH £ E U.ADMINISTRATOR | query, modify
[PSec 3% iE U.ADMINISTRATOR | query, modify
A=~V ERE U.ADMINISTRATOR | query, modify
2y 7T NRU Y — R E U.ADMINISTRATOR | query, modify
IRAT =RV —ERE U.ADMINISTRATOR | query, modify
=4 U.ADMINISTRATOR | query, delete

Hierarchical to:

Dependencies:

FMT_SMF.1 Specification of Management Functions

No other components

No dependencies

of management functions to be provided by the TSF.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list

[assignment: ist of management functions to be provided by the TSF]
. LLF O Table 28 (233 % BRI AE

Table 26— The management of security requirements

el s BAE

H A/ Re 2R E modify
HDDZE2{H % query,modify
[PSec % & query,modify
A —"ZVTERIE query,modify
2y 77U MNRY L — 3 E query,modify
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IRAT—RRY L —RE query,modify

= query, delete

a—HF—4 delete, create,query

77—/ modify,delete, create,query
INAT — K modify,delete, create

Ry 7 ARERER

modify, create

HED/NRAT— R modify
B DR 7 ARG modify

6.2 Security Assurance Requirements

FITH: 2017/03/21

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD PRE.1 Preparative procedures

ALC: Life-cycle support

ALC CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ALC _FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.!1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests

ATE COV.1 Evidence of coverage

ATE FUN.1 Functional testing

ATE IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale

6.3.1 The completeness of security requirements
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Table 30 (X TOE &F U745 5Etetda) TR 2~y 7 LTIb D THD, ZHUTED, Kt
2 DT ABEREEED el 1 DD TOE X2 U7 43t KT EHIRRL TN EERL TS,
TSR E Bold 1A (P) THL, Y AR—FL TWDxHGEAFRA (S) T/RLT,

Table 30— The completeness of security requirements

Objectives

0.DOC.NO_DIS
0.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
0.CONF.NO_DIS
O.CONF.NO_ALT
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.STORAGE.CRYPTED

SFRs

FIA AFL.1
FIA_ATD.1
FIA UAU.1
FIA UAU.7
FIA UID.1 S S S S S S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACEF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)
FPT_FDI_EXP.1 P
FDP_RIP.1
FCS_COP.1(h)
FCS_COP.1(n)
FTP ITC.1
FCS_CKM.1(h)
FCS_CKM.1(n)
FCS_CKM.2
FPT_TST.1 P
FAU GEN.1
FAU GEN.2
FAU SAR.1
FAU SAR.2
FAU STG.1
FAU STG4
FPT STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P

la~

w|w|ln|n|l~=| < = | x| n|n0.UERAUTHORIZED

[72] Ra-ARVA RV
|72) Ra-ARVLA RV

NN NN nn

9]
92}
w2
92}

Nt nln|~e
=~
=~
=
nln N nlin
~

IR TR E T
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Objectives
2 |a
a |2 |Z a
m < 3 o
N |Z |& |q | E
o
w e |55 (25|85 |5 |8 |%
= — < < @) < =) =8| m &) O
A << | | | | = @} ~ @) [o9]
[ [ o ®) o @] ) < < — Q
S 2 Z Z Z Z < & = =
Z 142 |0 |le |e |2 | & R 5
S 1818|2888 |2 |55 |¢
2 |3 |E |E|Q |3 |2 |& |2 |%|&
SFRs o @) (@) o @) o o o o o (@)
FMT SMR.1 S S S S S S S
FMT_MTD.1(device-mgt) P P )
FMT _SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

RFETIL, L2l 7 (BRI TOE %=l 7 xHHH T T 0l 5 Choina b+
60

0.DOC.NO_DIS IZ, user document data 73 Zk#z SAL72V EDIT,

FIA UID.1 TO—HF—iBEHRIZIGC T, FMT _SMR.1 TEHEN-n— L R3E Y THiv, Z0Ra
—WZHEDE,

FMT MSA.1(delete-job)/FMT_MSA 3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
a7 XX BN ERARND T 72 AR50 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

(XD a7 D 2—F—F —H~DT I RERNDOHHIRLIZY, TS OYaT7 Do —
P—=TF —Z DT 7B ALGEL TE LI T 52 LIV ETI D,

F7o, Va7 BRI A ST user document data DFETFEHIL, FDP_RIP.1 ([ZXV 52 2iH ESN5b,
EHIZ, HDD AD = —H—F —X - TSF 7 —H~D FEFEITKIL T

FCS_COP.1(h), FCS_ CKM.1(h)IZ LS,

LAN 2525352 —Y —F —HTSF 7 — X ~DEI A ZF T3 LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z X0 {fEZID,
ZIUSIC BT A BEAEIX FMT _SMF.1 (25> CTHEffE T,

0.DOC.NO_ALT (. user document data 23X A SHR2NEIIZ,

FIA UID.1 CTOx—%—#BEHRIZIEC T, FMT_SMR.1 CEHEINZm— L0 ED Y Thih, ZDu
—IUZHDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
DEEE R NDIINZT 7B AHIR T HZ IRV EBIND,

bl

LAN Z5%2(5 3 52— —F —X TSF T —H~DLE A - XL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |[ZXV{R#ESND,
TNBICBET A EHEREIX FMT _SMF.1 (2> Tt T2,

O.FUNC.NO_ALT /4, user function data 238X A SHURNENT,

FIA UID.1 CTO=Z—%—BIEHRITIEC T, FMT_SMR.1 CEHINZm— L0 ED Y THih, ZDu
—ZHEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
VEMEZRNDIIZT 7B AR R T2 L EBIND,

EHIZ,
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LAN Z5%2(5 3 52— —F —% TSF T —H~DLE A ZFEITHL T
FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [Z X0 {f#EZD,
ZHBICEE T A E HEEREIX FMT _SMF.1 I TIRESh TD,

O.PROT.NO_ALT I, TSF protected data /38 A SH72N DT,

FMT_MTD.1(user-mgt) C/& H 4172 FIA_UID.1 TO2—H —i#BIIIEHIZIET T, FMT_SMR.1 CEH
Enfza— iy B0 G THi, TOr— LI SE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (Z2X5T /A AEHERE I LD RIS N5,
IHIZ,

LAN 255259 52— —F —HTSF T —F~DUX A - BFEIHTL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |[ZXW{E#ESn D,

O.CONF.NO _DIS IZ, TSF confidential data 23 & #& X172 \JHIZ,

FMT MTD.1(user-mgt) C/& L4172 FIA _UID.1 TO2—HW —iBIIEHIZET T, FMT _SMR.1 CTEH!
ST — AN ED Y THIL, EDua— LIETX,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (ZX5F /A RS HIEREIC LD EH SN,
EHIZ, HDD WD 2—H —F —F«TSF 7 — X ~D FEFZ (kLT

FCS_COP.1(h), FCS_CKM.I(h)IZ kRS,

LAN %5525 9 52— —F —XTSF T —H~DEE A TFEITx LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS CKM.2 |[ZLV{R#ESND,

O.CONF.NO_ALT /4, TSF confidential data 234 & A SI72 D2,

FMT MTD.1(user-mgt) CEFL 7= FIA UID.1 TO2—H —iBIEHRIZET T, FMT _SMR.1 CTEH
ST — AN ED Y THIL, EDa— L IHESX,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (2L5 T /A A& I REIC LV EHEN D,
bl

LAN 252 (59 D2 — —F —HTSF T —H~DhE A« BFEIHTL T

FCS COP.1(n), FTP ITC.1, FCS CKM.1(n), FCS CKM.2 |ZXh{R#ESND,

O.USER.AUTHORIZED %, FIA UAU.1, FIA UID.1, FIA UAU.7, FIA_AFL.1 COBIFRFEAD =
ALZRBFES N e — =723,

FIA ATD.1. FIA USB.1, FTA SSL.3(lui)/FTA SSL3(rui)iZ LV 2 —% —D vy ar NEHEHIL,

FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (2827 7 EARKIEICLY | MERRZ A B 7-#mexFIH
TELHTEITIVFEBEND,

X512, FIA_SOS.1, FMT MSA.1(exec-job), FMT MSA.3(exec-job), FMT SMR.1 (Z&VIE Y7 p2—
—EEHT D,

O.INTERFACE.MANAGED %, A A ¥ —7 = —ZZEH I 55 5 #THY ., FIA UAU.1,
FIA_UID.1, FTA_SSL.3(lui)/FTA_SSL3(ru)iZLAd2—H—A 2 —7 > —ZAOEF L FPT FDI_EXP.1
(282 LAN ~ORE A2 R+ D REIC Lo THIBLS D,

O.SOFTWARE.VERIFIED (%, FPT TST.1 ® H 2.7 AM&REIZ L > THRIIND,

O.AUDIT.LOGGED (% . FAU GEN.1 , FAU GEN.2 ., FAU SAR.l , FAU SAR.2 . FAU STG.1 ,
FAU STG.4 ([ZXDE IV HEREIC L > THRBSIND, EBIZ, BT+ — vy M B o —F — i
REZIE A9 572012 FIA_UID.1 & FPT _STM.1 [ZX-> THR—rEN5,

O.STORAGE.CRYPTED /3, FCS_COP.1(h)DE 5Ab/18 5 #%HE . FCS_CKM.1(h) DI 5 # 4 FipkRE (2 &
S>THEBAIND,
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6.3.3 The dependencies of security requirements

AREETIL, ST THEREEME OIRIFIEA 72 L T e & BT O 2\ B & itk 5,

Table 31— The dependencies of security requirements

CC TERLTWS | STTHEZLTH
R B | B el e P AR
IR %
FIA_AFL.1 FIA UAU.I FIA UAU.1 N/A (EAFHEE TR L T0D)
FIA_ATD.1 No dependencies No dependencies N/A EAFEDERRL)
FIA UAU.1 FIA_UID.1 FIA_UID.1 N/A (KAF AL T 5)
FIA _UAU.7 FIA UAU.1 FIA UAU.1 N/A (A AR T2 L T0D)
FIA UID.1 No dependencies No dependencies N/A UERAFEDO TR )
FIA USB.1 FIA_ATD.1 FIA_ATD.1 N/A (RAFPEE 2L T D)
FTA_SSL.3(lui) No dependencies No dependencies N/A URAEEDERRL)
FTA_SSL.3(rui) No dependencies No dependencies N/A UEAFEDOERRL)
E];DPP—I?S%‘ Ior FDP_ACC.1(exec-job)
FMT_MSA.I(exec-job) || v cor FMT_SMR.1 N/A (KA T2 LT 5)
SMR.1 FMT_SMF.1
FMT SMF.1 =
. FMT MSA.1 FMT _MSA.1(exec-job) e 7
FMT_MSA .3(exec-job) FMT SMR 1 FMT SMR 1 N/A (KT TZL TN D)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A ({KfFMEAm7=LTD)
. FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT MSA.3(exec-job) N/A (KA E 2L TN D)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT MSA. 1(delete-job) || EPP-FC-1] ) N/A (R HEZT-L TV 5)
— o FMT_SMR.1 FMT_SMR.1 -
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-jo
FMT MSA 3(delete-job) Eﬁ?—gﬁgi b) N/A (RAFMEZ 7= LTV )
- FMT SMR.1
FDP_ACC.1(delete-job) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (KfFPEA /=L T\ D)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) e g
FDP_ACF.1(delete-job) FMT MSA 3 FMT MSA 3(delete-jo N/A (AF AT 7L T D)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (RAFMEZ 2L T D)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) FMT MSA FMT_MSA 3(delete-jo | N/A (KA PEA R 72L TUD)
' MSA.3 b)
FMT_SMF.1 FMT_SMF.1 .
FPT _FDI_EXP.1 FMT SMR.1 FMT SMR.1 N/A (A AT 7L T D)
FDP_RIP.1 No dependencies No dependencies N/A ERAFEDOERRL)

FCS_COP.1(h)

[FDP_ITC.1 or
FDP_ITC.2 or
FCS_CKM.1(h)]
FCS_CKM.4

FCS_CKM.1(h)

FCS_CKM.4 & EHEL CUVRNBEH:

IS8T RAM EIZAERSIVEREZTIHEHZ b, F
TR B8 A B 3 2 B AT RE el L 2> T
%, fE> THERBHIIC I B SRR A L 7 < &b I -
132 EIEBES NS,

FTP_ITC.1

No dependencies

No dependencies

N/A URFFHED TR 72L)

[FDP_ITC.1 or

FCS_CKM.4 % EHEL CUVRBEH:
IS8T RAM RIZAERSIVERZTHEHZ 5, F

FCS_COP.1(n) Egg—g&f f(rn)] FCS_CKM.1(n) T A B = LR AT R L 7> T
PCS.CKM.1 B, o CREABHICIE 2 SRR L7a < LI B 48
- IELEITEFIIL TS,
FCS_CKM.1(h) FCS_COP.1 FCS_COP.1(h) FCS_CKM.4 & F3ELCU Vel B
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AR O Rk D | STOmEL s A MR 7L CU RV
FCS_CKM.4 S8 RAM 2SI EREZ D EHZ D, E
f:ﬁ%%iﬁ%ﬂw Hjﬁ‘:?:liz:ﬁfﬁ%@fﬁkkﬁofb\
%o P THERBHUIC I B IR T2 L 7o < &b I 5
li;r/\ CEHINTND,
FCS_CKM.4 % E3RL TV VR H:
[FCS_CKM.2 or 5588 % RAM _EICAERSNEREZUILEHAD,
FCS_CKM.1(n) FCS_COP.1(n)] FCS_COP.1(n) oI 5 2 B Hﬂ“: EE NGNS SR AN
FCS_CKM.4 %o e THERBRUITIE SR TR A2 L 7R< & s 5B
TR RITEEIN TN,
FCS CKM.4 % FEL TR B
%IB)IDPTIT%CéI or W5 S4EIE RAM RICE RS HEBIRE YD L2 5, &
FCS_CKM.2 FCS CKM f(rn)] FCS_CKM.1(n) 7l %%%E&V) Hﬂ“ k [E& ] Efm%:_&rzaoﬂ\
&;,t;r/\ ’ﬁ"*ijﬁénﬂ\é
FPT_TST.1 No dependencies No dependencies N/A RO R L)
FAU GEN.1 FPT STM.1 FPT STM.1 N/A RAFEZEGT-L T\ D)
FAU GEN.I FAU_GEN.I . .
FAU GEN.2 A VUID.1 FIA VID.1 N/A URIF AL T D)
FPT_STM.1 No dependencies No dependencies N/A URAEEDERRL)
FAU SAR.1 FAU GEN.1 FAU GEN.1 N/A URAFEZG 7L T D)
FAU_SAR.2 FAU SAR.1 FAU SAR.1 N/A (A AT T2 L T D)
FAU STG.1 FAU GEN.1 FAU GEN.1 N/A URAFEZEGT-L T D)
FAU STG.4 FAU STG.1 FAU STG.1 N/A (AF AT T2 L T D)
FIA_SOS.1 No dependencies No dependencies N/A EAFEDOERRL)
FMT_SMR.1 FMT_SMR.1 o R
FMT_MTD.1(user-mgt) FMT SMEF.1 FMT SMF.1 N/A URIFHEZTT-L QD)
FMT SMR.1 FIA UID.1 FIA UID.1 N/A URAFEZT-L T D)
FMT_MTD.I(device-mgt || FMT SMR.1 FMT_SMR.1 S .
) FMT SME.1 FMT SMF.1 N/A URIF AL CTD)
FMT_SMF.1 No dependencies No dependencies N/A URAEED BRI )

6.4 Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where protection of User and
TSF Data are provided when such devices are removed from the TOE environment. Agents have limited or no
means of infiltrating the TOE with code to effect a change, and the TOE self-verifies its executable code to
detect unintentional malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC FLR.2, Flaw reporting procedures. ALC FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification
ZOFETIE, TOE ERIARZ LR T 5,

71 =——REEEE
- X9 5888 E {4 : FIA UAU.1, FIA UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE %, EM O —W =% BIFRRET B0, 22— =0 E 20—k UL IZBWTT VX
IWAE ST EBET DR _:L—%—w*%%lmnﬁfzgkﬁé BL., SV oas T7 oA a7 1777 A
a7 O NITFF L C5, [FIA_UAU.1, FIA_UID.1]

:L”_‘Jd‘_‘nuu i u—F@2$§*E0)DLA uiEjiJc%h'j-j— }‘j—é
HMERRAE T 3

:L‘—']j_“—nu nm‘ﬁ_’—/\“— _%ﬁéhfb\%)i‘—‘ﬁ' hﬁ%&%*”fﬁ‘a—énu nEjiJ( iz i T —
FRAIEY— 3 =123, Kerberos s&q1E 7 2.0 Active Directory H—/3N—<° LDAP F8iF 5.0 LDAP
P R—=F YT D,

- ERRERES
T AR GRS T D — P — IR F 238G 5

TOE [T —H —38GEEL T, 22— —& « "RV —R RIS TH LR A D A& ERL T, F5EL
TRl AL TCa—Y =4 RRAT =R BB BTG A DI — P —Z B BIRFET 5, 72/ XA —K
ATTDBED/SAT —RTF AT T 1T, * TCERRT 5, [FIA_UAU.7]

TOE (%, —% —OiRIFRGEI KT 5&, —P—T 11T Access Control Token(LA#: ACT)Z 3179
2o

ACT LiE, 22—V =LA —LIIMA T, 2= —Dr— LT LIZRESNET T r—va v
BRE~DOT 7 B ZAMEN G ENT-A T V=27 N Th D, [FIA_ATD.1, FIA_USB.1]

TOE 1%, NEARBT A L3I T2G T 72O LL FOry 77U MEREZ #2 it %, [FIA_AFL.1]

- BRELI-uey I T UM RBIBIGELZ AT Y 2 — Y —IC L Cry I T U RS S, vy
IT7 I MOFRESEIL. 1~10 [BEIBRIN TS, (FIHfEIL 3 [E])

- RELEayZTUREM I, Y — S —on s AU a0, ay s T RERIE 1-60
IINHERRCTE D, (FIHIMEIE 3 59)

TOE (., #{E XX ARUE—b Ul Z— ERFMBIELLRWIRENRB T 07 T RS H S,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- MR SRVEEELZRUNREEDS A — U THEBE I TR ES A A LT T MR D58,
10 -9 3/ BIRINTE D, (FIHIEIE 2 4)
- UE—h UL ZHELZRV VIREEDS, 15 4 TR
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7.2 T3 TEFTT 7 & R

- XTS5 EEE4: FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE 1%, #BIFRAES - 2 — W —ZFATENT- ACT ONFITISU T, Ul a7 E47 7 7 A
MR ARt T 5, 2 —HF — 2T 5 ACT Or— LMW ESbt ., 2. §Ik., Bk
U.ADMINISTRATOR DAIZ[RBEESND, 2D a7 FAT7 7 AHIEN kT 5., HlE S0 @134
HEREZ DL OTHY , FIZHEE TH D,
BE SRV DBE DY a7 4T 7 7 v ZHl#IL, ACT Ou— WIS T 7Y r—a IR O &Mk
IS TP a7 ETEE LT, FNLAMNIT 722G 5,
VE—RNUIOHE DY a7 77 72 AH#L, ACT Da—/ /L O EMEEIZS U TYra” OFETEELRL T,
FNLIANIT VB AE TR A5,

%72, UADMINISTRATOR (%, X THOVa7 FEITHRRETH D,

Table 32— a3 7EITOT 7 B AHIFAR Y 2 —

UI &5l NS e e ld BiE
BafE/ SRV [ Y| @ Pointer U.USER Ou—/ L3 [ 7V B3Rl STz | i) B8 s 5 & 0 Ak
o— /L Thb, THZETETA
HEo
[z — | @ Pointer U.USER Or— Lialat’— | B3Rl &7z | il skf 22 2 1% PRk
B Th, THILTRITA
HEo
(2% % LTEEID | UUSER Or— L3 AF% 2 UTEE 1% | I %8 2 1 4L
Pointer FRIENT-e— /L Thb, TAHZETHEITA
18
[ 72 2|0 Pointer U.USER ®u— /L3 2% U TR 12 | #5275 1k
AN — L ThD, T HZ L TELTH
HEo
(%154 D Pointer | UUSER Or— /LS MELET 7 AL ORI | | #4868 52 % 15 AL
IR EANT-a— L ThA, T 5L TELTH
HEo
MEFEZ 7 AVOF A | UUSER Oa— L NMRIETZ 7 AV ORI ) | 480 5k 52 % 1% M4k
@ Pointer PR ENT-a— L TH D, TAHZ L THELTA
(=8
(A% v UTHRTEI D | UUSER Ou— L3 [ 2% % UCTRIF & | il Skt % 215 P4k
Pointer A ENT=a— L Thb, T BHZETHETA
HEo
Je—h Ul [ EMEIE 7 7ALD | UUSER ®2— L Administrator 2—/LLL | SE4TAR 0]

K 19 Pointer

%O
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7.3 WAV 3 777 & REIfEE

TOE X, 22— =& ALT=7 Vo Nat —/A% v FAX GO A a7 L TUL FO T 7% A4
DX =27 AR5,

7.31 Va7 DXy KRR
- R AEEREE L FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_ MSA.1(delete-job) ,
FMT_MSA.3(delete-job), FMT SMF.1

TOE 1%, at'—/FV U NAX Y /T 7 IAEEDY a7 H UL FOFETR Yy IV TEDL, ZNHDY a7
Da—P =T AN a7 AR FDOY a7 B AR LT — Y — 4 THHbEn T D,

- UNORMAL /%, B DY a7 OHIERD A EE
- U.ADMINISTRATOR %, T _XTOYa7 DIAN TR L ALE DY a7 OFIE 7] je
Va7 DOF BN, Va7 i E T b R ELHIRS D,

7.3.2 VaTHOBEFLE~DOT 7 & A FEERE
- %tk 9 B % B = {4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1
TOE 1%, ZNZENDY a7 FOEF ILEITH L TU FO7 72 Afililizte it 425, Zhbnya7 oa—
W =TT a7 AR Z DV a7 AR LT — —4 THIHH ST s,

=15 ~/;<ﬂw//777z;a§ro) Tad HOE T LE~DT I AT EHEEE
TOE I, 28— a7 HOE S LEICKH LU CHEHO SR T ENTE,
=720, P& B LN U.ADMINISTRATOR X, BAMESE TSV "ATHZENTES,

- TOE zi xﬂw/mﬂzﬂé{m@/w POBA LEITKHLU T, 73315 a 7 — R 151
EERE, OSBRI HIENTE2N,

[TV b a7 OB A LEA~DT 71 AH|EHERE )

TOE 1Z. 7V ard BNWEASNLE, FOFEFV L MEFIC— IR FET 5, Bz, Va7 loft 5
N a—F—L4TFOT VN a T OFTEFE R, L O 7 72 A #42FEH L A,

U.USER %, 45#1%71717)%/570) BT CEIIHLT BYO2—F =4 LU Na T Do —
PN —ELT=GE12, LT OEMEMN AT EE

AN S R
- TUNOEREEETE D,
- HIBRT D,

U.ADMINISTRATOR %, TR COFYUMERTOT Va7 OFEFLEDYV AN ERL, FNIC
SHLC, LA R O#RENS AT RE

- yaf%ﬁ”&%‘g‘éo
(77 0 255 a7 OBEALE~OT 72 Al EHKAE ]
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TOE 1%, ZIELT=7 77 R 1 77 I AZAE Va7 DF %jti%:%@ii7jxwr¢ —H 77 ANARTT
HHERER A5, TNOHDOBEF LEMEFESNDEEICIT, BT VAT LR ARFEND T2 VAT
LIRS I ANDT 72 2B EDEEE jzi@Tytx%lJﬁﬂ WS NBD, VAT AR ADTE ST
E2MNITEES NN T, VAT LRy 7 RIZH LU THFRNS THTORRER 525 E T HIENTED,
\‘/X%Anf\yazmﬁﬁé%mmﬁm gk, ZEH L U ADMINISTRATOR Z[RESNAIZ6, BT 3T

EICT 7 AA fE/R 22— — (X U.ADMINISTRATOR O % TdHh b, LN - T, TOE I
UADMINISTRATOR%f%ﬁéﬂt - CEOFTEE LKL UNORMAL 3B LEDO UM%
15, HIBRZ TERWIDICT 7B ARlH#EZ FZH L T5,

U.ADMINISTRATOR %, #{E/SRAMNET 7 AT D56 Bk 5a2 A L7a<Ed, B30T
L CUL T ORI HE

- TVRTB,

- EETD.

- HIBRT 2,

UADMINISTRATOR 1T UEB—hUI ST 7 ERATAEES . VAT AR AR U CHEANICE ESNT
BFREE 5 & VAT IRy 7 AERERFIZ A ) S 7=y &%ﬂ»—ﬁw_ BEDI, LLT OEEN Al HE

- UM TA,
- EETD,
- HIBRT 5,

[ =Ry I ADE A LE~DT 7 A A )

TOE %, :rt»—/xﬂe»w/aiéfn Vav DEFLELY, 22— =R ARFET DR RER A5, 2hb
DEA LELEMET DL, 22— =Ry I A~DT 7 AH#NE S b,

FNEND =W —R 7 AR L CTHFHANZ T HORGIER 52 % ETHIENTED,

Ry ANE T L EERTFT ORI EE 5D ANFIARETHY, TOE [T IELWKEREE 54 A L7z
U.USER Z R FSINT-E A SCEOFTAHELEAWIL, 77 B Az EH L T\5,

UNORMAL [, 22— =Ry 7 ATEFNCRESNZRRES 5L, 22— =Ry 7 28 ERICA ISR
T REREE SR — BT B DI 22— — Ry 7 2N O F SLEITR L TLL F O#EA AT HE

S N N

- TVNREEETETD,

- Tlbta—7%,

- EETD.

- HIBRT 5,
U.ADMINISTRATOR &, BAERAMNET 7B ATDIGE | WREE 5E2 A L7a<Eh | B SCEF T
LCLL F OB AT HE

- TUhTD,

- TUCNREEEETD,

- TLEa—F5,
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- EfETS.
- HIRT S,

U.ADMINISTRATOR %, VE—h Ul 57 7 BATH5A ., B 3CEICH LT, FHRNIHR E SR RE
Bl Ry ABERFIZ A TSN RGREE 50— B L7256 DI, LLT OEAEN AT EE,

- VNS,

- TUUMRERZEETD,
- FLba—735,

- FEET5,

- HIBRT 2,

(R 7 2GS 5]

RV AT 7B AT DT OIEREE 5 DX Gk, 22 N TEXDHHEPR%Z Administrator 27— /L2310 X4 TH
A7z U.ADMINISTRATOR (ZDHA 525, 72121, B MBFIH T 587 AOHEREE & IZBL Tk,
UNORMAL CHEH TX5,

7.3.3 EEY a 7 —RHRTERE R
- XS T HREBEEH: FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

FEVa7 I, FAX &EEAT Yo D 2 FIEENRHY . TNENOEE Va7 1T — R FE T 572D D%
157 a 7 —HHRIFREEE L T [/ ~—EBF 1 LT L Ea— 0355,
(B A~—i%k15 )
TOE 1%, A~ =B EDORENINIZEEVar DRASNDE, TOFEEEETITRES N RL F
TR 5,
UNORMAL [, —BHRIFLIZEEY a7 I LT B O =P —Z LB EVaT Da—F—4 03—
EL75A1T, LT OBEDATRE,

- mEETETD
U.ADMINISTRATOR &, 3 _TO—BHRIFLIZIFE T a7 I LT, LU FO#EIEN AT EE,

- BEEEETD
[ L E 22—
TOE %, 7L Ea—DORENSNIZEE Va7 RERASINLE, TICEEETICvavNEE T L E =
— L CHERB L= IR E TED,
U.USER [, —FHRIFLIZEE Va7 IR LT B Oa2—F =LA Lk EYa7 oa—VF—4 03—
725 A0, AT O#ENFTHE,

- EBTENEOTSLE2—

- B CENEOS—UHIRR

- Varyomik
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7.4 ZEY g TEniEEke

- X9 5HEREE#: FPT_FDI_EXP.1

TOE 13RI ZAE LT T — A X E MO PC Y — R — TR E TEAEE L > TRL T ZELY
a7 O LAN ~DHEEN TN IIIZHIEIS I TS,

7.5 HDD 7 —# Z2iHERRE

- T oHEREEF: FDP_RIP.1

TOE NETF LERLTLURIVAA—T 740 % HDD D OHIRTAE1E . @ HDD fHk % HZ b/
— AT EEXTAHZLICIVEA LERT VRIVA A= T 7 AV OERIFE RO B2 B2 E 5,

MBI FOFEPL VBRI TED,
- DoD ;AT EEX
- 3EFUF LT —HT LEE
- 1EZUH LT 4T EEE
- 1[EINULL 7—#T L#EX
FIZOBREIL, LU FOXAI T ICEIET D,

- Va7 A2 HDD WIZ—BFIRGFEND T U RTVA A= T 7 A )V Va7 MLV L
IFPa7 %I HDD WDl £95,

- ORI AARTEESNTZEF SCTEOHIFR%IZ HDD 2255521 £ 5,

- ZEAROEIFEWIZ LD 52 BT E TERD TS 4. TOE OFEEINZ HDD 22558414
F35,

7.6 HDD FFE{bisaE

TOE ®arba—FR—K B335 HDD 7 —# 5 5L T > 71280, L FO'f a7 1 RE%2 Tt
92,

Kb/ SRR > T HDD IS A —H—F —Z B LN TSF 7 — X OB M5 T3,

7.6.1 s LR S ieE

- RS 2HEREE: FCS_COP.1(h)

TOE |Z. HDD IZk S LD — P —F —Z B LN TSF 7 —Z OB VE A {95722 IR DI 54
YE%47V > HDD ICHIEND T — 2 K20 515,

- HDD ~EXIAENDT —# &M 5t 15,

- HDD it HENL T — X251 592,
S EIC VDI 57 LTV AL 58I T DL B ThD,

- FIPSPUB 197 (ZH€-7=TAES T /LFURX L
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- BER256 b OR S

7.6.2 5 AR

- AR AHEEEE M FCS_CKM.1(h)
TOE (%, RDAEERICH D& HDD 7 —Z W5 S LA RE Cff - 205 S84 A4 k45,

- B EHEA AR T DT LAY R AT, INIST SP800-90A Hash DRBG(SHA-256)I £ 3< HL A=
V2=V VN

- BRSO SEOFRIL256 B k)

I 5O FFIILL FOEIATI,
- EBIRFIZ, TOE 1% FlashROM (ZH&ANEAU7Z Seed 1/ iz st A HH L T 5884 £ 3%
- TOE [¥H5 58%& Ak L7-% . RAM _EIZKT2

7283, Seed ZHEFSALT v T IOEIG T B FEUIMFELRV, T, B 58T IEATY) —THSH RAM
FIZERFFS DT IR OFF ([ZXDiE K35,

7.7 LAN 7 — X {R#RE

LAN 7 —Z{RFERREIL ., A2 AR 56D IT B L DIBE IR AT 2T~ TO IP A~y Ml S b8 57
%)o
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