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T.PROT.ALT | TSF Protected Data may be altered by unauthorized persons
T.CONFE.DIS | TSF Confidential Data may be disclosed to unauthorized persons
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PUSER.AUTHORIZ | To preserve operational accountability and security,

ATION Users will be authorized to use the TOE only as
permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,

FICATION procedures will exist to self-verify executable code in
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PAUDIT.LOGGING | To preserve operational accountability and security,
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access to the physical components and data interfaces of
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A.USER.TRAININ | TOE Users are aware of the security policies and
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competent to follow those policies and procedures.
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A.ADMIN.TRUST Administrators do not use their privileged access rights
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Hardcopy Device A system producing or utilizing a physical embodiment of
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devices), “all-in-ones,” and other similar products.
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TOE Owner A person or organizational entity responsible for
protecting TOE assets and establishing related security
policies.

TSF Confidential Data | Assets for which either disclosure or alteration by a User

who is not an Administrator or the owner of the data
would have an effect on the operational security of the
TOE.
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Assets for which alteration by a User who is not an
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which disclosure is acceptable.
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document or job to be processed by the TOE.
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