JISEC

PR %

CRP-C0548-01

»"3‘% Common Criteria

B
o
L
I
I

MR

HIEZME (ZAES)

FR27F10A 168 (ITZREE5566)

AL

C0548

Falk FH AR RES FFatrbyYa—rarHRARH
TOED & TASKalfa 6002i, TASKalfa 5002i, TASKalfa 4002i, TASKalfa

6002iG, TASKalfa 5002iG, TASKalfa 4002iG(KYOCERA), CS
6002i, CS 5002i, CS 4002i(Copystar), 6056i, 5056i, 4056i(TA
Triumph-Adler/UTAX) Data Security Kit (E), FAX System 12 &
ETIL

TOED/N—2 3 Y

L R L 2NK_20I1S.C01.010HS /N4 JL: 2ND_70IS.CI1.010
2 7% X:3R2_5100.002.005

PPE & |IEEE Std 2600.1-2009

BWETHRI/NNV7—Y | EALBRUEMDREED v 7/R—R > FALC_FLR.2
RFEE REF R¥aAY YY) a—2 3 0 XHAEH
ety SRy —RHFEEN TEX2 )T 0222 — SHES

FFEDOTOEIZOWTOFHHIX, ATOEBY THDHZ EZFRFELT-OTHRE L E7,

FR294E5 H 25 H

BAAER
X2V T o d— fHmtFa VT 4 8RE=E
BATEEE IUE e

PHEAYES : [IT R %= U T « Ml X OFRRER E O EAHR] TED S TRROBKIC
ESWTHHME S iz,
@O Common Criteria for Information Technology Security Evaluation
Version 3.1 Release 4
@ Common Methodology for Information Technology Security Evaluation

Version 3.1 Release 4



CRP-C0548-01

RS R - Bk

[TASKalfa 60021, TASKalfa 5002i, TASKalfa 4002i, TASKalfa 6002iG, TASKalfa 5002iG,
TASKalfa 4002iG(KYOCERA), CS 6002i, CS 5002i, CS 4002i(Copystar), 6056i, 5056i,
4056i(TA Triumph-Adler/UTAX) Data Security Kit (E), FAX System 12 £} & €5 /1] 1%, 57
ITBUE NTE AR HEERE DN E D DIT® % = U 7 ¢ 5RAEF T3 2 BREFHITIEV, ED bl
B I EE S G 252 1 . PTE D PRAEZEAE 20 72 L 72,



CRP-C0548-01

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 BRAEZN S 7m0 ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BT TENME ¢ovevieieeeceeeteeeeeet ettt ettt ettt ettt ne e 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
R I =N I i G 5 5 2 LSOO TR 5
3.1 B U T A BEBE T BT oottt 6
311 B E B DU T ABERETT B 6
B L1l BT oottt ettt 6
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 7
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 8
3.1.2.1 RO B 2 U T £ TR e 8
3.1.2.2  MEkOEX= VT 2 HEHCT 22X 2 U T A HERET S 8
4 BIHREAE & FMFTH D BAREIL oottt enne 10
4.1 R OB BT D RIHE IR oo 10
4.2 TEFBRBE LA oottt ettt 10
4.3  GEFABRBEICISIT DTOERIH ...cooeeeieeeeeeeeeeeee ettt 12
SR A A L 1 = i oY I < SOOI 13
5.1 TOEBEFRE T2 TR L PEER oot 13
5.2 ITERBE oottt ettt ettt ettt ettt ettt eaens 15
6 BUETRIT B 2 A LB ettt 16
T FEAEBEIC X DR SN B UM T oot 18
T1 BB ..ottt bbbt 18
T2 BT T oottt ettt 18
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 18
T BELT R ettt ettt n ettt 19
TA L BAFEFET A D ettt 19
T.4.2 G TENTT A R ettt 23
T.4.3  FHEEIR AT A B ettt 25
7.5 BB IZ DU N T ottt ettt ettt eanas 28

08 R AT ettt ettt e et e et et e et e et e et et e e et e eeaeeanean 29



CRP-C0548-01

O L 2 B B A N - OO 29
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 30
8.1 B R ettt ettt ettt b st bete s b ese s eaas 30
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 30
O BB T ettt 31
10 B U T A F 7 0 B ettt 31
TL B oottt ettt ettt enaee 32

12 B ettt et e et e e e e et e e e e et e et e e aaeearaeaas 33



11

111

1.1.2

CRP-C0548-01

EREN

DOBFEAREFEIT, KT FX a2 A MY Y a—ra U ABRASHDBHTE Lz
[TASKalfa 6002i, TASKalfa 5002i, TASKalfa 4002i, TASKalfa 6002iG,

TASKalfa 5002iG, TASKalfa 4002iG(KYOCERA), CS 6002i, CS 5002i, CS 4002i
(Copystar), 60561, 50561, 4056i(TA Triumph-Adler/UTAX) Data Security Kit (E),
FAX System 12 & EF /L, A=V g 27 A 2NK_20IS.C01.010HS /<x
)L 2ND_70IS.CI1.010 7 7 7 A: 3R2_5100.002.005] (UL F TATOE] &\ 5,)
[ZOWT—RAEFEN IT % =2V T ¢ o #— FHEE (LT TEEMREES ) & v ,)
TR 2945 H 8 AIC5E T L2 IT ¥ 2 U T 4 f-liic st L, & OWNE ORERERE
EREECHLIRET FX a2 A MYV a—va  AEASHICHET S L LD
2. ATOE IZRAL AR OPFEECHBF I LEX 2 ) T o HlERET 560
Th b,

AFFEAEEOHTA L. 10 =D X=2) T 02—y (LLF IST] &n9,)
%ﬁamézhf:b\o FRIZARK TOE Ot o U 7 o BEREZL . fRFEEM K O D451k
OB, STIZBWTEHERILTWS,

Zlinm uE?& 0i\ 2': TOE ﬂ&},ﬁ%)\?é%ﬂ%%%uﬂa% <E *Eﬂi Lfll A Z) zlgnm nft%&ﬂ:
ElX, A TOE 25T DR EF IS WSR2~ T O TH Y | fEH3]D
ITHHZDOLDERIET HHDOTIHRNT LITHE SN,

ST R 2 A E
K TOE OfRE, HEHASRMOMELZ LI FIORT, sbllix 2 EUBEEZSHROZ L,
BREE/NwHr—

K TOE ORFE/ N> r— 1%, EAL3 X ONBMOMRGE= > AR —> > ALC_FLR.2
Th D,

TOE. X)) T« #EEHE

AKTOE L, = —HaE, A%y XEHKE, 7V ¥ —HfE, FAXHEGE, &
7 AERE E W o Tt AR AT 2T VA NEAEHK (LIF IMFP] &vwWH,) Th
o

AKTOE X, 15D MFP OEAMEREICINA T, HEAKE THR O XET —4 X
X2 VT A ICHETORET A HELERANRHI AN Oh#ET X2V
T AR D,



1121

1.1.2.2

1.13

CRP-C0548-01

INHDEX 2T 4 HEEEMEICOWT, EORETH O Y M & LD EMMEIC
DUNTERGE S > 77— ¥ OFi P TRl M T4 72, A TOE 23 HE T 2 B ORITHR
[ZOWTIFRIEDO L BY TH D,

BREtEX2) T EKAH

AKTOE Z, UTFOZEBAMEL TR, LIUTKHITT D F =Y T (1 HBREA 1R
g2,

TOE OIR#EEETHLMMEDOLET —Z MOt F 2 VT 1 IZRETDIRE
F—X21%. TOE O#EAERL, TOE BNHEBEINTWDEL XY NU—7 FOBET— X ~
DT 7 EAZES>T, RECHFBINTZVRISALINT T BN DD,

TS DB KT D702, TOE 1%, kBIERGEE. 7 7 & A HlfH, wF 51k &
DX VT o HEREERMILT S,

BREH EHREY
A SR, RO &5 2 e ORI T 9% & & 2 ET D,

A TOE 1Z. TOE OMHRE S0 A v X 7 = — ANRIERT 72 AN bIR# I N
HEORBEICREINDZLEZEELTCWS, £7-. TOE OEMHICHT- > TixL,
HA K ASLENZHE > THYNIRE L, MEEFEE L 2T 7e 5720,

REFHE

AP CIE, LTOERZITS 1286, ELIRITIARRMIC L D ERFED XG44 &
5,

7.5 FHlHERIZ DOV T) ICFEIR STV DR ESREDET
P B R Y F H O LR SEERE O



1.2

13

CRP-C0548-01

Bk

FORERERBINEE 5 IT X = U 7 ¢ 5l - SEREEHIEIC RS & @%XiFnﬁ
F 2 U7 o Tl K& OGRRERIEE O EARIRR ) (1], T ¥ F = U 7 4 BIEFICHT 0%
kg (2] TIT ' = U 7 o FHIERI AR S IC B 2 2k FHE ) BlIcBE Sz
WNAEIZHEV, FHEFEREIC X - TR TOE 1B 2 BERE BLIE I OMRGEEE 12 Fe- S T
IT %= U7 ¢ 3l EfE S 4, Rk 29 45 HIZFE T L7,

_:F1ﬁ 0) A IJ

TORERERIIE, FEAGRE R AMERL U 7o SRS (18] % OB 3 2 RHmREHLE ) 2 B
AEL . xTOE@ﬂmﬁﬁi@iﬁ%’ R TN Z L Rl Lz, @Akl
FRIZHB W TR A SN MBIZ W TR, GRAEL B o —Z2ERk L7z, FRAERERA 2 Fafi
L= AL, TR TR S, 2>, TOE oFFlis CC ([4115116] % 7= 1x[71[81[9])
&medeMﬂ®wfhﬁo’%6Lfﬁmmﬂménfwé’&%ﬁﬁbko
RRERE B IR R E RS E ARG EEZER L, SR EEA K T L,



2

CRP-C0548-01

TOEZ Al

AKTOE1Z, LT EBY@EII S D,

TOE4 #5 - TASKalfa 6002i, TASKalfa 5002i, TASKalfa 4002i,
TASKalfa 6002iG, TASKalfa 5002iG, TASKalfa
4002iG(KYOCERA),

CS 6002i, CS 5002i, CS 4002i(Copystar),
60561, 5056i, 4056i(TA Triumph-Adler/UTAX)
Data Security Kit (E), FAX System 12 ff&E£7 /L
NR—=Tg v 25 A 2NK_201S.C01.010HS
»34%/1: 2ND_701IS.CI1.010
7 7 7 Z: 3R2_5100.002.005
BAFEE HET RX¥a Ay vV Y a—var AFatt

TOE 47513, MFP OfE% &L AT > a  OAFRTHE STV D,

L DNEH - FEREZ 52 1F 7oA TOE Th D Z & & FIMHIZLLFOHIEIZ L - The
WTHZLEINTE D,

MFP O#fE4 1%, MFP AKOFEEICHITF SN TV AKEL R, LUFOWT
ThodILEWRT L,

KYOCERA TASKalfa 60021, KYOCERA TASKalfa 50021, KYOCERA
TASKalfa 40021,

KYOCERA TASKalfa 60021G, KYOCERA TASKalfa 5002i1G, KYOCERA
TASKalfa 4002iG,

Copystar CS 60021, Copystar CS 50021, Copystar CS 40021,

TA Triumph-Adler 60561, TA Triumph-Adler 50561, TA Triumph-Adler 40561,
UTAX 60561, UTAX 50561, UTAX 40561

VAT T a v D&FRE TOE D AN—2 3 %, 8O A X ADFEHITHE -
T MFP Z#/E L., MFP O{E/ X IVIIFKREINTZLL T OIE®R 2RI 5,

A7y a 4 [Data Security Kit (E)] &Y [FAX System 12
AT L, NIV, T 7T ADEZENN—T g



CRP-C0548-01

txal) T4 A

ARETIE, AR TOE WEBUZKHTLT D7D Lct ¥ 2 U 7 ¢ BEREH #1508
WOEx 2T 4 i ERAT 5,

TOE (X, =t —HRE. A v o HMEMRE, 7'V o7 —BkrE, FAXHERE, &> 7
AKERE L WV o 72 MFP OREABRE A f2E L T 0 | FIAH OXHET —# % TOE N
WO HDD IEFRE L2 . %y MU —2 24 L TR OIRRLA RS — R &0
EV LIV DHREZALTVD,

TOE 1%, Z 4 b O#EE 2 H 3 2 B2 .MFP H ® Protection Profile Té % IEEE
Std 2600.1-2009 [14] (LLF TPP) & 5,) TERSNTWDHEF=2 U T 1 e
Eafliled ¥ 2 V7 4 B x it d 25, TOE ORfT5tx 2V 7 ¢ BEREIZIL,
FIRFEOHBIFEAEE 7 7 & A, HDD IZER L= CET — X K ORET —F D
W5 b & T — ZHIBRREO FEZHE, B LBERENETEN TR, RiEE
ETHOIFAEDOLET =R OtX 2 ) 7 4 ICEBTIHET —F N, RNEICE
BNV EIASINTEDTHZ E5BIET 5,

7238, TOE ZLLFORIHHARE 2 HE L TWD,

- A
TOE 73 8Ht4 % = & —HKAE. A% v U ik(EHERE. 77U v &7 —fKRE. FAX
FERE. > 7 AtERE & W\ o 72 MFP OSEAREREDRHE TH 5,

- BN E S
TOE Ot X =V 7 1 #EEED
HETH S,

FEZAT 9 12D ORI MER 2 5> TOE OF]

5

*« TOE Owner
TOE EPEDORGESL, TOE OFEMHBREDOEX =2 U7 1 XK G OHEBLUCE
xS N E IR TH D,

F72. TOE OREGEIILLTOLDOTH D,

+ User Document Data

MHEZEDOXET—4,

» User Function Data
TOE I X » THUEENAFHE DO LET — 20 g 7ICEET D E#H, A
TOE G, MFP 0 HAMHE % £1T LB AR SN 5 Y 3 77— 5 5
15,



CRP-C0548-01

+ TSF Confidential Data
X2 VT4 BRETHEREND T —Z 0T, 52k L REMEN KD Hiu
HT—4, KTOE Tk, v/ A rya—H—nR"RT— RN Kof, e
WREET D,

+ TSF Protected Data
X2 VT A BETHER SN T —ZOHF T, ZREETRROLND
T —%, KTOE Tix, FIHZEOu /A v a—H—4 &2 a 7 DEITHER,
LET—H TRy 7 AOIARGE, * v MU =7 FERLE, TSF
Confidential Data &<, ¥ =2 U7 A EEOSFR EMENFZ YT D,

3.1 txal) T BRESE

TOE 1%, 3.1.1 1T BUCKFL L, 3.1.2 I RTHEkO X 2 U 7 ¢ 2T
TEX= VT e BT 5,

3.1.1 ERELT) T ¥EERE
3.1.1.1 Zr

ATOE if, £31IRTHEBEZBTL, ZCHPIT LKA D, b
DOEFIL, PPICEERENTWALDOEREUTTH D,

x3-1 BEILEHR
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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons

T.CONEFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons
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x3-2 HEOEX) T 1A

AT

MO X = U7 ¢

P.USER.AUTHORIZ
ATION

To preserve operational accountability and security,
Users will be authorized to use the TOE only as
permitted by the TOE Owner.

P.SOFTWARE.VERI
FICATION

To detect corruption of the executable code in the TSF,
procedures will exist to self-verify executable code in
the TSF.

P.AUDIT.LOGGING

To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized

personnel.

PINTERFACE.MAN
AGEMENT

To prevent unauthorized use of the external interfaces
of the TOE, operation of those interfaces will be
controlled by the TOE and its IT environment.

P.HDD.ENCRYPTIO
N

To improve the confidentiality of the documents, User
Data and TSF Data stored in HDD will be encrypted by
the TOE.
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kBl ATTESRA:
A ACCESS.MANAG | The TOE is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and
NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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