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et %,

> T, 0.ACCESS_CONTROL (X, Hi{ET —X ~D7T 7 ¥ A% HlHllT 5 & HRal T2 2 LN TX 5,

0. SETTING_DATA

0. SETTING_DATA %, TOE z%ﬁ§5;~<é7f\o>7’571z;z%enhuﬁz§%mf;IE£5i£%l HEDORIFFA L, FFA &
NRNEINSD TOE RET — X ~DT 72 A% RA[HRIZ L, TOEfET — X O EL T, I L WK
ZARATREICT DR FT#HTH 5,

FIA_UID. 1, FIA UAU. 1 IZ XV | BfE XX VBL O FA4 T RPCOL TOEIZT 7 AL LS &5
FIRE ORI & BEENEfE S D,

FIA_UAU. 712 LV, FIRERIERFOFIET 4 — RNy 7 ME#ES N D,

FIA_AFL. 112XV, FIRBEFRAEOER: L7-f8RE I, v/ A v ozfMna vy 7 S,
FIA_SOS. 112 &Y, FIHFEFRIAEDOME DN ER ST Eﬁf AT DI EDNREEEND,
FTA_SSL. 312k, FIFHEDOEy v a VNV EBIN, RIEFDE v v 3 3K TIN5,

FMT_MTD. 1 (a) {2 & |, TOE fET — & ~OEfEIL, s IChlfRSh s,

FMT_MTD. 1 ()12 X 0. —f&FIHFE D TOE B ET — X ~O#EAEIX, TOE RET — ¥ OFTAEHE TH 25—k
ﬂ%%mﬁ@éhé

FMT_SMR. 1 . BEERE R & —RIRE ORI HEBEHERDSHERF Su, HERE S & — R HZE
0>:L—47“‘~1‘§KE75)%I W4T Hh5,

FMT_SMF. 1 12 k0, BFx =2V 7 ¢ B AT B & TOE RET — X O AHE Th D —MFIH
Fr~tefltd 5,

HE> T, 0.SETTING_DATA IZ., FFa] ENRNEMNLD TOE RET — X ~D7T 7 & A% RA[HEIZ L, TOE
WRET — X OFEET, BIORBAE RNATRRICT S Z &2 RIET D2 LN TE D,
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0. SOFTWARE_VERIFICATION
0. SOFTWARE_VERIFICATION |%, TSF 5872 — R&MGET D H 7 A b &3 HHae 2 2t 2 X3k

T#tTh %,

FPT TST. 1 12k V. TOE DEEBFIZCHCT A DAL — FNDFELT. TSF 5 —X O—H D= MEREED
e S, EEZEDOEEO X A I ZICBITHBIEIC LY TSF O—E DT a2 — NgeMMaEs 3

i S %,

it > T, 0.SOFTWARE_VERIFICATION i%, TSF Ef7=— K&k

THLIEERIET DI LNTE D,

6.3.2. TOE &% = U7 ¢ BEREEA [ DK 7 BATR

TOE &% = U 7 ¢ #RE B R OIKFEIfR 2 LL FIR T,

# 6.12 TOE X% = U 7 ¢ MR EA- ) DR FEIfR

PRAEZL(T: A7 BEIFR AP 2T LT R BE:
FAU_GEN. 1 FPT_STM. 1 -
FAU_GEN. 2 FAU_GEN. 1 —
FIA_UID. 1
FAU_SAR. 1 FAU_GEN. 1 -
FAU_SAR. 2 FAU_SAR. 1 —
FAU_STG. 1 FAU_GEN. 1 -
FAU_STG. 4 FAU_STG. 1 —
FCS_CKM. 1 FCS_COP. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2.1 fHizx
FCS_COP. 1 FCS_CKM. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2.1 fHizx
FDP_ACC. 1 FDP_ACF. 1 —
FDP_ACF. 1 FDP_ACC. 1 -
FMT_MSA. 3
FDP_IFC. 1 FDP_IFF. 1 —
FDP_IFF. 1 FDP_IFC. 1 —
FMT_MSA. 3
FIA_AFL. 1 FIA_UAU. 1 —
FIA_ATD. 1 7L —
FIA_SOS. 1 7L -

© 2017 KYOCERA Document Solutions Inc.

55

AL D HCT A & D HERE A 1R it




TASKalfa 35111, TASKalfa 3011i
X2 VT4 24 —F v b

FIA_UAU. 1 FIA_UID. 1 —
FIA_UAU.7 FIA_UAU. 1 —
FIA_UID. 1 2L —
FIA_USB. 1 FIA_ATD. 1 —
FMT_MSA. 1 (a) FDP_ACC. 1 —
FMT_SMF. 1
FMT_SMR. 1
FMT_MSA. 3 (a) FMT_MSA. 1 —
FMT_SMR. 1
FMT_MSA. 1 (b) FDP_IFC. 1 —
FMT_SMF. 1
FMT_SMR. 1
FMT_MSA. 3 (b) FMT_MSA. 1 —
FMT_SMR. 1
FMT_MTD. 1 (a) FMT_SMF. 1 —
FMT_SMR. 1
FMT_MTD. 1 (b) FMT_SMF. 1 —
FMT_SMR. 1
FMT_SMF. 1 2L —
FMT_SMR. 1 FIA_UID. 1 —
FPT_STM. 1 2L —
FPT_TST. 1 2L —
FTA_SSL. 3 2L —
FTP_ITC. 1 2L

6.3.2. 1. FCS_CKM. 4 DARAFM: 2 B L L 7a W VR L

5B AR ON REICHERR Z L I — B CEEREMR S, EREAT ) -2 s 2, £8
W% OFF IC L72% b, TOE I EABREO X 2 U 7 ¢ —x K 78 O, ACCESS |2 & W MBRIZ R S
TWb, ZDDEFHRAMEET 5 BTN E L LR,

6.3.3. BX 2 U T ¢ RAFEAARAL

A TOE 13, BRI R BB ) 2 FF O BEE I L DT — 2 OBBOBBIC T2 Z L2 A& L
TSI, BRIV DOBEAOHHIEDRIEN ML E L 12D,

EAL2 I TOE 128 1F ABAFEREDOE X = U 7 4 3RO oM (BREARICE S T X FOE & o, &
OV D BRIRIL & B Bt & OFHM) 2 &de. 3o U T 4 EZZRIERT =200 1557
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HA B AERNEGEENTNDZ EOOHNE N5, RAEEMIT, BAL2 A TH D729, EAL2 D
Rixz4 b s,
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7. TOE BEHIfAR

AREETIL, TOE AHRHET D ¥ = U 7 1 BERED BRI D\ TRiiR 55,
FT.11E, TOEEX=2UT 4 HREE X =2 U T ( HEREEE O RIR R T,

X TITEEX2VT B X2V T o HEEH

BX o T o HEBE

P RE AT

TSF. USER_AUTHENTICATION

TSF. DATA_ACCESS

TSF. FAXDATAFLOW

TSF. SSD_ENCRYPTION

TSF. SECURITY_MANAGEMENT

TSF. SELF_TEST

TSF. NETWORK_PROTECTION

FAU_GEN.

FAU_GEN.

FAU_SAR.

FAU_SAR.

FAU_STG.

O 00 06 & & TS5 AUDIT_LOG

FAU_STG.

FCS_CKM.

FCS_COP.

FDP_ACF.

FDP_IFC.

FDP_IFF.

FIA_AFL.

FIA_ATD.

FIA_SOS.

FIA_UAU.

FIA_UAU.

1
2
1
2
1
4
1
1
FDP_ACC. 1 [
1
1
1
1
1
1
1
7
1

FIA_UID.

FIA_USB. 1

FMT_MSA. 1 (a) o

FMT_MSA. 3 (a) )

FMT_MSA. 1 (b) o

FMT_MSA. 3 (b) o
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FMT_MTD. 1 (a)
FMT_MTD. 1 (b)
FMT_SMF. 1

FMT_SMR.
FPT_STM.
FPT_TST.
FTA_SSL.
FTP_ITC.

— QO | = | = | =
[

7.1, —Y—EF R
TSF. USER_AUTHENTICATION
P HEEEE T, FIRHEDERERSF AL LIEZ 747> FPCOS TOE ZHEL X9 & L7
W2, FFRISNTRIAEBE N E S D EiBRRET 2 HEETH 5,
TOE (%, #fE " b LT Web 77 U —20 TOE OEMEZITE 9 & LIZERIC, v 7 A Vil %= R
KL, vl va—W—-Ltarsfra—HF— AT —ROANEERT D,
Flo, TV H—RT A= TWAIN KT A /N—n5 TOE 2T 7B AT HERCIE, ¥ a 75 sh
a7 va—Y—gtua A4 ra—F— AU — RN FrSNRHENE D D EHBIFEAE
T 5,

(1) FIA_UID. 1 @&BIOH A 7
TOE X, FIER e /A4 2L L5 & LEEBRIC, AE&hiou 74 a—3F—4755 TOE N
BRI TV D RIAEERICIFET 5 2 & 2 HGET 5,
B IRRE O BUFIC DWW CIE, TOE 1%, FIHE O ZAT S i, a2, ¥ a 7ER—
B LD B —ERICOWNTIEL, TOE 1%, FIHE O ZAT R, H#ERRTH, FAXT—
DZAZITOWTIX, TOE &, FIHFHF ORI Z1T 9 A, FAX 7 — X 257 5,

(2) FIA_UAU.1 FEREDH A IV
TOE I%, FIA_UID. 1 CTHBINAKE LI2GAIC, FRICAI ENnlcun 74 o —HF—/ 2T — R
TOE WERIZ BRI N TWDH /2T — NI & —8d 25 2 & 2MGEET 5,
FEZHIRBE D BUFIZ DWW CId, TOE 1, P ORESREEAT O BilS, EHERMIT D, ¥ a TiEH—
%&ﬁv/& BFHRICOWTIE, TOE X, FIAFEORGEEIT I AN, HHREFRTDH, FAX T —
ZABIZOWTIX, TOE 1%, FIHFE ORBAEEIT 9 A, FAX 7 — X 2257 5,

(3) FIA_UAU.7 fRESNTZFFET 4 — KX w 7
TOE 1%, #ESX LG LTI TFA T RPC B AT SN u A va—HF— 2T — R |Zxt
LT, AI—F x:TAZYRY) 2al A  EEICERT S

(4) FIA_ATD. 1 FfEEMER
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TOE (X, n7A ra—F—4, a—FEROFMERMEZERL L, MR D,

(5) FIA_SOS.1 Fh&E DORGE
TOE 1L, v A v a—H—RRAU— KB, ERINTMEREICAERT D L 2T 5,
ERMINTERET, SRATU— RNE 8 XFLL . CFEER . Bilits Th b,

(6) FIALUSB.1 FIHE - 7o =7 MER
TOE 1%, v/ A va—¥—4, a—HV—EROFHAEEMEZS T2 MZEIY YK TS,

(7) FIA_AFL. 1 FRFERMIFFOHR Y i
TOE 1%, #{E SR, HLITZZ TAT U P PCODDTI T A ATk L, BB DORKS) L= 385EL
W03 L7 1 7 A o 0D e BB A KA TR D3 LT I E LB AT 3% 7 oy kD
07 A U EFFALRY (7w 70RR8) REBICBITT 5,
BERRTF B2 3 % RRUEOBIELS 1 I1~10 FIOHHH TRIEATIETH 5.
By 2 RIBICBAT L7l 1~60 4500 TSV EIE A ETE LI AR T 570, b L< 13
HaE PRS2 RIEZ R 2 LB RIBIC BT 5.

(8) FTA_SSL.3 TSF iENC L AT
TOE 1%, #E XL, & L IE Web 7T U4 —n b OEEN, — R BV EIR B DS ikRE L7255
A, Afe 77 o N EFET D,
® PEENxIL
FIRER e 7 A Uik, EERVERESHIRE IS OB E LRk L= 58 IcAgin 77
v N EET S,
HEEREHEEIC L DREIL 5 B~495 B O#H CRRERETH D,
® VWeb 7T —
FIHZER v 7 A 4%, HEEIRRREDS 10 Rkt L7285 acB8in 77 o M &2 Ehid 2,

7.2. T—X7T 7t AHIEHERE
TSF. DATA_ACCESS
T—2 T 7 AHAEREEEIX. TOE OREAIETH D a ' —, AX ¥y UikFE, 7V ¥— FAX, Ay
7 ADEHKEREE VT, TOE NIZIRTE SILCW DR T — X ~D 7T 7t A% §Fal SR HE O 7
IZHIR T 2HETH D,

(1) FDP_ACC. 1 H 7w b7 7 & A
FDP_ACF. 1 EXx = U7 4 BIEICL 27T 7 & ZHI#E
TOE (X, & 7.2 (TRT80 | BEAERESH O BT — 2kt U, FIHEFISST 27 7 & 2l
FHANCHI > T, FFASNTFIHEBORZT 7 B R EFFA[T 5,
ZIT, £7.2 o7 7EAGFMHANCEWNT, T EAFFAIL, FIHEOR A va—F—4
L. RIGEENFFOMAE R RO—BIZ L VIThN D,
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X2V T4 4= b

# 1.2 T—F7T7 7 2 AHEAMEDT 7 & X Hl#EFA]

X & BERNE FIRE 7 7 & A EH A
T — & RNy 7 ZHR () 2 — K | —FIHE | BEDRIAT LY a 7 OEgT —
(7Y 2 —HERB) T A =5 OHIRFE T B~DT 7 AETFAT5H
DY a7) , USB AEU—»
B OFIRIL, HIBR
HllbR BB HE | RToYa TOEGT —F~D7T
7R AEFAT D
g7 — & FTP 355 . E-mail 255 TWAIN | —fi&FIHZE | BENFEIT LY a 7 OEBT —
(A% ¥ L EHRE) | B, USB XEY —i%[F, & B~DT I AZHFT5H
FEHEg 7L 2— HIFR
HIlBR HEEFE | 2 ToYa 7OEBT —2 ~DT
7B ALFAT D
{7 — ¥ I E—HIRL, 2 —@Eg T | RFIHE | BERET LY a T OB T —
(= B —H&ne) Ea—, HIBR B ~DT Uk AT 5
HIBR MEEHE | 2 ToYa 7O T —2~D7
7R AEFAT D
g7 — ¥ FAX 355, B#EWEB 7 Lo | —FIRAE | BARFET LY 3 7ORBT —
(FAX 35{EHERE —. HIB® B~DT 7 AETAT 5
HIlBR HEVEFE | 2 ToYa 7OEBT —2 ~DT
A i A e 3
g7 — & Ry 7 ZHRL Ry 7 27V | —FIRE | BERFAT LY a 7O ST
(R > 7 AFHE Ba—, Ry 7 AEKE Ry HEHELEHBRESNTWDERY 7 A, b
7 ANLEOBE/FEE. HI L<IE, EARENEINHESN
138 TWDR Y 7 ADERT —H ~D
T EAETA[T D
BB E | RToOYa 7OEBT —F~D7T
7R AEFAT D
W7 — X FAX SZA5EIRI, FAX ik, HI | BaE S | FAK AR v 7 ZIRFEN TV S EE
(FAX Z{E5HrE 53 F—=B~DT I AEFTS

(2) FMT_MSA. 3(a)

A B PRI b

TOE I, FHUICIERR SN 28T — %, KOKR Y 7 ADT 7 )V MEZRET D, BT — X %
HHRICER LTS A oA & HERIZ. ERLEZRAEOn 7oA v a——4 L LTER SN,
Ry 7 A FHINER LTS E OR v 7 AFTEE X, B LT as B, LA EITmah e L

TR S %,
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7.3. FAX 7 —4 7 1 — il iHHE
TSF. FAXDATA_FLOW
FAX 77— % 7 & — il BB RE 1, ARERED B ZAF LTzT — % % TOE DINHA v ¥ 7 = — A~ERET D
Z &%, TOE 7% FAX ERERE e » THIBT D HETH %,

(1) FDP_IFC.1 H7%& v MEHR T v —iil#
FDP_IFF. 1 Hiffitx=V 7 ¢ @Mt
TOE 1%, ARERNHZE LT —F 2NRA V H T 2 — AELET D 2 L & FAX 550 E LS
o THIET HIEHM 7 v —Hilfl 2 £ 2, ZHUTL Y, DRERRD D OSZAF X A7 1%, AKIE
BNOZE LT —4% (M) % FAXRIEREIHE > THEA v X 7 = —A~DEEH 2 71Tz
%15,

(2) FMT_MSA. 3 (b) FFEYJEMEAIHI L
TOE 1. HEUCIER EN D FAXBRIEREDT 7 4V MEZRET D, FHITIER SN D FAX ik
BEDT 7 4V MiEX, BRSS9 25 & LTERSRS,

7.4. SSD W5 EAbAERE
TSF. SSD_ENCRYPTION
TOE 1%, FEAMGERY EITT5 &, BT —Z L TSF 5 —# % SSD ITRAFT 5, SSD W a{bisaEIZ. =
NHOT—H % SSDITRFET DRI, T — 2 2R b L TIRFT 2HETH 5,

(1) FCS_CKM. 1 B4tk
TOE |&, AES 7/v= U X AT % 256bit 5 584 FIPS PUB 180-4 |ZAD < W58t LR 7 /L
Y ZLERAWTAERT D, ZOHE, EEOEHRAZ LI, TOE OEJR ON KR Z L Ic—E
IECEERAERM S AL, AT Y —IZREEEND, . B8RO T & 72 2 1F 0 30E FH Bl AARE
DRHFRE S, EAPICETIND Z &3,

(2) FCS_COP. 1 W=4afE
TOE 1%, SSD IZF — & Z{RAFT A RS, BB ARR L 7= R84 pk (FCS_CKM. 1) 12 L 0 fERE L 7=
256bit K 5-8#E% V>, FIPS PUBS 197 (285 < AES BB 7 /L= ) RNt » TF — & OiF Sk
ATV, SSDICEATe, F7z, SSDICRIFSNT-T — ¥ Zan/rHT S, [RERICE BRI ER L7z
W B-8E% VN, AES K57 LY XA TT — X 2H 5T 5,

7.5. BE5A o JHERE
TSF. AUDIT_LOGGED
Ao JHREIT. BAEMGRA N MR AE LR, BEE o 724 Lickk - BET5HETH 5,
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(1) FAU_GEN.1 BT — 2Rk
mEi:573%Eﬂ%4&7Fk%ﬁ?éﬁﬁ?*ﬁffﬁﬁﬁﬂ%4Nyﬁﬁ%ébk@
RT3 ERNRANR N LT AR T — X R LEEET -2 2L, B u sk

éﬁ#éo
& 1.3 BEENRANC D ERERT DEET —F
BEEARA b EhT 4 EMOEET —4
AR AR RO AR -
AR A~ b O] -
I FRRRRRE D AR ) & R FL HIR# OfpItE®R (74~

Btk DR U= 3REELLRE 0 3ifes L= R hER | AT AR OfbiIfFHRE | —
AERRAT B ICELE L 2o 2 — P — 7ﬁﬁ &)

Yhry 27U NOFTE BaEEEIC L A X ORER (B )/ 5850
2y 77U MREEOMEER

HEim 77w Mokdty v a KT _

Bl 7 — 4 ORIE (BHL HIB) A~ OB

= — P —FHEROMRE FIRE T 52—
P — RO H)

B e R AT R (BRIE
. R OREREIC L B

T VT EEEERE O —

WFZ| DA -

TLS. IPsec {5 DiB1E KL WELIPT RL X

1 EEAMEREOBIG LTI, TOE OPsh & T & RMT 572, TOE OERKEA, &EFREOA <X s TRAT %

(2) FAU_GEN. 2  FIJ 35785 1 o> B A 1 F
FIA_UID. 1 #pox A7
TOE 1%, BEEARIRA X2 MIxt L, ZOJFIKA & 722 o =R E OB # 2 B o 7\ BEEAS
60

(3) FAU_SAR.1 HA& L Ea2—
FAU_SAR. 2 [REEEAL Eo—
TOE 1, B m 7020 OfF WA Lie ) &4, v EBE O IR T 5, S OICHEREFE I
*tLU. ZEDOERE MRS 5 DI Ltﬁ/ﬁfﬁbﬁaaﬁ%%@tﬁé B 7 OFiAH LIX, B
EHEDNRIE L5652 Email & L TEEIND,

(4) FAU_STG. 1 PRi#E S 307 BEATREHIS AN
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TOE i3, Bidm 7 b DOEWFEA M L, HIBRZAT 9 ie 12, HEE I O ITRIET 2, HaE
HE LS O—IRFIRE NEA R 72T 7 8 A4 D20 ORREIF R L7 u,

(5) FAU_STG.4 BEE&/RT—HHEELEOMIE
TOE 1%, B o VB> 72858, bW HETHEMNINZER o 7~ EEX 2170,
LW SRR A R N &tk d b,

(6) FPT_STM. 1 @fEEHZ A LRAFZ T
TOE 1%, TOE WHEBIZ Y AT ARFRH A2 BT 5, BEEXNGA X MRRE LR, 20 AT Ak
ZIATA R hOFA AR A FLERT D, TOE NERD > A7 ARG Te %) 2 R AE 72 < BB IZRE
BRLGKICHIFIT 5 Z & THERIEHER X A LA X U T it d 5,

7.6. &¥= VT o EHEEEE
TSF. SECURITY_MANAGEMENT
X2 T EEEREIL, FHEEROMESS, TOE Dt X = VT (HREOREL, FFalSh-FIH
FOHZHIR L, BETHHERETH D, BIESKAVER, 7 T4 T M PCHOLRAT L Z ENHK
bHe VT4 T FPCOEOEIEIZIX, Web 7T UV —%fEHT 5,

(1) FMT_MSA. 1(a) ®¥x =V T 4 @&
TOE |Z. A v 7 ZHERRICHBIT D, BRTOR v 7 ZTkT LT OEEL | MRS FE O InZFF ]
T2,
o Ry ADHHHEDER
o Ry ADILEHEREDER
Flo, By 7 ABRRICEH T D, CEICKHT 2T OB EL, B EHE ORITFFT 5,
o NEOHAEHHROERE

—RFIAE K LTI BEDRFAEICR>TWDLR Yy 7 ATk LT, LT OEEEZFF AT 2,
o Ny ADIAREDSIELR

(2) FMT_MSA. 1(b) E&X=VU T 4 @B
TOE |%, FAX & —#% 7 o —HIl{HFEREIC 1T 5. FAX BRsiRE ISk 2 L F O E% | Haea i
DT D,
o FAXHAERREDEH

(3) FMT_MTD. 1(a) TSF 7 — & &
TOE 1332 7. 4 \ZR"T TSF F—Z 2% 5, 7.4 TRINABIEEHSEIVE IS O i tT 5,

© 2017 KYOCERA Document Solutions Inc.

64



TASKalfa 35111, TASKalfa 3011i
X2 VT4 24 —F v b

= 7.4 BEBEEEEIC LD TSF 75— Z OEME

TSF 5 — & IR (et 143

FI 15 oD Bk 2R HIBR, HTHLVERRL
(rrA4va—W—H vrAfra—F— AT —

R, ——HE[R)

=W =T hr bav T RRY —FE BN
(ry 7 £ToORE, vy 77 v NF)

2y 777 MJAR I
HEin 77 o MR E Al
INAT— KRR Y o —3%7E ALY
H FRFE% & Al
X NU—Z WS E (TLS, IPsec g% iE) il
o 7 LAR— h MBS Al

(4) FMT_MTD. 1(b) TSF 5 —# &
TOE X, # 7.5 /R TISF T —ZIZxt4 5, £ 7.5 TRENDIEEEZ R HE TR 2,

# 7.5 —FIHEIC L D TSF 75— Z O#fE

TSF 7 —% TR ST
PR B 3o e e

R BN o 7 e e R 2 T —

R)

(5) FMT_SMR. 1 &F = U T 1 D&
TOE X, BEEREEEE KO —BAIME O — YV —HERZ MR L. FIAE 22 0o —F —HERIZE
HAFT 5,

(6) FMT_SMF. 1 ‘& FRERE DFFE
TOE iZ. (DIT/RLT=AR 7 AMREICH T 5% =2 U 7 4 BIEOEERE, KO, £7.4, 7.5
WCRULIZTSEF T —HI x4 5F 7.4, £ 7.5 TRULIEBIEZIT ) X2 U 7 ¢ EHEEE 2 1L
%,

7.7. BHOT A MRE
TSF. SELF_TEST
HO7 A MEREIX, LFTOBCT A M aEadT 2HETH 5,

(1) FPT_TST.1 TSF T % h
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TOE XL FOHCT A h&FEfET 5,

o SSD S BALISRED IEFEMET = v 7

o M EHOEEMT = v

o XAV TAHMEDETEY 2a—LDREEETF =

ELENRFIC . WS S8 a W T 5/ 5 OEEMR Z Eid 2 2 & T, SSD By SR o 1EH &)
EF = v 7 LI SHROZEENET = v 7 ZERICHEwRT 5, £/, BX 2V T A HEDFITE Y =
— NV DERMNT = v 7 TR EEE O R CHEET 5,

EEREOT = v 712T, BENRD LNHEIT, TOE OFESFVIZEBE 2R R L, FIAEIC
BAEREETH D Z L aoRT, FIRE T, BREFRDETIVUE EFICEEHRTWDEI DO E LT
TOE #F|H3 5 Z Ltk s,

7.8. F v bU— 7 {RHEEE
TSF. NETWORK_PROTECT
v NU— 7 (RHERRRIL, TOE MEERt SNy NU—7 &N DT — X ZHF b L, 2,
FBENOIRET HHEETH D, TOE DAF v VIXEIC L DEE, 7V v ¥ — NI A4 \—IC L DR,
Web 77 W —IZ X HMREAFIA T HB8IC, BEEDO ES LA REEL, NExr Yy NV —7 E&iiiDd
TR EREEALT D L TIRET D,

(1) FTP_ITC. 1 m@fEHET v /v
TOE 1%, M IT WA THLIEMEY—"—7 T4 7 2 b PC EIBEEITH BT, BE#ET ¥ *
NEN LU CEEEBRBTS, Zo@EIE, TOE & EEEITRLOEL LML THEIGTE 5,
KGR L IR DHEAEIZLL T OB Y TH D,
o Ay kG HEEE
o U x—FERE
o RNy ZAHERE (X(EHERE)
o RNy ZKEEIZBITHZ TA T FPC (Web 7T W —) b DHEAE
o X UT A EHHHIEICRBITHZ TA T FPC (Web 77 UH—) b OEE
=L, TV X —HEREICRBIT D u— I G CORIR RSN TH D,

TOE 232fle3~ 2 @5 T v 2 ViBEIZLL T o@Eh Th b,
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#F 7.6 TOE 2MEHLT 2 &EHET v xVilfE

$C Epin Zua ha) |[BEETATY XL

7547 kPC TLSv1. 2 3DES (168 bits). AES(128bits, 256bits)

A AN — IPsec 3DES (168 bits). AES(128bits, 192bits, 256bits)
FTP H— 3 — [Psec 3DES (168 bits). AES(128bits, 192bits. 256bits)
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8. W&EE - ik

8.1. HREDER
AKST CHEHAINAHEOEFR T 8.1 TRT,

# 8.1 STCHEAINIHAEDOER

ik it

Data Security Kit (E) TOE O&F% =2V T 4D —ETH 5, SSD K 5{bine/ LEE
HEMELZFEM LS008 xX2 ) T 4887 A L AT
HDH, MP DA T v g AL LTIREEENTEY, 748X
Tz MFP I A9 5 Z & T, It ban s,

FAX System 12 FAX B$RE AR T B -2, MFP OA 7 a3 8L L LTk &
NTW5, O FAX B MFP |IZHEETH 2 L2 LV, FAX
FEBENFIHFTRE L 725,

TWAIN TOE DA K ¥ T — L H &Rtk iAIx, 7 T A4 7 > b PC I
BEETALHDOMEETH D, TWAIN &9 FEZEH &1 APT L4k
DT EHEFRT,

FAX 77— & D5 TOE IZ5 5T D FAX OFT — X &5 T lD E TOEMEDZ &
T, (77— OHIRBIRCHRE DB ITE £ 720,)

va”s TOE 3 Ffoa B —ERE, 7"V & —iBE. A v &[5 HEE. FAX
HERE. v 7 AMEREZ BT DD DOIEE T 1 & X DALHEHAL
DIk,

¥ a TIEH Va TR REE T, RICBET 0T a 70 & 2T,
FITRROBREEZ GO THRIT &L D,

Va 7iEH— Va TEREY A MELTZ b D,

Ry 7 AR Ry 7 AERETHAT ARy 7 A LM EN S 8EE (F) 1B+

HIEW, Ry 7 ALHCR v 7 AFK T, Ry 7 AP A XpER
b, BX2 VT A BETHL, Ry 7 ADFAEELER Y 7 A
DIEFRELEEND,

(TS MM TSR v 7 AKREICBI T D /e &0 MIHE 2 8 G% L
IeT =2 B EHT HHREOZ &,

@) RNy 7 ARNIRG INTZCEE, BIOR Y 7 2ZBET5 2 &,

il & Ry 7 ANTRAF S NIEERBOCGER L 2/ET 528, D
LEFELLCEE, HLIHEELELERT D,

EEEGE T L 2 — A v EEHREE. FAXBRBEDBMED 15, HFT 57201 TOE
DAF ¥ T =N DFAHAATEEIED 7 L E 2 — R
FRTOHMEETH D,
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a—EGE T L E a—

I —EREOEIED 1D, a b —F 57202 TOE D AF vy F—
MEBIIALTHEBED T L o — 5 BlE S p I FRT B GE
Th D,

ARy AT L E2—

Ry 7 AEREOBIED 12, Ry 7 ANIRIFE SN TN DHLE
DTV E a—ZEFHEICERTHZ & TH D,

Py

PR g IR

&

TOE OIRAER R TIHHR D Z &, AR ESS M —FR &, 7
T =R ENEREND,

B —IER

TOENEAT L= a7 REL0V DT NENDIHER, 7V o H—
MEENFITESNIE, BRI O 2 —0nEnL., A% v U i4E
KEREMFAT I NAUE., BED v X =R %,

Eifg T — —FIRFED, e, A ¥ UEERKE, Y X —
AE. FAX BERE S OV » 7 Z#RE 2 FIIFH L 72 BRI, TOE NS CALER
SNLEBIEHRDO Z & 2T,

7 ATk PC X MU= 7\ & ufz TOE ISk LT, Ry b U — 7 1T

LT TOE O%—E X () #FfHT Moz Ba—FDZ &
R,

FIPS PUB 1804

/S @ NIST ( National Institute of Standards and
Technology : [ENAAEMERINIFZERT) CTHIME LS/ > =2 B8
BIZEHTAT LT XALATH 5,

FIPS PUB 197

>k @ NIST ( National Institute of Standards and
Technology : [ESIARYERIGMIZTEAT) THIEAL S 7z Hm gk =
BT 27 0T ALTHSH, AES K5 & LIS,

BE v BEWD—F FEICERE S, RE/ SRV TR S LD,
GNA B —T A ZATHY, FIHEIL, BIEx1VZELT
TOE ZFIH3 5 Z Lotk 5,

FIREZEEZRIT T 2227 | FIAE (—RFIRE, EaEsiE) (Tl b THEITT LT
ot 2

INRERDN D DZAG X A | ARERNOZET 7 rE R

7

WA BT 2—AD
EEH A

N A BT 2 — ANEETAH T o R
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8. 2.

W& D E#
A ST THEH SN DIEFEDER LK 8.2 TR,
* 8.2 ST CHEA S DMFEDER
e TEF
A. assumption (when used in hierarchical naming)
DADMIN. Device administrator
AES Advanced Encryption Standard
CC Common Criteria
EAL Evaluation Assurance Level
FAX facsimile
IT information technology
MFP Multifunctional Product / peripheral / printer
NCU Network Control Unit
NAND Not AND
0 Security Objective (of the TOE) (when used in hierarchical
’ naming)
OF. Security Objective (of the operational environment) (when
used in hierarchical naming)
OSP organizational security policy
P organizational security policy (when used in hierarchical
’ naming)
SAR Security Assurance Requirement
SFP Security Function Policy
SFR Security Functional Requirement
ST Security target
T. threat (when used in hierarchical naming)
TOE Target of Evaluation
TSF TOE security functionality
USB Universal Serial Bus
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