JIsec

CRP-C0518-01

-‘.’?“i Common Criteria

B

AL EE

WSEATEIE NG A
HER EBEME =R

R iEIE

MERZMA (RFHES) | FR28F4A208 (ITERFE6601)
RILES C0518

R M)Aty a—

TOE& Pro 8100/8110/8120

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

TOE/N—2 3 Y

E-1.00

PPE&

U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std.
2600.2™-2009)

BETARIL/\vyr—

EAL2 RUSEMDREED v HR—% > FALC_FLR.2

%A

H#BAstya—

AR D&

# X &4t ECSEC Laboratory §ffit > % —

FEOTOEIZ DWW T D

TRk284E8 H 10 H

P, AP0 LB THDZ LBt L7z THRE L £,

i

HAFAED
X2 )T s— T2 )T o RBAE
Bt s LR o

FHEERESE : [T X =2 V7 ¢ Ml R ORBREH E O EARE ] TED D TRROBHERIC
ESWTFHE S iz,

@ )

EREEX 2 ) T MDD aET 7 5A4F VT N—5231 U U —24

@ FHREMEX 2V T B0 IEmHE N—T 32831 VU —24

PR - B

[Pro 8100/8110/8120 (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) E-1.00]
V%, ISEATEOE N SALEEHEERIE RN ED DITE X = U 7 ¢ 58REEEIC B3 2 BORFHICEV, E
D LN HMICEES Rl Z 52T, FNE ORAEEE 2 7= L7,




CRP-C0518-01

B R
T B R ettt ettt ettt ettt ettt ettt ettt et et aeeaeas 1
L1 AR R E T oottt 1
111 BRAE/ N 7 o3 ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oo, 1
1.1.2.1 B E B2 U T 4RI e, 2
1.1.2.2 BRI E BRI oottt 2
11,3 BB oottt ettt ettt e aeee 2
1.2 BT TERE .oovovoeieeteeeeeeeee ettt ettt ettt se s 3
1.8 BHAE DD RERIE oottt ettt ettt ettt et ettt ettt ettt e teete et te et ere e 3
2 TOETEB vttt ettt ettt 4
R I =N I i G 5 5 2 LTSRS 5
3.1 B U T A BEBE T BT oottt 6
311 B EBX DU T ABERETT B 6
30 0 O O = OO 6
3.1.1.2 BB T DB 2 U T A BERETT B oo 7
3.1.2 MO EX 2 VT T8 EF 2 UT A BEBETTE oo 8
3.1.2.1  HRRD B2 U T £ JTEE e 8
3.1.2.2  HMEkOEX= VT 4 HEHIHT DX 2 U T A BEBETEE oo, 9
4 BIHREAE & FMFTH D BIREIL oottt enne 12
4.1 R OB BT D IR oo 12
4.2 TEFBRBE LA oottt eas 12
4.3  GEFABRBEICISIT DTOERIH ...coooveeieeeeeeeeee ettt 14
SR A Ak = = oY I < SRR 15
5.1 TOEBEFRE T2 TR =L PEI oo 15
5.2 TTERBE oottt ettt bttt 17
6 BUETRIT B 2 A LB ettt 18
T FEAEBEIC X DR SN B UM T oot 21
T1 BB oottt bbbt 21
T2 BT T oottt ettt 21
7.8 R FEREMET «.ooooieeeeeee ettt eaeas 21
T BELT R ettt ettt n ettt 22
TA L BAFEFET A D ettt 22
T.4.2 G TENTT A B oottt 24

TA.3 B TR AT 2 B ettt et ettt et e et 26



CRP-C0518-01

75 FHHRERRIZ DU N T ottt 28
T8 A T ettt ettt ettt et neeenens 29
TT R TR L NI oottt 29
8 FBRIETEME cvovevvevereeeeeeee ettt ettt ettt ettt ettt ettt snas 30
Bl I R ettt ettt ettt ettt et ae et et ean et tenneneaas 30
8.2 BT EIH oottt b ettt ettt ettt ettt bttt eae st 30
O B T ettt ettt ettt ettt ettt e e et et ae et et eae et e st re b eaeeteas 31
10 B U T A F 0 B ettt 31
11 B ettt e e e e b e e he e tae e be e bt e eaaeeabe e beeeraeeabe e beeeaaeeabeenbeanraeenreeneas 32

12 B e ettt e et e et e et e eae e 34



11

111

1.1.2

CRP-C0518-01

ERERN

CORFEHRSEFIT. AU a3 -2 L7 [Pro 8100/8110/8120
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) E-1.00] (LLF 4
TOE] &9, ) oW TS ECSEC Laboratory #Effiz v % — (LLF [GE
fﬁ%’%ﬁgj EWVS ) DER28FESAICE T LEITE X = U 7 s FHlCk L, ZDON

DFEFER R a HiEE ThHOMRASIHY a—IZET 5 L & bic, ATOEIZFE.LA
%“D‘(E%%‘%ﬁ}%é% LtFRa U T A ERERET S5O TH D,

ZIKNAL‘uE;—i& u)h 6i\ 2':%'}: é: %ﬁiﬁﬁﬁéﬂéﬁz%; U%/]’ 5*‘/7/ }‘ (JJ\T
ST }:b\oo ) SN, BRCARTOED X = U 7 « BEE M, RAEE
R O O+ MEORIUE, STICE W TR ST\ 5,

AFGREREEIT, MRS D ARTOEZ AT 5 —iHEE . LOGHES ZHiE &
*E/EL/TI/\%) ztxnunfﬁg& j: ZIKTOEZ))L ﬁﬂéﬁ%nﬁgﬁ: %Ob\f_nunﬁ{k%é‘f
RTHOTHY, FANOITRGZD L DERFET 2D TIX W EICEE I
AN

Sl R R MR
ARTOEDHERE, M RMOME A LUTIRT, sFlT2REUE 2RO Z &,
ReE/ N 75—

AKTOEDRFE N > 75— 1%, EAL2 K OB OLRGE = > 38—~ FALC_FLR.2
T D,

TOEE XY 7 1 #aetE

AKTOEZ, ML EDE b, SCEEHE, HINEZ 3T 57200 a B —iE, A%y ) —
HERE, 7Y X —HRE AR AT A S Y a—oF U 2 A EAE (LT TMFP
LWH,) Ths,

MFPiZ, 2 B —REIC AT v T —, 7V U Z—DHEREEZMAGDE T S
LHELTHY | —KANTITA 7 4 AOLANIZERESIL, R¥F 2 A FDAT) -8 -
HNCHIH S D,

AKTOEZ. MFP A ® Protection Profile T & % U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices
Version 1.0 (IEEE Std. 2600.2T™-2009) [14] (LF, TEAGPP) & 9,) TERS



CRP-C0518-01

NoEF=2 VT i, MOTOENEM SN OMMNERT DXV 7 4 FEta
FHRID0OEF =) T 4 HRELRMET 2,

INHDEX 2 YT 4 BERENEICOW T, Z ORG24 & 2O IEREMEIC
DOWTHRFE S » &7 — P O#IH TR AT b7, ATOENMEE T % B8 Kk OBITHEIC
DNWTIERIEDO L BY Th b,

1.1.2.1 ERELFT) T4 /KA

ATOEZ, UTOEBEZMEL TEBY ., ZIUTKIT 2% =2 U 7 1 BERE 2 f2fk
ERAR

TOEAHR 5 CERL % = U 7 1 BEHEIC BT 5 R i 5 O IRAERE PRI L,
TOE~DARIET 7B ARF Yy N —7 FOBET —F ~ORIET 78R L D, &
BRUS AOBBIIAET 5.

AKTOETIL, TN OREEEICHTHIARERBBRBUISAZIET 720D
X2 UT 4 HERE AR5,

1.1.2.2 B ESHEARES
AR BN IR, RO LD R L ORE CIEH T2 Z L 2 ET 5,

ATOE, MFPIZT ) v ¥ — MR OA %+ F— & R 5 7 ) v o — -
AKX AT 3 VBRI TR S RS,

AKTOEIZ. TOEDOWFRHE 04 v 2 7 = — ANRIERT 7B AL BIREINS
FORBEICRBEINAZLEEEL TS, £7-. TOEOEHIZH->Tid. &
A B ALEIINE S THUNCEE L, #ERFEREL L2200 UE R 5780,

1.1.3 REEIR

ATOETIE, U TOMREEZHEME L TEMT L Z L AHRE 0D, ZOREEZE
WL CERSNEZSE. TULBRIIATHIIC R DIRAEDONERHN L 725,

- RFHEE~ OB T
L REE ARHRRREIS) LU ORISR O



1.2

1.3

CRP-C0518-01

Bk Sy

RAEREBANEE T HIT Y ¥ = U 7 « FHl - BRI B D& AR LE T F =
U7 o 5l K OFERESI EE O FEARFE ) [1], TTTE¥ =2 U7 ¢ BEEEICE T 5 Zk
H) (2], TITEF = U7 ¢ MRS AGR S 2RI 3 5 Bk FmH) [BIICHE S
FNZHE, FHmEREIC L > TATOEIZ B 2 e E o OMRGEEARIC SV TITE
F o U7 o Tl EME S AL, SER28F8 A IZE T LT,

_q:{ﬁ o) [S10RY IJ

FORERRBEIL, REAMAERE AR U 72 iAfidh 5 (18], pril s &, ROBEE 4 25F
fﬂﬁ.&%iéﬂ%*ﬁuﬁb ARTOEDFHMAFTE D FHE & (Tih» TIThN Iz Z & R L
o ATOEDFHfiZSCC ([4][5]l6] % 72iZ[71[8][9]) X OCEM ([10l[11]lDwvd*uae)
BE%L“C@@J TSN TVWD Z & 2 MR8 L7z, iRaEbEBI RS EI S &R
PREREFE 2 ER L, AR E T Lz,



2

CRP-C0518-01

TOEz A
ATOEIZ, UTDEBVMEHISND,

TOE4 %5 : Pro 8100/8110/8120

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

TOENXN—Y 3 v E-1.00

PJEH - M) =2 —

Lo D3R - FRRE A Z T TeATOETH 5 2 & &, FIHFIZLL T OIIEIZ K- T
WTDIEWTE D,

AL AN S NTZTOEA#R, K OTOENN—Y 3 5 ERLTOEA#R, K OY
TOEN—Y g LA—Thd I &afEtd L BT, MFPAMEICEI RS TV HA
Fr. XK OTOED#EAE SR NWACFR S NTZTOEZ KT 24 3 v R—% 2 hD/—
Vark, AZACRESNIZTOEM M —fe D Y%t & 2 k425 Z &1
LV, BEIN/GFEZZ T TZATOETH S Z L MRS TE D,



CRP-C0518-01

txal)TaAE

AKETIE, ATOER X2V T 4 =R L LTED LD Titd 2 WITHAID
bé, BEELER L TWDLINEIRND,

TOEIZMFPIZ &M S NI SCEISHT 2 RIERT 7 AT 570D F =
U7 A HHE, KOy NU—7 LOWBRT — 5 2 RS 27200 D% = U 7 1 HHE
o T R

TOEIZMk DT X = U T 1 Fhtafiie 970, WHORGET — 2 & LESHET
DHERE. M UHDDORLET — # &5 k¥ SR & 124 2,

o, bRt Xa VT HKEICE T /MR E L EHA DOAIMTA D L 5 HlRd
52&T, BExa VT A HREOEOANEM 2B 5,

ARTOEDEF 2 U T (AR W TIREDR G & T D HELZ K1, KUEKS21C
ﬁ—\“g_o

#3-1 TOEfREEME (FIHE TR

vl BENE

CEE ) TUH AL ESNTZTOEDERL FIodh 5 3CE, HIbRS iz seE, —R
RLEDDHVITEOW R,

HREMEH | MIAE™ME R LAY a7, (UF, (FAZEY 27 L))

#3-2 TOEMREZE (TSFFH)

T 5] HHENE
RafE | TREHEIR 2 R > 2RI A SN OLE D LR L2 T ide 5720 E
o

nrAya—W—4 a s RAY— NANBFRERE., AR,
Al NRAT— NE/IMTEER G EN D,

(LLF, TSP ®I &9.)

REER | WEMEMRZ R o 7o R HFE LN OEE N DIRE L, SRR % FF o 72 ]
FFE LIS OFEH Lo & 0RGE L7221 U7 B 72U M E

04 RAT— R, Eda s HDDE; 5#1H 5,

(AR, [TSFREHEHR] &1 D,)




3.1 THa )T o BEEAEH

CRP-C0518-01

TOE!Z. 3.1.LUI R TEEICHHI L, 3121 -kt xo VT ¢ Fiet &
TEX= VT o HmeE BT 5,

3.1.1 BEL %2 T 1 HEeHE

3.1.1.1 ZB

ATOE(Z., £33 T EBAMBE L., ZIUTKEIT HHEX i 2 5, #£3-30%
Bilt., MAPPCERINIER 2., R XOFL)HH HAGEICEHRLIZbDOTHY |
M D RIZEPEIZ DO WD THERHME ORI B W THER STV 5,

#3-3 ETHEE

(TSFERERE B OWA)

fvlEs (%
T.DOC.DIS TOENEE L TWDLLEN, 0 /A va—P—Z & Fflcie
(LEDOBR) WE, HDEWER T A v a—F—ZIFFR o TV A BE DL
BEADT I AMERE R TZ 2 NEFICL > THEIND
H LAz,
T.DOC.ALT TOENEH L TWALEN, n s A va—F—REFFl7
(LEOUE) WE, HDEWNER T A a3 o TWABREDIL
FBEADT 7R AMEREFF2 e WFIC L > THEIND D
t L7y,
T.FUNC.ALT TOENEH L CWARIAEHEY a 78, n s A vra—y—4
FIHE Y 3 7 O%E) ERICVWE, HDHNE, v A a2 — =4 iFFREo T
LZNZEORHEY a 7 ~OT 7 AR E Rz 72 0H (I
Ko THEENDL S L7y,
T.PROT.ALT TOENEH L TWAHTSFRFEF WS, 0 /A a—HF—4

BRI VWE, HDHWE, vV A v a—F =4I o T
HINF DOTSFIREFMA~D T 7 & AMER Z Fi = 72 VW&
KXo THEENDINE LRV,

T.CONF.DIS
(TSFR 5 # D B7R)

TOENEEL L TWHTSFRE WA, 1 /A v a—¥ —4,
HFFIZIRNE, HOHWIE, v A o= =4 TF o T
LT DTSEFWEIFTM~DT 7 & AR Z FF2 72 0EIZ
LoTHTESNL2E Ly,

T.CONFALT
(TSFR#{FH O %)

TOEMEH L TWAHTSFRUEF IR, n /A v a—HF—4
BFRRIZIVE, HDHWIE, v A ra—F LI o T
% NE DOTSFMEERA~DT 7 & AR & Ffl= 7201
LoTHEIND D LIt




3.1.1.2

CRP-C0518-01

% Targva—P—4afiok] LIITOROHMEZHT SN-HEEKT,
ERICxT dtxa ) T #eeRE

£3-BITRTETOERBIE., TOEDIEYR2FMEUNADE . & L ITIELHeER
EHSRVEICLDFIMEEH, TSFEHR~ORE (R, &SA) ZETL2H0
Th D,

THHEBUCK LTI TFREOEFR 2 U 7 A HERRIC L D kT 5

(1) FIHAF OB

FIAFIC L Tr A va— =& a s A XA — ROANEREIT, A
NENTAERPTOENI CEE I N TV A AZE ORBGEE R — T2 2 & 2
BT HZ & T, TOEAZFMAL LD T 2FMFHAFAIMETHLNEHREET 2, AT)
FE L LTIX, TOERKEANESZNVINED AT, 72747 NPCOWeb” 7 U4
ENSDOANT, TV 2 —HEREE RO KT A NS—RETOANDRH 5,
WELIHSRETRIE 2 el 9 5 TR L LT PR OMREZ $20t9 5,

- MFPE PR IZ L 0 3RE S BE EHuiEse L CREEICRT o &, 20—
Y—=THvr NMIny 7o hEnd (vy 770 MREEDFGE, F 7213
INDETEDZ—Y =TIy MNIERHTE2725)

BT A UNRAT = RIZOWTIEZEOR S (i), CFHINZE L T—EnmE
PLEDH ODPFRERFICER I NS

A S AY — KOTSRS WAFATRIAH & Sz 5a, € oRM
IS T IE S - TORD AR 5 & . TOBORUAFET S5,
'KE#%ET% YEIE (#4-2 TOEFIMF ) (R i8Y . —MRIf%, MFPEE
# A== F—Th B,

Flo, WO RE T AR — MO B L LT IREOKEEL AT 5,

c ANBEEICAD SN 7 A /XA = RIZH LT, I —UFE2RRTD
s 1 A o ERRTOEIC 3 2 BIEBMTON R WG EIZITHEIRIC e 7T ¥
N5

(2 77k AfE FIREBERICET 27 7 & ZH61#)

FIE 6 OMBLESRIZH LT, ZOFMEO R 7 A va—F—4 &g
PRZJCICSCEE#®. MOFIHE Y a 7 ~D#RAEI iTL“CT&*EXﬁ%'JﬁD%;%J}m?“ZD
EROCEIZIE, EOMMHITH LTRE HIER, BB, #7ru— %) 27§
L BET LW CCERMEY 2 b)) BEEMT LA TEY . —BFHE?D
DEEERISH L TE DR I A a—P—4 LXERME Y X FOFHRNG, 7
b L <ITESR ORI 217 5, MFPEBE OERCEICKT 28EL L TR, &2To



3.1.2

3.1.21

CRP-C0518-01

LR CEICH L CHIBRHERDO AN 2 b b,

FMAEY a 712 LTH, 2OV a 72k Licn 7o o — =4 03B
bRTRY, nr A ra—F—aN BT 5 HRAAEIITEL Y 2 7 OHIBRERE
WFFRI S5, MFPEEIE 26 L CIX R TORMHFE 2 a2 71Tkt L THIBRMEIR 23 5- %
bND, A== AP =T LT, FAEFBRICE L TETORMENEIESR
%o

(3)  FERAFIEHHIER

HDDIZFAFS 2 HllbRE 0 30FE . —RRICHIH SN2 30E . T oW I3 241
ERT 7 22f <o, XEDPHIRSN OB ET —# & LEES LEFHERR
KHRWESIZT D,

4) Ry NU—7 ik

BEREOE=21) 7IZL5ERFANVEE T2, TOEEZ 7147 > FEO
Web” 7 7 i COBMEICEAT 285, 7V ¥ — B A L72@fEic o0 T
TLSK; AL fE 255, 7. TOE LTS & O@EICIEIPseci@fE,. K
S/MIME#15 213 %,

(B) EX=VUT ¢ HH

TSFIEHICHIT 5 FIAEOHREZ B X =R T 7 & A %P5 < 72 O TOEF| 4
DEENZ L > TTOEREHMOSM - Q&L FIHFHROFHH SR, QLB
57 7 A ETT O, HROWE (L) (BT LEROKRY vo—& LTE —
BRAEIZEHE DO 7 A L /RAT — RUEDOMEREA L, A—r8—f F—(TH
. KOMFPEHE DR 7' A L RAY — RREDOHMEREZAF L TV D, ZhLo
WA IIMFPEBE ICO LA S D,

HEOEXF2 )T AEET2 ) T 1RETTE
HEotXa) 74 A%

ARTOEDFIIZ Y7z > TER SN DMk DO EFx 2 U 7 ¢ A2 R34 T,
P.STORAGE.ENCRYPTION % &< v = U 7 ¢ Ji#HiL, @APPICEHE ST
LbDERI%ETH D Z EMFHEOEEE TR I TV D,
P.STORAGE.ENCRYPTION|ZHDD~D 7 — % E X AL % | [EHEH ARV
KT EEHMELIEF2 U T 4 HETH D,



3.1.2.2

CRP-C0518-01

#3-4 HFEOBX VT 1 HEF

el Mk DT X2 U T 1 J7E

P.USER. TOEFM DOFF A &2 F MM H 2 STOEZ R4 5 Z
AUTHORIZATION EBRTEDL LT LRTRITZRDL R0,
(1A ORI RERE)

P.SOFTWARE. TSFOFEITa— REHORIETE 5 FERAERZ2TIE
VERIFICATION BN,
(Y7 MU =7 i)

PAUDIT.LOGGING | TOEIXTOEDHEA LK EF 2V 7 1 ICBE T 5 HL DR
(Eo 7EaE ) | V2% 7L U CRldMeRr L, B o 7 0 WER A Fi -7
WHIZESTHRRH D WITHE SN ) ITEHTX
T B, S DITHEREFRFOLONR, TOr 7%
FECTED LI Laidiude s,

PINTERFACE. TOEDHERA v ¥ 7 = — ADMERI DO H DIFIH SN D
MANAGEMENT ZEERBSTED, ENHOA X T = —ALTOE & ITER
B A B2 7 = — | BRI KD . @UNTHIE S TR iTiudZe e,

AEER)

P.STORAGE. TOEDHDDIZF R L TW DT — &%, a3 T
ENCRYPTION FHER BN,
(FLIEELERE 5L

HEDEXF 1) T4 AHITHT X)) T« HaeHE
TOEIX, T3 AU RTHEEDO X 2 U T ¢ Fet a4 BT 5,

(1) #M#kotx=V T (et TPUSERAUTHORIZATION] ~®D%f)ix

SO F 2 YT ¢ FEHE, TORIC ERICBER S N 2 —F— DI ZTOE A i &
W5 LERDTND

TOETIEZ 0§t % Fiedt* 2 U 7 4 BHETEBT 2,

(a) FIHFE OHHIEE

3.L12ICREHOMAIREREIC LV TOEZFAIH L X 5 & 28BN FAHETHS
e, MDD EUG U@ RRGERS & - THGE L. #F AR &l s

BNCD I, T DRI OERE T OBUE SN2 TOEDF|HHER 2 5- 2 TOEDH]
MEFF$ 2,

(2) #fkDEX =V T 1 J78F [P.SOFTWARE.VERIFICATION | ~® %}t
ZO'FX 2 VT 4 HEHE, TOEOFEITa— FOEHMEIZHOWT, HEMFETE 5

9




CRP-C0518-01

ZEHERDTND,
TOETCIXZ D H#t% Tttt x = U T A HEETEE T 5,

(@) HE.7 A b

TOEIZ, BFEHAGLOOHSLE EFFICHET 2 h&ET L, MFPHIE Y 7 &
U7 OFTa— ROZERME, E4MEOMREEZITY, AT A NTIETZ 7 —AUx
T DNy Y afBERRGRELFIATa— ROEEMEZHER L, &7 7V r—va s L
T, BAREN—ZATORREZAITWIAT 2 — ROIEY M2 R T 5,

HET7 A NI 0O BENRD SN GE1E. BE A3V = T —FRRE(T
W, —BEFIAENTOEZ A CE 2V REETEMEIFIE T 5, HOT A F TEENR
D BRI AT, SRR E BT LA HE STOEZ FIH T & 2RI T 5,

(3) HMfkDEx =V 7 1 gt TPAUDIT.LOGGING] ~D%f)i&

X2 VT 4 HEHE, TOEOEX =V T ¢ FRICETHEER 7 ZHBG L,
WUNCERT D2 L 2RO TND,

TOETIZZ D H#t%2 Tt X = U T ( HETEBET 5,

(@ X2V 7 4R

TOEIL, Bkt G L 72 D% 2 U T ¢ FRMFAE LIRS, FEHEN, FIF &
Bl RAERRE, FERSOHEENOKRIEREr VT EER L, BEER S 7 7 A MVITEN
RAFT D, AR LTCEEA 7 77 7 A VTFRIRRREIZ ) L 7 MFPE PR 0O 255k
L. HIBRZFFAIT 5, BEEn 77 7 A VORI LIZY 74 7> RPCOWeb” 7 7
ERHLTTF A MEATITI,

Fio, Bhn 7 OFEGRE AL ST 5720, B, KE#RZTOED v 27
LR DT 5,

(4) kDX =V T ¢ F5ét TPINTERFACEMANAGEMENT] ~®O %}t
ZOtXa T 0 FEHI TOEN R 29M0 A ¥ 7 = — R (B /L LAN
A BT x2—A USBA U&7 x=—RA) PAREZRFAZIHEH S0 X 52wy
WICEHETHZ 2RO TVD,

TOETIXZ 0 h#t% Fitdt X = V7 4 #EETHEET S

(a) & O
3.L12ICREHOBAIFEREIC LV TOEZFIH L L 5 & 28 NFAHETHS
e, MDD EUG U@ RRGERS # 2 > THRGE L. FFrIRIHE Ll s
G DB T ORINE OEREEZ T ORE S IZTOEDF AR Z 5 X TOEDF]
RZE/+ 5,

(b) AN A o B 7 = — AR O s D4
AMEREITRERNA 2 A H = X LD FIETIT R A v 2 T = —ADT —%FT 7
FrREFE L THIET D DT, AN D AT SN IFRICHT D08 KU

10



CRP-C0518-01

AVE T 2= ANLIEREINDEROFEIZ DN TIEA 2 5T TOENE 5325 2
LlTED | A A BT 2 A TCARIERERIREN N SN D = & &<,
USBA v 4% 7 = —AZHOWTIX, ERAZ BT 25 ECHEMAT L2 L1280,
DA BT 2 — AL LR ERGHREREZ B <,

(5B) H#EOEF =V T 4 58+ TP.STORAGE. ENCRYPTION] ~®%})it
ZokEXx2 VT 4 HEHE, TOEICHE T 2HDDORHEANR A 5{b+5 2 & %
RKHOTWD, TOETIZZ D% Tt x = U T (MERETEBT 5,

() &7 — & (RittknE

HDDIZHf L TEE AL, G LEIT ) ZTOT =X 2 X RICAESIZ L D175
b, E5HEZAT 5, Wb, E 50 OBRICITEPEEEAEIC L0 MR E R IAE
X SATOENITHA S 4152568 M ROFEBEH S D,

11



4.1

4.2

CRP-C0518-01

AR S & ST MR o) BARE{E

ARETIE, FBET 25E N ATOEDOF A OHWHIA M 221 # & LT, ATOE A i
M2 7c O ORHRSRM M MBI DWW TRIE T 5,

FERARVIREICET SATREH

ARTOEZ 4 2 BORHE &M 2 F4- 1R T, £4-10OFHESMIE, BAPPTE
e SNToRHREEMEZ . FOLORIIH O BARGEICEHR L2 b O TH Y | Wi DR
ICOWTEEHME OB ICB W THR STV,

D DOFHREMENm - SNRWGE . ATOED Y X = U 7 4 #REN AN EE

T2 Z EIEREES LRy,

#4-1  HRSEME
ivlEs A
A ACCESS.MANAGED | 57 A % A2t > CTOE %42 CHEM TIZRIT 2507
(772 AE) ZRXTE L, FERRZ R e WE T T 7B A &5
BAEEHIRL TS LD LT 5,
A.USER.TRAINING MFP EFHFLHIL, FIHEEBEOEX 2T 4R
FIREHE) VRFIEEEHT DL O A XL RS> THE L,
FHAZEZENLDRY O —RLFIRIZHB>THDHED &
Do
A.ADMIN.TRAINING | HEHZFITMHEOEX 2V T 4 R Y 2 —F O FIEEZ 58,
(BEEHE) LTBY, TAX A>T ENLLDORY —FE
W2 T2TOE OFRERUH N TELHHD LT 5,
A.ADMIN.TRUST MFP EHELHFIL. TA X A - TEOFsHER B
(EEH T 288E) HAL2NWE ) REHELZFT L TWHED ET 5,
ERRIE E B

AKTOEIZA 7 4 ATRE SN, a— ANz T7 %y hU—27 (LIF, TLANJ &
9.) T S, TOERKOEAE S F IV R OERRICLANICE S e SVl 7 94 7
FPCOBFIH &5, ATOED 72 5E A EahE 4 [X4-112 751,

12




CRP-C0518-01

A 3—Fyt
B A FI—2)

LAN(TCP/IP)

A B e
- Web 7 S

X4-1 TOEDE RIS

ATOEL, HM4-LIFRT &9 2RO T 4 ZAFOFEF AR - BREICE
W SN2 Z &2 EL TS, TOEIZIZ, LANZER SN D,

TOE% A v % —3 v NEDOINT R v MU — 7 128t SN LANICH e T 256
X, Xy =2 %2 U T, MRy FU—27 0 BTOESBEE N LIX 20 KL 91,
SRy U —2 LLANOERIZ 7 7 A4 7 U+ —/L &5 LT, LANKOTOE#%
##4 7% LANIZIZ. FTP#— —_ SMB#— 3—_ SMTPH — R —E 0+ — N —
aArta—s, RO 747 FPCAHERE S L. TOE L 3FE, SHFRINES D
WEEIT O,

TOED#AEIL, TOEDEAE SRV EMENTH5GL. 7747 FPCEMEMT
DGEENDHD, 7V TA T FPCIZT Y X —FRTANR—%"Af A RN—LTHI L
LT 7747 "PCrbr— 2 Y T %y MU — 78 H LT-HIRISE 21T 9

13



CRP-C0518-01

ZERTE S,

BB, AR ENTWDN= R Y =27 LOEEET 5 Y 7 b7 =7 OfFf#EMER
AR OFIH TIZRWA, HAICEHTE 20D LT 5,

Flo RBREICBWTTOEZ MM+ 212H 720 | BET 2R HE 2 R4-21077,

#4-2 TOENH#E

FIREESR A B
— A TOEDER A FF Al SNFIRE, »r A ra—HF—
& a5 Sl OMFPHRE DRI AR TE 5,
B AR S Y | MFPEEE OB A VXA Y — RE2WET HHERE
o,
MFP& B3 TOEDE B A FF Al SNT-FIHE, —MBFIHE D= —
P IEWE R, BERE R, SCEEE, Yy hU—7
FHOERERZIT) .

#4218 T BV TOEORMAE T FINE, FEHEICHSh, Sbict
DEEN & o> TEBEIZA == = EMFPEHE L I2H0 S5, TOEZE
EHFHT 28 HE & LTIERA2ITRT LB TH LY, ZNLSMNIMFPEBE
B ONA =R =3 B — DREHE R & K DMFP A BT # 23 TOE O f #2189 7o F| &
& LTHET 5, MFPE B E(LE (EMRE ISR DO BEEFL2BEL T
Do

4.3 ERRRICHE T HTOEEHE

AKTOED#iIR L, MFPIZT'Y v —HEREM O A % v J—RE 2 2t 2 7 U
H— s AX X T —AT g UERY AT TR Tl S L /2K TH D,

14



CRP-C0518-01

5 7= T FxIET BIEHR
KETIL, RKTOEDHFH & FH MR (b7 27 L) 23T 5,
5.1 TOEER L =2 L iR—x 2 MR

TOEDHERL A [X5-11277 9, TOEIZIMFPLGL 2K TH 5,

[ #:mz ) [ @#xz2 | [ #xz |

TOE

v

- 3 FAE [P ) T Yva—wbk
a=whk Adpt— T B—
T~ Sty T~ st
#EARL | |
! |
aka—3#H—F
Iatyt RAM NVRAM Ie Key o
L
ABwvk
usBfi—h

X5-1 TOEER

K5-11277 B0 . TOEZBE X )La=y b, =P ra=y b, ar ho—
Z4R—1F, HDD. Ic Ctlr, %> hUV—2 2= r, USB&R—F., SDHZ—F., SD
H—KRAB Yy hON—= R 2T NOHERIND, VL FICEBEREZOME 2 /RT,

(B ~xra=y b (LIF, TEfE 3] L) )]

BE ARV, TOEIZHAST T STV 5 . TOEDOF]HZE BNTOE#REI 4
HAE T 2= AREETHDLH, N— ¥ —, LED, ¥ v FSFUAFEWRET 1
AT A LEAEASFOVHEIEIR — R TR S D,

[ Yra=y ]

15



CRP-C0518-01

MALEEZTOADLTEODT A ATHDH AT ¥ F—2 Vv MCEZHI LY
THTNRAATHLT YV A=y Zx Dol 5o il
R— RO S LD,
[2> Fe—FKR—F]
ay hr—74R— RKiZX7 a2t v, RAM, NVRAM, Ic Key, FlashROM 73~
EHERTHD, FSEFZBOMRZHIILLTO®Y,

A=Na A : MFPEWMEIZ 51T 2 FARBY e R ALER 21T O 8IKT » 7,

RAM cHEBgAEY E LTRSS OHEREEAT Y,

NVRAM : MEPO 2 P&+ 2 MFPHIJAE 7 — # 23 N o 7o R FEME
ATV,

Ic Key CELBCEAE. RS OKREA R D MFPHIE Y 7 U =

T ORI AT SN EX 2V T 4T v,
FlashROM  :MFPHIfHY 7 b 7 = 754 VA b — L ST D AR
AEY,
[HDD]
A A=V T —Z GBARGECFIAT 2 — P — R EAEN D N— R T 4 AT
KA 7Thos,
[Ic Ctlr]
HDDIZHRAET D EH AR 5L L, HDD2 b i M A2 E 59 2 e 2 Ff -
lttXa T 40F 7T THD,
[y hU—2r 2= }]
Ethernet(100BASE-TX/10BASE-T) % %/~ — k L72LANHOINLA > &% 7 = —
ATHD,
[USB&R— K]
PC/HHERE L CHIRIZ1T 9 3412, TOE £ PCA T DM A X 7 = — AT
&%, RTOETITRRERHITFIFEL LR E & T 5,
[SDH—F=xm v ]
SDH— REFHATH72dOD AT > b, SDA— KA1 > MIFEERNE L ORI IZ
FFAET 203, BRI OSD A — KA1 N3l A (5 E CHEM S i, @ iE
RIZBWTIESDY — RBBIEE NS Z LTy,

16



5.2

CRP-C0518-01

ITIRIE

TOE(X. LANZ#6t 4L, FTPY— 3— SMBH—/3— SMTPH —/—%ED
Y—N—arCa—2 KRNI 747 FPCLIBREZT I,

LANZ#H L #7747 FPClX, 7V v Z—KFA48—_ Web”
% EN L CTOEZFIH+ 5, 77472 hPClE, LEFBFMOEZET T TR
<. Web7 7 UH %4 L CEHIERED —HOBEESLCTOEDIREMKREZITH Z LT
x5,

17



CRP-C0518-01

AT rFa A

ARTOEIZIRTEND R¥ 2 A bOFEANZLITICRT, ATOEICIRfT I D R
F o A MIIRGEHEE, K OWRGERILIC L W SFEOE y "OFET D, K R¥a
Ay bty MEOERE L TE, FEEERLOEV, R¥a A MEROEN, H -
HIRICE AL X2 b—ra U OEWERD DD, ARFOR—MHIZ OV TIEFEG O
TR I TS,

TOEDFHHE 1T, BiHESMF 2729720 FFL R = A & b O +-53 7o PiLfig L 357 73

RSN D,

[HEREI-1] Gl B IR R 2 A2 1)

Pro 8100EXe

R X b4 N—Ta v

Read This First D181-2512B
For Users of This Product D181-2597
Notes for Users D181-2563
SOFTWARE LICENSE AGREEMENT D645-7900
Notes for Users D181-2556A
Notes for Using This Machine Safely D181-2587
Notes for Security Guide D143-7350
This device is not compliant with the international | D131-7091
Energy Star standard Ver 2.0 of 2014.

NOTICE TO USERS D645-7902
User Guide D181-2558
Operation Instructions Driver Installation Guide D181-2559
About Open Source Software License D181-2566
Operation Instructions Security Guide D181-2567
About This Machine D181-2568
Copy/Document Server D181-2569
Print D181-2572
Scan D181-2573
Troubleshooting D181-2574
Connecting the Machine/System Settings D181-2577
Paper Settings D181-2578
PostScript 3 D181-2579
Extended Feature Settings D181-2549

18




CRP-C0518-01

Notes on Security Functions

D181-2583

Notes for Administrators:
Using This Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009

D181-2544

Help

83NHCPENZ1.40
v143

Pro 8100Se. Pro 8110Se. Pro 8120Se

¥ X M4 IN— 5]
Read This First D181-2512B
For Users of This Product D181-2597
Notes for Users D181-2563
SOFTWARE LICENSE AGREEMENT D193-7656
Notes for Users D181-2556A
Notes for Using This Machine Safely D181-2587
Notes for Security Guide D143-7350
NOTICE TO USERS D193-7659
User Guide D181-2558
Operation Instructions Driver Installation Guide D181-2559
About Open Source Software License D181-2566
Operation Instructions Security Guide D181-2567
About This Machine D181-2568
Copy/Document Server D181-2569
Print D181-2572
Scan D181-2573
Troubleshooting D181-2574
Connecting the Machine/System Settings D181-2577
Paper Settings D181-2578
PostScript 3 D181-2579
Extended Feature Settings D181-2549
Notes on Security Functions D181-2583
Notes for Administrators: D181-2544

Using This Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009

Help

83NHCPENZ1.40
v143

19




CRP-C0518-01

[BeRRRR-2] (BRIN, 7 27 RFEm T B IRAT R = A > h)

FFa X M4 IN— 5]
Read This First D181-2511A
Notes for Users D181-2564
SOFTWARE LICENSE AGREEMENT D193-7656
Notes on Laser Safety Information D202-7097
Notes for Users D181-2556A
Notes for Using This Machine Safely D181-2588
Notes for Using This Machine Safely D181-2587
Safety Symbols for This Machine D202-7094
Notes for Security Guide D143-7350
Notes for Security Guide D159-7820
NOTICE TO USERS D193-7659
User Guide D181-2558
Operation Instructions Driver Installation Guide D181-2559
About Open Source Software License D181-2566
Operation Instructions Security Guide D181-2567
About This Machine D181-2568
Copy/Document Server D181-2569
Print D181-2572
Scan D181-2573
Troubleshooting D181-2574
Connecting the Machine/System Settings D181-2577
Paper Settings D181-2578
PostScript 3 D181-2579
Extended Feature Settings D181-2549
Notes on Security Functions D181-2583
Notes for Administrators: D181-2544
Using This Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009
Help 83NHCPENZ1.40

v143

20



7.1

7.2

7.3

CRP-C0518-01

AMEAERE S & B AR KR OH#ER

B il 4

B 2 920 L 7= 8k i& 4 ECSEC Laboratory #Effiz s % —ix, ITkF=V T 4
FEAM K OGERERIEEIC K 0 AGR E N D & & b, TLAC (EFEREBRTRE W /1)
DO KGN LT 2 B EMRS ORSZATBOE NSRS FAmH i B He iR e &
=) ICEVREZZIT TR, Ml EHER OO D~ XA N ROEEFED
HYIEIZ DWW T OERFIH A2 LT 5 Z ENESICHEE ST\ 5,

B iipape

AL, CC/ 3 — FBDRFEEAFIZ OV T, CEMIZHE S 7o dfHii 5 ik 2 VT T
biviz, FHBEEOFEMIT, FHlHREFICB O THE Sz, dHlilEE TIE, K
TOEDOHZE & CEMDO U — 7 2=y b T & QRN Z K OCHIBE R 2513 5,

MR R
IR, Al &2 & 2 aHl S O @ 2 73

AEAMG I, R 2844 HIZAR £ 0 | P28 8 H Al EH D Ek e b > T T LT,
AR IE, PRI 2> ORI S 5 Rl R i — Kot 25210, —#HOF
31T DRELZ A L7z, BAFEEUG ~DBHELFIZ DWW TITARE S, iBEDR
AERMFTORENEOHFFH N ATRETH 5 LI O FIZHB W THr ST
%o

Tz, FRK28FS5AICBARE A N THBEEOT A MREZMH L, BXEET X
cOYV TV T TF =y 7 OGS T A b &5 L7,

21



7.4

7.4.1

CRP-C0518-01

HETAb

A, REOFM LT A P OEYEE R L, FEHOBE TR S ik
L& BFH DT A b A RAE LA B, ML HIN SN B - BT A B KR
WS I K S < BAT 2 b & FAT LT,

BRETR k
S 1. BAZSE N FENE L7-BA%E T 2 F OS2t & EREOT A MEROIFHLE
B2 340 U7z, FEmE 2SEHE L7-BRRE T A2 FONAEZ LI TIZHHAT 5,

1) BAZET A MR
BAREE N EM LT A N O AKT- 1T, FRMREREZRT-1TRT,

MFP

Al FTP
Sy s im

NEL R D —2

S SMB
i A P

K7-1 BRAFRETR MERKE

R7-1 TAMERES

KR Gl

TOE RICOH Pro 8100Se /X—< 3 > E-1.00
RICOH Pro 81108e /x— 3 > E-1.00
RICOH Pro 8120Se /3— 3 > E-1.00

27747 FPC | OS : Windows Vista Enterprise

22



CRP-C0518-01

Windows 7 Professional SP1/Enterprise SP1
Windows 8.1
Windows 10

Web~ 7 ¥ : Internet Explorer9/11

7Y o H—KZA4,3—: PCL6 Driver 1.7.0.0

A —)LH—,3— | Windows Server 2012 P-Mail Server Manager version 1.91

FTPH— "— Windows Server 2012 IIS8 V8.0.9200.16384

Linux(Fedora20) vsftpd 2.0.1-6

SMBH—/3— Windows Server 2012

BHFEHE 7 A N CHEA SN TOEIEST CHA & TV 2B OMFPO—H 0

IR T D28, oML T 2 b THEM LZZMFPOOEME LT, find: 0
WEISHIR R TH 5,

ZOZEMNL, BBRET A MIBWTT A PRRIGEIR I - HEREX, ST

DFLHNE & FJED 72 STITBWTHB SN TW A TOEM L &2 B 73— L Tu»
5 EFHEICBWTHIT S, BIRET A NI, KSTIZBWCH#B S TWnD
TOEMERK & [l —DOTOET A MR CEME I LTV 5D &l S v,

2) BAFEHET A MR
BFRET A FOBEIILL TO LB TH 5,

a.

T A M
BIRE T A NOWEIX, LT LB Th D,

<BAFHET A N FiE>

B E 7 A ME@EHE OTOEDME HIZE W THE S DM A v ¥
T x—A (BfE L, Web7 7 UHE) 2Rl L, fRE BHBIET D
FiEOM, AR ESNERn 7 R OT Ay a7 55— Offtr, 737 v
Ny 7 FxI2Ld27 747 FPC, ROEFEY—/3— L TOER O#E
7'v kL ORER, TSFEED—HEUE L TRE oA Xy hE2RESYE
LEERT A MEBITOIL TS,

<BEFEET A kD FEHE >

BIRE DRI Lo 7 A MEEEICRE S 2 fs s d 7 2 MEROM
&L RIS BARE AL L7 2 MERBEFICTHEH S NIZHEET A b
DFEROMEZ I LTz, ZOREE, HIfFSND 7T A MEROME & EZEEOT
A MEREOMEN L TWD Z ERHER SN,

23



CRP-C0518-01

b. BERET A bk D E
BHFEH T 2 MIBRARE T X - T460%E H EhE S iz,

BN =BT Lo T, BRI IR ENTZT R TCoEX =2V T 1 #4%
RELAA L H T 2—ANTPCT A NENTZZ ERBIEE T,

c. FER
P L, BHREE T A S OFEMSGE, EEEE OESEAEE L, T A b
FHEIEIO R SN2 S 1R & ERROFERHIEN—HTH 2 L EHER LT,
FEAMAE L, BARESHIF LT A MR EBARE IC L > TEBINTZT R
MERR—HLTWDLZ L 2R LT,

7.4.2 FHMmEIMII TR +

AL, BRRE T A b LT A MEAZBA L CRBOEX2Y T4
HWRENFATEND Z L 2HMER TV TAT A M2 FERT 5 & &b, FHloE
FBRCRINIZGHLN G, BADOEX 2 U7 BN HERICFEITINDZ L2 LV
BT 27200MNET A b (BLF TMNET A M) 2W)H,) 2FEh Lz, Fi#ENE
i L 72T T A R Z2LLTFICEBT 5,

1) MNZT A REREE
APl 23 520 L 72 ST A b ORERRIE, BIT-LR LIZBAFEE T A b L [FERD
W TH 5,

2T A ML
FHEE O FERE LIZMSET A MZLLTFO LB Th D,

a. JNLT A N OB
A 2, BAFEE T A b R UMERHE S IV RARREMLE BE 0 5 B R LML T
A b OBLRELLTIRT,

<IMSET A S OB >

O AJ13T 2 2 OFSAN S < NREOBLS CHREET A RBARZE LTV
5 EEONATSFIZE LT, /X7 A X OfAA Y, BEFE, Bl
HOT A NABZBEINT 5,

@ BHOTSFOFETHA I 7 FATOMAEGDEICE L TEMEEML
727 A NEH ZET 5,

@ FISLEL, v B AVFRICBE LT ET A P &R H ) 2— g
VEBMLET A MERAEFE#T 5,

@ BV T T A MIBWTUL TSNS T X NEH ZIEIRT 5,

24



CRP-C0518-01

- MEFEVEOBLE NG 2 TOTSF, TSFINE N5 K 5 ITHH 28R
ERAR

- BRLT A MFIE TAMREZHEET S L O ICHEA AT 5,
- Z K OSFRAHGHTIT B AL, 2R I < T 2 F35EM T & 5TSFIICE
T LA 2 HAIZEIRT 5,

- PRREEURE Z OBA R & OREREMEDER A EE L. ATOEIZH W
THHRIZBIMN SN ZTSFICBI 4 5 H 2 H AR IR 5,

b. N7 A MMEEE
A N FEE LTS T A S OBBEIIUL T LB TH D,

<WNLT A B FE>

MANLT A M, BRFEET A b SRR DWWRMEORESLRIRH /3T A
ZEMA L LT, @mHOTOEDMHE I W THEE SN DI ERA 7
7 x—A (BfE L, Web” 7 %) 2RI L., fRE BHEBIET D
FEOM, R SNTER R 7O, STy bRy T TF Il E D7 T4
7 v FPC, RO Y— \— L TOEROBEE 7' v s a3 /VOfERENTD
nTnad,

<INET A N DFEFENE >

MNTT A NOBLRICEESE MNLT A M1tk 7Y 7T A et
DT A FBNFE STz,

Fhi SN FERMSLT A MEEE L | ST HMNLT A S OBLE A FKT-2

2R,
R7-2 EMLIE-ELHITR L
M7 T A 7 A MM
kOB
® ca—W—T v bay 7 BT AFEHMEAEREY THDH I LRSS

PR 25 L7 DS SRR T 5,
A H T == ADE ONEE R SCEIIRT DB EIC B W T T
w07 7 & ZHIENMTHOND 2 & 2HRT 5,

@ RIS EEHENRFRRICO A LTV DIRETT AT b D
2y 77 v MUEEMAEE D ICEET D 2 & RS .

A HOT AT MHIBR, HERRAEERED.55 FVAMEEEY T
bDH L EMEGRT D,

® - ALY OEEE A 2 5A OS/MIME., TPsec® 4LEE A3 -
FRBY THAZ L 2R T 5,
s NIERERESCEIT W T D EEREREIC B L T, ABESN DR T X ZEEIE,

25




7.4.3

CRP-C0518-01

JLER D h W VR DM T AL T 5 B AR E V. D BISM LB S FEHi &
NHFEEMEET D
-7UV&%F?%N*ﬂ%®ﬁﬁﬁﬂﬁﬁﬂbf%ﬁ%ﬁ@®W%
RUBEAN IR S D Z & 2 ERd T

* ¥ a AL bRy 7 AR @ﬁﬁ EMmEBRREICR WD TR BRES
FWTHRAEICRE 4 2 B MR D ([ FE S D 2 L 2R T D,

c. FER

SEAME DN ESE LT _RTOMNT 2 MIIELLET L, #HihE IZTOED 5
AEWVWEER L, iHMiEIL. T X TOT A MERLBHFEINAZS D FNN
—HLTWbZ L amER LT,

FEERAT R

RN I, A O TR SRR | ARE SN DMETHEREE & BB L~V
BOWTRE SN DOMETIME L 22 5 ATREMED D 2 & DIZHOWT, KB L b 2 FHii#E
RAT AR (LT MBAT AL LWo,) 2FRUHEM LI, RHliE 28 %M L7z
RAT A ML TICHAT S,

1) AT A M
SIME D FE i LI RAT A SO T ERBY THB,

a. MRS DNETE
AR, RSV RHLE B AR O & 0 | IEBTERI 2R METH M A BRER
L. BAT A h b8 L4 2% LU Olfggatt 2 L7,

O BHLARNWRY NT—=IR— bV FT2—ANFEL, ZI0D
TOEIZT 7 EATE HA[REMENH 5,

@ A v H# 72— Zxt LCTOENER LaWE, BXOT—% ASndT
PTESR, EX 2 U T A BN AL NA SIS AR B D,

@ X a7 F ¥ RNOFEEIHEIFIENFEL, FEL L TTOED X =
U T A BEREDSNA A SN D ATREMES ® B

@ WARPRETCTOEZEM T2 L2k, BXx 2 U7 o BERED /A X
AESNDH AR S D,

® HEA LT 2= ADE OBIEHGIRICE X 2 U 7 1 BERED /A /R
SNDFREMED B D

b. EAT A hOE

26



CRP-C0518-01

A, R ES B SN D TR AR T o720, BITO
RAT A b &3 LTz,

<fZFAT A FEREE>

RAT A MEI MT-LHIR LEEBRET A b, ROGHIEMSLT 2 b & (A

BROBREE THEMi S L7z,

BATANCHEH LTy — 2 EKT7-31TR7,

#7-3 RAT A MEHY—v

L (N—=Va ) A
ZAP (2.4.2) 7'm 3 R DO Weblifidg AL Y — 1
nmap (7.01) R—FAF¥¥ >V —b
Netcat (1.11) Ry MEBEY —v
Nessus (6.7.0) WasaE A % v o —1
Plugin 201605220530
Burp Suite Professional 7'v % AR OWebMagg A — v
(1.7.03)
Wireshark (1.12.5/2.0.3) Ty XY TF Y —)b
OpenSSL 1.0.1j SSL/TLS 7' v havzii+s Yy 7 o=

TIAT7Y

<R AT A FOFERHEE >

RSN D MEFIME & DRAT A MREZRT-4RT, T 13

TR 22 Egs S R S 2 WTREMED A A RE T 2720, 1FORAT X

% 56 L7,

#£7-4 RAT A MEE

S 7 A Mg

@ R— b A%y Y —b, IR v Y — AR ML, BEY L
VR b U2 R RPN TV RN & B ERT D, E A A
= MCoWT S RIEASCHT 5 MBFMEATE(E Lo\ 2 & &5
Y Do

@ TOE~DT 7 & Z %49 WebA o & 7 = — TN MO WaEIHE S FAE
L7RNWT & &l s 2,

Web~7 Z o it i TOTOE~DHEHERF I ET 2URLICK Y &% =

27




CRP-C0518-01

UT A BEREDSNA NA SN & E R T Do

©) TLS. IPsec# i L 7= @5 2B L TR EOffgntEnzna &
AT 5,

WebA > 5 7 = —ATHMAIN5H /3T 2 X OEIEMRGEEE TV, B
ICHERI S22 & 2R 5,

@ CPUBAMIREE, U Y — A IREBIZ I W TTOEA it % = 7 7k
BEICZR B 7002 & iR T 5,

® BEOA L E T 2—Anbua s L e in i A 20 7 TR
RZEFHEEIT T2 HAETH X2 U T 4 BEES A 2 S
MR D,

c. FER

P 2N FE M L 2R AT A BT, BET D BB ) & FF OB VEH]
AIREZR HEga R I THERE S e o T,

7.5 FHEERIZ DN T

ARFHETIE, 7T UHIRTERICB WM 21T > 72, v MU — 27 XIPv4% fif
HLTW5, KTOEIZ, Bt B EENRKE S B lIcB W CGEH IS
Blxav, Ko iM%, LiceMiitE s’ @y <o 2 &l Lz,

28




CRP-C0518-01

7.6 FMmEER

AL, B E A b o TRTOENRCEMO U — 7 = v MR Tz L
TWD &l L7z,

P TIELL FIZOW CRERR S 472,
PPE®A :
U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std.
2600.2T™-2009)

F7z, ERPPTEZR SN FOSFR/Ny r— VI E T %,

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Document Storage and
Retrieval Functions, Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium

Interface Functions, Operational Environment B

X2 UT o HEEE: . a® s IA4 T YT — FN2EIE
X VT A REHEM . 3T TAT VT N— R3EA

FHIOFEFR E LT, LT ORGE= AR —R 2 MTOWT [EHIEN 72 STz,
EAL2/XNy =2 DT RTORGET AR —F 2 b
BIMORFEa >R —% > & ALC_FLR.2

Rl OFERIL, B2EICFEIR IS — BT A TOERIC L » TR S iz b @

DI I 5,

7.7 FfE D A Y MNEE
HEE T 3 R FEHmE S 1. RFRTR0,

29



8.1

8.2

CRP-C0518-01

I:IIL-\ I:IIE % ﬁﬁ

%@?ﬁ%%& nzl:ﬁﬁ@ *I/qu:'fﬂﬁ&%&ﬁi D TEH:'J éﬂé %\(é*’,&g’% k uT@nuu
e L7z,

O FABREECRINTHEMNENZYTHD Z L,

@ FIAMEECTRINTHEMABRIMRR I TND Z L,

@ HHEINZIHUVERZY 7V 7L, TONEZREL, BET 50—
=y MFREE TR INZ LI ICEHMish TVWD Z &,

FEAT s 2R S AT EH A ORI ORI Y Th D Z &,
AR R S AU R ORI T A CEMIZE A LTV D Z &y

@ &

ARREAER

PEH SRl E. AT R E L OB 5 AR AEVE L 2 fRAE U 725 3.
PRAEERE I ARTOENCC/N— R3OEAL2 K OMEGFE= v AR —+% o FALC_FLR.2|{Z %t
T ARIEEME AT O &I 5,

TIEER

REFIEE AL L7285, Z NSO CORTOED Y % = U 7 1 HfE~0
%@Lowfixﬂm@@ﬂ@ml%&@ékw\%ﬂ@ifﬁm_owfiﬁﬁ
FOBREIH O THIT S i,

FI-ARTOEDOF A 13, 4.3 EAREIZH T 2TOERFAOTHENEF LS L, A
TOE O FA xf G JH <03 _E 0 BRFTEAFEEE O TOEE BB I 23\ THlb)ii ol HE
MEIMDIZOVWTHETAILEND D,

30



10

CRP-C0518-01

MRS

FrliZ7a L,

tXxail)T432—45v b
ATOEDE ¥ 2 ) F 4 #—4 v F12lE, ABEE L 30 wEE LTU T &
DAGRRFEREEL IRt b,

Pro 8100/8110/8120
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)
X2 VT 42—y b N=Uar 1.00 20164F7H22H
A Y 2 —

31



11

Fz&

CRP-C0518-01

ARG ECHT XN 7-CCIeFET A IE3EZ LL FITRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 1§l 2L 4E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ §Hili 51k)

Evaluation Assurance Level (GFHifRFEL L)

Protection Profile (m7 7 g 7a 77 A)L)

Security Target (E¥ =2V T 4 ¥ —4 v K)

Target of Evaluation (GEAfixl5:)

TOE Security Functionality (TOE&= = U 7 ¢ #§5E

ARG ETHEH SNZTOEIZET IG5 4 LA TSR T,

HDD

IPsec

MFP

S/MIME

N=RT 4 RT RTA T DM, AET, HICHDD &itHi L7z
S &l ZTOERNIZHRLY 117 5 L 7-HDD = f547,

Security Architecture for Internet Protocol
W5 Bl 2 VT, IPY » FEALTT — 2 O S AR IE R
HWrex it 257 ha L Thob,

TV NAEEREDWERR,

Secure / Multipurpose Internet Mail Extensions
NS RICLDEFA—NVORELET X NVELIZEAT D
RS TH D,

A ETHEH SRR ERZ LU TITRT,

MFPEBEIZED Y TAHZ ENTEX DL TOER S NIKE,
LU T QAR OB BEE R EIN EFR S 1L, TR OE L (2 H
DUTHZENARETH L5, ATOEIZEBWTITETOESEIN
FO Y THNTMFPERE Z8E L T 5,
G E S N B BEE O T 7 & AHEIIATOR O A%
RHNE T2 D)
- B E S (BB, BEAEOEATT )
s a—P—EEE (—RFIHEOEREIT D)
« Xy NU— 7 EHE

32



FAEY a7

=
XA — R

0Oy AL NAT —
R ATIFFA R

=
a—H—4

2y 77T b

2y 77Uk
R

CRP-C0518-01

(TOEDxR v U — 7 it E 21T 5)
- SCEE A
(FEHCE, KOCEFAE D 2 FOFRZ{T D)

R A bRy 7 ZH8RE, 7Y v 2 —HEE, RUA T v T —
HRE TR 2 72 DICTOEMICE B ST 5 30E,

TOED K 5 MSCE ., A LE DRI,

PRSTAERE 1TSS SRR D PR — B A B 2 AT D HERE T &
%o ATOEDEMIZIW T, AkREz M2 d 5 IReTHERE
ITERIERREDM TN TWND T E MR & 72 5,

TOEQ 2t —, F¥a AL bRy A AFxxF— TV H—
DEBEBEDO BRI DI T £ TOMEE, FIFEY 2 7%, B,
SRR TOMICHAZEIC L > T, FrvovrEans e
Nhb, FIEY a 7R’y orerani-546. fIEY a7
T TERD,

gua A ya—P—ZIZxn LTS ZA T — R,

AFRRERFIC = —T T hdu v 7 T U hEDHETIZ
R EIND, b R n L,
1~5EDOFEHEEZMFPEHE NHRTET 5,

—FIAE . MFPEHE . R OA— =R PF—h 2 5N T
W DB, TOEIXZ DBz L v RIAEZFET 5,

a—P—TH T r MPMEATE R R DR,

a—HP—=THh oy v Ra v T U MRENS AEIRICHER S U
A E TOREH,

33



12
[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

N

CRP-C0518-01

PARNY

ITE ¥ = U7 o 5l M OSBRI EE O FEABIRE  Fk2746 H
MSZATEOE NG BULERHEERAE  CCS-01

ITE*= D7 ¢ RBREEICE T 2 2R HFH Pak27410 /]
MSTATEOE NG HALEHEER S CCM-02

ITE = U7 ¢ AR ARG T B9~ 5 ZSRFIH Epl2 7410
MNAATBOE NG R HEERHE  CCM-03

Common Criteria for Information Technology Security Evaluation Part1:
Introduction and general model Version 3.1 Revision 4, September 2012,
CCMB-2012-09-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 4, September 2012,
CCMB-2012-09-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 4, September 2012,
CCMB-2012-09-003

BTS2 ) T iMoo aT 7 747V 7 23— e — e
N— 3 3.1 WEIH4, 201249, CCMB-2012-09-001  (FFRk244-11 A FHAREH
1.0

BN =2 U 7 A MO0 aF 7 T4 T VT /=12 %2 U7 ¢ HEE
aUR—R b N—U g 8.1 WETEH4RR, 20124895, CCMB-2012-09-002 (A%
2411 7 FHRREE1.000

BTS2 ) 7 iMoo DaT 7 47V T /8= 13 X2 U T 1 R
aUR—R b N—V g 8.1 WETEH4RR, 2012495, CCMB-2012-09-003 (A%
2411 7 FHRREE1.0000

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 4, September 2012,
CCMB-2012-09-004

fFEEIrt ¥ = U 7 4 sl 07 d @ik FHiiTiE ~N—P 3 3.1 dETH4
hi, 201249 4, CCMB-2012-09-004 CFA{244-11H FHAREE 1.0/

Pro 8100/8110/8120
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) &&= U 7 ¢
H—4y b N—=Tar 1.00 20164E7H22H  HRASttY a—

Pro 8100/8110/8120
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) A &5 &
%52.0Mt 2016428 H3H #ix&t ECSEC Laboratory #ffiz > % —

U.S. Government Approved Protection Profile - U.S. Government Protection

34



CRP-C0518-01

Profile for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2T™-2009)
[15] CCEVS Policy Letter #20, 15 November 2010, National Information Assurance

Partnership

35



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件
	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針
	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針


	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3 運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価機関
	7.2 評価方法
	7.3 評価実施概要
	7.4  製品テスト
	7.4.1 開発者テスト
	7.4.2 評価者独立テスト
	7.4.3 評価者侵入テスト

	7.5 評価構成について
	7.6 評価結果
	7.7 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

