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ineo 367/287/227 User's Guide
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ineo 367/287/227 User's Guide [Security Operations]
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[Security Operations]

1.4.3. TOE OERERDHE
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1.4.4. TOE M:RIEMEEH
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K 1-3 TOE Dim¥EAEEE

1.4.4.1. EAKHERE

LUFIZ, TOEDFEARMERE A FLik ¥ 5,
(1) FIk#EE
7 I A7 M5 LAN 8 L TAZ LIZFIRIT — & & FIR 5 B 6E,

(2) A%y e
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(3) = & —f&nE
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GHIR % HEEE,

(4) 77 7 Atkne
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MOXELZIETHWE (77 7 AZIEHRE)
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TOE WIZCEEAZSBM L, FHE L CELZ I HIHEE,

6) HHEAT 4 T A H T = — AKERE
TOE OFIHEN Y7 A4 7k PC 6 TOE %V £ — MEET D=0 DORE, T A X A
Lo THRED Web 75 007 U r— g %% (2 h—/L L, TOE &% LAN &
THHT 5,
1.4.4.2. €% 1Y) T 1 HhE

PUFlc, TOED® % = U 7 ¢ b4 ik 5.

(1) W FRAEHRE
TOE ZFIH L L5 &3 5% TOE OFFAIFIHE TH L1 E 5 75 Ea—P—f LAY —F

IZX > THEEL. TOE OFFAIFIHE TH D Z LR TE 125512 TOE ORI 27 v+ 5 1
AE. MRRESTIEICITAARGERE & AME H — N —FERED & D ﬁfi%‘?ﬁ)%%iﬂbbf) RAE L7207 TR
5.

AEEREITIT, BE SN RAT — REANTHEICANATY — R X I —FTERT D
BEEN T EN D, S HIT, e LBRE MBI BREMEICE L7258 R RE 2 v > 7
Luy JHERE, NAT— ROMEZHRT DT DEHEN DL LN CORE LT/ ATU — ROk
AT DG i 7o LTc /S AT — R721) 2 B8k T D BERENARREICE £ D,

(2) EWICET 7 & A HilEkhE
OFRAERERE TRERE S M7z TOE OFFrIMIMHIZx LT, £ OFIAHE ORENIX L TEHEZ L
TR F 72 13RI DJEME & SCE D JBIEIZIE S W TERICE~OERIE L FF 7 D HHE,

(3) 1L A 2 thil B il 1B £
AR BIERGIEFRERE TRERE S 7z TOE OFF R #E TR LT, %@ﬂ%%@&%’ﬂbfﬁz%
AT B FHEIR £ 72 IR E R IC 5 2 O VT BEMERRIZEE DWW T, FIRIBERE, A % v BREE
—%%\777%%%\i%®%ﬁ&ﬁwmb%®%%\iﬁf%474y&71~x%%
DOEEZ T HHEE, BX O, FITHOY a 7T E TN 2 ER CEUS O SLEA~DEIEDH]
#0143 2 HERE,

(4) HDDI:5{tikne
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(5) Bifw /ikRe
TOE OEMBEOEF =Y T 4 ICBETL2HFL (UTF, BEAFREND) On sz HRE
WELELICEAR 7 LTREsL, ek LclEdn 7 2EATE 2B AATHR# fé’f&ﬁbo L5
#1713 TOE WO HDD IZF&ANT 2 25, FEAITEIR SIS 72 o 72 B I3 BB IC KL DREIC L
o T, Va7 oxfEll (o Z7oMbiThry) £ i%%ﬁﬂl%%ﬁéﬂf:%ﬁ
Pk~ EFEZ 21T, SOIT, kLA n ZITEHEEIZITICHAH L, HIBROEREZ 7]
ERAE

(6) AT Ltkae
TOE NOHIBRENT-XE, —RIRTEDHLWVIZZOWRIZH LT, FEDT—# % £H
ETHLICh Y, BAEROBHM Z A AR & 3 D,

(D v U7 EE R
LAN FIIHRF IRy b U — 2 EOEBEIZ X 5@ WE2 3 o888, 2 7147 K PC &
MFP ORI OifET— 4, SM#FEY — 3=, DNS %—/3—, SMTP #—,3—& MFP 0o
BET— 5 2T 5.

(8) BT A Mine
HDD i 5{bHRE, W5tV — R b ONZ TSF 72— RBIEF THh D Z &L 4 MFP OiEH)
IRFICREE S D IR HE,

9) X = VU7 ¢ HHIKRE
Ak DFERERERE CRRRE S L7 TOE OFFAIFIHEICR L T, ZORHAZOEENR L THX B
MIMERRICIHES W T TSF 7 — 2 1T 2 BIEB L O X 2 U T 4 HEED 55 W T 5 4
BB IO e,

QO)AMERA > B 7 = — A 55 BfERkRE
USB £ v H 7 =2—RAEZE0NTA L ZT2—ANBD A% %D FF Shared-medium
Interface ~#ZET 5 Z LN TERWVWEHIZ L, F£7o, EBIREEIRR2 S LAN ~ORAZ[GIET %
FERE, EREEIFUZOWTIIANE WM E 7 7 7 A%(5 L RBZWIHERED AR ET HZ L2k b
Eaa RN D DIRAZE L L, 257 7 7 AD§REEEL L35 Z L1 L 0 EEEEHFRD D LAN ~
DIFANZEBIET 5,

1.4.4.3. fill[R

PAFIC, 2 SN D HEREZ D N TE RV ERE 2 Lk 35,

- FTP1E. SMBi%fE. WebDAViL(E, IP7 R L AFAX, A ¥ —% v FFAX, PC-FAX%/E
RNy 7 A7 L STIZHIZE S VTV R WD AR » 7 A

- SNMPHERE

- DPWS&E

- LPD#& &

- RAWEIJfi
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-tﬂvnv%4i%\ SHEE& Y v b, BEEALPDFLSA D U o MEERE (7Y v MEEREIZ Z O

BRIZ LV | w@H ORI fETEﬂE'JE?kiﬂﬁibiht BTHRE& TV » FXFELE LTURFIND)

1.4.5. TOE O A&

TOE »oF|H]# (UUSER) LFO Lo icnEansd

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFarFIHE)
U.NORMAL A User who is authorized to perform User Document Data processing
(— MR ) functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage some
(E 8 portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.4.6. REEE

8% pE1X. User Data, TSF Data, Functions T& 2,

1.4.6.1. User Data

User Data (ZFF Al FIHZE DMERKRT 2 0, FFAFIAZEOZDICEHK S, TOE X% = U7 ( #HED
BB B2 52 70T — % Th D, User Data lZLL T L S iz I N5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE »3MERLT 572>, TOE ﬂﬂ HERRENT=TF—42ThH Y., TOE ORI RS 5 2
HTF—XRTdhb, TSFData IZUAFDO L S IcHEEN D,

Table 1-3 TSF Data
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Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who
is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T#: 9 TSF Data #LL FiZ5-d,

Table 1-4 TSF Data

Designation Definition
D.PROT A — bt Uk FERRE
Bahw 77 7 ke
FRIE IR B e B i

INAY — RAR—EE B

T AGINC 5T — 2 (RRIERKER, SR T — FAR—EEEE)
SRV — N —FRRER E T — &

A PR TR O AR 11 7 iRy R

iSSANERE

Fy b= FRE (SMTPH—"—DIP7 KL A, A— hES%, MFPOIPT KL %)
REIESEHERE (A —IT K D3%E D5 5E5%)

PRAYT — R

ZAE7 7 7 ADEREICEAT D% E

User ID

Permission Role

Allocation Role

Role

D.CONF ay AN AT— K
W5 — R
sBOX PASSWORD
DOC PASSWORD
Bt o

1.4.6.3. Functions

2.3.2 SFR Package functions (27~ 3 #&HE,

1.4.7. A&E

A ST THMT 5 HFEOE®ZEERT D,

Table 1-5 FEE

Designation Definition

Allocation Role TR CBERM T O 5 @i, MFPOSEER EITT HBICBREN 5,
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Box Type Ay 7 ZADOF,
X2V T 4 LERy 7 A REIAEVZERY 7 A NAV— RiE5
{kPDF Ry 7 A, BFE& TV FRY T A, T7A VT« FrnR—
Ry 7 ANH 5,

Copy Role I — R FATTE HEE,

Data Administrator

AT NPCILEBEREEZITOROOT T r—va vy
R

Data Administrator

with Device Set-Up and Utilities

BB OMFPIZH IR T 2 EHEHT ANA AEEHY 7 vy 2T, 777
A Y7 b T THsData Administrator D L E)HS 7] HE

DSR Role

7 —% OHDD~ORTE, HDDIZRTFENTWE T —F OFiAH L, &
ENTE HHE,

Fax Role T 7 7 AKBE R FAT T E DA,
FTP%1E A¥ XY LT =%, At a—F—TR/DT7 7 A VITEHL T,

FTPY—_—Z7 v 7 r— T 5 HhE,

HDD7 —# |3 X | prikne

HDD b7 — % % k& & HikR7 2 e,

HDD 7 — % L3 x BB fe O B {F

HDD7 —# L& EHIRBERICH W THAT 28I (HEHR %

R ERERE RIET DIEE,

Permission Role MFPDOEREIZ BT a0 5 R,

Print Role I AT NPCHHETY v N EFATTE HH&E,

Role U.USERD#&#,
U.NORMAL, U.ADMINISTRATOR) & %,

Scan Role AF oy U FATTE DHEE,

SMB#1E AX ¥y U LT —HF%, v Ca—F—TWRDH7 7 A /VITEHL T,
AL 2= =R N—D T L F—~EET DR,

User Role TV b, AXyr, abt— Ty I A XETFANVORFELE VST

BERE 2 FHT T D BRI LB B,

Web Connection

Fy U= bDar v a—2—TWeb7 7 U %S LMFPORE
ERORIEMERR 2 T 2 72 O OFRE,

WebDAV {5 AX ¥y U LT —HF%, v Ca—F—TWR D77 A /VITERLT,
WebDAVH— N—{27 v 7' r— KT 58,

AR s FAXARERRE O &2 L7oE7 A8k, E-mail & W o 7ok 5 0% FIL A
LT, 2= ) VEABRASHENRET ZMFPO YR — b ¥ —¢
#fE L, MFPOBMERE, FIRIEEOMESRIEHREZEHT 5, oM E
WIS C TR — 2 GBI N —0FE, SRER K, MEZH» S
P—ERAT V=T OIRERE) BT 5,

A—rUVEY b AP, TORESNIZA— NV &y MEFETT 72203720

A EBINICr 7T Y N DR,

F— bVt MR

BHEPBOET DWRH, ZORHEARE TS L ABMICR T Y M
Do BRAEASFND D OBIERRIE,

EN

N— RFa B —dEEICEH SN D CERE S 27, B0 2 27131
AULEDTEZLILTE D,

X )T mBE

X2 VT ABROSDEWVICERT IR EL X = 7 e fElc —Fi
E LEOREZMFFT DM, Z OBRENAENTR-oTNDHZ LITLY
2w NI =2 %4 LICTOED EFHERE, v MU — 7 REEHAHL
HERE. HIRTZWIHERBIC L AR EL T e EOFI AN I3, E7213F A
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DRSS B 2R S DI BREMDEE ORI & EHH
RS, REMOET (FEEIZTNIATAEE) 21795 LtFa
SRALRRE XN 22 D,

[IARAES
V74

X VT 3GE
(SECURITY DOCUMENT)

7747 FPCAIL Y AT — RBHEE & 4L, TOENITRIFE 172X

Ho

¥ T LEARAT—F
(DOC PASSWORD)

X2 VT 4 LEICRESNTND /AT =,

INA T — RAR—E a4 B

EELE R IET B B,

Ry 7 ZANRAT— REATINT-/8RAT — RO L7 AR —B w5
COBMEICET D ENEAR Y I A~DT 7 AREIEE RS,
X2V T 4 LEART—-RE AT ENTZ AT — RO L7 AR—
HEBENZOBRMBEICET 2 X2 T 4 LEA~OT 7 AREEILS
na,

TrA VT e FUNRN—KRy TR

AR TR o) ZRE L TR EHENEHT 2R v 7 A,
REESN TV L XELZR y 7 20600 B4 (AR, %E) B2, &E
SNTALHERIMES N D,

VARV EVE IN; 1z

TOENRZ 747 v FPCOrLEEENTza2—Y—ID, v/ A /AT —
K. BT — % &2 F AL o BkeE, =— P —ID, v/ A L /RAU— K
& ZDH&}DJIJMJ uEﬁ)EJZJjJ L/f’ @%‘Eﬂﬁluﬁ“’_‘& %ij’)\héo

Ry oA

Ii%%fﬁétb@74V7FU
BRIFINDILECTIEBEBLELEITTOT a TICEENDILERH D,
Ry 7 2L, CEERAE, BIET 22 ENHRDFIHEBENRRR D,

Ny I ANAY — R

Ry 7 A ST /XA T — K,

(BOX PASSWORD) U.ADMINISTRATOR 721} A E T& % /N2 U — K % £§12sBOX
PASSWORD & %7,
a2 —%—ID FIREICH T2 BN TV 2B+, TOEIXZEO#BI+Ic X W FIHE%
(User ID) KeET D,

GNER Y — NERFERFIL, 2 —F—ID M — ID T I D,

Z— W —TD— BRI L - B

—HER AR Y% — Y —IDIc L v A U EEIRTH L
fRER - —RERI I Ik 2R 5 2 &

¥ — R

DA IR, HERO M5 IR T 21T 5 HE,

o — Y — R RE TOEDFIHHE % 5837 5 HRE,
AARFEGE (INTERNALLY AUTHENTICATION) & 40— N —8GE
(EXTERNALLY AUTHENTICATION) @ 2FfE13&H 5,
BRLE IIARMRFEAED A CRRRE S L D,
o— —FRFE O HHE FRREF I (RIRFEGE MMV — N —F5E) OREZ1T O BEEE,
=7V TOEIZRB N T, =¥ —IDLr /A /XA T — N2 X > THAIRRREZ

EITT5 &,

07ANAY— R

TOERIZu 7' A T H720D/AT— K,

(LOGIN PASSWORD)

ey — K HDD O BAIZB W THEAT 2 5@ OARICB W THEAT 57 —
4, TOEIER; BT — F&iH L Chif S #x AT 5,

S — N —REERR T — & SMTRRREY — S —IZB T B ET — & QM — " —DFET D KA A
VIR ERET)

By o R PR AE Bty v 7 AR OB EDRRE 21T 9 B
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B 7 2 U9 D ke,

BB RRRE OO R AR 1 A R ]

$‘fT’L L7z uE%E&@?&ﬁ) ﬁ::1§ :Lj—é ZEiz&y ﬁﬁ%wu uE@* HE

Nay 7 ISNGEITe Yy 7 BMRERES D £ TORHH,

BRI » 7 A R I/ (*H%Fﬂ%b%@%ﬁzf777%%fa) L 7230 % A
THRY T A,

EEHET ¥ RLHERE LANZRZRB L TRV ERY 357 —# 255k L TIRi#ET HHkaE

T v VR B RE

R T v FARRE D EATDIE A, SSLITLS Y — /N — R EH-0mE 575
KOEBZAT 5 HERE,

FRAFE HH E A AE HDD7 —# EEZHIEREEREIZ & Y HDD L7 — & ZHIBR T~ 5 #iE,
2 15 KR O, BRI RERNEE LSS, Z ORI ER R 7

S h D,

HEhe 77 7 hIEH

EHENRET DM, ZORMARET S EBENICe 7T U M
%, Web Connection23 x5,

v g o EEK T RRE

Yy va rEABNICKT T D%,
HufE % /L. Web Connection. Data Administratoriz >\ T%hn
FN—ERMBRENB Z bty v a U E2HBMICKTT 5,

A& 7Y o HEE
(AUTH PRINT)

Ry RT—7 FDay EPa—F—hbikE s a—F—g AT —
F%&iii%fuy%%%éhtiikLT%?#@%%O

FORIEAR IR B i

R DSROE S 2 BMEL, e U 72 RRRER MBI Z OBMEICIE T D LR
AEMEREDS > 7 EN D,

T2 T — R

IRERRE T DL AT W T HIEERRERFC AN T2 EFHE N EE L C
WHRAT —

B
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LMY H LR ERD (EDSRICE DBIEORE L7 5) 305K,
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1.48. RyHo R

TOE N & 2R v 7 2T oW TR T %, TOE XL TOEEOR v 7 A 2 #4t4 %,
(RBZIIEIR Y 7 ZOIZES S DB TH D0, B R R VEIZBITAFERELT L —8T
DHDOTIER, £, TN R v 7 A EQIFET DIV Z 2R L2BEOR v 7 A

PIAMIHE R TE 2200,)
Table 1-6 Y RATFLARYIR
By 7 2D B
X2V T A XLERY Y | BX2 T 4 LEMEEENDR Y 7 A,
A

AV ZER Y 7 A | FAXZEE ERCE) PMRESLLIR Y 7 A,

B A U ZEERED ON ICRE SN TV DHAIE, 25 CETEEROH
R VBH ATV ZER Yy 7 RREEIND, Wil AT ZEREIE

U.ADMINISTRATOR 7347 9,

/SAY— RiF &1k PDF B E{L PDF (B & & AU—KREANT B LI ICERESN TS PDF

Ny 7 A TrAN) BRETLIRy I A, XFEEREL TRV —RNANT5H52LT

WM SCEOHIRMER IR S,

HEE& TV bRy 7 A | BEE& TV MERETICENMRFEEIN DR v 7 R

Table 1-7 #feRvH R

Ry 7 2AOFEE
TrA VT e F = | RFELEET -4 (FHECE) A AT 74 ) v IR BORE B E
NSV S L CHIRGS KO ER TE 2 EHENEHT 2R v 7 X,

2. Conformance claims
2.1. CC Conformance claims

ASTix. LLF®DCommon Criteria (LAF:, CCLFET) e T 5,

CC version : Version 3.1 Release 4
CC conformance :  CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTiX, LLTOPPICEGT 5,

PP4 BRI : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—Ta v - 1.0

##) APPlXCommon Criteria Portal (Z48#{ X T\ % TIEEE Standard Protection Profile for
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Hardcopy Devices in IEEE Std 2600-2008, Operational Environment BJ (Zi#& L, 2>
CCEVS Policy Letter #20] &7z LTV 5,

2.3. Package claim

ASTi%. LLFDSFR PackagelZi# &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version

Date

Title

Package version

o> oy oy o> o> o

m | B e e

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval (DSR) Functions, Operational
Environment B

1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B
1.0
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Date

March 2009

2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

FFAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

FDSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale
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2.4.1. PP ® TOE &Rl & D—E MR

PP 3%t &3 28 oOfERIIX, ~— Fav—&EECIT, HCD: 5 95)Th s, HCDIL, ~— K
AN EET XN T A NIERT D (RAx v ), TUXNLEEN— R —T 4 — AT
A D0y (FIRD . EEEERRZ T L TN—RFa—CEE2EETIN (77 A), "—FKabt—
LEOHEMEERT S (2—) TH520IEHAT ML THD,

HCDIZ HMZIGE U CEED R DA CRES ., WREZILET 2720~ T 4 A7 K7 A
TRMDO RGBS AT A, R¥a AV M — R EZENL T HDLH 5,

A TOE OFfER)IZ MFP T& 5, MFP X, iBINEEE S 5T HCD 23 FFo%%E 2 2. HCD 28
BHT2HEA R L 1D, Lo T, ATOE f3I1Z PP @ TOE il & —E LT\ 5,

242 PPDEF AV TARBEEF AT A RKAHED—BEMRER

P.HDD.CRYPTO & O.HDD.CRYPTO M:&0
PHDD.CRYPTO (ZHDD IZfték SN 5T — X DAL A2 RO D b DO TH W EHEREE 1D
filf % Hi- 22 DO T2 < TOE 2#l#4 25 LD Th b, O.HDD.CRYPTO (X801 L7~ OSP
RS T D H DO TINHEHERREICO DS EHT- 25D TiE/Z2< TOE 26T 25H 0
ThbH, LIz23>TST X TOE 2% LT PP &RIZELL EOHIRZFR L, TOE OEMEREEICX L
TIE PP LRIZDOHIREZFRL TRY, PPICx LTRSS EIZI VHIRITH D &9 210
=7

243.PPOEFXF1) T4 EHLEDO—EHERE

A TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN,
2600.2-CPY. 2600.2-FAX. 2600.2-DSR. 2600.2-SMI 75725,

Common Security Functional Requirements (%£,PP 23 f5&E 3 % %28 SFR T 1V ,2600.2-PRT,
2600.2-SCN. 2600.2-CPY. 2600.2-FAX, 2600.2-DSR. 2600.2-SMI % PP 73459 % SFR Package
MHBBIRLIZHDOTH D,

AKST OEXx=V7 BT, PP OEX= 7 0 B LCEMN, BEE(ELTHWAEFNH D
2, PP LIF—HLTWD, UFIC, B, BEELTWLETT e, TR PP & —HLTWLHH
HA4iidd 2,

Common Access Control SFP

PP (Z+FAXIN D JEM% > D.DOC @ Delete, Read ¥ LU D.FUNC ® Modify, Delete {Z
B4 27 7 EXfl#EZERL TWDHEHR, TOE BEEFHO FAX #fE DX v o B/IHIRE ST
BOTHTHITH) Z A TE, 2KV ZEFO FAX @ D.DOC, D.FUNC (FHIBRS 15,
L2 L7223 5 24X D.DOC, D.FUNC ® Delete # B [X L 72 T3 < BIE v BV
9 Delete THV, v L LTSN, ZENTET LICRIIAR Y 7 RIZkF S DSR
Access Control SFP OXfR L7 VIREIND Z EnD PP OEREZHEZR D L O TRV, Fiz,
ZEH D7 727 2D D.FUNC @ Modify #1795 Z L 1XTE 720, Z4UE PP L0 IR T~
EAHIETH D,

TOE 1Z+SCN 1 X O+FAXOUT » &% > D.DOC @ Modify (232 7 7 & A H|i#l 2 &
FLTWD, ZHUE PP TREZRINTWRNLDOTHDA, ZONEIEL— TV HL TOHIBR
% D.DOC OfiF#E Th 5 UNORMAL IZHIRET 25D ThH D, PP Tidk Delete [ZBHT 57 7
T AFERER STV SH A TOE X PP ERERO T 7 & ZHIEIIIN 2 ~— P B TO Delete
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BEREZ TR L TV D23, ZDFETILYZ D.DOC OFrA&EICHIRENTEHY . PP OT 7 & A
1Hl SFP OIBRZ4RFNT 2 & 5 72 b D TiEAeuy,

FAU_SAR.1. FAU_SAR.2, FAU_STG.1, FAU_STG.4(1). FAU_STG.4(2)?®;E/n
A TOE HEEAEr 7V ZREFEHT 2572912, PP APPLICATION NOTE5 & X Ot PP
APPLICATION NOTE7 iZ7¢\, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
FAU_STG.4(2) % B9 %,

FCS_CKM.1. FCS_COP.1, FIA_SOS.1(2)®iEhn
& TOE X Objectives & L T O.HDD.CRYPTO ZEML THY ., FHIZTL 72> T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)z:8MF 523, ZiuE, PP BMEET H X =27
A EHONFEEETHHDO TR,

FDP_ACF.1(a)»>— &1

PP ® FDP_ACF.1 (a)i% his/her own documents/ his/her own function data DH~D7T 7 &
A B FRT B 7 7 & Al SFP 2%k & L Tuwb, A TOE i D.DOC, D.FUNC OtF =V
T A BYEIC S L OWTT 7 e Rl A2 3 272 O, TOE IZfRfF& 5 D.DOC, D.FUNC (2>
WTIHRESNTZT 4 L7 P ThDIR Yy 7 ARIFEL, Ry 7 AT 57 7 & A6 &
> TYHEAR vy 7 AND D.DOC, D.FUNC Z{ri#T 5, "AU— RTHR#EINIZA Y 7 RTH
I XFEL Ry 7 ARRAT =R ZEoThiESNTEBY, Ry 7 ARAT—R2EHL
TWOHIAHE (K TOE TIXEHE) % 43%A v 7 AN D.DOC, D.FUNC ® owner & {if&
DF, T EAREEB IR,

FIA_AFL.1, FIA_SOS.1(1). FIA_UAU.6, FIA_UAU.7 ®iE/N
ARFRREITIA TOE 232 2 ETH 5, £ Z T, PP APPLICATION NOTE 38.1Z%\V,
FIA_AFL.1, FIA_SOS.1(1), FIA UAU.6, FIA UAU.7 #iEM¥ %,

FMT_MOF.1 @B

TOE 13t = U7 1 {bi% €2 AT DRt X O3 Hi%RE 4 £ 2, TOE 1t ¥ =
V7 4 BlbEEEZ AN LEERECERT A2 EE2ZOHA XL ATRDTEY
FMT MOF.1 132V 7 ¢ L& DL H %2 UADMINISTRATOR (ZHI[R9 5 = & T, AIE
X2 )T bR ENUESND Z L Z2IELTWA D THY PP REET HEF =2V
TABEONEEET T HH D TR,

FMT_MOF.1 ¥ FTP_ITC.1 (BT 2 HBERER D Nc 2 —F —BAEMEE D FH &
U.ADMINISTRATOR IZH[R9 5 Z & T, FHEHMEENLALIIFETIND I EEBFIELTWS D
DTHY, PPRREETHEX 2V T 4 BHEOAREELT HHDTIEARL,

HDD F—#% EEXHIFRMEREDOR 5 VOB HIIIRFIE R 2 (R# T 5 EEXHIREEDIR S
BNEEHTLILDOTHY, PPRIEETLH2EX2 U T 4 BEONELZLEESTHH O TR,

EEAEMREOIR S MO OFHIIEE e VRO ELEHT 200 THY , PPRRET St
X2 )T A BEONFEETTHHO TR,
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FMT_MSA.1(a). FMT_MSA.1(b) & %5 5 &0 B4R
T ORSREEM: L X PR T ORISR PP LB a 0, ZHUIR v 7 A0 MR L TSF
TR ESL X2V T 4 BHEORAVWRKEANTSEF T —FZD L DDAV I AL
FROREREZETLZ DX 2 VT 0 BIEOEEN TSF 77— X OR#E LRI U ER - %2 b
DO THY PPHEETH X2 T A BHONEEEFTTHHO TR,
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures will exist
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to self-verify executable code in the TSF.

PAUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,

and are trained and competent to follow those policies and procedures.

A. ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition
0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O0.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before
allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the
non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4, Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Threats, policies, and

assumptions

Objectives

LTV ON'DOd O

SId ON'DOd O

LTV ON'ONNA O

LTV ON'LOYd O

SId ON'ANOD'O

LTV ON'INOD O

HZIYOHLAVEASN O

HLOALOYd HOVHOLS LIdNVHO

OLdAYD'ddH O
AHZIYOHLNV'SSHDDV LIAAVHO

AUZIYOHLNAVYASNHO
AHIATIHA HIVMLIOS O
agdoooTLIdNVO
TIMATATY LIAOVHO
AIOVNVINHOVAYHLLNI O
AIOVNVIN'IVOSIAHd HO
THOVNVIN'HOVAYHLNIHO
INIVYL NINAVHO
AILSNYL'NINAV'HO

TUNIVHLYISNHO

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

RIS SIS S]] S

RIS S]] S

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

P.HDD.CRYPTO

A ACCESS.MANAGED

A.ADMIN.TRAINING

A ADMIN.TRUST

A.USER.TRAINING

Table 4-5 Sufficiency of Security Objectives

Threats. Policies,

and assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data
may be disclosed to

unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized

disclosure.

O.USER.AUTHORIZED establishes user

identification and authentication as the basis for
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authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized

O.USER.AUTHORIZED establishes user
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to use the TOE

identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation

O.HDD.CRYPTO encrypts data stored in HDD by

will be controlled by | TOE.
TOE.

A. ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAINING TOE Users are aware of | OE. ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to

follow security policies

the TOE Owner to provide appropriate User

training.
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| and procedures. |

5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages, and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1  Restricted forwarding of data to external interfaces I_

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT FDI _EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.
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Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in any of the
existing families in either class, and this lead the authors to define a new family with just one

member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfaces| from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements
ARETIE, BX =2 U7 4 BHEIZHOWTERRT 5,
6.1. Security functional requirements

ZOETIE, 41 ETHESN X 2 T o K G#2FBT 57200, TOEDEX =2V T ¢
BERe 2R+ 5, v, BX 2 U T o HEEESFIX, CCPart2 IZHEDE X = U 7 ¢ BEREEE)
5. 81T %, CCPart2 ICHESNTWARWVWEF = U T ¢ HEAEZEM1Z. PPAEEE Std 2600.2-2009)
WCHEDIREE X = U 7 A BeEEM O, SIHT 5,
<tFalTHEEHARE ORTAEE>

UTORBOHFIZENT, A=V FTRENDREIL, PP CHEKEITFEME L2 L 27RT,
AEY 2 AoR— FTRIHBEDT, A ST TEIMN”, EIX9R I I TWD 2 EERT,
T HE—FGA L TRINDIRLDERIIFMEE T1 Y 22 HON— 7 FCREINBELL. 7
V=T A SR SCEFTAAR ST TGRS TV D Z L 2R, 7L OBITHEIMT I TR
SINHE L, YERAEEA AR ST THR L SN THEHAINTWD Z L 2R,

6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation

Hierarchical to No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions;
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events|
[selection, choose one of: minimum, basic, detailed, not specified|
not specified
[assignment: other specifically defined auditable events)
nL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (f one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information|
nL

Table 6-1 Audit data requirements
Auditable event Relevant SFR | Audit level Additional Details
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information

Unsuccessful use
of the
authentication

mechanism

FIA_UAU.1

Minimum

None required

- Failure of login

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1

Minimum

None required

< FRFEE DO 1L
S ERBE~ D IR

Unsuccessful use
of the
identification

mechanism

FIA_UID.1

Minimum

Attempted user
identity, if

available

- Failure of login

Use of the
management

functions

FMT_SMF.1

Minimum

None required

Use of the management functions

Modifications to
the group of
users that are

part of a role

FMT_SMR.1

Minimum

None required

HELE L TCOa—F =D L—71%
TFAE LRV O TEEIT A2,

Failure of the
trusted channel

functions

FTP_ITC.1

Minimum

None required

Failure of the trusted channel

functions

Changes to the

time

FPT_STM.1

Minimum

None required

changes to the time

FAU_GEN.2

FAU_GEN.2.1

User identity association

Hierarchical to

Dependencies

No other components
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.
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FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1

Audit review

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users| with the capability to read
lassignment: list of audit information] from the audit records.

[assignment: authorised users|

UADMINISTRATOR

lassignment: list of audit information]

Table 6-1 iZ7 7 &R

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to No other components

Dependencies : FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of ' prevent, detecl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of - prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZ B DIHRIC 70 0 7EREDBIED [ EZEEZEIE ) ICRE
SHERIET, BB PRI 220 758,

[selection, choose one of: “Ignore audited events”, “prevent audited events, except those

”

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]

Ignore audited events
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FAU_STG.4(2)

FAU_STG.4.1

[assignment: other actions to be taken in case of audit storage failurel

P g T DRI

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBFISIHNC 72 0 JERFDBIED [ LEZZFFA]) IZRE
SHERET, BEBABF DI 0 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure)
nL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation
Hierarchical to - No other components.

Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=N3 ) NAREE

AR a=#h3 /¥ HDD Kf584ER T VI Y XA - 256 bit
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FCS_COP.1

..FCS_COP.1.1

Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and

cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:

[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD Or5E1k

6.1.3. Class FDP: User data protection

FDP_ACC.1(a)

FDP_ACC.1.1(a)

Subset access control

Hierarchical to : No other components

Dependencies : FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Access Control SFP in Table 17 (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7, Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object

Attribute Operation(s) Subject Subject Access control

Function | Object Attribute rule
Attribute | Attribute

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
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D.DOC +SCN User ID Delete U.NORMAL User ID User ID 3 —37
+CPY D96 OB EE
+FAXOUT AT %,

D.FUNC | +PRT Box Type Modify U.NORMAL User ID Box Type 723t

User ID Delete 2 UT 4 LER
7 ATIRWEGE
User ID 28 —%¢
% H DDHHEFEE
A%,
Box Type Modify U.NORMAL DOC Box Type 723t
DOC Delete PASSWORD 2 U7 4 3GER Y
PASSWORD I ADEGEIT
DOC
PASSWORD 78—
BT 558 T HE
e S e N
+CPY User ID Modify U.NORMAL User ID User ID N —%
+SCN Delete D56 O BEE
+FAXOUT A5,
+DSR Box Type Delete U.NORMAL sBOX Box Type 735t
+FAXIN sBOX PASSWORD AEVZERNY Y
PASSWORD AT sBOX
PASSWORD 75—
BT 556 THAE
ZEFRT D,
+DSR Box Type Modify U.NORMAL sBOX Box Type 287 7
sBOX Delete PASSWORD AV T e F N
PASSWORD —Ry AT
sBOX
PASSWORD 75—
BT 558 T HE
ZEFRT D,
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +PRT Box Type Read U.NORMAL | User ID Box Type »tEF% =Y
User ID Delete T ANLER Y 7 AT
WG, User ID 23—
HTDH5HLD0DHEEE
A3 2,

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
41177




bizhub 367/bizhub 287/bizhub 227/bizhub 136DN/bizhub 128DN/bizhub 122DN/ineo367/ineo287/ine0227/N502/N501/N500/
MF3091/MF2101/MF2041/N512/N511/N510/N517/N516/N515

¥y TrE8—owk

Box Type Read
DOC Delete
PASSWORD

U.NORMAL

DOC
PASSWORD

Box Type 23 tE¥% =2V
T4 LER 7 ADY;
412 DOC
PASSWORD 23 —#3"
RE redtet: (e i
e

¥ Box Type (Z%fit L T DOC PASSWORD 73 5 ST A 72 Box Type #2425 = &L TRET 5,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3—EH7 5%
Modify DOIHBNEE T
5o
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID A—H% 2 %
DD I A EZFF RS
5
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 235l A €
sBOX PASSWORD | Read UBER v 7 ZHBAIC
sBOX PASSWORD #3
—BT DL EIC L
A9 5,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —#79 % %
Modify DDHIELFFFT
%,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
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D.DOC

+DSR

Box Type
sBOX PASSWORD

Delete
Read

U.NORMAL

sBOX PASSWORD

Box Type 37 71V
N /AR AT
2D sBOX
PASSWORD A —%t4
DG T E R T
e

Box Type M3 X €
VEAGR v 7 2D G
IZ sBOX PASSWORD
D—HT 56 I1THE
AR5,

FDP_ACC.1(b) Subset access control

Hierarchical to

FDP_ACC.1.1(b)

Dependencies

No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the TOE Function Access Control SFP (TOFE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the list of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ™
Permission Role =& A
TWHEE. RO ELT
et L R RPN
F.SCN Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ®
Permission Role % & A/
TV AHYE, HRED FAT
T D,
F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TWDIGE. BIEDFELT
T D,
F.FAX Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ™
Permission Role =& A
TWHEE. RO ELT
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T D,
F.DSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™

Permission Role & A

AT D,

FDP_ACF.1(a)

FDP_ACF.1.1(2)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

FDP_ACF.1.4(a)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFEP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control
SFEP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
» UADMINISTRATOR /39~ T» D.DOC, D.FUNC D735 A58
« +FAXIN DEM &#F20F X TP D.DOC, D.FUNC /iZ[EH D FAX BI5& F+>t/r7
B EIzL VFH#TH Delete 73 FJE
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objectsl.
- sBOX PASSWORD D&z 75~ —E/alfss 1~3 Wiz 17 5 B BEE ZIE A s IE DB
MEIZZE L BB SFR I I~DT 2 X EHEET S,
*DOC PASSWORD D&z 73 F—2 B DY 1~3 IZ 51 3 BB R E R §E% IE DEH A
IZELZEBE, GFtF= VT XEFE~NDT I EXEHET D,
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FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP.1

FDP_RIP.1.1

Security attribute based access control
Hierarchical to : No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
Iist of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOE is
automatically authorized to use the functions [assignment: list of functions),
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document) in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects).

[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objects].

zL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

nL

Subset residual information protection

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].
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6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_S0S.1(1)

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number], an

administrator configurable positive integer within[assignment: range of acceptable

values]] unsuccessful authentication attempts occur related to [assignment: Jist of

authentication events|.

[selection: /assignment: positive integer number/, an administrator configurable positive

Integer within[assignment: range of acceptable values]]

an administrator configurable positive integer within/assignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events]

22 NI T — FiE L 3R

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: ist of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

7o NI T — NIk B ERAEDIFIE

<BHEEIRD 7= D DIEIE>

BEHBZE DRI DEE : TOE DEBEZIT 5, (LB b B HE A DRI IF
BIREIZRE X To S & #EB 5 I AR LB D3 T e P S, )

EHLIANDEE : BEEEIZ L B BAFRLE K DI LR REDFEIT

User attribute definition

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributesl.

[assignment: list of security attributes).

User ID

Allocation Role

Role

Verification of secrets
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Hierarchical to No other components
Dependencies : No dependencies

FIA_S0S.1.1(1)  The TSF shall provide a mechanism to verify that secrets (2 27 >N U — R, #F= Y
o XE/NX U — F) meet [assignment: a defined quality metricl.

[assignment: a defined quality metric]
- frde SHTLLE
- XFFE : 94 XFLILEDHF2 6245 AR
BRI @ F—DXFEN THEESH TR,
O EFETSHE FREDEPHEEREINTHOSELEHKLZL,

FIA_S08.1(2)  Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies
FIA_S0S.1.1(2) The TSF shall provide a mechanism to verify that secrets (572 — F) meet

[assignment: a defined quality metricl.

[assignment: a defined quality metric]
- Hrd :20%7
- XFFE : 83 XFLILD 22625 AR
BRI @ F—DXFEN THEESH TR,
O XETSHE FREDEPHEEREINTVSELEHEKLAL,

FIA_UAU.1 Timing of authentication

Hierarchical to No other components
Dependencies : FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: Zist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is authenticated.
[assignment: Zist of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]
FRFRALNZ I 1T B 2 — S —FUJFE L SR E DR
Z 72 AEE
TOE D QERERLE S VFEFREDRE

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.6 Re-authenticating

Hierarchical to : No other components
Dependencies : No dependencies

FIA_UAU.6.1 The TSF shall re-authenticate the user under the conditions [assignment: /ist of
conditions under which re-authentication is required).

[assignment: Iist of conditions under which re-authentication is required]
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FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA UID.1.1

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

BEor A NI T — FOEE

Protected authentication feedback

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Jist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
AL QX FET—5 1 XFFIZ “*7 DFF

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE)] on behalf of the user to be performed before the
user is identified.

lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

AFEAEIZ I 1T B 2 — P —FJFELE KRB DR

Z 72 RAEE

TOE DRERERL & VFFRFEDRE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

[assignment: rules for the initial association of attributes|

nL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).
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[assignment: rules for the changing of attributes)
zL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

FMT_MSA.1(a)

FMT MSA.1.1(a)

Management of security functions behaviour

Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /ist of
functions) to lassignment: the authorised identified roles).
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

s tFz V7 BIERE

- 2 — PR ARERE

- HDD >— % _|- & & HIfr% a5

A= 1

: BIGHRT + X/
[assignment: the authorised identified roles].

UADMINISTRATOR

Management of security attributes

Hierarchical to - No other components

Dependencies : [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the_ Common Access Control SEP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change _default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributesl to [assignment: the authorized
Identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations]]
Refer to Table 6-11,Table 6-12

[assignment: list of security attributes)

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11,Table 6-12
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Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type « U.ADMINISTRATOR | Box Type »33#f#] £ €V %Z1(5
sBOX PASSWORD ANy 7 2D AEIC sBOX
PASSWORD ®
Modify
Delete
PRT Access Control SFP DOC PASSWORD Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type "7 7 A U7 -
sBOX PASSWORD FUR—=Ry 7 ADHEIC
sBOX PASSWORD @
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 72358l A €V {5
sBOX PASSWORD Ay 7 2D AEIZ sBOX
PASSWORD ®
Modify
Delete

Table 6-12 Management of Subject Security Attribute

Access Control SFP Subject Security | Authorized Identified Roles Operations
Attribute

Common Access Control SFP | User ID U.ADMINISTRATOR Create

PRT Access Control SFP Delete

SCN Access Control SFP Modify

CPY Access Control SFP —IRpFI) 45 1R

FAX Access Control SFP fiRlR

DSR Access Control SFP

PRT Access Control SFP DOC Nobody Any operation
PASSWORD

FAX Access Control SFP sBOX Nobody Any operation

DSR Access Control SFP PASSWORD

#sBOX PASSWORD (% U.ADMINISTRATOR #3373 %. DOC PASSWORD 3 /EE N AN GX

E) 15,
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FMT_MSA.1(b)

FMT_MSA.1.1(b)

Management of security attributes
Hierarchical to No other components
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the TOE Function Access Control SFP, [assignment: access

Dependencies

control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:
change_default, query, modify; delete, [assignment: other operations/l the security
attributes [assignment: Iist of security attributes| to [assignment: the authorised
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change_default, query, modify; delete, [assignment: other operations]]

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes)

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP
FMT _MSA.3(a) Static attribute initialisation
Hierarchical t : No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT MSA.3.1(a)

FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9), [assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.
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FMT MSA.3.2(a)

[assignment: access control SFP, information flow control SFP

2L

[selection, choose one of: restrictive, permissive, [assignment: other property/l default

values for security attributes that are used to enforce the SFP.

[assignment: other property]
refer to Table 6-15
The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or information is

created.

[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD FT 7 SORGERB T 7 A Y
+FAXIN VT e U=y 7 A ] A
TUVZER Y 7 20T
Ay Y%K v 7 A0 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID NAY— RiEF{L PDF (2 X 54
Control D.FUNC 7Y =7 FDOYA. Box Type 1%
SFP XA T — RiE5{t. PDF &> 7
A, BRIE& TV v ML kAT Y
=7 FDO%E . Box Type X
&7V MRy IR,
User ID 137V v h&FET L
U.NORMAL @ User ID
DOC PASSWORD ATVl "R EXa )T 4 HE
DA, Box Type ldEF¥ =V T ¢
R v 7 2, DOC PASSWORD
A7 V=7 FOERFICAD &
N2 — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
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CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who

Control created the left Object

SFP

FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who

Control created the left Object

SFP +FAXIN Box Type | sBOX PASSWORD FTVxl NORETRDOR Yy 7 R

(RHAEVZERY 7 Z) O

Box Type & sBOX PASSWORD

DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTVxl NORETROR Yy 7 R

Control (A VT e FoN=Ry

SFP AFTHI AT Y ZER Y 7
A) @ Box Type & sBOX
PASSWORD

#Function Attribute (347 V=7 NEAERT I8 (V> b, AFXr o d) TS LTHE SN D2
ORI S SN D Z e,

FMT MSA.3(b) Static attribute initialisation

FMT MSA.3.1(0)

FMT_MSA.3.2(b)

Hierarchical to

Dependencies:

No other components
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control
SFH to provide [selection, choose one of: restrictive, permissive, [assignment:

other property/l default values for security attributes that are used to enforce

the SFP.
[assignment: access control SFP. information flow control SFH
nL

[selection, choose one of: restrictive, permissive, [assignment: other property]

[assignment: other propertyil
Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles| to specify

alternative initial values to override the default values when an object or

information is created.

[assignment: the authorized identified roles)

nobody
Table 6-16 Characteristics Static Attribute Initialization
Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
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F.CPY Permission Role Copy Role

F.FAX Permission Role Fax Role

F.DSR Permission Role DSR Role
FMT_MTD.1 Management of TSF data

FMT MTD.1.1(a)

FMT MTD.1.1(b)

No other components
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Hierarchical to

Dependencies:

The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations]] the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the authorized
identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-17

[assignment: other operations/

refer to Table 6-17

[assignment: list of TSF datal

refer to Table 6-17

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAI]]]

refer to Table 6-17

The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations/] the [assignment: list of TSF data associated with
a U NORMAL or TSF Data associated with documents or jobs owned by a U NORMAI)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U NORMAL
to whom such TSF data are associated]].

refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
UNORMAL 1t 7' A /AT — R U.ADMINISTRATOR e
Modify
U.ADMINISTRATOR ® 1 7/ A /XA T — R U.ADMINISTRATOR Modify
ek — R U.ADMINISTRATOR BE
Modify
(SR U.ADMINISTRATOR Modify
A — 1+t Utk hEFH U.ADMINISTRATOR Modify
HE)y= 77 U MR U.ADMINISTRATOR Modify
FORER R E R B U.ADMINISTRATOR Modify
FRRER B M (B LIS U.ADMINISTRATOR Clear
NAY — FAR—F B E U.ADMINISTRATOR Modify
IRAT— FAR—EEHK U.ADMINISTRATOR Clear
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2T — NHLK U.ADMINISTRATOR Modify

MR Y — N —FRRERR ET — & U.ADMINISTRATOR Bk
Modify

PR FRRE O BRAEAE (iR briRe ] U.ADMINISTRATOR Modify

Fv NI — T RE U.ADMINISTRATOR Bk
Modify

RIE 50 ERRE U.ADMINISTRATOR Bk
Modify

Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL 1t 7' A /AT — R Y%A T — RIZBER T b= — % — | Modify

(U.NORMAL)

FMT_SMF.1 Specification of Management Functions
Hierarchical to No other components
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.
[assignment: /ist of management functions to be provided by the TSF]
refer to Table 6-19
Table 6-19 list of management functions
management functions
U.ADMINISTRATOR (2 L 5t % = U T ¢ sk & O & BERE
U.ADMINISTRATOR |2 & % == — 4 —FBAERERE O & LB AE
U.ADMINISTRATOR (Z & % HDD 7 — % & & HIBRHgHe O BERR EHETE
U.ADMINISTRATOR (Z L % B v 7 & BEkiE
U.ADMINISTRATOR IZ & 2 E{E 5T ¥ /L& iR
U.ADMINISTRATOR (2 & 5 = — ¥ — & PRIKHE
U.ADMINISTRATOR (Z & % UNORMAL 0= —#—ID & —REFI| {5 11 - fiEbRikae

U.ADMINISTRATOR |2 L %5 UNORMAL ® & 7 A /82D — ROk - 25 FHLRE
UNORMAL IC L2 BB E 7' A 2T — RO ERRE
U.ADMINISTRATOR (2 X5 BH D0 7' A L /RA T — KD FHERE

U.ADMINISTRATOR (Z & BB B{L Y — RORRAE - 25 FA%HE
U.ADMINISTRATOR (T & % el {5 o0 25 F g he

U.ADMINISTRATOR iZ & 54— kU & v b O ZE T HERE
U.ADMINISTRATOR 2 & 2 HE v 77 7 R 0O 28 SEAKAE
U.ADMINISTRATOR (Z & 2% FR3FE A 01 %5 B 1 o0 22 A RE
U.ADMINISTRATOR IZ & 2B Y — N —GRFERET — ¥ DRk - AR
U.ADMINISTRATOR T & % & BE5 GRAE D B EEE 1 AR BRI 0O 28 FE b e
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U.ADMINISTRATOR IZ & % /82 U — R —F[RI% 0> 14 g AE

U.ADMINISTRATOR (2 L 5 /82 U — R AR —E [R5 E 0 25 B R RE

U.ADMINISTRATOR IZ L A RBGERMERL (EFHEE LS O LR

U.ADMINISTRATOR (T & % /32 U — FHFIZS H L RE

U.ADMINISTRATOR IZ L 2% v b U — 7 3% TE DGk - 25 E RS

U.ADMINISTRATOR (T & % 3%{5 56 56 0 %k - 25 SR RE

U.ADMINISTRATOR (2 £ 247 Y =7 bEx = U T 1@ (User ID, BoxType, DOC PASSWORD #%Bx<)
DB PEHSAE

U.ADMINISTRATOR IC L5 %7V =7 MeEFXa )7 ¢ Bt (2—V —FHEREIC L 2EHOXSR, = —¥—ID
O—KEF L « 7k, sBOX PASSWORD., DOC PASSWORD # &< ) O HHEAE

FMT_SMR.1 Security roles

Hierarchical to : No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles|].
[selection: Nobody, [assignment: the authorised identified roles]
Nobody
FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to No other components
Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface
from being forwarded without further processing by the TSF to any Shared-medium

Interface.
FPT STM.1 Reliable time stamps
Hierarchical to : No other components
Dependencies: : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.
FPT_TST.1 TSF testing
Hierarchical to No other components
Dependencies: : No dependencies
FPT _TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically
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FPT_TST.1.2

FPT_TST.1.3

during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurll to demonstrate the correct
operation of [selection: [assignment: parts of TSF, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSH, the TSH

[assignment: parts of TSF]

HDD g 5-ERE6E

TSF #Ef7=2—F

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSFl, TSF datal.

[selection: [assignment: parts of TSF1, TSF datal.

[assignment: parts of TSF]

BT —F

The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination

Hierarchical to No other components
Dependencies: : No dependencies
The TSF shall terminate an interactive session after a [assignment: t/me
interval of user inactivityl.
[assignment: time interval of user inactivityl
cBIENREADGE, F— PVt MFRIZ L o TRE X S FFRH
+ Web Connection D5, HE/r 77 D FREHIZ L o CRE X S HR
+ Data Administrator D45, 60 %
c TP I FFALN—, T ADBEE, Xty g AR
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for

Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DOd O

LTV ON'D0d O

SFRs

LTIV ON'LOYd O

LTV ON'ONNA O

SId ON'ANODO

LTV ON'ANOD'O
AHZTYOHLNAVYHSN O
HIATIHA HIVMILAOS O
daHHOHOTLIANV O
OLdAYD'ddH O

TIDVNVINHIOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P| P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S0OS.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.6
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S S S S S S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S

o(g|o|P|v|T|d

wn
n

wn

wn
wn

|||

n|9Y(d|ln|n|d

wn
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Objectives
o Sl o |0 |0 o |0 |9 S| o
w gl= | |a |a E | ®
o) ol |[= | |8 G 5 O Dé 5
Q Qlz |9 |Z2 |z |= 2 | 3 S |C
Z z|12 |2 |22 |2 |2 |2 S| a
o clz |2 |z |z |z |2 |5 = | =
SFRs s | (S | |S |2 |8 |&g |& | &5|X
| I = @) a~!
= | Sle g2 |e |8 |2 |8 8|3
! ! 2 ) ;ou = é = | ©
S |2 |2 |°
= > =
W) g =
Z | ©
FMT_MSA.3(b) S
FMT _MTD.1 P P P S
FMT_SMF.1 S S S S S S S S S S
FMT_SMR.1 S S S S S S S S
FPT _FDI_EXP.1 P
FPT_STM.1 S
FPT _TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P P

Table 6-22 Sufficiency of security requirements

Objectives Description SFRs Purpose

0.DOC.NO_DIS, Protection of User FDP_ACC.1(a) Enforces protection by establishing an
O.DOC.NO_ALT, Data from access control policy.

O.FUNC.NO_ALT unauthorized FDP_ACF.1(a) Supports access control policy by

disclosure or

alteration

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.
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FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS Protection of User FDP_RIP.1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT _MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(b) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONF.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security
O.CONF.NO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
disclosure or security functions behavior.
alteration FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of

Normal Users and

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.
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Administrators to
use the TOE

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.6 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Enforces authorization by requiring

external interfaces

access control.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.6 Enforces authorization by requiring

user authentication.
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FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA _UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
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time stamps associated with events.

O.HDD.CRYPTO

The encryption of | FCS_CKM.1 558 A ik
data FCS_COP.1 a1k

FIA_S0S.1(2) WD & LR DT — X ONE & MGE
T 5,

FIA_UID.1 Enforces authorization by requiring
user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.

6.3.1.1. The dependencies of security requirements

Yo VT BRI — 3 ORISR E FERIRT, CC/3— |k 2 THE SN DIKFE
[ ST 2B HEFRR] OMicEoBA 2Tk + 5,

Eiile ST WA

Table 6-23 The dependencies of security requirements

FCS_CKM.1

A ST DHEEEH CC/Ss—Fk 2 o
JVR—% R DIRTEM AR ST 25 1T B I1&7FBE &
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

FCS_CKM.4

<FCS_CKM.4 % L2V B >

- 548X HDD OF — % i 5{b$ 5 7= DI 5
LOTHY . BIRONBRHIER SIS, Fk S
R AT VITHEMSND D, YT 7|82 T DT
A B 72— AR L CRELT, EHREICBW T
AEYV~OMET 7 B ARKHIBRBIND Z L, EEs
EEA D LI,

FCS_COP.1

[FDP_ITC.1 or FDP_ITC.2
or FCS_CKM.1]
FCS_CKM.4

FCS_CKM.1
<FCS_CKM.4 Z M L2 #h >

- 58X HDD OF — % K5k 5 =DM+ 5%
LOTHY, EIFEONKIZARKESND, SRSz
R AT VISR DD, YT 7 & 23 2950
AVHET =R ERAELTELT, EHRKICEO X
AFEVUSNOYET 7B ARHIBRBIND Z Enn, BEEE
EEA DL AR,
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A ST OHREEH CC/i—F 2 e
S oA— s b DIRTEE A ST 26 1+ B 1R F
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1() FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 L L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L 2L
FIA_S0S.1(1) 7L 2L
FIA_S0S.1(2) 7L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.6 7oL 7oL
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 L L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT _MSA.1 FMT_MSA.1(a)
FMT_MSA.3(a) FMT SMR.1 FMT _SMR.1
FMT_MSA.1 FMT_MSA.1(b)
FMT_MSA.3(b) FMT_SMR.1 FMT_SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1
FPT_STM.1 7oL 7oL
FPT_TST.1 7oL 7oL
FTA_SSL.3 7L 7L
FTP_ITC.1 L L
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of

User and TSF Data are provided when such devices are removed from the TOE environment.

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
65/77



bizhub 367/bizhub 287/bizhub 227/bizhub 136DN/bizhub 128DN/bizhub 122DN/ine0367/ineo287/ine0227/N502/N501/N500/
MF3091/MF2101/MF2041/N512/N511/N510/N517/N516/N515
¥ YT E—Tk

Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDEX =2V s MEEEM L VENNEZTOEDEX o U T A #EEDO—& % Table 7-1 1277,
ZENE. BROEIC TRAT 5,

Table 7-1 TOE MtFxaY) T8N RAFREH T F

No. TOE Ot& & = U 7 ¢ HhE
1 FAUDIT =
2 FHDD_ENCRYPTION HDD 5 5/ A%HE
3 F.ACCESS_DOC BRCET 7 & ARG
4 F.ACCESS_FUNC 1L il SRl e e
5 F.RIP FRAEG B £ pk e
6 FI&A kR B
7 F.SEPARATE_EX_INTERFACE | 4N > % 7 = — 25y Bt e
8 F.SELF_TEST HO7 A MRe
9 FMANAGE B ERRE
10 | FSEUCRE_LAN v b U — 7 {R#ERE

7.1. FAUDIT (& 0% ##e)
FAUDIT (3E&Ee 72035 L L HICHE LEEEn V2% S A - BB OIRET D,
7.1.1. 5B OV ESHEE

— X9 HEEREE}: : FAU_GEN.1, FAU_GEN.2
TOE [ ZLL T v 7 & BT %,

Table 7-2 E&O4

=8 =54
BT o 7 IS HERE O B 4 FHO AR
Bt v 7 HUSHERED R T RO B
o7 A AERED KRB VA ESN Gl
S || HRORER () « RIK)

FRAEE LR B B O

Table 6-19 D% FRHERE D

F NI — 7 &4 LIzi@(E O RN
RFZI T D ZE T

712 . BEEOYJLE 2 —H#EE

— XSt HHERESME - FAU_SAR.1, FAU _SAR.2 . FAU_STG.1

TOE 1 ZE&E&Er 7 OWE LT 5 L & bIHiA M L & HIFR%Z U ADMINISTRATOR O 72 HillfR
4%, TOE (% UADMINISTRATOR (A1 7% 7 7 A 7> bk PCIZHiAH L, Bl 26 % 12
g2 L L IR S OREEBIET D,
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7.1.3. BEE A

— XS HHEREZY: - FAU_STG.4(1). FAU_STG.4(2)
TOE |3E&E = 7% TOE N HDD 2K 5 23, MANFEIR AN AR IC 72 o 7236, LN OB 21T
Do
(1). TEEXEE] TRESHTWLIES
Va7 D%t EEER L, BEEEEOBMNEITDIR,
(2. TEZEXFA IREINTVWDLIHEE
KL< I In-ERRHE~LEXT5,
(1. (2»#&E1T U ADMINISTRATOR #3479,

714 BIEEEA A LRR V THERE

— XISt DREEEME - FPT_STM.1, FMT_MTD.1

TOE 137 v v 7 ike%2 4 L. U ADMINISTRATOR (=%t L C TOE DR % 25 H 4 2 B he 2 121k
T 5, HZAEROZ T X FMT_MTD.1 1 £ Y U.ADMINISTRATOR O AR ARETH 5, TOE |%27
0y JHEREIC L DA A LA TR JAERERIZRITL, BhAn /L LTRET 5,

7.2. FHDD_ENCRYPTION (HDD K&S{t8E)

— %St HHRESE  FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE |Z HDD [ZfRfE SN T WD T — X ZIRIRD S IR#ET 5 7200 56 24T 5, R+ o154k L
THAITY XANILLTO#EY Th b,
(1). EBEEH
a=h ) NFRESARIEENHET D a=h 2 /¥ HDD B S84 7 L3 XA LD |
W a2 AT 5, (HEEHREIX, 256 bit)
K 54X, U ADMINISTRATOR 23i% & L= 5LV — K& & LI L TARKT 5 Z & T TOE
B [E A O 4t a AT 5, BEEby — FIZUTOMEZiE-Tb00HhE2ZIFAND,
Wik : 20 47
SCFAE 83 SUFLL B Hs B3I Al RE
HLAI
> [R—OXFT TR STV,
S EBEET LA, ERGEOMEBBEREINTHAHEESH LR,

YV V V

(2. BE7IITVXL
Table 7-3 IZ/RTREH T LT Y X A,
Table 7-3 HDD FES{t#rEICEITABEET7ILTIX L
BEER BE7T LY XA
256 bit FIPS PUB197 IZ#EHIL 9~ A B{LT /L2 Y X & (AES)

7.3. FACCESS_DOC (BREXE7 YV t X FlfEae
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—  XHST HHEREZ{t: : FDP_ACC.1(a). FDP_ACF.1(a)
TOE [ ZHH ATV ZER Y 7 AL T 7 A VT« FUNR—Ry 7 ACLELERT S, THSH
TCEEAR Yy 7 AR (VISR Y 7 ATFET LD LEORBM e SnD) #5BLTT 2
T AHIE S e (BlEE, ~— T OHIBRZ: £) | HIRI, FAX 45, A—ViEEELFEMT L2 0T

ERAN

LITCAR v 7 ZANCEICET 27 7 ¥ AKIEONE 2R~ T,

Table 7-4 Y RATLRYIRARAXEDIRE

. Ny 7 AN LCEOERAE
Ry 7 A
Modify read Delete
FAX % (& CH MR A7 S 5, FAX % box_passwd
JR A £ ) ZAE = - N -
. > 13 30E 121 sBOX PASSWORD 723+ % box_passwd or
h 7 A 5ENB, U.ADMIN
Table 7-5 Y RATLRYIRARXEDREDFH
. N 7 AN CEOEAEDFE
AN/ ~ -~
Byl FAX (5 A —)Vik(E
MM AE U ZERY 7 X O O O

% U.ADMIN : U ADMINISTRATOR 23 #/ER[gETH D Z L 2 FE T,
box_passwd : SBOX PASSWORD & —#J 5320 — R&Z AN LIS ICHRIETRETH 5 =

LERT,

Table 7-6 #EERYIRAAXEIZH T DRk

RNy 7 A

Ry 7 ANOICEITHT D #E

modify

read

delete

Ty A VT e FrN—
Ay 7 A

BIFEEN7- D.DOC IZix
sBOX PASSWORD 73 5-
Shb,

sbox_passwd

sbox_passwd

sbox_passwd

or

U.ADMIN
Table 7-7 #EERYIRAAXEICH T HREDER
A 7 ANOLEITx T D EEOFEM
Ry 7 A - -
EIER ) FAX (5 A —L%(E
TrA YT F SRR
TAV T T o o » o
v J A

% U.NORMAL : UNORMAL R {EFECTH D Z L &K T,
U.ADMIN : U ADMINISTRATOR 2 AER[GETH B Z & 2R T,
sbox_passwd : sBOX PASSWORD & —E4 %5 /320U — K& AN LIS I IETRETH 5 =

LERT,

F 7=, sBOX PASSWORD Dj#ifgid 25 A —E (a3 1~3 WNIZEBIT 5 & HE R E T RE 72 IE D EEHUHE

IZELTEHE.

MR Y 7 ANDT 7 AZHEET 5,
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EF2Y T I~k

7.4. FACCESS_FUNC (FI| FA%& i BRI e 44 5. )

—  XPRd 5HEEZE : FDP_ACC.1(a), FDP_ACF.1(a)., FDP_ACC.1(b). FDP_ACF.1(b),
FMT_MSA.1(b)

TOE 1 X#BIFEAE S L= FIHZE @ Allocation Role & #%6E™ Permission Role % b L, & DfEEIZ
L7=23-> 7T, FPRT. F.SCN, FCPY. FFAX, FDSR O EB L OFNITHERIEFEAT 4T A
BT x— AEEEDBIEE TR B, 7B, 2N b DREIETH D Permission Role (2x9 A #p/EIZ T&
7oV, ZHUC KD EBIRERE S N R B LB FICEF R SN ERE D A EITTX 5,

FIMREDOFEITHIZHAET D D.DOC, D.FUNC (FREZR, FRLEIIOWVWTIE 7.3 125
W) 1Tk LTI T OEMERFRETH 5,

RBFEITLIEE L3 EMEXNS D D.DOC, D.FUNC ® User ID & [F U User ID Z £ oF|H#&E %48
R

- 7V MDA
LT OEAED AT RE,
- FlIl
ALK S YV PRy 7 A RATU— RiERAL PDF A 7 &
D7) > b &2FT L7 UNORMAL 23HIR AT HE,
X2 VT LERY IR
VELECRESNTWDIEX2 VT A LEASRT—RE—HTHATU—-FE2 AL
7= UNORMAL 751k AT i,
X2 VT 4 —UEANRY— N O d 5 R —EEHN 1~3 NIZEBIT 2 B HEH R E AT
REZe IE DS L2354 éwi%(ﬁ%:)74—i%)«@77tx%EE#
%, (HIBROBE B FRIER) .
- L BEa—
RAE& U > bR v 7 A
ZD7 Y v hEFETLZ UNORMAL A7 L v 2 — Al fE,
X2 VT4 LERY 7 A
VELECRESNTWDIEX2 VT A LEASRT—RE—HTHATU—-FE2 AL
72 UNORMAL N7 L E = —T7[HE,
- HilBR
HALK TV h ARy 7 A, NAT— REEE{L PDF R 27 &
ZFD7V) b E234T L7- UNORMAL & U.ADMINISTRATOR A3HIB&: 7T HE,
X2 VT LERY 7 R
UHELECREINTWDEIEXF 2 VT 4 LEASART— R =T 52T K& AL
72 UNORMAL & U.ADMINISTRATOR 73BT e,
- D.FUNC OfftE
FIF& TV bRy 7 A
ZDO7V v M EFESIT L UNORMAL (£ > 7 b, A —/N— LA OFFEI THE,
c A ¥ VOBEE
T U a—NAHE, 7L E 2 —IREETIXLL T O#IEN FTHE,
- D.FUNC OfffE
ZDAF ¥ & FELT Lz UNORMAL (34— P HAL TR 7] fE,
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- D.DOC DftE
FDAX ¥ & FELT LT UNORMAL (33— P HAL TOHIE AT HE,
MAIAATRRET — X A=V TIEELTZY, Ry 7 RABREFELEZEV T2 Rk, 22
TEEMHLIRENEL D Z 03D 0T DGELLT OFIEN AIHE,
- HiIBR
ZDAF v %G % 94T L2 UNORMAL 5 & OV U ADMINISTRATOR [3% D %EHEHD Y
a T EHIRT D ZENTED,
s a ' —OBEE
LU O#AED AT EE,
- FIl
D ar—%%E4T L7~ UNORMAL A3 EIRI AT HE,
« LB a—
Z D= —%5347 L7 UNORMAL /8 7 L & = — T/ RE,
F7o, T B2 —IRETIILL T OBRIENAEE,
- D.FUNC OfftE
FDatr’'—%23T L7 UNORMAL (IR—VHAL TH A2 EEET 25 Z & 2 AHE,

- Bk
FOa ' —%3%47 L7~ UNORMAL 3 L O U ADMINISTRATOR 1Z# DY 3 7 #HIR4 5
ZEMNTEA,

- 77 I AZEDOEE
U.USER (ZZEHDT7 7 7 ADF v 2L AHE,
77 7 A%f5 L7z D.DOC IFHR v 7 AR fGF SN D,
< 77 7 AEEOEE
T a—RAlRE, 7L E 2 —IREETITLL T O#RIEN FTHE,
- D.FUNC Dt
DT 7 7 AFEEZFIT L2 UNORMAL [T — VHAL THEERT S Z & 2N AT BE,

- HilBs
FDT 7 7 AEERFELT LT UNORMAL 35 & O U ADMINISTRATOR X% D 5 7 % Bl
THIENTE D,

- D.DOC DFtE

FDT 7 U AEEEFELT LI UNORMAL 12— P B TOHIBR AT RE,
7.5. FRIP (BERFEIEEMEE)
7.5.1. —BT— 2 HI R EE

— XIS T HHEEEELE  FDP_RIP.1
TOE /X HDD EOHIBR S 72 3CE, —KRSCED 2 WIXZ OB A IZR LT, EEXHIPRZIFAT
T 52 & THRAAEROBFAMHZ LT 5, AEERIZLLTOX A I v 7 THEITEIND,
Q). 7V bR Y L REDY a T DT, (IR
Va TERITHICER SN D R SCED D2 WVIEE O R 2 HIBRT 5,
(2). HIBRHERAEFATRE
BEIN=CEZHIRT 5,
(3). EIRA L BFICERIEROFAET D IE
(1), QOHIBRFATHICERNA 7 SN THIBRMAE T L TB LI REBFRNEFEET IS, &
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tFa T rE—or

A VBRI ZEN S ZHIRT 2,
FEXCBWTEX AL T —Z, EX AL T, HDD ¥ — % £ X YIB6e 0B /ER EHfe
& - T U.ADMINISTRATOR MR ET D, FHRERRE L FTONBIZILUTO®EY TH 5D,

Table 7-8 —F7T—42 L EZHIRBEEDEERE

AXIE WA (EEBEXESNET—Z XA T LZODJEF)
Mode:1 0x00 T—[a F#Ex
Mode:2 0x00. OxFF. 0x61 DJEIC & X 2470 s B2 Mk

7.5.2. T3 EEHIBRHAE

— %St HHgfESME . FDP_RIP.1., FDP_ACF.1(a)

U.ADMINISTRATOR X HDD b oOWi{g 5 — 4 & &tes — X faic x4 2 L EXHIBREF474 5
ZENHKD, 2 HDD EoSCEFHIBR S N OB E RO BRI AN IS5, EEX TN
TEZ AT —4F, EXATCREEIT, HDD 7 —#% EEXHIBREEE OB ER EREREIC L - T
U.ADMINISTRATOR &2 E T 5, AIRERFRE & X ONFIILLTOMEY Th b,

Table 7-9 T—45ELHIBRBEED BERTE

e EEXINDT XX AT L ZDIEF
Mode:1 0x00
Mode:2 Al = E3 = 0x00
Mode:3 0x00 = OxFF = #l#% = #HiE
Mode:4 fL¥ = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = O0xFF = 0x00 = O0xFF = L
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = OxFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = KiiF

7.6. FI1&A (G AIREEHERE)

— XS DEEREEEE - FIA_AFL.1. FIA_ATD.1. FIA_SOS.1(1). FIA_UAU.1. FIA_UAU.6.
FIA_UAU.7, FIA_UID.1, FIA_USB.1. FTA_SSL.3

TOE (X TOE ZFIH L X 9 &a‘é%bxﬁ‘fﬂﬁﬁ%‘f&)é & EFIRE B BUS U 75l RRGE
Zffi o THGE L., FFaffIHE LW S =8 72171C TOE OFHZ2F a4 5, kBIZREEHEE X, TOE
B & DSFRIERRE AT O ARFRRE & SMEB DR .JE#—/\~%@£HT%>5’PW~/\»— BAE T B FLE
T2, Y — =BT RO EIIA T SNz —V—F BAERERE Y — N — 2k Y | A ST
BERICHF LT ANTEN 2= —RX2RT - O AR LT —F -8 L 2ESE2B8 27> TE
B U7 A SRR T, S 2N L7235 A IS RBRE R & I35,

Table 7-10 A

%ﬁbéﬁjﬁ‘ﬂ TRBIER DEEEJ;J LI Efﬁléféfﬁé{/ﬁ SFR
——F HIE (IR RE DR
PN N FIA_UID.1
PO e L FIA_UAU.1
ik ok DIRRERER T L O RE DR E -
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¥ FRAFSROREIT U ADMINISTRATOR 737 9, AKERGE ST R & A — R —3R
AET U T &2 FIRFICA NS T D 2 LM TE D, BTN AEDT /> TODHA, F
ME LI 50 HFREMEMT % D)% UADMINISTRATOR 73R iET 5,
U.ADMINISTRATOR 73 J7 O FRGE ST i il A& FI6E & 3% L= R H TR A
H & DS REAERRC 7 A8 IR D,

F72. TOE A SNIo/RAY— Rz “%” L LTERT S, FIA_UAU.7,
SbiZu T A U NAY — ROEFEORKICITHREL 2K 5, FIA_UAU.6,

FRPIFEGED AT L 7= 45 VR AE ZRITT 57 2 ' 2121% User ID. Allocation Role. Role

EREA9 5, FIAL ATD 1. FIA USB.1

S HIZ, TOE ITREGECHEH T2 /AU — RZLUTOMEZT=T L OIZHIRT 25 2 & T, MmED
EUAYAS- U— RRBRESNDZ EEIET 5,

Table 7-11 /RRAD—KEGRE

PSES ESG SFR

=Y TOE 1L FRED &M AN 723 /SA Y — ROBEZITAND FIA_S08S.1(1)
XA — R <K 8HTLLE
« SUFHFE 94 SCFLL B o dios b IR RE
AL O FoXFRT TR S TR,

@ EFETIHHE, BEHLOENRERES L TOHHEEATL

AN

728, NAT— FOR/IMIEITEFE BN E @ HUL ETRITFNIER B
T 5

Fro, BAEN KB L7286, TOE XL F O 24T 5

Table 7-12 FREERMEFDNIE

PIE S sz SFR

07 M 7 FRE A BB %Y . U ADMINISTRATOR 3% & L7-fEIZi# L7284 | FIA_AFL.1
NAT—F | BiEEEIET 5,

12 L B8R U.ADMINISTRATOR IZ & 2 &% EE DL HI K - Tl L 72 FRaE B a4
D RB NEREBEEBATIREBIZR T2 5GE6 bR E RT3,

B ORFENEIE L7413 TOE ORENEEZ1T 5 = & T, EELEE)
5£ﬁ%mﬁ@@¢ﬁim@ﬁﬁﬁﬁu&ﬁéﬂf“éﬁﬁ%@L%uh
SRS I 2 RER T D, THLIADOBA L. B HEE DS ARRR B O TH EHREEE
EITT 5 2 & CRREHE I 2R 5,

S HIT, WARRAE S Ve 2 — P —DOEMER —ER 2V (FEE P FE LRl Z2ny) Ba, 20
tyvarak T4 %5, FTALSSL.3

Table 7-13 X§Etyar DT

x4 | Ty ioa L T | %
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Y (A VI AR K DRENT T | A— MU'y MR LIS IR R
LT, A=V ty b | EESNTEY, BEENET A6
RIS &> TRE SN D
R L 7= 5 a

Web Connection BACRAEIC LB MBS T | B8 a7 7 0 N REEE L R R
LTab, B8R 70 b | E&NTEY, HHFEPLE 4
FERIC K > TR S L7 B
RIfRGE L7 5 E

Data Administrator ACEMEIC X DM 5E T | BRERIEE E

LTHhb, 60 4 HifkiE Lz

La*
TV E KT AN—| INBIZOWTIL, EsRIN LB DX
Ty IR AT 3BREG, WUERDSE TR T 72D

728, XEEE Vg X,
RE. T 7 I AZEDHE E RV TALEE
ST OB BIFRREN T I B,

KBGNFRO L T m— Nig ERefH] 2 9 2 08 & B8 L 7]

7.7. ESEPARATE_EX INTERFACE (M4 > % 7 = —RX 5 #fitkae)

— X o88REZM} - FPT_FDI_EXP.1

TOE (X&EFERIFRD O DA NERE 7 7 7 A% L ZBR2WHERRICIRET 5 Z & 12 L 0 EERE#R)
DORAZHIET DL EBICRET 7 7 AOBEFEIREEZ L LTS, SHIZUSBA ¥ 7 x2—R
EETANERA T 2= ANE D AT & E D F F Shared-medium Interface ~HRET 25 Z X TX
IRUMEIE L o TN D,

7.8. FSELF_TEST (B2 7 X hHgE)

— X SHRREZEMT: ¢ FPT_TST.1

TOE [IMFEH D7 — % ZWjsk L Tk v . B ON K lZH 5k Y — R & > TYMBEEHT —# O
BEEATH, THCED BREEMOT = PNIELES SN L 2R T 52 & THZLY — FD
SEEMEEZRGET % & & 612 HDD B S LBRE D IE W EIE A4 MGE T D RE 4 1Rt 9° 2, S 512 TOE 1
B ON FRCHIEH Y 7 bV =7 Oy aflizdti L, L T2 o —BaMtd o524 T
TSF E1Ta— FOBEMERAET D, BEobV — RROIZHIE Y 7 b D = 7 OSEEMHEREEIZ B0
TreEftoEN it SheHE, TOR 3B (E AW EE 2 RR L, BIEZZ T80,

7.9. FMANAGE (&% a1 T« EE#EE)
— xS AEEREEL: - FIA_SO0S.1(1), FMT MOF.1, FMT MSA.1(a). FMT MSA.1({).
FMT_MSA.3(a). FMT _MSA.3(b). FMT _MTD.1. FMT_SMF.1. FMT _SMR.1

TOE 2L T OEBRERE 2 1R T 5,

Table 7-14 EEE##E
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EF2Y T I~k

B PR RE N2 BREE

X2 T A MEREDE | BX a2 )T o mbREOHEME, LA | UADMINISTRATOR
PRinE 179,
YRR D E B | SIS ADOREZIT O, U.ADMINISTRATOR
fiE
HDD 7 —#% L#ExHEE | HDD 7 —# & X HIRSRE OB ER & U.ADMINISTRATOR
RE D BN ERR EHERE (Mode DFKE) %179
By 1 A A RE Ao 7RO EEORE (EEHFEAE | U ADMINISTRATOR

S EEEFAD ., BAa VA BN L - Ik

21T,
EEHHT ¥ RV B RE BEMSIRERE (BIERS TRN0ERE) U.ADMINISTRATOR
o— I — g RE TOE ~® 2 —H—D %4k, = —H —DFIER, | UADMINISTRATOR

B (HEBR) DXgk - A% - HIBRET 9,

SMNERRAE S R DGE . PIERRGERIC, &

HZNEHT AR T — RERAWS - &

TTOE 22 —%—&FkIh D,
JE DR L RE TOEZD.DOCH L U'D.FUNCHOEx=V | 7L

7 + JBPE% Table 6-15 (27 L7218 Y #1#i(k

T5, ZOMPIZINSEDA TV =2 b

DAERIFICE 2w, 2o bABc

AT BHEREIXAFAE L7V,

%72 TOE |3 F.PRT,F.SCN, F.CPY,F.FAX,

F.DSR ®J@ % Table 6-16 ®i@ Y HIH{L

b, ZOMEHEIZZNGDAT V=7 D

AERRIRFIZ S 272 2 ORI RAERIZ A A

T HMBRITAEAE L7220,
U.NORMAL O 7 A /X UNORMAL a7 A /XA T — KDOBEE U.ADMINISTRATOR
AT — R DX RE 2179,
UNORMAL ® = 7'« > 7% | UNORMAL ® 1 7 A > /320U — ROZEHE | UADMINISTRATOR
AT — RO T HERE 179,

BEDNRAT— RELEET 5, U.NORMAL
U.ADMINISTRATOR ®» = | U ADMINISTRATOR 7% H £ /327 — K | U ADMINISTRATOR
TA U RAT — RNETEHRE | 22 ET 5, (THHRRHIHIHIED R E &

TNV DT2, REDKEREIL /R V,)
kY — RORE - 2% | HDD By S{LEgRECHEMA T 215 540t & | UADMINISTRATOR
Hne ERDT =R THDHEFT — RERE -

BEF D,
IR 1 R D2 T ik RE REZIE AR ET Do U.ADMINISTRATOR
A=tV kY MEROEE | A— Uty MNFHOEEEITH, U.ADMINISTRATOR
HgRE (T35 AR HIME AR E STV D 72

b, BREOHREIZ R ,)
HEn 77 v NEMOEE | A8 /7 7 MR OEEZLTH., U.ADMINISTRATOR

BRE

(LA RS E AR E S TV D 72
D, BREOHEREILR,)
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EF2Y T E— Gk

AR P B O RS | SRR E S 2 AT D, U.ADMINISTRATOR
HE (WIHIE 8 BRERES N TN D T, RED

PEREIZ A2 \N)
SR — N —FRFERRET — | IMHRRREY — N —IZB T 2% ET — 4 (4 | UADMINISTRATOR
B DAk - L ERERE Y — =BT D KA AR xS

te) OXER - BEHEITO,
EHE AL OBIERL L MEER | B P SREE OB AL L AR ERINE ] 2 A8 5 U.ADMINISTRATOR
INE[H] D 25 T RE Do (LG HIIE (540) PRES

TSz, BEOHREIL R ,)
WNAT — RAR—HKEHDOW | ATV — FAR—HEEEHET D5, 2l | UADMINISTRATOR
FHERE EOR Y7 ZADOT 7% A IERRES R

%,
RAT — FAR—HKEHEE | SAT— FRA—ZE B BEEEZE T 5, (#] | UADMINISTRATOR
DI EHERE WIE 3 BFRE SN TV AT, #IEDHRE

F720,)
ARRERRE (B DL | RRAERIREIS, (BHHE LML) &iET 5. | UADMINISTRATOR
DH L ZHIC X VRBEERE D 1 v 7 RSN

%,
RAT— FHFOEFERE | 27— FHORE - TEEITH, U.ADMINISTRATOR
Ty NI =7 REORER . | v FT—27FE (SMTP #—/3—_ DNS | U ADMINISTRATOR
7R H RS HE P—=R—=DIP T RLA, F— FEEE,

MFP ® IP 7 KL A, NetBIOS 4.

AppleTalk 7' U » # 4%) ORE - EH %

79,
AR DGR - ZEHEKEHE | BESRE (A —/MIC X HED5E%E%) | U ADMINISTRATOR

DXk « BEHEEAITI,

FTVxl heFa VT4 | ATV beF2 T @M (User ID, | UADMINISTRATOR
JEVYE (User ID., Box Type. | Box Type. DOC PASSWORD % [&<) @
DOC PASSWORD #B&<) | 8 - HlbRZ&4T 5
DEPREHE
VIV hexa )T | V7 V=7 hexa T 4B (=—¥— | UADMINISTRATOR

B (22— —F eI
LB EH ORISR, sBOX
PASSWORD, DOC
PASSWORD % [i<) D%
PREERE

ERLHEREIC L DB DX S, sBOX
PASSWORD. DOC PASSWORD % [&<)
DAH - HIRZAT

FT 2l X2 VT 4 BUEOERIIA T2/ NOHIBRTH S, A7 =7 FRHIBRSND &

ZOFT V=7 MG ESR TS BEEBHIFRS D,

B, Y7V beFxFa VT 4 BHETH D sBOXPASSWORD, DOC PASSWORD D #:fE, =
T2/ hOEF¥2 )T 4 @ETHD UserID, Box Type, DOC PASSWORD DO #EEIZTE 7221,

Table 7-15 X a)T4XE /AT —

FEE e
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¥ YT E—Tk

PR RE N2
X2 VT A LEARSRT— | TOEFLLTFOMEEZEIZT XAV —RDAhEEX 2V T 4 LE AT — K&
N FREHE LTZIFANS,

i 8HTLlE
SCFAE 94 SCFLL B Hs B IEIATRE
KA F—o3CF2 0 TR S TV,

7.10. FSECURE_LAN (®v b7 —% BIEREMEAE
— KT AMEREEM: . FTP_ITC.1
TOE I% IT #$55 L OEE I B W TR B LBE %217 9. TOE MNRHET 2 2@ X FO@E Y <
b5, (BEX=2V 7 4B ENEDNRBE)

Table 7-16 TOE AR T HESILEE

R Za kajn BERT7 LY KA
747> PC | TLSv1.0,TLSv1.1,TLSv1.2 | 3DES(168 bits), AES(128bits, 256bits)
SMHFRGEY —/S— | IPsec 3DES(168 bits). AES(128bits, 192bits, 256bits)
DNS #—/3— IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)
SMTP #—/3— IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)

Uk
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