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TOE OF A X2 AFFGFE E BAGERRN H 0 . BEEHIRIIS U Tl 3 %, IFICHA X AD

—BaRT,

B Ver.
bizhub C3850 = —#—X WA K 2015.3 Ver. 1.00
bizhub C3850 = —H%—X WA K ¥ = V7 + —HEREMR 2.02
bizhub C3850FS/C3850/C3350 user's Guide 2015.4 Ver. 1.00
bizhub C3850FS/C3850/C3350 user's Guide [Security Operations] 2.02
ineo+ 3850FS/3850/3350 User's Guide 2015.4 Ver. 1.00
ineo+ 3850FS/3850/3350 User's Guide [Security Operations] 2.02
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1.4.3. TOE OERERDH

TOE ZA% 32 mfp AR, 77 —2 v =7, mfp K. SSD EHITENZENiED E2F>, ZNnF

ORI & mfp ARIZER S 15 RERLEE OBIRIZLL T D@ Y Th 5,
mfp AR mfp FEHR Tr—LyxT SSD JEAk

bizhub C3850
ineo+ 3850
bizhub C3350
ineo+ 3350
bizhub C3850FS
ineo+ 3850FS

A3GNHO010-07 A3GN30G0607-999 A3GNMT71A-01

1.4.4. TOE D:RIEMEEH

LITIZ TOE O& = U 7 1 FEHE & AAATRRE 2 Feak 472

&)

e 27547 hPC
3

SMTPH—/3—
AR FRFE T — /3
DNS#—/3—

SCEOBRAT |

K 1-3 TOE DimIEAEEE
1.4.4.1. EAKHERE

LUFIZ, TOEDFAEARMERE 2 FLik ¥ 5,
(1) FIk#EE
7747 FhHLAN Z#8H LCRAF LA T —# B L OUSBA % 7 = — A b7
U 7Rl — & 2 BRI 2 HERE,
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(2) A% v HERE
— R HFNC LA BRERIZANS OBIEIC L > T, E (M) 253AR-> TCET 7 A L%
AT D B,

(3) = v —HkHE
— R HF T L AEE SRS OEEIZ L 5T, & () 2 HAH - CHAE - - EE
1B BRI 2% HRE,

@) 777 A¥gHE
MLEZLTAIAATINE T 7 7 RATEET D0 (7 7 7 ZEEKE) BXOSINT T 727 &

NOXELZET HHEE (77 7 AZ(5HHR) .,

o U7 ALIEHERE
MLEB LV T 7 7 ARG CEEERERIRD BINT O 7 7 7 ZABEEITIEE T HHEEE,
RSCEITHESZA DL OBEIC L > TAF Yy U L7 77 RARET D,

o 77U AZ{GHERE
ST 7 7 A B EREEIRR A I LT CEE G T DGR,

(5) CEDLRAF LEY H L DOBRE
TOE WIZXEZFREL, RELLCEFZIY HHEE, FIRIT — 202 % v UHREIC L -
THERSNLILET 7 AN, 777 AZELEXLEREGRFERVHLOMRL 2D,

©) HBEAT 4T A % 7 = — AKLHE
TOE OFHEMNZ 74T >k PC 25 TOE # VU E— NMAET D720 OHERE, T A X2 AT
LR THRED Web 75 W7 7V r— g 5% % (A F—L L, TOE &3 LAN #H
T T Do

1.4.4.2. X)) T 1 H4EE
PUFIc, TOED® % = U 7 ¢ b4 ik 5.

(1) #&RIFRFERSRE

TOEZFIHA L X5 LT 2EMNTOE OFATFMAZE CTHHNE I e a—HF—4 L RXATU—FK
\ZE > THFEL., TOE OFFAIFIAETH 5 Z L BNHER TE 25412 TOE OFIH Z 7RI 5 1%
AB, MRREFIEICIIARRRGE (B & —BRIAE) LMY ——GE (—FIHAFOR) 7
b, EHEND LD LORE LIz TRIAET 5,

AR, BE ARSI NS RAT— REANT DB NAT — &2 X I —LFTERTD
BEEN T EN D, S HIT, e L2 E A 5 B EIC 2 L 72 G5 1SRGk eE 2 1 > 7 3
Loy JHERE, NAT— ROMWEAHIET DT DEREN DL LN UORELIZ/NAT— RO
INTED M Z T2 LT N AT — RIZ 2 BT DR BE D AREIC S £ D,

(2) RAFECET 7 & RIS GE
R AR AE CTEREE S 72 TOE oFFr[FIHZE IZR L T, Z0RIFAFEOHRENIR L THZ D
N MR E - IIFIRE I 2 DIV HERIC SN TR LR~ DO HEZ ZF7T 5 K fE,
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(3) FI & B R RE
O FRAERERE TRERE S 7z TOE OFFAIMIAHIZx LT £ ORME ORENIX L TEZDL
M BREMEIR F 72 3R 82 5 2 DIV EMEIRIZEE SV T FIRIBKRE. A % v HKRE. =
v—fRE. 7 7 7 AfkRE. SCEORF LI M LEOHKEE, A AT 4T A 2T = — AHHE
DENEAFTFAIT DHRE, BE O, FEATHOY a TIZE EN 5 RFLELSN O LESOEIEDH]
123 5 HERE,

(4) HDDI; B ikre
HDD (Zedk SN TV DT — X Z RN HIRET 572012, 2D 25 D IEE,

(5) By o /HkHE
TOE OFHBLOEX2 V7 ¢ ICB#ETLHES (LT, BEFGLEW)) OrJ % HEFE
L L LB D /L LCRER L, OBk L BEfE R 2 BB T X ST T B . B
41 2711 TOE N HDD IZA 9 % 28 . KSSIEEIR DS EARIT 72 o 7o B A TS B2 L AR EIT L
FioT, Va7 OZMELE TR D E < ITHEM S BEERE~ L EEXETY, SbiT,
PR LB o I ERE IS AN L, HIBROBEZ AT 5,

(6) ZRAFME I Ltkae
TOE NOHIERENI2XE, —IFRIEDH L WVIIZOW I LT, FEDT — ¥ % L#E
ETHLICLY, BAEROFHM Z A AR & 3 D6,

(D) v b U— 2 WBIE R
LAN FRFIC R v U —27 EORMBIZ X H1ERRAVEZBET 588, 7 747 S PC &
mfp OROMBIET —4 | SEFRFEY—/3—, DNS #—/3— SMTP ¥ —/3—& mfp OO
(FF— 5 Wt 5.

(8) A7 A MnE
TSF #1172 — ROERMLR T, KbV — FOERME mfp EEIRFICRRGE L, REAH
RE O IE W B 1 & SERES 2 B AE.

9) EX=V T ¢ BHEKRE
BRI AE CTRRAE S 72 TOE oFF eI ICR L T, Z20RIHAFEOHENIR L TH AL
NIMERFE IR AEFEEICEH 2 SN HERICIHESWT TSE 5 — Z |21 A EAEIZ B4 5 i %
B ) HERE,

AOIMERA o B 7 = — A5y HfERkE
USB £ v X 72— A2 G0N A v H 7 2—APbD AN %FDEF Shared-medium
Interface ~#ZET 2 Z LN TERWVWEHIZ L, £/, EBIREEIRR2 S LAN ~ORAZ[GIET %
e, EREERBIZOWTIIANEH|E 7 7 7 AZEOHRIZRET H Z LI X 0 EIERFRH D O
RBAZBGIE L, ZE7 7 7 ADEREEELIET 25 2 L1 X0 EEEREERD S LAN ~OR A ZBh1E3
%

1.4.4.3. fill[R

BUFIC, A1k & 42 HERER B ONC B T & 20\ R % k3 5.,
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(1) FRAE& TV > hUSD T Y MERE (U v MERRIZRGE& 7Y v MCHIREN D)
(2 A #—xv FFAX
(3) FTPi%f5. SMBi%{5., WebDAViE(5, SNMPHERE, LPDEE. RAWHIJ

KX, BX 2 VT LR EDNHA N LGS, BEINOHEETH D,

@i, BX=2 V7 s MILBREPEN2GA, BRIESNDEEETH LM, BEE ORITE LN A]
e HERETH B,

AL, FHEDOAITEFT N AIRERERETH D,

1.4.5. TOE OF AHE

TOE OF|fi# (U.USER) X, T Ly ichEENn5,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FreIFI )
U.NORMAL A User who is authorized to perform User Document Data processing
(—MFI ) functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage some
(B portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.4.6. (REEE

& PEIX. User Data, TSF Data, Functions T& 2,

1.4.6.1. User Data

User Data (ZFF I FIHE DMERKR T 22y, FFAIFIHEBE O DIC/EK S 4L, TOE €% = U7 « #iED
BB B2 52 70T — % Th D, User Data lZLL FD L H 1z 5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually-stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE »ERLT 52>, TOE HIZERR ST —% TH Y., TOE OEEICRELY 5 2
55— Thb, TSFData IZLLTFDO L HIHEEND,
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Table 1-3 TSF Data

Designation Definition
D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.
D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who
is neither an Administrator nor the owner of the data would have an effect on the
operational security of the TOE.

A TOE T 9 TSF Data & LA NIRRT,

Table 1-4 TSF Data

Designation

Definition

D.PROT

F—h Uty MREH

H#Eia 77 7 R

77 e AR b BT — & (RRERIE )
GNESH — N —FRFERR ET — ¥

H REE R

F v hU—=2FE (SMTPY—_R—DIPT KL A, R— FHFE, mfpDIPT L Z%)
BESERTE (AT K DEEDFEES)
SRAT— FHK

Admin ID

User ID

Permission Role

Allocation Role

FAXIN Box Word

D.CONF

0y AL NAY— R
kT — R
=

1.4.6.3. Functions

2.3.2 SFR Package functions (27~ 3 H&HE,

1.4.7. FAsE

A ST THMT D HFEOE®REERT D,

Table 1-5 FEE

Designation Definition

Allocation Role

— XA (BRI B D B, mfpOFEREE FEIT T HESICB RS
o,

Copy Role

= — % AT X DR,

Data Administrator I TAT LV FPCOLEBMEREEITOTLOOT SV r—a )7

S
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DSR Role 7 —% OHDD~DO AT, HDDIZRFEEN TV DT —# Ot L, Hl
BRS¢ & B A,

Fax Role 77 U AEREE AT TE HEE,

FTPE AX XU LT —HE, ara—H—TWR D77 A /VIEHL T,

FTPY— —Z7 v 7 m— N3 HiaE,

HDD7 — % I3 & Hil bR RE

HDD L5 —# % 3 & HIE9 D HEHE,

HDD 7 — % & = HIpri%He O B {E
B ERRTE

HDD7 —# L& HIftRRIC W TR 28R (HEHR) &
RAE T D IERE,

Panel Operation

BUERZADLR T A L, BIEAARADLTOEZ HBIEL TV DIREE,

Permission Role

mfp DEERELZ BT S % @k,

Print Role 74T RPCIHBHT Y v N EFATTE H8H&E,

Scan Role A%y U EFITTE DHE,

SMBi%1E AX ¥ LT 2%, aryCa—F2—TRAD7 7 A MIIEHL T,
AL —F =R N—DIF T L F—~IEET DR,

User Role TV AFXxy, A — T IR XEBE T ANVDORGFLE VST

WRE % AT 2 BRI LB A e,

Web Connection

Fy hT—2 FDas B a—&%—TWeb7 I W& is) LMFPOHEE
EHEIRRERER & T 2 72 O DFSHE,

WebDAVi.(E AXy LT —4%, avEa—F—TRADT 7 A /VITEHRL T,
WebDAVH—/"—|Z7 v 71— K9 D HRE,
R Re FAXAHEFR ALE-mail & Wo g FXEFIA LT, == /v
AN ET Z2mfpd YR — b ¥ — L EE L, mfpOEh{ER
Re. FIRIE S O A F T 5, ELBIIN U TREEZRT—E R
GEIN M —o Rk BREFER, MEZE ALY — R V=T Ok
B E) EBRUET S,
F—rVEY b 07 A I TOBRESNIA— My MFERTT 7 B AR89 5

THEICABIMNIZR 7T U N T AR,

F— Uty HREH

BHEPBOET 2R, Z ORFMARIE TS L ABMICr 77 T M
Do

N

N— Ra b —dE@E ISR SN D RO A7, B—00E 2 2 7131
AU EOXELNHETE D,

T )T EmEBE

X2 VT AEOSDETVICHERTOIREL X 27 REIC— &
TELZ DOBRGE 2R 2 HRE, T OERA BN R->TnDHZ LTk
R b U—2 % LIZTOED BEFHERE, EME2 Wikl K o EA &
72 EORIANEEIE S A, F IR OB IS Wi 23 2R S5 1E0
REMEDOE L OB & E SRS LR SN D,

VARV EVE IN; 1z

TOER 27 747 > FPChrLEFEENTa—H—ID, B/ A L /RAT—
R, HIRT — % 2% AL SkRe, =—%—ID, m /A /RAU—F
2 & DREBIGERED D L Te 558 D BHIRT — 2 50T AL D,

2—H—ID —RAAFEICH T Z E5N TS5, TOEIXZ OBl X v F A
(User ID) HERET D,

EHEID BHEICHIZZONTWDHEA] T, FHEIDIITOEICHIAER TV D
(Admin ID) IDT&® Y, ZOIDIZx T 2 #EITRE I TR,

o —Y— R PHAE L—F— DGR HIBR, HEBROM 5 HIBR 24T 5 BEHE,

o — I —RGERE TOEDF|HF % 75E T D HHE,

ARGRAE (INTERNALLY AUTHENTICATION) & A4 — S —FRGE
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(EXTERNALLY AUTHENTICATION) D2F¥EA % %,
r&ﬁ% ijgﬁgnu IJJ‘.EO)%LVC Hic uIEé hé

— 3

a— RN Q%ﬁtﬁﬁg

FRRES A (RIRRERE /MY — N —F8GE) DR E 21T 2 BERE,

=7 N

TOEIZEWT, =¥ —ID&r /A /AT — NI K- THBIFREEE
ETTHI L.

Oy A RAY— R
(LOGIN PASSWORD)

TOEIZR 7' A T B7HD/NAT— K,

WrEb T — K

HDD D5 5ALIZ I W T3 2 W S8t D RIS W T2 7 —

%, TOEIIK 5T — RaMH L TR S #a AT 5,

SR Y — N —RRRERE T — AEGRAEY — N —ICB T ORRET — # QM — " —DFTE T2 R AA

VR ERET)

i v i P RE B o Z A R OB EOBRER, B v 7 2 He A H L - HIBRE 217 5 %
HEo

Bidym 7 BRE B v 7 & US4 D HKEE,

ST v R LBERE LANZ#H L TR B 327 — % Zh5{b L TRET o HknE

R T v RV K RE FEHET v RVRBED FAT DIE >, SSLITLSY — N —FEIECHE 577
AOEHZAT O HEAE,

FRAFIE A LB RE HDD7 —# L& & HIFREEREIZ & HDD L7 — & ZHIBR T 5 BeE,

H Rp ARG, BaEXRELRDIA LGS, 2O ARERIEAR 712
RS h S,

HEhw 77 v R EHENRET D, ZORMIET D L BBMICE T Y M

%, Web Connection 23 %142,

Yo va rOHE TR

tLa R HBIICKT T DR,
EE/ SR L. Web ConnectionlZ DWW CFNFN—ERRIEEN B = 72
bhpnwettya rEHEMICKTT5,

REE& 7Y o M HRE
(AUTH PRINT)

Ry RT—7 FDay Ea—F—nbiE s a—HF Ak AT —
Rt XFEET) l\?a%éh?‘:iik L CTHRAFT DB RE,

TOEDKEMEFE B L ORTREDOHK R 1L BIFERE D B 3 D R — M) GRENEHR Y A b, #EE
TE R—=U, TV MIRANRE) | ﬁ%mﬁgﬁr\ﬁvy&§%®%%
R BIOY o F SR UREREE, = VHITEERE R EOREE
THZEWTE D,
A e e Z ORI, mip2REHIET 2HEETH Y . BAw Z R, HDDRY
FALHERE, BRAFSUET 7 & AHIEEERE . FIH 2 HIBRGIEMEE . RIS
THEHERE, FRBIGRAERERE, AN A o F 7 = — R HEHERE. HE T X M
e, BX 2V T 4 BHEMEE., Ry NV BIERERENEEND,
FAXIN Box Word WA T Y ZELEICT 7B AT H OB RIERTH Y FHEIC

Lo TRHRESND,
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2. Conformance claims
2.1. CC Conformance claims

ARSTiZ. LLF®Common Criteria (LI, CCLET) @A T D,

CC version ¢ Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level : EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTIE, LT OPPICEAT D,

PP identification : IEEE Std 2600.2-2009

PP Title : 2600.2-PP, Protection Profile for Hardcopy Devices, Operational
Environment B

PP registration 1 BSI-CC-PP-0058-2009

PP version - 1.0

Date :  March 2009

2.3. Package claim

ASTi%. UL FDSFR PackagelZi# &9 %,

- 2600.2-PRT e
- 2600.2-SCN Doy
- 2600.2-CPY Doy
- 2600.2-FAX Blikey
- 2600.2-DSR Blikey
- 2600.2-SMI e

2.3.1. SFR package reference

Title : 2600.2-PRT SFR Package for Hardcopy Device Print Functions,
Operational Environment B

Package version 1.0

Date : March 2009

Title : 2600.2-SCN SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

Package version 1 1.0

Date : March 2009
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Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

2600.2-CPY SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR SFR Package for Hardcopy Device Document
Storage and Retrieval Functions, Operational Environment B
1.0

March 2009

2600.2-SMI SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009

2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

FFAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that
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depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4. PP Conformance rationale

2.4.1. PP ® TOE &Rl & D—E MR

PP xR & 2B OFRIX, ~— Fabv—%E@&EEIF, HCD: E9)Th 5, HCDIX, »~—FK
A —LEETF AN T 4 —AIEWRTE (AX v L), TUXALEEAN— R — T 53— AT
BT 250y (HIRD), EEEHREN L CN—Fabt—XEL2EETLIN (77 A), ~"—FKat—
LEOBEMAEERT S (2—) TH20IEATIHLTHD,

HCDIZHMNZIE U T EED R DAER CRIES L, HMREZILET A0~ KT 4 A7 KT 4
TROMORERMFIE L AT L, F¥a Ay M= N—EEEREZBINL TS0 L5 D,

A TOE OfEjEL mfp TH 2, mip &, BIMNLEE 5D T HCD 238302 2 2. HCD 734%
T HMEEEZHHE L WD, Lo T, ATOE fBliZ PP ® TOE fH] & —EH L TW5,

242 PPDEF AN TARBEEF AT A WRAHEND—EMRER

ARSTIZPPDO & % = U 7 ( #REIZIN %2 OSP & ObjectivesZ 45 1 DB L TWARPPLIZT—E L T
W5, FOHHETHT D,

STCiEML T 50SPIZPHDD.CRYPTOCH %, ZiUIHDDIZREGR SN DT —F O 5t %K
HHLOTHVIEABRBEICH LN EHT-2 50T TOEZHI#T 5L D THD, £7-ST
TIEM L TV % Objectives (0.HDD.CRYPTO) 3B/ L7-OSPIZx T % & DT I i HEREEIC
D5 E BT 25 b O TR TOEZHNT 200 THb, Li-n-> TSTIEZTOEIZX} L TPP
ERELL EDOHIRZFE L. TOEDE ARSI L CIEPPE RIZDOHIRAZFE L CEB Y. PPIZxt L CA
EFITIVHIRMTHD &V R ETRTZT,

243.PPOEFXF1) T4 EHLEDO—EHERE

A TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN,
2600.2-CPY. 2600.2-FAX. 2600.2-DSR. 2600.2-SMI 75725,

Common Security Functional Requirements (%,PP 23 f5&E 3 % 428 SFR T 1V .2600.2-PRT,
2600.2-SCN., 2600.2-CPY. 2600.2-FAX. 2600.2-DSR. 2600.2-SMI |% PP 734579 % SFR Package
MHBBRLIZBDOTHD,
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AKST DX UT o BHZE, PPOEX=U T 0 BHICH L TGEMN, B EL TWAEFTNS D
N, PP LIT—BLTWS, BAFIZ, B, BEfbL WA EaTE, TN PP L —EHLTWHE
% 5,

Common Access Control SFP

A TOE Ti% D.FUNC ® Modify #1759 Z L X T& 72\, ZHiX PP X W HIRAYZ 7 7 & A
#Wchd,

PP (Z4+FAXIN g1 % -2 D.DOC @ Delete, 3 L U D.FUNC @ Delete IZf+ 27 7 & %
I ZEFR L TWDN, TOE BZEHO FAX #B{EDOF v B /VTEEEFEDOLMNAEETH Y |
ZHIC LW ZEF oD FAX @ D.DOC., D.FUNC IZHIrEn %, LaxL7222vs Zhid D.DOC,
D.FUNC @ Delete # &KX L7z LB Cld 72 < BIEF v > B/VICHED Delete TH Y, ZENET
L 7213 FAX Access Control SFP OxtG L 2 W RFESND Z 026 PPOERZEL S H DT
2N, FTZAEMNE T Lictk, +FAXIN o JgEtE% $ -2 D.DOC, H X U'D.FUNC iZ4C+DSR
CLTHREENS, #1513 DSR Access Control SFP O%t& L Db 2 L5, PP
DHET L EX 2V T 4 BEHONEEZEETLHHO TR,

X512, PPII+DSR @M% -2 D.DOC @ Delete, LU D.FUNC ® Delete (294257
7 & Al & EF LTV 52, A TOE Tid, D.DOC @ EA&{LIZ £y, DSR Access Control SFP
DR TERZLTWNWASZ NS, PPOT 7 & ZAHENHALT 2 & DO TIEARW,

FAU_SAR.1, FAU_SAR.2. FAU_STG.1. FAU_STG.4(1). FAU_STG.4(2)?; 80
A TOE NEH o 7 2 {REE M+ 5 7-12,. PP APPLICATION NOTE 5.3 L O PP
APPLICATION NOTE 7.12%¢\ >, FAU_SAR.1, FAU_SAR.2, FAU_STG.1, FAU_STG.4(1),
FAU_STG.4(2) %814 %,

FCS_CKM.1, FCS_COP.1, FIA_SOS.1(3)™iEn
A TOE 1% Objectives & L T O.HDD.CRYPTO ZEHML THYH ., £NIZE& b ->T
FCS_CKM.1, FCS_COP.1, FIA_SOS.13)Z BT 5723, Zhik, PP BHEETHEFx =2V T
A ZEONE LT 5D TR,

FIA_AFL.1, FIA S0S.1(1). FIA_S0S.1(2). FIA UAU.6. FIA_UAU.7 ®3&h0
AERFEEIA TOE N384 2 pETH 5, 2 T. PP APPLICATION NOTE 38.12%¢0N,
FIA_AFL.1. FIA_S0S.1(1). FIA_SOS.1(2). FIA_UAU.6. FIA UAU.7 #8145,

FMT_MOF.1 @i

TOE iZtX= U T 4 b EEX AN LIRETEATHZEE2ZDHA XU ATRDTE
V. X2 UT ¢ imbREDLEE % UADMINISTRATOR IZHIfRT+ % Z & T, REICEF=2
T AL ENKESINDZ EE2BIELTHD O THY PP RMEET DX 2 U T 1 EED
NEZELTDHHOTIEAR,

o — Y —REEERE HDD 7 — % EEXHIbRERE, A 7 BEE. M5 T v %V ISRE O HEL,
72 BN 2 — Y — A HAE D FE 2 U ADMINISTRATOR (ZHIR9 2 Z & T, BHMERENRIE
WCFEAITENDZEEELTWAEDTHY  PPREET I X2 T BEFONEEEET
5 HDTIEZRN,

koY [ W< 22D SFR 2B L7273, PP TIIEAED LANANRERSNTWRNED, T
5D SFRIZxT oA = 71X FAU_GEN.1 TIZEFR L72V,
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE
Threat Affected asset Description

T.DOC_REST.DIS D.DOC User Document Data at rest (stored) in the TOE may be disclosed to

unauthorized persons

T.DOC_REST.ALT D.DOC User Document Data at rest (stored) in the TOE may be altered by

unauthorized persons

T.FUNC_REST.ALT | D.FUNC User Function Data at rest (stored) in the TOE may be altered by

unauthorized persons

Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE
Owners in this operational environment but for which it is not practical to universally define the
assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name Definition

PUSER.AUTHORIZATION To preserve operational accountability and security, Users will be
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authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures will exist

to self-verify executable code in the TSF.

P.AUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and
will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,

operation of those interfaces will be controlled by the TOE and its IT

environment.

P.HDD.CRYPTO

The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,
and are trained and competent to follow those policies and procedures.

A. ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with
those policies and procedures.

A ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives

4.1. Security Objectives for the TOE

This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective

Definition

O.DOC_REST.NO_DIS

The TOE shall protect User Document Data at rest (stored) in the TOE from

unauthorized disclosure.

O.DOC_REST.NO_ALT

The TOE shall protect User Document Data at rest (stored) in the TOE from

unauthorized alteration.

O.FUNC_REST.NO_ALT

The TOE shall protect User Function Data at rest (stored) in the TOE from

unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users and shall
ensure that Users are authorized in accordance with security policies before
allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.
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4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.

Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved

27169




bizhub C3850 / bizhub C3350 / bizhub C3850FS / ineo+ 3850 / ineo+ 3350 / ineo+ 3850FS
¥ TrE8—wk

4.4. Security Objectives rationale
This section demonstrates that each threat, organizational security policy, and assumption are
mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlelelelelelzlelzlelelelele s |
o la [a £ w | ¢ f ¢ = f f f ¢
oodwoo%coc§>>>5wg>>c
Q[ [Z2 ||z |z |8 |»w [®H | |5 |c | |c =R g |O |®»
Sl= 22 F (2|22 |5 (a8 |2 (2|8 |2 |28 |E |E |2
=lzl=lzlzlz|2|Z|EIEIBIEIEIE|2|2|2 2|2 |2
®w |®n |85 |0 |8 | |a (& |& =2 | ; > |Q [3 |? : =
= = 0 | | | = c I = g w0 > = a > b = =) =3
B2 g | 5 |2 | S o |# B =8 | e
Threats, policies, S| |z |5 |=» S =) g é = [© |8 g S|z |= = |2 % =
. ‘U I;> IO E = = (w) > 9] = > > = Z, — =
And assumptions =B [ N = |5 Q | » z |2 | |BE |8 |©
|5 |& H N |2 2 | |2 [ |» |2 |9 |o
= B |= RS 218 |5
° B S |o |&
=S o
=2 | =
aQ —
— N
g |=
o |
T.DOC_REST.DIS v vV |V
T.DOC_REST.ALT v vV |V
T.FUNC_REST.ALT v vV |V
T.PROT.ALT v v |v
T.CONF.DIS v vV |V
T.CONF.ALT vV |V |V
P.USER.AUTHORIZATION vV |V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING (4 vV |V |V
P.INTERFACE.MANAGEMENT v v
P.HDD.CRYPTO v
A.ACCESS.MANAGED v
A. ADMIN.TRAINING (4
A. ADMIN.TRUST v
A.USER.TRAINING
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC_REST.DIS User Document Data at O.DOC_REST.NO_DIS protects D.DOC at rest in
rest in the TOE may be the TOE from unauthorized disclosure.
disclosed to O.USER.AUTHORIZED establishes user
unauthorized persons. identification and authentication as the basis for
T.DOC_REST.DIS authorization.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC_REST.ALT

User Document Data at
rest in the TOE may be
altered by unauthorized

persons.

O.DOC_REST.NO_ALT protects D.DOC at rest in

the TOE from unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
T.DOC_REST.ALT authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC_REST.ALT

User Function Data at
rest in the TOE may be
altered by unauthorized

persons.

O.FUNC_REST.NO_ALT protects D.FUNC at rest

in the TOE from unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
T.FUNC_REST.ALT authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will  be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUST establishes responsibility of the
use their privileged TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I—

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT FDI EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one

external interface before such (processed) data are allowed to be transferred to another external
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interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data @.e., without
processing the data first) between different external interfaces is therefore a function that—if
allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this i1s a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this led the authors to define a new family with

just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

AT, X2V 7 1 BRSOV TR T 5,

6.1. Security functional requirements

6.1.1.

ZOETIE, 41 ETHESN X2 T o K G#2FBT 57200, TOEDEX =2V T ¢
BEREEE A LR35, Zed, BX 2 U T o BREE/FIL, CCPart2 ICHEDE X 2 U 7 ¢ BEREE)
5. BIHT 2, CCPart2 ICHEESNTWAWnWEF 2V 7 ¢ HEREE 1L, 5 FEA B,
<tFal) T4 EEEHREORTAEE>

UTOMEEZL A hoftRodics T, A—/V R TRENDETDIL. PP THIETE T L7135
MLzt m2md, £V 2 HOoRN—b FCRIASEZ T, A ST TEIMH”, Fimid s iirs
NTWDHZLHmRT, TUH—TFGA LV TRINDIFTLOERIFUEE TA LV 2 HOR— F
THREINEFEKLDL. 7o X —TF4 2 SHIZREFAAR ST TS TnWas Z L& mRd, 7

VDRBRITHRIMT S TR ENDFF1T, HGsEREZENT A ST TR L sh Tl shTns Z e &
Y,

F72, PP CEESNIZEF 2 U T A EEEHEDO o R—x% 0 MIR—/V KT, ST CEMEhT-
A= NEIL Y 2 A3 —0 FTRT,

Class FAU: Security audit

FAU_GEN.1 Audit data generation

Hierarchical to No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions; and
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events)
[selection, choose one of: minimum, basic, detailed, not specified|
not specified
[assignment: other specifically defined auditable events)
nL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information)
[assignment: other audit relevant information]
nL
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Table 6-1 Audit data requirements

Auditable event

Relevant SFR

Audit level

Additional

information

Details

Both successful
and unsuccessful
use of the
authentication

mechanism

FIA_UAU.1

Basic

None required

a7 A DR
a7 A DRI

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1

Minimum

None required

FRAEDPEIE
SEFRIE~0 B

Both successful
and unsuccessful
use of the
identification

mechanism

FIA_UID.1

Basic

Attempted user
identity, if

available

a A DO
=B VALY N

Failure of

reauthentication

FIA_UAU.6

Minimum

None required

- FIRBRED JFR

Use of the
management

functions

FMT_SMF.1

Minimum

None required

- BB RE O

Modifications to
the group of
users that are

part of a role

FMT_SMR.1

Minimum

None required

HEL L TCOa—F =D L—71%
TFAE LRV O TEERIT AR,

Failure of the
trusted channel

functions

FTP_ITC.1

Minimum

None required

I EI2PS Ve

Changes to the

time

FPT_STM.1

Minimum

None required

- ARFOLEHE

Locking of an
interactive

session by the

FTA_SSL.3

Minimum

None required

cRFEE Y v a v ORKT
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session locking

mechanism
FAU_GEN.2 User identity association
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.
FAU SAR.1 Audit review
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FAU_SAR.1.1 The TSF shall provide [assignment: authorised users| with the capability to read
lassignment: list of audit information)] from the audit records.
[assignment: authorised users]
U ADMINISTRATOR
[assignment: list of audit information)
Table 6-1 iC7TEER Y
FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.
FAU SAR.2 Restricted audit review
Hierarchical to No other components
Dependencies : FAU_SAR.1 Audit review
FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that
have been granted explicit read-access.
FAU STG.1 Protected audit trail storage
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation
FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.
FAU_STG.1.2 The TSF shall be able to [selection, choose one of- prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.
[selection, choose one of prevent, detect]
prevent
FAU STG.4(1) Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
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FAU_STG.4.1(1)

FAU STG.4(2)

FAU_STG.4.1(2)

Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failure if the audit trail is full (BEZFEBF IS 720 FEREDBIEDS [ LB EZEIL) IZRE
SHERRET, EBABI PRI 0 /=5 E).

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

”» @

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
prevent audited events, except those taken by the authorised user with special rights
[assignment: other actions to be taken in case of audit storage failure)

- BEEIC L SEE 2 DNk

c BHEICLEEBER DT X — P (22 AR — FMCL Y TOE _LDEE 2 ZIFHIRS
h3)

- BHEICLS [ LEEXEIE) 26 [ LEEFA) ~DREEZFE

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF DS 720 FEREDBIEDS [ LB EFFA]) IZRE
SHERRET, EBABI PRI 2o /=5 E).

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

”» @

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure)
zL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption)in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of

standards].
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[assignment: cryptographic key generation algorithm)]
refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards cryptographic key generation algorithm key sizes
FIPS180-3 SHA-256 + 256bit
FCS_COP.1 Cryptographic operation
Hierarchical to No other components
Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
.FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD Or5E1k

6.1.3. Class FDP: User data protection

FDP_ACC.1(a) Subset access control

Hierarchical to : No other components

Dependencies : FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1(a)

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Access Control SFP in Table 17 (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7, Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function | Object Attribute rule
Attribute | Attribute
D.DOC +PRT User ID Delete U.NORMAL User ID User ID 23—
+SCN Y56 O i %
+CPY T2,
+FAXOUT
D.FUNC | +PRT User ID Delete U.NORMAL User ID User ID 23—~
+SCN L5G O EREE
+CPY T4 %,
+FAXOUT
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +PRT User ID Read U.NORMAL | User ID User ID 3 —%F7 2% %
D DI AT
%
Table 6-6 SCN Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3 —%H7 2% %
D OIS
%
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read PP IZHEV, 7 7 & AHIEHIEIR & R E L 72 0
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
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Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN FAXIN Box Word Read U.NORMAL FAXIN Box Word FAXIN Box Word 73
—BT LG EL R
YD,
D.DOC | +FAXOUT | User ID Read U.NORMAL User ID User ID A—H% 2 %
DD IHEAEEFFA T
5,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | +DSR User ID Read U.NORMAL User ID User ID 3 —E7 5%
(+SCN M Delete DD IHEAEE T[T
5 DLRAT) %,
+DSR FAXIN Box Word Read U.NORMAL FAXIN Box Word FAXIN Box Word 7%
(+FAXIN Delete —ET DGR BREE R
2B D "D,
17)
D.FUN | +DSR User ID Delete U.NORMAL User ID User ID 3—EH7 5%
C (+SCN » D DI EE T
B OARAF) 5
+DSR FAXIN Box Word Delete U.NORMAL FAXIN Box Word FAXIN Box Word 7%
(+FAXIN —HT LA REE
2B D "5,
17)
72 %5, Access Control SFP in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9 TiZ.
PP APPLICATION NOTE 19.(Z7¢\ >, [Create] #EIZRIT 27 7 & AHIEHANIHE LRV,
FDP_ACC.1(b) Subset access control
Hierarchical to No other components
Dependencies FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(b) The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right
to use the functions as operations (the Iist of users as subjects, objects, and operations
among subjects and objects covered by the TOE Function Access Control SFP in Table
6-10).
Table 6-10 TOE Function Access Control SFP
Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Attribute
Function)
F.PRT Permission E1T UNORMAL | Allocation Role Subject ® Allocation
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Role Role 7% Object ™
Permission Role % & A

TWHEE, EEDEIT

i o e B
F.SCN Permission FAT U.NORMAL | Allocation Role Subject ™ Allocation
Role Role 7% Object ™

ot S R RN
F.CPY Permission FAT U.NORMAL | Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TWDEE . HEEEDFAT
YD,
F.FAX Permission E1T UNORMAL | Allocation Role Subject ® Allocation
Role Role 7% Object ™
Permission Role & A
TV D86 HRED FAT
o S e AN
F.DSR Permission FAT U.NORMAL | Allocation Role Subject @ Allocation
Role Role 7% Object ™

ZFFAY S,

FDP_ACF.1(a)

FDP_ACF.1.1(a)

FDP_ACF.1.2(a)

FDP _ACF.1.3(a)

Security attribute based access control
Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (¢the

Iist of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8,Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: rules specified in the Common Access Control
SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .

The TSF shall explicitly authorize access of subjects to objects based on the following
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FDP _ACF.1.4(a)

FDP_ACF.1(b)

FDP _ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
lassignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]

« UADMINISTRATOR /39 ~T» D.DOC, D.FUNC ? Delete 7375

- UADMINISTRATOR /i +FAXIN, +DSR ®E# % 6 -2 D.DOC ® Read 73758
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objects].
zL

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOF functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
UADMINISTRATOR to use a function, a user that is authorized to use the TOE is
automatically authorized to use the functions [assignment: list of functionsl,
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts in the role U ADMINISTRATOR: [assignment: other
rules, based on security attributes, that explicitly authorise access of subjects to objects.
lassignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

nL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

zL
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FDP_RIP.1

FDP_RIP.1.1

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

zL

6.1.4. Class FIA: Identification and authentication

FIA AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number], an

administrator configurable positive integer withinlassignment: range of acceptable

values]] unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events).

[selection: /assignment: positive integer number/, an administrator configurable positive

integer withinlassignment: range of acceptable values])

an administrator configurable positive integer within/assignment: range of acceptable

values/

[assignment: range of acceptable values/

3

[assignment: list of authentication events]

B2 NR T — N2 B ERAF

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]

met

[assignment: list of actions]

B2 2o 2 NR T — FIC L B EREF DL

< HEEIRD 7= D DIEIE>

BHE DRAFDEHEE : TOE DEBLEZIT D, (EBLEED b B BEE R DIRIEEILARERIF
B & AEE 1 1 RER BB D3 T o P S, )

FHLI DEFE : BBEZFIZ L B aRALSRIEI B DI LHERE D ELT

User attribute definition

Hierarchical to No other components
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Dependencies : No dependencies
FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: Zist of security attributes).
[assignment: list of security attributes).
AdminID
User ID
Allocation Role
FAXIN Box Word

FIA SOS.1(1)  Verification of secrets
Hierarchical to No other components
Dependencies : No dependencies
FIA_S0S.1.1(1) The TSF shall provide a mechanism to verify that secrets (2 2« > /¥ X 7 — F
(UADMINISTRATOR) ) meet [assignment: a defined quality metricl.
[assignment: a defined quality metric]
- frE - 8HLLE
- XFHE : 95 LFDH 56 R AgE
- R @ F—DXFEEN TEEIITOR,
O FEFTSHE FREEDEPHEEREINTOSELEHEKLL,

FIA SOS.1(2)  Verification of secrets
Hierarchical to No other components
Dependencies : No dependencies
FIA_S0S.1.1(2) The TSF shall provide a mechanism to verify that secrets (2 2 > /¥ X 7 — F
(UNORMAL) ) meet [assignment: a defined quality metric].
[assignment: a defined quality metric]
- frE - 8HLLE
- XFHE : 93 LFDH 56 R AJGE
R @ F—DXFEEN TEEIITOR,
O FEFTSHE FEEDEPHEEREINTOSELEHLAL,

FIA SOS.1(3)  Verification of secrets
Hierarchical to No other components
Dependencies : No dependencies
FIA_S0OS.1.1(8) The TSF shall provide a mechanism to verify that secrets (#5427 — F) meet
[assignment: a defined quality metricl.
[assignment: a defined quality metric]
- Hrd :20%7
- XFHE : 95 LFDH 5> 6 R AgE
BRI @ F—DXFEN THEESH TR,
O [A—XFREDE THEEII TR,
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA UAU6

FIA_UAU.6.1

FIA UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE)] on behalf of the user to be performed before the
user is authenticated.

lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

Z 72 REE

TOE DRERER B L NZTrEDRIE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Re-authenticating

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall re-authenticate the user under the conditions [assignment: /st of
conditions under which re-authentication is required).

[assignment: /ist of conditions under which re-authentication is required]

BHEDRZA NI — FOERE

Protected authentication feedback

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
AT SREXFEF—5 1 XFHEIZRIEXFEDIR

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

Z 72 RZHE

TOE DR EERER T S VF A EDRIE

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

User-subject binding

Hierarchical to No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: /ist of user security attributes).

lassignment: list of user security attributes).

AdminID

User ID

Allocation Role

FAXIN Box Word

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

lassignment: rules for the initial association of attributes)

nL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

zL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour

Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /ist of
functions] to [assignment: the authorised identified roles).
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

c ¥z VT BIERE

e e A 14

- HDD = — % _|- & &l Breget
- BE o UHEE

- BASHE T+ R HEE

2
[assignment: the authorised identified roles].

U.ADMINISTRATOR
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FMT _MSA.1(a) Management of security attributes

Hierarchical to

Dependencies

FMT MSA.1.1(a)

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the_ Common Access Control SFP in Table 17 (Access Control SFP in

Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s) to restrict the ability to [selection:

change_default, query, modify, delete, [assignment: other operations]] the security

attributes [assignment: list of security attributes] to assignment: the authorized

identified rolesl.

[assignment: access control SFP(s), information flow control SFP(s)]

2L

[selection: change default, query, modify, delete, [assignment: other operations/)

Refer to Table 6-11,Table 6-12

lassignment: list of security attributes

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
(FAXOUT)
DSR Access Control SFP
(SCN)
FAX Access Control SFP | FAXIN Box Word U.ADMINISTRATOR N o3
(FAXIN) Modify
DSR Access Control SFP
(FAXIN)
Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Delete
PRT Access Control SFP Modify

SCN Access Control SFP
CPY Access Control SFP
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FAX Access Control SFP

(FAXOUT)

DSR Access Control SFP

(SCN)

FAX Access Control SFP

(FAXIN)

DSR Access Control SFP

(FAXIN)

FAXIN Box Word | Nobody Any operation

FMT_MSA.1(b)

FMT_MSA.1.1(b)

Management of security attributes
Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access

Control SFP in Table 6-10), [assignment: access control SFP(s), information flow control

Dependencies

SFP(s)] to restrict the ability to [selection: change default, query, modify; delete,
[assignment: other operations/l the security attributes [assignment: Iist of security
attributes| to lassignment: the authorised identified roles.

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations/)

Refer to Table 6-13, Table 6-14

lassignment: list of security attributes

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles]

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Security Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP
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FMT_MSA.3(a)

FMT MSA.3.1(a)

FMT _MSA.3.2(a)

Static attribute initialisation
Hierarchical t : No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP

nL

[selection, choose one of: restrictive, permissive, [assignment: other property/ default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Control SFP | Object Function Object Default values for Object
Attribute Attribute Security Attribute
Common Access D.DOC +PRT User ID FTT el MEAERKLE
Control SFP/ D.FUNC +SCN U.NORMAL @ User ID
PRT Access Control +CPY
SFP/ +FAXOUT
SCN Access Control | 1y o | 4DSRHSCN | User ID FTY s bR LT
SFP/ D.FUNC | 75 0OPA7) U.NORMAL o User ID
CPY Access Control
SFP/
D.DOC +FAXIN FAXIN Box Word FAXIN Box Word %,
FAX Access Control .-
SFP D.FUNC +DSR(H+FAXIN U.ADMINISTRATOR 2% € L 7=
D5 ORAT) 8% BT 2
DSR Access Control
SFP/
DSR Access Control
SFP

*Function Attribute 347V =7 FEART A (Y b, AF ¥ RE) TG L TG EENS =
ORBICEEMN G SN D Z &7,

FMT_MSA.3(b)

Static attribute initialisation

Hierarchical to No other components

Dependencies: : FMT_MSA.1 Management of security attributes
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FMT MSA.3.1(0)

FMT_MSA.3.2(b)

FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy (TOE Function
Access Control SFP (TOE Function Access Control SFP in Table 6-10),

[assignment: access control SFE information flow control SFH to provide

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
default values for security attributes that are used to enforce the SFP.
[assignment: access control SFP. information flow control SFH

nL

[selection, choose one of: restrictive, permissive, [assignment: other property]|
[assignment: other propertyl]

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles| to specify
alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role-
F.DSR Permission Role DSR Role
FMT _MTD.1 Management of TSF data
Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles

FMT MTD.1.1(a)

FMT MTD.1.1(b)

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query; modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U NORMAL]]].
[selection: change default, query, modify; delete, clear, [assignment: other operations/]
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
lassignment: list of TSF datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAL)]
refer to Table 6-17
The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
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clear, [assignment: other operations]] the [assignment: list of TSF data associated with
a UNORMAL or TSF data associated with documents or jobs owned by a U.NORMAI)
to [selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NOEMAL
to whom such TSF data are associated]].

refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations

UNORMAL ® 1 7' A /AT — R U.ADMINISTRATOR e
U.ADMINISTRATOR ® 1 7/ A /S AT — R U.ADMINISTRATOR Modify
ek — R U.ADMINISTRATOR BE
H IRp1 R U.ADMINISTRATOR Modify
F—r Uty REH U.ADMINISTRATOR Modify
HE)ye 77 U MR U.ADMINISTRATOR Modify
AORERIG IS (B LLSY) U.ADMINISTRATOR Clear
IRAT — FEIR U.ADMINISTRATOR Modify
INER Y — N —FRRERR BT — H U.ADMINISTRATOR Bk

Modify
Xy MU — 7 EE U.ADMINISTRATOR Bk

Modify
(R SR AE U.ADMINISTRATOR i

Modify
= U.ADMINISTRATOR Query

Delete

Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations

UNORMAL v 7 A L /SAT— R WMEENA Y — NI T b /c 2 —%— | Modify

(U.NORMAL)

U.ADMINISTRATOR

FMT_SMF.1 Specification of Management Functions
Hierarchical to No other components
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:

[assignment: list of management functions to be provided by the TSH.
[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions
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management functions

U.ADMINISTRATOR i & %5 &% = U 5 1 5Lk & 0 & FLkEAE
U.ADMINISTRATOR (Z & % = — ¥ — 8L BE 0 5 BHAE
U.ADMINISTRATOR (2 & 5 HDD 7 —# 3 X BBt AE O BhERR TR RE
U.ADMINISTRATOR (Z & % B4 1 7 & PRELRE

U.ADMINISTRATOR (T & % &5 #HTF v %V & Bk HE
U.ADMINISTRATOR (T & % = —H — 85 P A

UNORMAL [C XD HE DR T A /82T — RO FHEHEE
U.ADMINISTRATOR IZ LB HE DB T A /82T — KOEFEHEEE
U.ADMINISTRATOR (2 X 28 54tV — K O EREHE
U.ADMINISTRATOR (= X % H WrE o0 25 kL AE

U.ADMINISTRATOR (2 £ 54— kUt v MHFHE DL FEHERE
U.ADMINISTRATOR I L 5 BEia 77 7 NRERE D2 SR GE
U.ADMINISTRATOR (Z & 2 4MBY — /S —BFERE T — & D XS - 28 LHEARE
U.ADMINISTRATOR (Z & 2 385FRRkEIER (FHL#LISL) o=kt
U.ADMINISTRATOR (T & % /S22 U — RHHIZE FREHE
U.ADMINISTRATOR IZ & 5% > b U — 27 FRE DR - L HHERE
U.ADMINISTRATOR IZ & % 241556 Jc DB #k - 28 FHkhE
U.ADMINISTRATOR (= & % FAXIN Box Word D %8k « 25 H Rk

M — P —EPIEKAEICIE, U.ADMINISTRATOR (Z& % UNORMAL O 7 oA /82D — ROEH, H7Y
=7 bOEF VT A BEOEANEGEND,

FMT_SMR.1 Security roles

Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT _SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, lassignment: the authorised identified roles)).
[selection: Nobody, lassignment: the authorised identified rolesl]
Nobody
FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to No other components
Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface
from being forwarded without further processing by the TSF to any Shared-medium

Interface.
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FPT_STM.1

FPT_STM.1.1

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

Reliable time stamps
Hierarchical to : No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSF, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSFl, the TSH

[assignment: parts of TSF]

PHHEIERE, HDD lF5-L#%GE (BEEED— F)

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF1, TSF datal.

[selection: [assignment: parts of TSF1, TSF datal.

[assignment: parts of TSF]

BT —F

The TSF shall provide authorised users with the capability to verify the integrity of
stored T'SF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
Hierarchical to : No other components
Dependencies: : No dependencies
The TSF shall terminate an interactive session after a [assignment: time
interval of user inactivityl.
[assignment: #ime interval of user inactivity]

« BIENFN DB E, RIBRIEL L ORIEEEIEIC S SHBEDFET L THr64— R Y
T MRERIIC o THES 113 R

« Web Connection D5, RAEIER S ONBHRREEIEIZ L BHBERZET L T 6 H
Bio 27 0 PRI Lo THRES LB RFRT

» Data Administrator D45, 60 %

« Y FFALAN—DEE, Hagt sz 20
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for

Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale (SFR Package is included)
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

LTV ON'LSHY ONNA O

SFRs

LTV ON'LOYd O

SId ON'ANODO

LTV ON'ANOD O
OLdAYD'ddH O

SId ON'LSdY DOd 0

LTV ON'LSHY DOd O

UZIYOHLNAV YISO O
THDVNVINHOVAYHLNI O
THIATSIAHEIVMLAOS O
aaoovoTIIdNv o

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 S
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S08S.1(1)
FIA_S0S.1(2)
FIA_S0OS.1(3) S
FIA_UAU.1
FIA_UAU.6
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S S S S S S
FMT_MSA.1(a) S S S P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT_MTD.1 P
FMT_SMF.1 S| sS|s|s|s|s|s|s S | S

o|(g|v|d|d|o|d

|||

Y| || |n|d
la~]
n
wn

wn

o
2~
w
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S| 3|z |= 1|28 |5 |2|2 |5 |&a|°
s e Z = =) O
5 | El& =% | =
3 o 2 | B
o
FMT_SMR.1 S S S S S S S S S S
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT _TST.1 P
FTA_SSL.3 P | P
FTP_ITC.1 P P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description

SFRs

Purpose

O.DOC_REST.NO_DIS,
O.DOC_REST.NO_ALT,
O.FUNC_REST.NO_ALT

Protection of User
Data at rest in the
TOE from
unauthorized
disclosure or

alteration

FDP_ACC.1(a)

Enforces protection by establishing an

access control policy.

FDP_ACF.1(a)

Supports access control policy by

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT _MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.DOC_REST.NO_DIS

Protection of User
Document Data at
rest in the TOE

from unauthorized

FDP_RIP.1

Enforces protection by making residual

data unavailable.
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disclosure
O.PROT.NO_ALT Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.
FMT_MSA.1(a) Enforces protection by control of

security attributes.

FMT_MSA.1(b)

Enforces protection by control of

security attributes.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.CONF.NO_DIS,
O.CONF.NO_ALT

Protection of TSF
Data from
Unauthorized
disclosure or

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Supports authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.
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FIA_SOS.1(2)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.6 Supports authorization by requiring
user authentication.

FIA_UAU.7 Supports authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports authorization by requiring

security roles.

FTA_SSL.3

Enforces authorization by terminating

inactive sessions.

O.INTERFACE.MANAGED

Management of

external interfaces

FIA UAU.1

Enforces management of external
interfaces by requiring user

authentication.

FIA_UAU.6

Supports authorization by requiring

user authentication.

FIA UID.1

Enforces management of external
interfaces by requiring user

authentication.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports authorization by requiring

security roles.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data

transmission from external Interfaces
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to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Supports management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of FCS_CKM.1 W5 S8R 2 555k L CHDDR Bk & 32
data I 5,
FCS_COP.1 5% Bk L CHDDR 5L % £l

5,

FIA_S0S.1(3)

WD b & LD T — % OME ZREE
L. BElbz T %,

FIA_UID.1 Supports authorization by requiring
user identification.

FMT_MOF.1 Supports the encryption of data by
management of security functions
behavior.

FMT_MTD.1 Supports the encryption of data by

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved

58 /69




bizhub C3850 / bizhub C3350 / bizhub C3850FS / ineo+ 3850 / ineo+ 3350 / ineo+ 3850FS

1Y T I~k

management of TSF data.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.

6.3.1.1. The dependencies of security requirements

X2 U T A HEREM A R = hOKFRRE TRITT T, CC /3= 2 THIE S D IKAFE
Zf7C SIRWEE L TR ST 2R 247BfR ) OMicZ OBH 2k § 5,

Table 6-23 The dependencies of security requirements

A ST DHEREE 4 CC/8— k2 N
S R—% s h DRI A ST 26 1+ B1KEEF

FAU_GEN.1 FPT_STM.1 FPT_STM.1

FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1

[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

FCS_CKM.4

<FCS_CKM.4 Z M L7223l >
- W 58E3 HDD 07 — % Kb+ 2720+ %

FCS_CKM.1 LDTHY ., BIRONIIZARSND, AR SI-81T
HR AT VTSNP, YT 7 & 23 55050
AET 2= AR LT 5T, BIROFF 2L - TH
WA D720, WEEZEST D LEMET R,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 Z M L2 #h >
FCS_CKM.4 - B 58X HDD OF — % 2B B{b$ 5= fEfd 5
FCS_COP.1 LDTHY, BIRONZARSND, AR S-81T
HR AT VTSN DD, YT 7 & 23 55050
AVH T =AML TE 69 BR OFF Ik > Tl
W D70, WEEZEST D LEMET R,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 L L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L L
FIA_SO8S.1(1) 2L L
FIA_S0S.1(2) 2L 7L
FIA_S0S.1(3) 2L 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.6 7oL 7oL
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
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1Y T I~k

AR ST DHEEE CC/8—F 2
. ST =8I %
2o ti—g b it & ST =817 sikeHiR
FIA_UID.1 2L 2L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT SMR.1 FMT SMR.1
FMT_MOF.1 FMT SMF.1 FMT SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT _MSA.1(a) FMT SMR.1 FMT SMR.1
FMT SMF.1 FMT SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT _MSA.1(b) FMT _SMR.1 FMT SMR.1
FMT SMF.1 FMT SMF.1
FMT MSA.1 FMT_MSA.1(a)
FMT_MSA.3(a) FMT_SMR.1 FMT_SMR.1
FMT _MSA.1 FMT_MSA.1(b)
FMT_MSA.3(0) FMT_SMR.1 FMT_SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1
FMT _SMF.1 L 7L
FMT SMR.1 FIA_UID.1 FIA_UID.1
FPT_STM.1 L L
FPT_TST.1 L L
FTA_SSL.3 L L
FTP_ITC.1 2L 2L
FMT _SMF'.1 FMT _SMF.1
FPT_FDI_EXP.1 FMT SMR.1 FMT SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 1s augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in
place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDtX =2V F s MEEEM L VENNETOEDEX o U T +#EEDO—& % Table 7-1 1277,
I, BRI THRBAT 5,

Table 7-1 TOE M+t¥a)Ts#RED L FREEAF

No. TOE Ot = U 7 ¢ HhE
1 FAUDIT =

2 FHDD_ENCRYPTION HDD % 5{ra%he

3 F.ACCESS_DOC RAELET 7 & A HE
4 F.ACCESS_FUNC 1L il SRl e i

5 F.RIP FRAEG B £ pk e

6 FI&A Ak BRI B

7 F.SEPARATE_EX_INTERFACE | #M1 > % 7 = — 25y Bt e
8 F.SELF_TEST HO7 A MRe

9 FMANAGE X a )T o EEEGE

10 | FSEUCRE_LAN X v b U — 7 @R R

7.1. FAUDIT (& 0% ##e)
FAUDIT (3E&Eve 72 BT L HICHEG LEEEr V2% S A - BBROOIRET D,
7.1.1. 5B OV ESHEE

— X HEEREE: : FAU_GEN.1, FAU_GEN.2
TOE XL T w7 2T 5,

Table 7-2 E&&O4

=8 =54
Bid v 7 U RE D BR 4G HEOHK
Bidim 7 BUSHERE DR T HER ORI
07 A U BIED R & 2Rk Y7V =7 MiBIE®R (AdminID. User ID)
PR 0D S FROME (5P - KO

R R

FRAEE LR B B DO

Table 6-19 D% FRHERE D

Xy MU —27 &4 LI2iE{E 0K

tyva OBRBKRTHREICLDEY g vy ORT

712 8BFOSLE 1 —#EE

— XSt HHEREZLME - FAU_SAR.1, FAU_SAR.2

TOE |3E A = 7 OFiAH L %4 U ADMINISTRATOR O &2 #IfET %, TOE [ ZEEAw /%, 0/
D HEE, BEE. BERNE., R EEZED XMLIEXO 77 AL E LT, 7947 F PCICH Y
vu— KT HHREZ LT 5,
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7.1.3. BEE A

—  XIST HHEREEEME - FAU_STG.1. FAU_STG.4(1). FAU_STG.4(2)
TOE IXEEAE = 7 OFF il STV WHIBRSSZE 2 HIR 95, £7-, TOE (X% #& = 7% TOE NO
HDD (Z#AN T2 23, BB NN Z 2 o 72356, DL T OMERAAT 9,
(1). TEEXEE] TRESHTWLIES
T OBIELSNZEIET 5, £7-. PCHSDOHEIR, FAX 32{5 &3 15 720,
Edn Z7ofk, =7 2AR—F (=7 2R— KLY TOE LoERn 7 3HBREND)
[EEXxEL ) 0 T EESFFA] ~ORELT
(2). TEEBEXFFT ICRESNTHDEHES
Rbo IS EARE~EEXT D,
(1). DF &1L U.ADMINISTRATOR 737 9,

714 BIEERI A LRE TR

—  XET HHEREZAT - FPT_STM.1
TOE 137 v v 7HREZ AT %5, TOE 37 v v ZHEREIC K D 7 A DA Z T i fiv 7R RRF I8
T4 %,

7.2. FHDD_ENCRYPTION (HDD K&S{L#%8E)

— %St HHRESE  FCS_CKM.1, FCS_COP.1. FIA_S0S.1(3)
TOE (X HDD IZfRIFEN TN DT — X Z RN DIRET D7 OB 21T 5., EHT2H 58 L
TAITYRXNILLTFO@EY TH 5,
(1). BEH
FIPS180-3 IZ X » THE SN S SHA-256 712 Y AL LY, Ka#ta itk s, (Wr#E
I%. 256 bit)
K 5-4#x, U ADMINISTRATOR 23i%E L= 5k U — K& & LI L TARKT 5 Z & T TOE
S A O 58 %2 T 5, BBk Y — RIZ FMANAGE (2 L W L FOSE &27-9H 00
BEZITAND,
> Mt 1 2047
> SCFRE 95 SUTFLL E O H) BRI EE
> B
< Fl—OXFERETTHEHRINTORN,
& Fl—SUFFEO I THER S 720,

(2). BET7ILTIVX L
Table 7-3 [T R THEE T /LT Y R A,
Table 7-3 HDD KB {LHEEICEITHIES7ILTIX L
HE@ER 7L TY XA
256 bit FIPS PUB197 (#9255t 7 /L2 U XA (AES)
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7.3. FACCESS DOC (REXET Y t A HlfEHHEsE)

—  XHST HHEREZY: « FDP_ACC.1(a). FDP_ACF.1(a)

ZOEITIE, HDD IR SN D XEICHT D7 7 B AflEHERED A 250k LT, 2 st o
D.DOC (Zxf9 5 7 7 & AHliHEEAEITX FACCESS_FUNC | Ttk 95,

TOE (X XEARAT H IO OREAIEMLT 5, SCEIL HDD IZfR(F S 4L, SCEICEE T s
BEESBRLCT 72 AKIHSN PC ~0FX v ra— K, HiIBrEFEmT 52 ENTED,

UTFICCEICET A7 7 2 HIHONEZ RS,

Table 7-4 XE D%

— CEDOEE
Create Modify Read Delete
7 7 7 ABED AT
WX VERTEESND PC ~D X
AT YRE | : K
— HEThH D, rua— R U.USER
3 47 17~ D.DOC — AL U.USER or
(+FAXIN 75
+DSR [2B8) 1213 FAXIN Box or U.ADMIN
- Word 75 B3+ & U.ADMIN
nb,
2% % »(HDD)IZ X .
PC ~D X7
A% VR | VRIS D IHT \ o
va— R login_id
b BB login_id 7L login_id
(+SCN 76 {47 S 7= D.DOC ogtnt ogtnt or
e or U.ADMIN
+DSR IZ1%1F) 1Z1% User ID 735
U.ADMIN
fFirensd,

% U.USER: 457 L7z FAXIN Box Word 23 —% L. FEREFI A2 FF Al &7z U.USER 2N fE ]
RETHDZ LEERT,
U.ADMIN : U ADMINISTRATOR M #{EFHETH S Z L 2 F£T,
login_id: 7 7 A > D2 —H%—@ User ID & L#ED User ID N — KT 2 HAITHRIEAGETH
HZEERT,
SR A U ZECEIL, FAXZETHZ LISV ARSEND D, Create & EFT D LN
AN

7.4. FACCESS_FUNC (| A2 il R {48 k)

—  XHST HHEREZY: « FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1(b).
FMT_MSA.3(a), FMT_MSA.3(b)

FMANAGE O = — W% —&BEREIC X 0 | —FIAFITHERD A5 S iz 9 2 TREEE N5, TOE
VR BIRRAE S 7= — R & OMERIZ L7= 23> ¢, FPRT, F.SCN, F.CPY, FFAX, F.DSR DO#:/F
AT, B, IO EMTH D Permission Role 12X 2 EEIZTE 22y, 23U X 0 #k51
FRRES N — R B X B H I SNTBRE D A FEATTE D,

BHEREIC X v £ &5 D.DOC, D.FUNC i, £kki2 FMANAGE (2 & 0 5t 2 JBiEnft 5
b,

FIoHEREDEITHICHAT A D.DOC, D.FUNC (2% L TIELL T OBIENFRETH B,

RBFEITHE LI, #BIERNSE D D.DOC, D.FUNC & [F UBtEds, £33 Sz gt 2 H R 1
FatET, TOEI XN b Z i L —&KT 255102 0FAFEEFATEE LTI,
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%72 U ADMINISTRATOR D513, ¥ a 7 OHIERIZ L Y 3~Tod D.DOC, D.FUNC DH|ExA

FEETH D, S HIZ, UNORMAL IZ & 5 DSR B %> D.FUNC @ Delete iZ. FACCESS_DOC
@ D.DOC @ Delete & [RRICHIBRDSFIRETH B,

- 7V v FOYAHPRT)
LT OBMENTTRE GRIE& 7'V o MEREZFIH) ,
cBRE& Y NV a T DG
7 IAT v MPC EDTY o H BT A NR=0OHIEET, 22—V —BFRCkT 5 LY
3 T INBERS D,
- F1I
ZD 7V v k&7 L= UNORMAL 2 HIRIATEE, (Read)
- HiBR
ZD7 ) b &F4T L= UNORMAL AT HE, (Delete)
« A% ¥ OEAGFSCN)
LLUF DOERED AT HE,
- D.DOC D#:fE
ZDAX ¥ & FLT L= UNORMAL (If A A T2 R feT — 4% % (Read L CO) A — /L TEET
5 ENHED, FACCESS_DOC 12X v, HDD ~MEFEHDSR @ Create)d™ % Z & <° HDD
277 L7 D.DOCHDSR) A #ET 5 Z L3k D, Z 2 CREBHOIRENEL DL ZERH D
WNEDLELLT OBAEN ATHE
- HiBR
FDA—VEEEEIT L UNORMAL 127 DR E/RLDOY a 78I+ 52 LN TX 5,
(Delete)
- 2 —0%4(HCPY)
LT DOEAED AT RE,
- F1iI
D a ¥ —%%E4T L7= UNORMAL A EIRI AT HE,
- HiB
ZFDavr—%F47 L7 UNORMAL IZZ DY a 7&#HIET 5 2 LN TE %, (Delete)
© 7 7 7 A% OY5A (+FAXIN)
FAX %15 L 7= D.DOC iZ. FAXIN Box Word (2 E# (13 T HDD I[ZfRfF S5, FEE LT
FAXIN Box Word 78 —% L 7= U.USER. U.ADMIN 78 FAX ZHIRI4 5% Z LR T& %, FHLL
SMIRAFCE L LTHbN D=0, FACCESS_DOC (2 LV #/ERRE & 72 5,
- 77 7 ZEEOBE (+FAXOUT)
LU O#AED AT EE,
< 77 7 AEGERE
7 7 7 ARG EFFA S 72 UNORMAL L5t A A T2 ERET — % % (Read L Q)7 7 7 AL(E
THIENRTE D,
- HilBR
ZTDT7 77 AEEEFEIT L7 UNORMAL (X2 0y a 7 #HIRT 25 2 LN T& 5, (Delete)

7.5. FRIP (GRTFIRHUHEMER)

7.5.1. —BT— 2 HI R EE

X9 D HEREZAT « FDP_RIP.1
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TOE X HDD LIRS N7 30E, —FReCEH D2 WIEE oW icxt LT, EEEHIBRE IAT
T 52 & THRABEROBFAIRZ LT 5, AEEIZLLTOX A I 7 THEITESND,
D). 7V bRAX Y R EDT a TDET, (FIEE
U a TERITHICER SN D 72 SCED D5 WVIEZE OB R 2 HIBRT 5,
(2). HIBRHERAEFATRE
FBE SN CEEZHIRT 5,
(3). FBIRA VI RATNE MOMFAET D I
(1. QOHIBRFATHICERNA 7 SN THIBRAE T L TE LI REBTRAEFEETIHE, &
WA CBFIZZEN D ZHIBRT 5,
EEXICBWTEZALT =4, EXALEEIT, HDD 5 — % E&E X HIEEE OB ER EHEEEIC
& - T U.ADMINISTRATOR 2 ET D, FIRERERE L EONFITLUTOHEY Th 5,

Table 7-5 —F7—%2 L EZHIRBEEDBERE

IE NE (EEEESNDET—X XA 7L ZDIEFF)
Mode:1 0x00 T—[ F#Ex
Mode:2 0x00. 0xFF. 0x61 DJEIC 35 & 247V il B 2 MiaE

7.5.2. T3 EEHIBRHAE

— xS REE A - FDP_RIP.1

U.ADMINISTRATOR X HDD b O Wi{g 5 — 4 & &tes — X A x+ 2 L EXHIBREF474 5
ZENHKD, 2 HDD Lo SCEEFHIBR S B A E RO A AN LS5, EEX TN
TEXIALT—%, EXADEET, HDD 7 —# EEXHIBRMEREOBIER EHEEIC L - T
U.ADMINISTRATOR MR ET 5, AIRERFRE L ZONFIILLTO®EY Th 5,

Table 7-6 T—4ELHIREEEDNBERE

Ve EEXINDT XX AT L ZDIEF
Mode:1 0x00
Mode:2 Al = E3 = 0x00
Mode:3 0x00 = OxFF = &L = Rik
Mode:4 fl¥ = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = Lk
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = OxFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = iiF

7.6. FI1&A (3AIREEHRR)

—  XIST HHERESEME  FIA_AFL.1, FIA_ATD.1, FIA_S0S.1(1). FIA_SO0S.1(2). FIA_UAU.1.
FIA_UAU.6, FIA_UAU.7, FIA_UID.1, FIA_USB.1, FTA_SSL.3, FMT_SMR.1

TOE X TOE ZFIH L L 5 LT 2ENFFAIFIHE TH D Z & 2RI HE DD UG U 7= ils BREE &#
S THRFE L., FFaRIEE &R S =720 TOE ORI H #3735, #5784 RE L. TOE
H & DSk BIRRRE 24T 9 ARGRRE S 3 & AMEB DO FRAE Y — S — & - 2 S — N —FRGE T S FEAE
T 5,

Table 7-7 SEAR
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FRREA T kB RRRE BN RITIC P RE 70 #24F SFR
VNN 777 AZAE FIA_UID.1
SR Y— S —GRGE | TOE OIRAEMERR S L OFRREFEORIE FIA_UAU.1

¥ FRAFSROREIT U ADMINISTRATOR 737 9, AKERGE ST R & A — R —3R
AE U T A FIRFC AT 5 2 & i“(% 720N,
U.ADMINISTRATOR zi&#ﬁw»—ﬂ PRREA ROMEH 2% LA, —iFIH
FHHEED, RARECANERIE Y — N — OB 2RI T E B,

F 7 HRERT AR AES FMANAGE (2K 0 BHDORAY— REEETHBIZBE SN D,
FIA_UAU.6.
S5, TOEIZANENTZNAT— RIZX LT, 1 XFEEREEXFFRRT 5, FIA_ UAU.7,

BERGED T L7236 Uik A 2179 5 7 & A3 E & 1v7= FAXIN Box Word, User
ID. Allocation Role ’&?ﬁ*A‘ﬁ‘é FIA_ATD.1. FIA USB.1

X512, TOE IIFRRECEH T 5 /32U — K& FMANAGE (2 XYW LT ORE &3 6 OIIHITE
T5HZ kf REDRWAZT — RRREIND Z L 2T D,

Table 7-8 /AR —KEGRE

PSE A SFR

nyA v TOE X FRRO&M 72T AT — FOHZEZIFAND FIA_S0S.1(1)
NAT— R i 8MTLLL
(U.ADMINISTRATOR) | - 3CFE 1 95 ST L7 532 A HE
CHAL O F—03XXFET TR S Tuh e,
@ EETH5E. EREHOESBUERE ST

L EAE L 70,
=8/ TOE X TReDE&ME 2T /AT — ROLEZITAND FIA_S08S.1(2)
SNAT — R - Mgk 8HIBAE
(U.NORMAL) - SCFHHE - 93 SCFELL B s B IR ATHE

<HAD @O F—oXXFET TR ST,
@ EET5E. EEEOENBERE ST
HIEEEBL 20,

Flo. WREN KRG LT %E . TOE XL T OB 21T 95,

Table 7-9 FBFE& KBGO ANE

PO ALBH SFR

= HE U 7 RRRERRR RIS, 8 MICE L= G ailit 2t ik %, FIA_AFL.1
INAT— R EHE ORGENPME L L 7235613 TOE OB AT 5 Z & T, EBENLF)

2k DR S BLE RRRE OO B E AR I R BRI IH] 2 Rt £2 | RBRE A 1k 2 RER 3 5, T LAk
@%E& DA 1E. FMANAGE (2 & 0 & BE D BAERInE OH EHRE L F1TT 2
Z & TRAEF IR R T D,

S BT, WHERRRES N e 2 — P —DOBEN —ERH R WEE, £Ov T a a2k 775, FMiTL
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1Y T I~k

To@EYy ThbH, FTA_SSL.3

Table 7-10 X §EEIavDRT

HEha 77 v MK -

SO Yty ia LT ik

(A BACERER L OB | A— MU By MSHIZ TS HARICER
L DHBNRTE T LT D, EINTEY, BHENLEAGETH
A—=rVty MRHEICE S | D,
THRIE S 4% R L7z
Yt

Web Connection AR L OB | BEYr 777 U MR LS HATREICER
LD TET LTnb, EINTEY, FHENLEEARETH

60

THRE SN HRRE LT

5o

BREBREIC L D MEMRET | BIEEETH D,
LT, 5. 60 2Bk L7

=

Data Administrator

5

TV H KT AN~ SR S TRV OZ T AT A3 BRA. AL
DFETHET ERD=0, ekt a v

ESAAN

KBGRNGFROZ D o — R R 2 9 5 0B & B8 L 7 B
7.7. FSEPARATE_EX INTERFACE (M4 % 7 = —RX 5 Bftkae)

—  XHST 2HREZHMT - FPT_FDI_EXP.1

TOE IXFEREFEIRN S D AN ERE 7 7 7 A% L BIRZWHERED AIZIRET 5 Z LI L Y EEEE
BWNDDRAZIET DL EBICZET 7 7 ADMREEEIEL TS, EHICUSBA v Z 7 x2—R
BETNEA o H T = — AN DD AT HF D FE F Shared-medium Interface ~#ickd 5 Z LI Tx
REIE L 2o TN D,

7.8. FSELF_TEST (HZ2 7T X h##E)

—  ®HET HHEEEZMY: . FPT_TST.1

TOE X ON BRI BT — FOARKK & mfp EEIRHCH M LA 95 Z Lok v, i
LT — ROSEEMEPKRFES L, B SRR D EFEENEIES N D, B bV — ROEEMMIEIZ
BWTESEOMBEN RN SN2E ., TOE IT#fE x5 42 KR L, HDD ~O#fEE 51T
720, & 512 TOE IXER ON BRHCHIE Y 7 =7 Oy v afiziti L, stk L T A 1iEe
D—HZHERT 5 Z & TTSF 373 — ROBEMEDPHEES ., 2IEHIERERED EFEENFEIES
%o WY 7 b U =T OEEMERIEICB O CREESMOERN MR S 54, TOE X#/E 31
BEERRL, BEEZZTMT 20,

7.9. FMANAGE (%21 7« BEIEH4E:)

—  SHEST ARBEEE - FIA_S0S.1(1). FIA_S0S.1(2). FMT_MOF.1. FMT MSA.1(a).
FMT_MSA.1(b). FMT _MTD.1. FMT _SMF.1. FMT_SMR.1. FIA_S0S.1(3)
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TOE (3L T D& BEEERE 2 1R L 5,

Table 7-11 EIE#saE

BRI RE

OFS

(=

X o VT g bR EDE
P& RE

xR a7 mbREOA L E
179,

U.ADMINISTRATOR

= — R HE D B TR

Ll
[F]=

AT ADREZIT 9,

U.ADMINISTRATOR

HDD 5 — % & X Hl btk
REDENERR EFSHE

HDD 7 — % L EXHIRERE O BIER E
(Mode OEE) #1795

U.ADMINISTRATOR

B o 7 PR

B m iR OBIEORE (LEFEE SR
/EEEH), A 2Bt L HIER

P

Z1T9,

U.ADMINISTRATOR

EEET v RVE R

WEH S ERE (BRI AOLH)

U.ADMINISTRATOR

TR

TOE ~® U.NORMAL (UserID) %k,
HIBR . Z %, #FR (Allocation Role) D%
T HIbRE 179,

Allocation Role ™% Role @ Default % LL T
2R,

- Print Role (Default: Allow)

+ Scan Role (Default: Allow)

- Copy Role (Default: Allow)

- Fax Role (Default: Restrict)

+ DSR Role (SCN) (Default: Allow)

* DSR Role (FAXIN) (Default: Restrict)
F7-. UNORMAL ®»u 7 A L /RZA T — R
DEGR - BEEITD,

OB NAT—RORENRRESND,

U.ADMINISTRATOR

B LD Y1 LAk EE
(D.DOC # L V' D.FUNC)

TOE1ZD.DOCEB L UD.FUNCDHOEF =V
7 4 J@M % Table 6-15 |2/~ L7=38 0 #1344t
T D,

+DSRHFAXIN) D4 -
U.ADMINISTRATOR 2% & L
72 FAXIN Box Word
ZnLsoLE  UNORMAL

JRPE DRI LR EE
(FPRT. F.SCN. F.CPY.
F.FAX, F.DSR)

TOE i FPRT. F.SCN, F.CPY. FFAX,
F.DSR ®Jg@ k1% Table 6-16 (i@ v [ & TH%
ESNTND7H, Z OB A
T OBRBIXTFIE L 720,

L

U.NORMAL @ v 7' A /%
AU — RO HHERE

HEDNRAT— REEES 5,
ZOBE. RRAT— FOREPREISND,

U.NORMAL

U.ADMINISTRATOR ® =
T A R AT — NETHERE

U.ADMINISTRATOR 23 H & D/XA Y — K
EEET D, (LHHMRHIHIEME A RE S
NTNDTI2D, RIEDOHREILZR,)
OB, RAT— ROMEPREIND,

U.ADMINISTRATOR

WbV — RO ERRE

HDD Wi 7ALHRE TR 258D b &
ERDT—HTHILWBILY — RERET
Do

Z OB, WS LY — ROSERRES LD,

U.ADMINISTRATOR
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H IREIF T 0O 28 A BE A RS2 R ET D, U.ADMINISTRATOR
FA—hUty NEHOEE [ A— Yy MNFHOEFEZIT, U.ADMINISTRATOR
HERE (LR WM R E STV D 7

B, BREOHERRIZ R ,)
BEhn 77 U MNEFOEE | BEIn 77 U MNEHOLEE 21T 9, U.ADMINISTRATOR
HghE
SR — N—FRAERET — | SNARRREY — BT AR ET —4 (Ut | U ADMINISTRATOR
Z DGR - 25T HERE Y —N—FRT D NAA AT EEE

Te) OXFK - EEEIT I,
ARSI (FEE L) | FERERNRE (FERE LIS 2HET D, U.ADMINISTRATOR
DY e ZHUC X 0 ERGEEERE D 1 7 AMRER S H

%,
RAY — NI OZEFREE | AU — FROBRE - ZEEITH. U.ADMINISTRATOR
Fy N =7 BREDKE . | Xy N7 —2&E (SMTP #—,3—_ DNS | U ADMINISTRATOR
R R RE P—=R—DIP 7 FL A, N— FF S5,

mfp ®IP 7 KL A, NetBIOS £4%%) D%

E - BEEITO,
BEAESE OB - EEMAE | BEsRRE (A= X B ED%5EE%) | UADMINISTRATOR

DEGR - BEEIT D,
FAXIN Box Word ™%k - | 515 L7z FAX CEZ M9 5 58H 2 €Y | UADMINISTRATOR

2 AR HE

A& ® FAXIN Box Word DXék - 8 21T

ST

o

7.10. FSECURE_LAN (#v kT —7 BIERERKER)

— XS OEKREZEM: © FTP_ITC.1

TOE 1 IT Hézs & DiBfFIc

bHo, (BXx=2U7 1581k

BOTHESEBIE 21T 9,

RIEDAN 25 E)

Table 7-12 TOE AR T HESLEE

TOE 23 2#3 o0 SLd{F I3 LA T o v T

256bits)

Bk 7a kajin BE7LTY XN
247> ~PC | TLSv1.0,TLSv1.1,TLSv1.2 3DES(168 bits), AES(128bits, 256bits)
SMEBFRRLEY —/3— | TPsec 3DES(168 bits), AES(128bits, 192bits,
256bits)

DNS #—s3— IPsec 3DES(168 bits), AES(128bits, 192bits.
256bits)

SMTP H—/3— IPsec 3DES(168 bits), AES(128bits, 192bits,

Lk
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