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LTWDEEZD,

T.DOC.DIS & T.DOC.ALT O& & DEM

A TOE & PP T, D.DOC O EF/-IIhE CTEXAFHABDOEZRIZIFE L THHH, D.DOC DIFz\ ik
SADEENEZVH DA, TOE 2% TOE NEB LT TOE M i#E T 2O ERKBLEERL THDHDIT
5FLT, PP X TOE N&72>THY TOE 25 PP A& L T\W\4,

X oT, T.DOC.DIS & T.DOC.ALT IZ PP IZHAGL TCWALEEZ D,
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T.FUNC.ALT D& B &HFE DB
A TOE & PP Tl¥, D.FUNC O TEHFIHE DERIZF T THLH23, D.FUNC DS A DB AL
VHLEFHA, TOE 28 TOE NI LU TOE 23@(E T HBRDOME R L E &KL THDHDIZHL T, PP 1% TOE
&> TEY TOE 28 PP 2@ &L T\ D,
JoT, TFUNCALT [Z PP ICHEAL TWAEE RS,

PLEDZEED K ST OvXa U7 G EE B2V T 45 R 58T, PP D27 (i EE B2 T 5%t
RE#HLE—BHL TN,

243 PPOEXa1YT+EHLO—EHEE

X TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY
2600.2-FAX. 2600.2-DSR, 2600.2-SMI /5725,

Common Security Functional Requirements /%, PP 235 7E 9 %428 SFR THhY, 2600.2-PRT, 2600.2-SCN,
2600.2-CPY. 2600.2-FAX. 2600.2-DSR. 2600.2-SMI X PP 235 E 9% SFR Package /O 7-H,DT
HD,

4, 2600.2-NVS (I TOE (27 it vl REZ2 RN FEMERLIB AR DMFAE L 7R 2D B IR L 720,

A ST DEF2VT 4 BAEL, PP OEF 2T BRI L TEM, B EL TOAEFT S S5, PP &1E—
BLTWa, BLFIZ, B8, BREL TS ERTE, 3608 PP E— B L CWAE R 250d 32,
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A TOE NEEA 0 AR FE FL 4572912 PP APPLICATION NOTE7 2%\ ) FAU_STG.1. FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 B4 5,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 O3B

R P FRGEFERE XA TOE ICXVEB I 579 PP APPLICATION NOTE38 2/t FIA AFL.1,
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T 7 I AZBLEDOFTAEDH

AR TOE TIXZARLIZT 7 7 AZAR SCEDFTAHEDRNTOWT, SCEOBTAHEZ XS IV A 1S5
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A TOE IZBW T, BHEE E WA AT LW AR R PERLIB LRI 357 — 2 REDO X 2V 7 %t
W EFEL T O.STORAGE.ENCRYPTED # FiEL ., 2N & FEBL T 572D ITHEREZEf FCS_CKM.1,
FCS_COP.1 &, ZIODERE ZIE LKA BATRICH DHEREZAF I BN DO A E 2 52 TWHDS, ZRHDEE
X PP IZBWTRO LI TWDBEREEAEDONEDOWT AL TIZL TV D,

NERA L H T 2 —A~DHIBEN T EEEEE(FPT_FDI_EXP)Z3E/0

A TOE 1%, PP AW, AN AL Z T = —A~D I BRE LI HZ 5 (FPT_FDI_EXP) A 181352 L1240
FEREZEMED /R—b 2 ZHLIET D,

Copyright (c) 2016 RICOH COMPANY, LTD. All rights reserved.



Page 27 of 78

FDP_ACF.1(a)D— B AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cli&. PP @ SFR /w7 — VI E RSN CEF HRA~DT /&
AHE SFP ZZEELL TOADIZH LT, ST TIEA 7 V=7 b tF 2T 4 @M Thha SCEH S M E 1
EFRSINIZLEOT 7B AR SFP 2 EA/ELL TWDH, ZHUL PP 283 I EBEL T DL O THh
2o
PP ™ FDP_ACF.1.3() ClE. LEFHREFHE a7 OT7 72 ZHIHN BT 518 MO AN A ST
T CEFREFAE Y27 OHIBRE MFP FEFIZHF Al 55725 CD,
TOE 78 MFP & BRI SCEBE M EA B Va7 OHIBRAFF ] 32013, CEIFMEFHE Va7 ([ZHIbRME
[RZFio 7o — BRI HF D, 7o DO EE CHIBR TE72<leo 728512, MFP EBEE MUATL CHIBR TX
LINTT B0 THY, PP THETDLT 7 BAHIH SFP M4 5L D TIZR,
PP ® FDP_ACF.1.4(a) TlZ. SCEMHMER A E a7 0T 72 AN+ 28 MO F A A A ST
TIFA= RSP IDLENEFREF A E Va7 ~OBREEER T 5LL TV,
A= S P— %, PP TIHFFEL TRV TOE F-4 OF A TH D,
T, PP BCEEREFNAE Va7 ORI E LU THRE LRI & LIAMI T B ZF i LW 2 a4
T
L~ T, A& ST » FDP_ACF.1(a)iZ PP ® FDP_ACF.1(a)Ziii7-L T\ %,

FDP_ACF.1.3(b)D: BN Al 2T

PP @ FDP_ACF.1.3(b) Cid, & FEEHEIR CTHMET D ——I|Z TOE #§REDBAEEFF Al T DL >TD
DIZXFL T, A ST TlX TOE #RED I TH DT 7/ A AGHERET T &7 F Rl T D L7 TN,

TOE % MFP #EEEIC, LEHMOMME Y a7 OHIBRZZHF AL TR (CCET 7 A 4# SFP.,
FDP_ACC.1(a): FDP_ACF.1(a)). ZO#E R, HIBRAICTII®H 528 TSF 1L, TOE #FE~DT 7B A% MFP &
FREIZEF AL T 5728 PP @ FDP_ACF.1.3(b) D EA:G [RIRF I 72 L CTUD, F-BEERIERDZAE DT
DT I EAT DT 7 IV RAZAGDTO DT AL, B MR TERAET 2R L /R T 288 TED,
J->T. A ST ® FDP_ACF.1.3(b)i% PP ® FDP_ACF.1.3(b)Z7ii/=L T\ 5,

FTP_ITC.1.3 {2 D.DOC BX U D.FUNC BEENTVWBZLIZDONT
PP TIZ. BRI £ D.DOC BLT D.FUNC IZx L TIRAWE M E A D BiA EFHEL TR DI
LC,FTP_ITC.1.3 Tix D.DOC & D.FUNC [I@EEHET v R a2 L CEEEZTHLL TWD, 2T, A
TOE 73 PP JVJAW i © D.DOC & D.FUNC #{RF#EL TV HEF 25, A ST @ FTP_ITC.1.3 X PP %
=L T4,
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T.DOC.DIS

T.DOC.ALT
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T.PROT.ALT

T.CONF.DIS
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— P =L TS TODNZD LEADT 7 ARG T2 NE Lo TSNS
MH LA,

FIRE a7 O%E
TOE WEHL CWARIHE a7 B, nr A a—F =A% 20E | HHNE, 1
TAy =P =T FFo TODNRZEDFNIHE a7 ~DT 7B AR EZ S T2 W
Ko THEINLBE LIV,

TSF REFHROKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= =L 1FFF> TODENRED TSF LRFEE DT 7B AR Z D 2720 1T
ToTeESNDEML LAY,

TSF ME B RO
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
Ay a—PF =L TS TODNFD TSF B IE R A~D T 72 AR AL 1272 1T
FoTHEINIBL LIV,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
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Yo THEEND B LI,
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P.USER.AUTHORIZATION FI B OB IERIE
TOE IO A 22 - FIHE 720 TOE 2RI AT AN TEXAHINILRIT T
VAN SYANAN

P.SOFTWARE.VERIFICATION ANTEYS
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FIUEZRB720, SHITHERRZFFSLON, Toul & CEA LT iEes
fé?b \O

P.INTERFACE.MANAGEMENT N AL BT — G

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION iEEErE S
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE OF|HBRELIZ D ORI 275 B4 5,

A.ACCESS.MANAGED TR AEH

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T 7B ASN DS EHIBRL TODE D ET D,

A.USER.TRAINING FIREHE
MFP EBELE L, FIHE RO EX )T 4R — L PNEE R T DI A4
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

A ADMIN.TRAINING BHEHE

FBHE IO X2 T 4RI —F DO FNELZZRIRL TR, HAF L AIH - T
FNEDORI —RFNEIZY >7- TOE OB/ ELUEN TEXEHLDET S,
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A.ADMIN.TRUST B CELEHEE

MFP B BLERAEE 1L, AL AN TEDOREZ B L2 WIS LA 2L
TWDHDET D,
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4 Xxa )T WEEE

ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOEMEXxa)T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE 1%, XEMaT A a—P—Z &b E . HDONE, vl a—F —4 I 13FF
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE IL, XENRuT A a—F —ZELT2WE . HDHWE, a1 a—P—4 13FF
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FRAHE a7 DS ERE
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
— TS VAR EORIAHE a7 ~DOT VB AR EL T2 WE I Lo T ES
DT EMOLDIRFELIRFET D,

TSF fREFROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
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TSF ME B ROBATRE
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— A TFFoTNDNZED TSF B EHRA~OT 7B AMEREZ ST W I L > THRS
DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSF B IEMMN, n/ A a—W =L &bl g, b, ar fra—W
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NDZEMOLDIREEIRAET D,
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TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXANHA L 7 = — R EH
TOE 13XV T AR —Ih s THERA L X7 = — ADEHEE BT 5 &R GE
T2,

O.SOFTWARE.VERIFIED Y7N7=7HIE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED Efu/pikEE

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED g ER 2L
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERBREOEXY T xEEH

ARETIE, BHBEO X 2T R T EHI O W TR 5,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoOBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP BHEELH L, BEE T Ao 2R — SN BEE ey B HEREL SFIC
DIHT TR-ASIL, AIREMEDSH DX 2T (E AT 2% RN TEHIEERGET D,
OE.INTERFACE.MANAGED IT REIZI DAL 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,
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OE.USER.TRAINED FIRE~OET
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OE.ADMIN.TRAINED BHE~DHE

MFP & E(EH 1T, EHE DO X2 T AR =X DO FEZ AL TS
ZEERFET D, ZDTDI, WHEEFIIHAL VA TENLDORI Y — FEIC
MO TERESCUE N TELIHNHBFIN, TORENEL D, T O AR > L%
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ARECIH., B2 VT4 5HE F e OMIE =T, X7 x5BT, HE LRSI ST 57200
HO . BB T A0 DOLD . HANTHEEED EX 2T 4 F#t a2 EH 4 A0 0L DO ThHD,

431 +EXa)T4rEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

# 6 TR T,
£ 6: BEX=UT 1 XWIFEHRH
o | 3
w | N
@
O
5 % o [a] B [a)
o |2 |5 w | W o |w
Q| w|d i< |o|2 |22 |k
| N | w o [ < || 2 |2 o| o
N - = ©] (%)) = =z < > w L a
Nzl | nls|0|2|%|% x|z | FE
[ | x| ©| W O | oo | W | o s|2|g|2|a|Y
w23 5]l2| 3] I|> o | o| Qs = 2 T -4 < | D| Z2
= | 2| < | < || < || | wu o |l ElC | Q|lu|d || W | x| <
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ala|2|&|o|lo|lS|a|® |2 |alalul2|8lalb|lslald
o o o o (@] (@] o o (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING X
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L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
I, XERT A= =L 5L TR0 E BN, BT A = —Z T > T DRZE D ILEA~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNBOXFITEHZ LD, T.DOC.ALT (2R TED,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2L CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
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ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,
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T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
Do
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INHDOXRICHE v F 2 VT A RE L L Ci% 495 FDP_ACC.1(a). FDP_ACF.1(a), FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% K T 5Z& T O.DOC.NO_ALT #EHLTX5,

O.FUNC.NO_ALT FIA#E Va7 DSER#

O.FUNC.NO_ALT X, fI#E Y a7 i, ar A a—F =4 &bl HHNE, /A a2—HF—4

FR o TN EDFIHE D a7 ~DT 7B ZMERE S T2 NF L THESINLZLa < EF 20T

KRS THD, ZOEX2VT ARG HAEFEB T DL, TR REFEMTDHLERHD,

(1) FIREZE a7 ~OT7 7 AHHEREL TERTS
FDP_ACC.1(a)& FDP_ACF.1(a)I2 &> T, FIHFH a7 OHIBRIL, MFP & BH L 434 HH Va7 O
HIlBRHE IR A FF > — A F IR L TREAI 9700 A=/ 3= AP =T L AR HE Va7 DEIERE
FFAIL7eW, M, A TOE ORI H#E Va7 Ok ik, FIHE Va7 OFIBRIZT THho,
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)

3)

FIHE a7 OEZEICREBRT YV EFIHT5

FTP_ITC.1 (2L~ C, TOE 7’ LAN R H T8 728 HFE Va7 13 k#SND,

TR VT B IS

17 Ay a— =KL CRIBEZR B ECRTLAERL . BB teZ8, HIBR)IX, FMT_MSA.1(a)iZ
FoT, ENENOEEER R EORIAE T2 HTHIRL Td,

FHE a7 (A7 V=7 N)OEX 27 JBEICIE, FMT_MSA3@)ICE->T, FIHE Va7 24 L
7o, IR SIS,

INHDOR R E 2 X 2T BB Ti% 3% FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z ik § 52T O.FUNC.NO_ALT ZFEHLTED,

O.PROT.NO_ALT TSF R#EHROULRE

O.PROT.NO_ALT IZ, TSF B ROU L% BX 2T AP HERF CEX AR BT TS5 %27
SRR TFTETHD, ZOEX2V T4 RIK T EE2FBLT 21, TREORIREERTILERHS,

1)

)

3)

(4)

TSF PRFEE SO

FMT_MTD.1 {2k T /SR — R/ MR, 7 SAT —RIEHMEEE 0/ AL /R AT — R A S EF2S R
1y 7T I MEBRY A~ —FRE, vy T URNER] A2 H B B4, SIMIME FIIH#EEHR, L5741
H— EREZAE E— W — | IPsec X EMG M. BARAEE, BIE LA —btr 7 U MR,
WIM A —haZ 7R, e ON— Y —38RE 5 O E B4 MFP 48 BRE 720N SRl 375,

B EMERE D R E

FMT_SMF.1(ZX~ T, BX 27 HERRICRT L T ERE BRI I E S T D,

XI:I @ff%*fﬂi

FMT_SMR.1 (ZXo T, FrtEA R ORI HE LRI 2,

TSF Ri#EROEZF IR EET vV E2FHT5

FTP_ITC.1 |Z&> T, TOE %% LAN % H TiE%Z 15 3% TSF (REG HILIRES LD,

INHOXRICLE X2V T AR E L LAY 35 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23#/k 4 5Z&T O.PROT.NO_ALT #EH TED,

O.CONF.NO_DIS TSF &M DB R F#

O.CONF.NO_DIS iZ, TSF B#E MO "% | X2V T4 03 MR CEOR M HE LTI T2 8% 207
ARRITETHD, ZORF 2D T 4RI 2RI HITIE, FRROM KL I T 20 ER DD,

)

()

3)

TSF s i s & B

FMT_MTD.1 2k T, —FIHHE DT AL /RS20 — Rk T 2 HE4 MFP 45 L5 L 24 3% — i)
BT 5, A== P =Dl A R AT — RIS D EE A — S — XA P — (AT
%o MFP EHLH D1y AL /SAT —RIZxE T DEEAA— /S — S — L 45% MFP & BLE (23 AT
%o B R ZITX T 28 FAE MFP B BLE 727 T 3%, HDD K 5825 2 8:F4 MFP & Bl
EFIZEF 35,

B HRERE DR E

FMT_SMF.1 (2X>C, 27 BBk L T B B R 1 L S TN,

HEI DR E

FMT_SMR.1 (Z&- T, FtEa i O B 2 MR 972,
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(4) TSFBEEMOEZEIZHEERT v Va2 AT 5

FTP_ITC.1 (2L~ C, TOE %% LAN #H TE32{5 95 TSF FAE G HITIR#EINLD,
INHO R E X 2V T AR E L LAY §5H FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 4 5Z&T O.CONF.NO_DIS #EHL TED,

O.CONF.NO_ALT TSF ftBEROLLIxE
O.CONF.NO_ALT &, TSF FABIEMOUE L% BX 2T 4 D5 (ER CEARAE TSR 5%2)
TAKIKITETHD, ZOBF 2T 43R 2 RH T 51203, FTrRox kA2 LT 246 E R HD,
(1) TSF BEFHROE B
FMT_MTD.1 (2> T, —FIAEOar A2 AT — R334 #E2 MFP 8L &4 3% —F]
N HF 5, A== AW =D (L N AT =R D A — R — S — [ TFF A
5, MFP EHE Ol A2 /AT —RIZH T D8 EE A— /S — AP — L 3% MFP B BEE (27 A9
Bo Bt n 7\ T 1A MFP BB T2 ISR AT 3%, HDD W5 SO HT R IEE . MFP 4
HETHICE 5,
(2) EHREREDFRFE
FMT_SMF.12&- T, X 2T RIS L Tl B B B RE I3 2 S LT,
(3) HEIDFE
FMT_SMR.1 IZ&~> T, Rtz R ORI A H ZHEFF T2,
(4) TSF WEBEHMOEZEIZEHFEET v VERAT5
FTP_ITC.1 (2L~ C, TOE 2% LAN #:H Tk 1595 TSF B F T A#EIND,
INHDORRICHER X2V T ML Ci%Y4 9% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23k 52T 0.CONF.NO_ALT 2EHL TS,

O.USER.AUTHORIZED Ff#& DORPIFRIE

O.USER.AUTHORIZED 1%, 1IE%472F #7217 TOE OREREZFIH T 57200 DX 2T 4R —I1THE
STHIHEZEDORIRE T 5 X275 R I # ThD, BAE SRV EIIRY N —7 DI T A7 FPCH
5 TOE ZFIH T 52— FI 2 . MFP S HZE | K ONA— = S — |2 oW T, BRI O B
ERVBE DRGED X 2V T ARV —DBIBBETHD, ZOEF 2T 458G #ta2 LR 512, Fio
DX R ZEIETHLERDHD,

(1) TOE FIMANZAIHAE 270785+ 2
FIA_UID.1 & FIA_UAU.LIZE- T, BE SNV EFZ Ry NI —2 LD 7T 47Tk PC 55 TOE % Fl|
HALIDET2FITH LT BIFEREDM T D,

(2) FRAFRRAEA P LIZFI I TOE OFIHZEFFAT 95
FIA_ATD.1 £ FIA USB.1(ZL»> T, TOERSNTFHBEOREEFE~DT 7 EATEEZE SN,
PR FRAEIC AREY LR F T3 L BT B b,
FDP_ACC.1(b)& FDP_ACF.1(b)IZd&» T, #BIRRGEIZ AP L Te — A #F 12 52 Bz MFP 77
r—ar OFIAMERIZHES T, M — A HEIZ MFP 77V —a ORI ZTF A 15,

() vl AL AT —ROfiET & NEIZT 5
FIA_LUAU.7 IZ&o T FI—UFEBIET 4 — Ry LU TR R THIET, Y A 7 XAT —R D
RERG IR,
FIA SOS.1 12~ T, MFP EHLE R ET D/ S22 — R D/ ML, 73AT — RO SCF A H %
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7= SAT =R OBEREFF AT 528 TRI AL AT — R OHER & N 235,
FIA_AFL.1 [2&» T, RBFERZE —ERIEHR KLU FIHF I LT, —ERE TOE ~D7 7k A
ZEFATLIRUN,
4) vIAEAETKRTTS
FTA SSL.3 Ik~ T, uZ 1 REEDEIE L HDWNTIIZTAT b PC b4 — a7 o5,
TV B —=RITAN—FNIT 7V ARTAN = L EFROZEE TR CEERZFEORT A
WA TIN5,
(6) EX2VTBEOE
FMT_MSA.1(0)IZE-> T, —fxFIfE D0 s A 22— —4 LR FAREEE) AME MFP & HLE |28~ T
FRREA, BEREFERIIE, RIS L CRAEZFF AT L2 0,
FMT_MSA.3(b)I2&-> T, BEREFERIZ il fRA 72T 7 4+ /V MEIZER E T 5,
L7eD3oC, ZNHORIZHE X 2 U7 ABERE L CTi% 3% FDP_ACC.1(b), FDP_ACF.1(b).
FIA_UID.1, FIA UAU.1, FIA ATD.1, FIA_USB.1. FIA_UAU.7. FIA AFL.1, FIA SOS.1. FTA_SSL.3,
FMT_MSA.1(b). FMT_MSA.3(b)% 2% 3252 & T 0.USER.AUTHORIZED % EH T& 5,
72%., PP 5D SFR Package Téd 2600.2-SMI DEERE(F.SMI)iE, FDP_ACC.1(b)& FDP_ACF.1(b)
2o T, T BAREEI T2 TODBERED H THEHSNAREEE CTh D, LT223-> T, F.SMI 7 7 A
1% FDP_ACC.1(b)& FDP_ACF.1(b)IZ X5 T 7 AHIMNZ &b THEEL TS,

O.INTERFACE.MANAGED TOE IZ XA AL F T =— R G5
O.INTERFACE.MANAGED !X, TOE 23X a7 4RI —|(THeo THEA L X7 = — ADIEAZE BT
HILE AT HEX 2T AR E H#Ch D, 2R 2T 4k E A EBR T AL, FiokFEsHE
i DMENHD,
(1) #AE XTI LAN A2 X7 = — AR RTR & 2B FREET 5
FIA_UID.1 (2L~ T, BE SNV FT Ry NI —27 LD 7T ATk PC 225 TOE ZRIHLEH TS
B OB DM T, FIA_UAU.L ICE-> T, kB =R & ORI THS,
(2) BAIEARFIBHDNE LAN A2 F T 2—A~DEGiE HE TR T35
FTA_SSL.3 (2L~ T, —EMRFEHEE 2V HDHNE LAN A2 X7 2—ADBIER RN A I Y3
VERT TS,
() HE AL HT = — A~ DI IRE TG HRiiE
FPT_FDI_EXP.1 Lotoﬂse{’ﬁf\zw LAN A2 47 x—A it CZE LT —4%, TSFIZX
DIBMOMBEIELZ LAN, BEEEHRRDOIBETHZEEB1IET 5,
INLOXRICHER X2V T R L L Ti%4 9% FIA UID.1, FIA_UAU.1, FTA_SSL.3,
FPT_FDI_EXP.1 #4524 T O.INTERFACE.MANAGED % #E T&%,

O.SOFTWARE.VERIFIED Y7h7=7 #FE
O.SOFTWARE.VERIFIED (%, TOE I% TSF ®FE 72— % H CRGEE TED7120 DO F B ORI A IRFET 2
X 2VTARR T ThD, 20X 2T xR G2 EB T HITIX, TRRORRE LT 20ERH
Do
Q) BrT7Fzvr
FPT_TST.1 IZ&o T, EENREIZ MFP HlfHlY 7k =7 & FCU Hl#1Y 7 o =7 N EB DY 7 7 =7 T
BHZEEHERT D,

Copyright (c) 2016 RICOH COMPANY, LTD. All rights reserved.



Page 64 of 78

ORIV EreXa2 )T BB EMALEL TN T D FPT.TSTL 2 FERKT52L T
O.SOFTWARE.VERIFIED % %8 TX%,

O.AUDIT.LOGGED BEs#En/ iiéE
O.AUDIT.LOGGED 1, ¥ 27 4R EFEEZRFET A7 DI ERER 07 Ofigka L, IOICERRS O
S W% MFP B ZFF Al T 58X 2 U T A xR 78 Ch D, ZOtXa VT 45t R Tt EZ8 3 5121%, T
RLOX IR & F i T2 LD B D,
(1) ERusZekd s
FAU_GEN.1 X FAU_GEN.2 IZLo T, BRI RET REFREE AN G LT REFLORAEERF D
AR e EBIZFRER T D,
(2 EEnrER#ETD
FAU_STG.1 [ZE-o THEEARZIIBENLR#ESIVL, FAU_STGA (Lo THEARRZ 77 AL
WOIRRE CER T GO ERNPEAELTZG AT, FALAZ T O W ERe 7 ZHIBRL ., HiLwv
BE 28k 75,
(3) HEEAMEREA RIS
FAU_SAR.1 I2&-> T, MFP FELE PR CEA A TEERE/ 25 A 529121, FAU_SAR.2
IZE> T, MFP BEEE DA BN n 7 i A 2 & a2 2R 1R 375,
(4) EHETEDHEGIR AR
FPT_STM.1 [ZEo TR TEDZ A LAZ L TS, BE AR 7 1T EF R A L IEfMER
W A3 RREREND,
INHORRIC MBI X 2V TR ERE L Ti% 2 % FAU_GEN.1, FAU_GEN.2, FAU_STG.1,
FAU_STG.4, FAU_SAR.1, FAU_SAR.2, FPT_STM.1 #3524 T O.AUDIT.LOGGED %% Tx
%o

O.STORAGE.ENCRYPTED fRiBiEER 2L

O.STORAGE.ENCRYPTED (%, HDD (Z#EXiATeT —X &M 5L T DI EERAET DX 2T 15K 7
#HThD, _@tﬂh):mﬂ%ﬁf%aafﬁa%a: X, FRLOXI KA FEMET D UNERHD,
(1) BEEIZRE S HE AR T D
FCS_CKM.1 12k~ B BALD =D IR SN A S D,
(2) WEEIFEET5
FCS_COP.1 12Xk~ T, HDD IZ&/HEINDT — B b3, HDD O HE3ns T — X3 E &
IN5D,
() TSFF—4%EHTS
FMT_MTD.1 (2L~ C, B 58 MFP FHLH I C L > TE SN,
(4) EHHEREDORE
FMT_SMF.1 255 T, BX 2V 7 Rk L TR B8 BB RE 1 T EES L CTUD,
(5) 'TXDJOD%/:FL
FMT_SMR.1 (Z&- T, Ft e O B 2 MR 472
INHORICHE X2V T AR E L L Ci% 435 FCS_CKM.1, FCS_COP.1, FMT_MTD.1,
FMT_SMF.1, X' FMT_SMR.1 Z#j% 3 %2 & T O.STORAGE.ENCRYPTED # 3Bl T&%,
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6.3.3 {KEMEDIT

TOE & 2 U T AHERETL/FIC DT A ST TOIRTEHED TR R AaF 28 ITRT,

# 28:TOE X =V T 4 MEEEHFDEFESITRER

TOE &% =U7+« ERSW R ST OHFT ST DHT
BEREE M WL T i ARV
e KA
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 7L
FIA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_STG.4 FAU_STG.1 FAU_STG.1 7L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 7L
FCS_CKM.1 [FCS_CKM.2 7% FCS_COP.1 FCS_CKM.4
FCS_COP.1]
FCS_CKM.4
FCS_COP.1 [FDP_ITC.1 F7-i% FCS_CKM.1 FCS_CKM.4
FDP_ITC.2 £7-i%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) 7L
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) 7L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 7L
FMT_MSA.3(a) FMT_MSA.3(a)
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 72l
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 7L 72l 72l
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 72l
FIA_ ATD.1 7L 7L 7L
FIA_SOS.1 7L 7L 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA_UID.1 2L 7L 7L
FIA USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 7L
FMT_SMR.1 FMT_SMR.1
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TOE &¥%=U7 4 ERSW R ST DHT STDOHT
BRBEEI( WL T WL Ty van
IR RN
FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 7L
F72IL FDP_IFC.1] FMT SMR.1
FMT_SMR.1 EMT_SMF.1
FMT_SMF.1 -
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 7L
721X FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1 -
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.1(a) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 2L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 7L
FPT_STM.1 7L 2L 2L
FPT _TST.1 7L 2L 7L
FTA_SSL.3 7L 7L 7L
FTP_ITC.1 7L 7L 7L

PUFC AR FEDRS 2 SU TOVR TH TR WIR LA FLR 575,
FCS_CKM.4 ~DRFHERRE TR H

A& TOE @ HDD KEEA{LIZ AV G AR B-8EE, TOE OEMBIIAIC MEP &BRE N ERLT-14. FD
HDD (25t Tl Al FH SN D720 BIBRESNDZ L1372\, T~ T, BEHED S5 154 -G 54 e 5
OHREEMEIIARETH D,

6.3.4 X2 T«RIEEZHIEN

A TOE IR D MFP ThD, MFP [ E—i07e A 7 4 A TSN AZEAEL THY, A TOE I
SELIEARL VL EOBURRE ) A R OB H 1T EL T,

F72. TOE & #HOFH(ADV_TDS.1) X ik B 5L O IE YA R+ DIZ 43 Th b, SHIZ, TSF Z[alkEd
DI E T DI KBTI m OV RE N E RS, A BIOFHE ORI R4 TH D, Tebh,
— ) = — RV I B RE ) 2 R D BUREE D D DO BE A~ D RHL(AVA_VAN.2) T4 Th b,
F/-, TOE ZfkHi L CeX a7 IER 35720, 18 H B A% I3 WS 7= K e % K e S Tt &
(ALC_FLR2)IZE > THUNMEETHZLITEHETHD,

e T, MM Ea AN B BT DL A TOE 123§ DaHlifRiEL ~ /L% EAL2+ALC_FLR.2 73 % 4 T
HD,
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7 TOE Efyt#k

AET, TOE BHRITAEE X2V T AHEREI TR T, IDIZ, X2V T HEREIT xS T2 2V 7 (H4RE
BT LITRT,

7.1 BEEEMEE

EAHEEIL, TOE OFEHOFESR, RN T ACBETER(LLT, BEFERLS))Ous 2EEo
7ELTCRLERL ., kLR 2R CEX AN TR THI(ER /DL E 2 —)EEETH D, fLdkl
_mﬁﬂ7 i\ MFP ré’ﬂ%‘f; meﬂbkﬁﬂfsﬁé%ﬁjﬁ‘é

FAU_GEN.1, FAU_GEN.2

TOE 1%, # 29 | RTEEA FELIRANIC, # 30 I RTEA2ZEHH % TOE N HDD (234t T 5,
a7 E B, En s EE SE e E B RS, En 7 HE L, B itk oM 75
AT —ZIEE THY, HRInZH B IL, # 30 IR TEA S/ HH A ik DA F R AR
HEeEkT A,

FPT_STM.1
TOE |&, BEE&En 7 \Z5eek 35 B (A B)-RefE(FE0F0) % TOE DY AT ARFEH NG EG T 5,

FAU_SAR.1. FAU_SAR.2. FAU_STG.1

TOE 1. MFP & E N T 7B ALT-FE D WIM OEEICEEA 2/ OF H L OB EA= 2 —%FKRT 5,
MFP EHE NEE o7 O LE TOE IZfrd 5L, TOE TR0/ %7 AMEX TR I35,

FAU_STG.4
TOE 13, i ns 7 7 A/ v 7 2B FRE T D BIR AW B IS, e DA R 2 b OB
Au/IZ EHEETD,

# 29: BEEERY X b

BEAFESR
EL A RE D BR 4G
BT RRREDHRE T
7 A AFAEDO R &SR
w770 O Bl EfEER

# 25 FRRERE DO FLEE
A BRI ORE
F—ha T INCEAE I DT
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EEER

WIM DIF{E DI

7N — A

LERMA—VELE

Ky —27% 4T LT=HIk

Fw T =% LI= PC 77/ A

SCER R OFEM

SCEE IO HLER], #7rn—R, 777 255

L SCERAA—VEE | T H —EE)

SLEEROHIBR
£ 30: BEHE0JSAADU X b
o JIHH EHo/HE ~OREME B/ i s ES
FLROFR B A B HEIAEFED TOE DV | & 29ITFRTETOEENEHES
7 LHFEFOAE
FHROKT BB FERKTEO TOE OV A
:i%: 7 LRFEFOOE
jg DT B g O R 2
H | 77 N R EBEFEROFELERNE/ 2>
H 7=FI#E E7-13 TOE Ok
B R
(A1) EREESOBER(RSER
130
H1E 71 15 757 1E (IN/OUT) “WIM Did1{E
BIES IP TRLA BEEIP TRL R “WIM DI&E
T FINH —EE
Ry "I —Z &S LT=ER)
X NI =% LT PC 777 A
ﬁ g3t A— LT RL A T A— VLGOS | SCERMN A
=g HEA— LT R A
fﬁ Ty 77 MERERE R ay 77 UGy T D 7 T hO B b L fiFERR
H MiEBRZ BT D720 D1
i
TN E oy 77N RIE OR Q=S Ay ANl ) i S
JAva—Y—4
7T MERRSRT G E w27 7o MERRLUTZF A 7 T MO B AE LAFERR
DuagAra—P—4

(*1): EEAFELNTWIM OIBE DOKB OBEEIE, fEREL TRMERLET D,
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7.2

5k A1 ER B4 R

inl | FEREAEREIL, TOE %ﬂﬁﬁLiﬁk@‘é%bﬁ?ﬂﬂﬁﬁ%‘(MFP BEE | A== AP — | RO A
ME)THDHN %%Uﬁﬁ%i) B IS L7z 5 RBRIE T e B > TRREEL | 7F rI A SIS e B 7200
TOE ORI ZFF A4 o BEThH D,

FIA_UAU.1, FIA_UID.1:

TOE &, FIAHE N AN LI-ul A a—W—Z bual (L A0 — R Gl BIFRIEE 5, 72720, FI#EY
37 DS WIM O~V T OB AT LRIEOS IR, 72O WS bEF RO MR,
K OT 77 A543 O FAT XA FRAEE L72< T TOE ORI HEFF 35,

R DA SRV ETZIZ7TA T b PC 35 WIM 2R 458813, n/ (v a——gLnas X
AT —RE AT D00 EHEEFR AL, AIHER T A a—F =4 al AL RAT—RE AT 5%
CHiHZ R RUEET 5,

FIHEBE DTV A —=RTAN—FINIT 7 IV ARG A= LR T 255 1%, TOE 1Z&RTA/3—BFH
FINAN LTzl A a—HF—Zba (L RAT—REZ(57 5,
FIHEBNS AN Uz A a—F =203 — A HE . MFP EHE | 23X — /= AP =D 5|
TOE 1, FIAEN AN LIzar AL /32T —RE | TOE [ZPOBEESINTNDLRT AL/ AT — R —E 9
L ELEfERT D,

FIA_USB.1, FIA_ATD.1, FMT_SMR.1

TOE IZ. FIA_UAU.1, & T'FIA_UID.1 DG OFER | FEFEICEI LRI E % | fkal S v/ FI & e
(—HEFIRAE . MFP BB | HDHVITA—/ S P — )kLT TOE OFIHAFF T 5, =7 A KRIZHEID
BToONTHMAEEENL, 7 7O N2 ETHERF T 5, BEEICKRILTZ5E1X TOE ORI HEFFATLAR
v,

FTA SSL.3

TOE I3, %lﬁﬁ%b%ﬁéfﬁf\“ﬁwv Web 770 TV B —RITAN— K NT 7 I ARTA R —nbrn /AL
TWBAEGE . LU NIRRT b2z ens 7o %,

Tséf’lf/\ﬁ'\/vw%é\ BE SR T DB EDORE U7 RE 23, 8BSV A —br s 7w MR
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