MP 2554SP/3054SP/3554SP/4054SP/5054SP/6054SP
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec),
MP 2554SPG/3054SPG/3554SPG/4054SPG/5054SPG/6054SPG

(Ricoh/Savin/Lanier),
MP 4054ASP/5054ASP
(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP 2554SPJ/3054SPJ/3554SPJ (Ricoh)

X274 5—F v b

PERE: Rt 22—

fERZH 7 2015 4F 10 A 20 H

N—T g0 1.00
Portions of MP 2554SP/3054SP/3554SP/4054SP/5054SP/6054SP  (Ricoh/Savin/
Lanier/nashuatec/Rex-Rotary/Gestetner/infotec), MP 2554SPG/3054SPG/3554SPG/
4054SPG/5054SPG/6054SPG (Ricoh/Savin/Lanier), MP 4054ASP/5054ASP (Ricoh/
nashuatec/Rex-Rotary/Gestetner/infotec), MP 2554SPJ/3054SPJ/3554SPJ (Ricoh)
Security Target are reprinted with written permission from IEEE, 445 Hoes Lane,
Piscataway, New Jersey 08855, from U.S. Government Approved Protection Profile
- U.S. Government Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009), Copyright © 2010 IEEE. All rights reserved.

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 1 of 88

TR

ul
s
=

N—=Vav

SRR}

(F2%:)

1.00

2015-10-20

A= — | ABR

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 2 of 88

B &

L ST BT oottt eeteteeetesesetssesstssestssesatssesatssesessasassassasssssessssnassssnesensnsssssnessssness 7
1.1 ST B B .ottt eeerree s es et e s esesesesesaasesssesaseteeesasebeessaasesssasasesesssnntasesssasasssssrates 7
1.2 TIOE B eeiieeeeeeeeeeeeee et ee e s tes e s e besesesesesesesasaseessesasesesssasaseessasssesssesssasesssssasesssans 7
1.3 TOE BEEE ..ooeeeeeeeeeeeererererereeesesesesesasesestsesesesasesasesensessssessesaseossssssssesssesssasessessnsasssessse 8

SIS T B N ) O 11 R 8
1.8.2 T OE D T oo et e e et e e e e e e e et e e e eeaeeeeeseaeeeanans 8
1.8.3 TOE DB 3 o U T BB oo e e e e 10
1.4 TIOE BOIR . eeeeeeeeeeeeeeereeeesereeeseeesenesasesesteesssesesesasesaneeessaesnsesasesaseessssesseesesesessessnessnsen 11
1.4.1  TOE DOBIERFIEIIH oo oeeee oot e et e e e e e e e e e e e aesaeeeaesee e e e seeeeaeeeeesseneaas 11
L R v B N SRR 13
14,8 TR T T 2R e e ettt et aas 20
IO I D = 0 3E 7 S | 25 USROS URR USRS USSP 21

B B I 1 E o = SO S SO 21
1.4.4  TOE DG EREIBIIH o eeeee oot e et e e e e et e e e oo e et e e e e e e ee e eeeeaeeeeeaeesesaeeeseseeeeneans 22
LA A L. R BEE oo ettt e et et e e e enaans 22
1442, I o U T 0 BB oot e e 25
LoD A B oo e et e et et et e ettt ea et ea et ea e e et e eeeaaaans 26
ST D [ 1 < SOOI 26
1i4.5. 2. TS F T oot e e e e et e et e e e e et e et e e ae e e e e e e e e e eae e e e eeaeenaeens 27
Lo4.5.8. BB oot e e e et e e e et e e et e aaraeaaaaaas 27

1.5 BB cvveerereeererereresteestesaresaresantaeateaatesanesataanaaaateaareeateeaneeanteeasesateeanteanteensesenneenneeatann 27
0 T R N S N e Y 0 ¥ = = =SOSR UR SRS 27

D B T et eteeereresr e st e e ater et re s s ateaan e s et ranaasatenanesenarannaeatenenenenarsnneeantenns 31
2.1 GO BB T R oot eeeeee e eeee e e et eeeses e eeeseeessesasesasesasaessasesasesaseeasseesasesasesaseeesseesasesnsanane 31
2.2 PP o oot e et e e e e e et e e et e e ta et e e te s et e et aeaatasanesataartaesetaeasereaeaanaentean 31
2.3 R T T B et ee e e et e et e e rta e et e st e s e e anta et e et e s et eaatae st asaresaaeaanaennen 31
2.4 T TETERARBHEIL .o eeeeeeeee e et e et e e e e ertee s e es s esasesesaeesaeesasesareeasteesetesasesaraeennaennen 32

241 PP @D TOE FEBIE D BETERR oot e e e e e st e eeeeeaeene e 32
242 PPOEFXF2VT 4 fHL X2 T AR D BT e 32
243 PPOEXRZ YT tBEL DO BE TR e 33
G BT U T B E ZE e eeeeseseeeeeesesesesssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssasaes 35

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 3 of 88

3.1 T B oo e ee et ee e e e e e et e et eatee et ea—eateeataataaseaataaateataaateateaseaatestentaaataeaeasaeasennresnaeaseanann 35
3.2 R D 2 2 U T £ T8 e eeeeeeeeeeeeeee et e e e e e e e e e eesee et esesesseesseaseseseessesnsessesseassensannes 36
3.3 BB R ettt e e e e eeeseeesessesteesseaseeasessessaeataeseaseeasessesssensaeseaseeaseeasennsesaaeseanaan 36
A BT 2 T BT B oo e e e etee e e e eete e s s e s et e e e s s e straa st e e st sr et rensranaanatsaansanarsrasaen 38
4.1 TOE D o U T A T B oot e ee e et e e e et e e eeeeseeeeesesseseasesseesnsesnsenn 38
4.2 T BRI D I o U T £ R T B oot ee e e e et eee e e e e e et ee s e esesesesaeesnaensenn 39
B, 2.1 I BB oo ettt ettt ettt et et et e e e et et ee e 39
4.2, I T BR oottt a et e e e et e et e e aeearaa e 40

4.3 B 2 U T £ R TT BRI ..ottt e et e e e e e e eete s ee st aessaaseeesasasasssasnaessaasaan 41
431  BX U T R IR IR BIER TR oottt ettt ettt 41
VIR St Il a5 k2 =T OSSR 42

G B R T A R S P I B e eeeeeeeeeeeeeeeeeeeteee et ereeeteresesrassssaenssasaarasasarasssrsasassaassranssrananraras 46
5.1 NEA v 2 T 2 — ADHIR EN T2 BEHREREFPT_FDI_EXP) ... 46
B BT 2 Y T B o eeeeeeeeeeeeeeeeereetreere et eeeresere et e et r et e et aaaranraaraata e ta et aaatraaranransratantrantranraans 48
6.1 B2 e U T £ B B . eoeeeeeeeeeeeeee et e e e e e et e e ereeesteestaesateeareeetaeataeetesareeateeataenatesane 48
6.1.1 T T A B AU B0 o U T B A e e e e e e e e e e e e e e e s e e e eareeeeseaaaaans 48
6.1.2 T A S B T TN m N oottt 51
6.1.3 7 T A FDP: R T = AR oot 52
6.1.4 T A B A B & B I e e e e e e e e e e e e e e e e e eeeeeeaaeeeaaraeaeeeaaaaaas 56
RIS 3\ U I e e A = o PR 59
B.1.6 7 T A FPT:TSF DARZE oot e e e e e et e e e e s e e e et e eeseseeeseeeaens 64
6.1.7 7 T A FTAITOE T 7 T oot e e e et ee e s e e s e e e ees e e s ee e 65
6.1.8 7 T A FTP: BB R N R T T8IL oottt 65

6.2 B2 2 U T £ BB ceeeeeeeeeeereeeresesesesesesesseeseessesasesnsesssensessesasesnsessesseensessesssesasene 65
6.3 TR U T A EERRHL ..oeeeeeeeeeeeeereseeeeseeeereesseseseeeseessnsesssesessossssssssesesessseosssessssesnns 66
B.3. 1 B IE oot e ettt ettt et e e a et e et e e e et e e es et e e et et ereereneeaens 66
B.3.2  EIIE DD TE AL, oottt e et e et et et et et e e es et e et ee e et eeeaens 68
B.3.8 R TE T ettt ettt e et et e et e e e enaaas 73
6.3.4  TX 2 U T A ARTEELEARIL oo 75

T TOE BERTTFF ooeeeeeeeeeeeeeeeeeesesssresesesssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 76
7.1 B B .vee v eeeeeeeeeeereeeeeesesesesseseeenesasesasesasesaaetaenteasesase st et aeneaaneeasesasesnsenneenneennenrans 76
7.2 B AT BB ... e eeeeeeeereeesesseseeeseeesesasesaseseseseeasesasesasesssesssensesssessesasesnsesseensessesssesnsasnns 78

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



7.3

7.4

7.5

7.6

7.7

7.8

7.9

7.10

Page 4 of 88

SCET 7 B AR ...ttt 80
FU A BRBBERE .....ceceeeceeeecee et ettt b ettt ettt 82
R BT =T BREEBBEE oottt 82
BRI B BT TR ettt 83
BT — B REAE ettt 83
BE 2 U T A EIRBEER oottt 84
VT R TRRAEHEEE ..ottt 88
77 7 AERRITBIBERE ..ottt bbbttt 88

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 5 of 88

R
O WO =7o% 1) 25T 9
2 (O] =R A Ny - 3 TP 11
R N0 =T 3 1 TP 22
#—H
S R 2 R KON - SO 14
FZ 20 BEFERL 2 OOTT AL oottt ettt ettt 15
FE B0 BEFEI B DT AL L Rttt 16
FZ At BEFERL A OOTT AL oottt ettt 18
FE B BEFEIS DT AT L R oottt 20
FE B 1 T T 2 oottt ettt 21
S A= R TR 21
5 8 T B R 2R oottt ettt 26
S T L 1 1= TR 27
F2 10 AR ST BT DR IE D T EE oottt ettt n e 27
S N R e SR A e 5 < a1 SRR 41
FZ 121 BEAEIIZREEZRU AR oottt ettt ettt ettt ettt ettt 49
E I a2 oY) 70 ) B N 51
FE LA T I BARAEDI VAT oottt ettt ettt ettt 52
#£ 15 V7 VI ATV ROV T V2 A T2V ME DBERVEDYARE) oo, 52
% 16: FT VI AT VI RON T P2 ATV = I MO EAEDYAND) oo 52
- W R ANE L7 N i NS/ N e SR ) g =1 L T (- ) IR 53
F 18 CEEHREFAE T a7 OBMEZBIE T DBLHI(@). oo, 53
# 19 SCEBEREFIAE T 27 OBEZHIEIT2BIMOBIAT@) oo 54
e S N R AR N o B/ N g L X 1 (+) JO Y 55
# 21 :MFP 770/ = ay OBEZ R T DB oo 55
F 221 ARYRFHFEDZREETEZEDU AT oottt ettt ettt ettt ettt ettt e ettt n e eeas 56
Fe 231 FRFELRITIF DT 738 DOUAR (oot 56
# 24 FIRAEBOHERELRTHUEZR0220 R 2UT A JBHEDU AR e, 57
# 25 JBYEOEAIOBIEATFITET T DHIH oottt 59
# 26 X 2UTABPEDFIHERLENA) oveeeeeoeeeeeeeeeeeee e 59
# 271 BFX2UTAIBPEDFIHZIREND) oo s 60
F 28 TUANMEE EEECTEDTF AISIVIZARBIS IV (o, 61
T 29 i TSF T OV AR oottt ettt 62
% 30 LA D EFTE DU AR oottt ettt 63
7% 31:TOE B 2T AREAEEM(EAL2HALC_FLR.2) oot enaen s 65
F 32 BHaUT AR E TR EREREBEED BT ..o, 66
< 33 TOE B 2 U7 AR B DIRAFME T HTAE I oo 74
FE B4 BEATERDBU RN oottt ettt 76
2 357 BRI TH H DU AR oottt ettt ettt ettt 77

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



* 36
* 37
#* 38
# 39
* 40
* 41

Page 6 of

N 1) B e K= N oy y A A = OSSPSR
s R DERESCET 7B ARIEIL = IL oottt
S TOE DB T DI LIRS oottt
D BT HRFEDTD DBEBHRVEDY AT oottt
CTSF B TR DR BE oottt sttt
D CET v AHE SFP Dt 2 )T A BIEFFHIAIHEDOUAR e

88

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 7 of 88

1 ST sk

AREETIL, ST &2, TOE &R, TOE #E%, K O TOE ek iZ oW TRl 35,

1.1 STSE

ST O#AMERZELL TR,

ZARIV: MP 2554SP/3054SP/3554SP/4054SP/5054SP/6054SP
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec),
MP 2554SPG/3054SPG/3554SPG/4054SPG/5054SPG/6054SPG (Ricoh/Savin/Lanier),
MP 4054ASP/5054ASP (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP 2554SPJ/3054SPJ/3554SPJ (Ricoh)
X VT 4H—F b

N—=rr 1.00

fERL A A 20154210 H 20 H

TR A&t a—

1.2 TOES8MHR

TOE D! #a LU F IR,

TOE 4 %r:  MP 2554SP/3054SP/3554SP/4054SP/5054SP/6054SP
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec),
MP 2554SPG/3054SPG/3554SPG/4054SPG/5054SPG/6054SPG (Ricoh/Savin/Lanier),
MP 4054ASP/5054ASP (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP 2554SPJ/3054SPJ/3554SPJ (Ricoh)

N—gr: E-1.02

TOE f@nll: TV NVEEHELT . MFP L59)

X5 MFP: TOE 13, H B/ 0 2L & (ADF) (i i 7 s B B SCHR), B BJEURR 150 2415 (ADF) (1 i [F]F

e AED), JFREA N — DWW g EEE L TD MFP,

H B R 251 24 & (ADF) (i i i fe B D SCiR) . B B JRURR 050 2 1 (ADF) (1 i [1] IRp v /4 B
D), JZFE A S — DWW a5 TED MFP

Ricoh MP 4054SP. Ricoh MP 4054SPG. Ricoh MP 4054ASP.

Ricoh MP 5054SP. Ricoh MP 5054SPG. Ricoh MP 5054ASP.

Ricoh MP 6054SP. Ricoh MP 6054SPG,

Savin MP 4054SP. Savin MP 4054SPG,

Savin MP 5054SP, Savin MP 5054SPG, Savin MP 6054SP. Savin MP 6054SPG,

Lanier MP 4054SP. Lanier MP 4054 SPG,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 8 of 88

Lanier MP 5054SP. Lanier MP 5054 SPG, Lanier MP 6054SP. Lanier MP 6054 SPG,
nashuatec MP 4054SP . nashuatec MP 4054ASP.

nashuatec MP 5054SP . nashuatec MP 5054ASP. nashuatec MP 6054SP.

Rex-Rotary MP 4054SP, Rex-Rotary MP 4054ASP

Rex-Rotary MP 5054SP, Rex-Rotary MP 5054ASP., Rex-Rotary MP 6054SP .
Gestetner MP 4054SP, Gestetner MP 4054ASP,

Gestetner MP 5054SP, Gestetner MP 5054ASP, Gestetner MP 6054SP

infotec MP 4054SP, infotec MP 4054ASP,

infotec MP 5054SP. infotec MP 5054ASP. infotec MP 6054SP

I B SRR 2250 (1 1 i s B SR, SRR R — DWW A 35 TE D MFP
Ricoh MP 2554SP. Ricoh MP 2554SPG, Ricoh MP 2554SPJ,

Ricoh MP 3054SP. Ricoh MP 3054SPG, Ricoh MP 3054SPJ,

Ricoh MP 3554SP . Ricoh MP 3554SPG, Ricoh MP 3554SPJ,

Savin MP 2554SP. Savin MP 2554SPG, Savin MP 3054SP. Savin MP 3054SPG,
Savin MP 3554SP. Savin MP 3554SPG,

Lanier MP 2554SP. Lanier MP 2554 SPG, Lanier MP 3054SP, Lanier MP 3054 SPG,
Lanier MP 3554SP. Lanier MP 3554 SPG,

nashuatec MP 2554SP . nashuatec MP 3054SP . nashuatec MP 3554SP,

Rex-Rotary MP 2554SP ., Rex-Rotary MP 3054SP, Rex-Rotary MP 3554SP
Gestetner MP 2554SP . Gestetner MP 3054SP ., Gestetner MP 3554SP,

infotec MP 2554SP . infotec MP 3054SP. infotec MP 3554SP,

2z [Fax Option Type M12 | 2 #4# L 7= MFP,

CCRBAEAMELTHALTZWE BT, TOELE X LA ITKET 2L,

1.3 TOE &

ARETIX, A TOE OFER], TOE Offi )71, TOE O T3t 2 U7 (HEREA IR D,

1.3.1 TOE &5l

AR TOE 3. 1T H5ThHd MFP T, F¥ oAU N A S EHE. 1T 50 ThHA,

1.3.2 TOE MEAAX

TOE OF M BREFZ X~ L T, i IEE MRS D,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 9 of 88

AV H—Fh
BRI T —2)

LAN (TCP/IP)

\
i

SRR FE
P
TN HE—RT A=
= s TP TARTA R
R ARl > *Web 7774

X 1:TOE OF|HERE

TOE i, ¥ 1R IHca—h )7 %y hT—27(LLF, LAN £59)E BRI 286 LT 95,
R 1X TOE 2Mi 2 58 E/ X 3 b, F7213 LAN 2L GlRIE 52812k ->T TOE 28 /ET5ZL8 T
X%, LLFIZ, TOE ThbH MFP & TOE LIS D AN—RT 7 V7RI =TI OWTIREH T 5,

MFP

TOE THY., MFP KIKiIA 7 4 A LAN I[ZHe AL, R B IIARMREAE SRV BLL T OB FIEECTH
éo

MFP ARl 7% &
S RIS/ P S i AL i O SANEY/S ST
HRCSCEOHR 7 77 ZA25(5 « Ko N — 73515 - HIBR

F7-, TOE I XFEFHEMR AW CZAE LB A CELL TEBTHIENTED,

LAN
TOE O BERE THHASND R —7,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 10 of 88

AT PC
LAN |28t 9528128~ T, TOE 7747 L CTEMEL, FIIRE X, 7747 >k PC 5 MFP 2VE
—MEETHZENTED, LLTIZ, 7747 F PC IO TEDYE—MELR T,
ITAT N PCIZAV AN—/V LTz Web 7 ZTH718 MFP O FE#% &
5Tk PCITA L A= L LT= Web 750 )b & fl S =4
ITAT N PCIZA YV AN—= N L Te TV A —RTA =D L E A R E T I X
ITAT N PCITAV AN—= N L Te T 7 VAR T AN =IO L EEEREEIL7 7 7 A EE

FEREEIRR
IRT 7 I ALIEZAR T DT D ARIERR AT,

T7AT 4 —)V
A B —=F I NNSF T 4 AN D NI — I BB A [ 14 D7 DR,

FTP ¥—/"—
TOE O EE FTP — =7 3 VW Z —RET DA RSN — 13—,

SMB H—/8—
TOE ®3E% SMB $— —|Z7 /WA —FEETHESIC FHINS Y — 3 —,

SMTP H—/,3—
TOE NE T A—NERETHLEIC, FHEINE T —/—,

%ﬁﬁwuﬂ'ﬁ'—/‘\‘_
TOE DOFIHFEZ Windows F27iE(Kerberos #3GiE 7 20) TRl FRGELZ T 5 —/N—THY | SMHBERFET—
e nEjiJ‘“C iﬁﬁ‘j‘é%é\f_ ‘J—Jé\gkiﬁé TOE i LAN %j[\bfﬂ‘ Buu nE‘H_‘_‘/\“—& Eﬁ'f# H&%Ijuun
T2,

133 TOEMDEELEFxa1' T Bk

TOE (%, 3(#E% TOE WIZEH., HDHWE LAN [T L7 1T B3 S UEAEZ(ET 5, TOE IZZhbHm
LEOHEMETEAE ré%f%nm“émb\ PLRICRR T E07% X 2V T A REZ 0 2 D,

B A RE

I R REE HE

SCET 7w A e
I H A ] FRA RE

o N — IR RE
FRATAG HiH E R RE
HEET — AR

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 11 of 88

XU T PR HE
ANTEYE % T
7 77 A[RIRR Sy B RE

1.4 TOE gk

ARFETIX, TOE OWELRIFEDH, A2 A FIAH E#, TOE OimEHIHFIIH, REE PEOE 2R~
Do

1.41 TOE O¥IBREEE

TOE OWBRRIEHIL, X 2 IR T IO L=y =V a=yh T/ Raria—Ja=y
k., 2 ha—Z73R—K, HDD, Ic Hdd, %y hIV—2 ==y b USBHR—bF, X NSD I —KRRav O/ N—K =
T NSRS ILD MFP THhD,

| qms | [ smez | | mxz | | =zog |

2 -

TOE
v v
AR v IUSUITwh
A=y AFpF— T R— |
=5y oo 79X _
1 1k S L | I e e
R — T R — A=
| | |
avkO—>Hh—k
Flash
Oty RAM NVRAM Ic Key Rca)SM

LAN

2: TOE D — Rv = THERR

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 12 of 88

avha—FHR—F
7rt ¥, RAM, NVRAM, Ic Key, FlashROM 73#i~7=7 /3 A, 2 b —FR—Ri%, MFP Z4#5%4
L=y b VT SA AL MFP Z il T 272D D& 2525 T %, MFP Z il 4 2720 DI, 2 b
2—IR—RZHD MFP §ilfHlY 7 oy = 7 SB35, DL Il FLd 35,
-7ty
MFP BIEIC 31T D B AR 22 il R 2 36 2700 8K T o 7,
- RAM
KVER R 0D 44 15 SO0 FE A R e K O MG ALERR | — BRIV ER I A i A E&E T D720 D
TEERE L L CRI RS DS PEAEY,
NVRAM
MFP OENEZTE T 5 TSF G HRARE SV A I AT,
- Ic Key
B WA R, B B4 OHEERL O X 2T AT T, WEBICATV 2 REFL, T3
AT IRR L2 B 44 /L — MR A R L CUVD,
- FlashROM
TOE %4375 MFP HllfHlY 7~ =7 I8A LV AR— /L EFL T DRI IEAEY,

BUEARFR NV 2= MNEARE, BB RRNVEED)
TOE ([ZHEOfHT BT, RIHE AL 27 = —AERERFF DT /XA AT, /N—KF—_ LED, #vF /337
MR T AAT VAL, 2O LT D E S OVHEIAR — R TR S D, BB/ SRV —F
WU, BB RSB 7 3T =T DBIA L AR — L ENTND, BE SRV 7 v = 7 OBMEIZLL T O
2 D ThA,
1. N—FRF—H T KT A ATV ANLOBRIE R RE T ba—F R — R (ZHR%
T5,
2. arha—IR—RDOFERIERIZEY LED O SATIEAT HAWNIZ Y TF SV BIR ST 4
ATV A~A =V RRET D,

TV =yh
ML ELZFIADLTZDDT RARTHLAX YT —2oPr  MCELZEIRILYEE 57 A A THL TV
H—xo Vv VIR — R BRE RSN D, = DU — R, = DY T Ry 2 7R
AV A= LENTND, UV UHIEY 7 T 2T AF Y = DRV H T VU DR g R
VR —FR—RIZHELF . HDHVE MFP §lf#Y 7 by =7 Of R a5 LA v —o o VR0 A —
VUV EBIESE S,

Ty Aar kr—F2=yhFCU)
T MEREA R D E R ERREEEGL, G3 B T 7 7/ ZIEE LT 7 7V ADEZ G+ H 2=k, 2 b
01— —R& FCU OfHIFRDIEZAE, 777 AL EDEZE T 5, FCU 121X FCU HlH#lY 7 =T
DALV AN—LESFL TS,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 13 of 88

HDD

RBEATV CTHDLN—RTAAIRTGAT, LES—EFHE O A a—F—4 —FKFHZE DO
TALIRAT —RIMREE ST TND,

Ic Hdd
T — X DG SAUIE SR RE R L L2 AR THY, HDD K 5{bAa LT 5720 OREREZFFo,

Fy I —Fa=yh
Ethernet(100BASE-TX/10BASE-T)& # 7R —hL7= LAN FIOAE A 27 = —2,

USB R—Fk
IIA4T L RPCONGEFEL THIRIZITOW AT, TOE L2547 FPC AR T AN A L Z T =— R, iR E
BRI RER LR EET 5,

SD —RRevh
SD A —RAEY T, HAZ~— -2 =T HEFIHE ARG5S,
WAL — =T D SD H—RAay I, AL~ — =T ) TOE DR BRI 580
T, TOE OEHFIIH A= HOFHT 54 SD I—RDOHLAFUT TERY,
FIFAZEHD SD #—KAry NI, FIHAZED SD H—FNOLEEZFRIT D720 HNWDLOTHD, i%E
BRI R AR IR e &5,

142 HAFVR

AR TOE DOHAX U ALEINL, [FE5EI-1]. [FRER-2]. [BEERR-3]. [FE5EI-41 % O\[FRER-5] D A4
VAT RRHY WG U K O SIS T T D H AL L AD By M5, HAZ AT
TOE ZAf k9 2RI CE TSNS, L TFICHAZ L A ey MEDH AL L AL EE R BINOR T,
[FERERR-1]

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



=z L BER1OTAF R

Page 14 of 88

TOE %
AL DB

BELDOHAF L ALE

MFP

MP 2554/3054/3554/4054/5054/6054 series
Read This First D202-7008

Notes for Using This Machine Safely D202-7051
SOFTWARE LICENSE AGREEMENT D193-7658
NOTICE TO USERS D193-7659

Notes for Users D202-7058C

About This Machine D202-7471

Copy/Document Server D202-7472

Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476

Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479

PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




= 2 BKER2DTAF R

Page 15 of 88

TOE %
AL DB

BELDOHAF L ALE

MFP

MP 2554/3054/3554/4054/5054/6054 series
Read This First D202-7008

Notes for Using This Machine Safely D202-7051
SOFTWARE LICENSE AGREEMENT D193-7658
NOTICE TO USERS D193-7659

Notes for Users D202-7058C

About This Machine D202-7471

Copy/Document Server D202-7472

Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476

Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479

PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 16 of 88

#F 3 BFBRIDHFAF R

TOE %
AL DB

BELDOHAF L ALE

MFP

MP 2554/3054/3554

MP 2554/3054/3554/4054/5054/6054 series
Read This First D202-7007

Notes for Using This Machine Safely D202-7360
Safety Information A232-8561A

SOFTWARE LICENSE AGREEMENT D193-7657
NOTICE TO USERS D193-7659

Notes for Users D202-7365A

About This Machine D202-7471

Copy/Document Server D202-7472

Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476

Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479

PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 17 of 88

MP 4054/5054/6054

MP 2554/3054/3554/4054/5054/6054 series
Read This First D202-7007

Notes for Using This Machine Safely D202-7051
Safety Information A232-8561A

SOFTWARE LICENSE AGREEMENT D193-7658
NOTICE TO USERS D193-7659

Notes for Users D202-7352A

CE Marking Traceability Information
(For EU Countries Only) M109-8615

About This Machine D202-7471
Copy/Document Server D202-7472
Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476
Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479
PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

[SREhR-4]

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




R4 BEBEBIRIADOTAFX LA

Page 18 of 88

TOE %
AL DB

BELDOHAF L ALE

MFP

MP 2554/3054/3554

MP 2554/3054/3554/4054/5054/6054 series
Read This First D202-7089

Notes for Using This Machine Safely D237-7560
SOFTWARE LICENSE AGREEMENT D193-7657
NOTICE TO USERS D193-7659

Notes for Users D202-7361A

About This Machine D202-7471

Copy/Document Server D202-7472

Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476

Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479

PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 19 of 88

MP 4054/5054/6054

MP 2554/3054/3554/4054/5054/6054 series
Read This First D202-7009

Notes for Using This Machine Safely D202-7150
SOFTWARE LICENSE AGREEMENT D193-7658
NOTICE TO USERS D193-7659

Notes for Users D202-7058C

About This Machine D202-7471

Copy/Document Server D202-7472

Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476

Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479

PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 20 of 88

#F 5 BmEBRESDIFAF R

TOE % BELDOHAF L ALE
BT R
MFP MP 2554/3054/3554/4054/5054/6054 series

Read This First D202-7009

Notes for Using This Machine Safely D202-7150
SOFTWARE LICENSE AGREEMENT D193-7658
NOTICE TO USERS D193-7659

Notes for Users D202-7058C

About This Machine D202-7471

Copy/Document Server D202-7472

Fax D202-7473

Print D202-7474

Scan D202-7475

Troubleshooting D202-7476

Connecting the Machine/System Settings D202-7477
Security Guide D202-7478

Extended Feature Settings D193-7479

PostScript 3 D202-7480

Appendix D202-7481

MP 2554/3054/3554/4054/5054/6054 series
User Guide D202-7482

Operating Instructions
Driver Installation Guide D202-7483

About Open Source Software License D202-7464

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 D202-7078

Notes on Security Functions D176-7593
Help 83NHCWENZ1.10 v170

1.43 FHAEES

TOE |ZBS#E 3 2RI HE EFHE T D, TOE IZEADDBIG AW EL TIL, il B TOE 2R 28%E L
ENLSNDOBMRE Ny D, LT CIRE RN RBIRE L2 DA ORRE L L CGRIFT 5,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




1.4.3.1.

EERFIRE

Page 21 of 88

A ST THGHLIZ"FIHAE "L LS AT, ZOBEERFMEZS T, ERERFAE T, — BRI L O
HEDRDD, ZNODEARIIFIHE DOEREZLL FORITIRT (£ 6),

* 6: FIAZEEE
FIFEEH B!
TOE Offi iz alSn-FIf#E, ar/ Ay a—F—Laft G, o —FEE.
— R T 7Y ARERE . AN v —HERE . TV —HERE . R 2 AL NR w7 AR RE O FI
INTED,
— TOE OEMAZFRISN-FIHE, —RRRE I a—F—L %535
a 78 DR BT HATO,

EHFIL, TOEFEAZ HIEL CREESNIFIHEZ DO LEST R, TOEENL > TA—/S— (=L
MFP EHEZ 23T DD, MFP BB 1T K 4 NETHEFEET, SRMIC = — — MR, Bas
EWHELHEIR, v b — 7 HUEIR, CEREHMEREFFOZENTED, LI > THE D MFP FHE CF
HMERRZ /31T D2 LG A HETHDAN, A ST T"MFP BHE "L L SHA T T R COFEMEIREFF> MFP
BHELESTEETH(FE T),

® 7. FHERE K

EHETER EIRHERR L
S S MFP S5 HF Dy AL /AT — R &t 2§ 5 e[
2RO,
s — A 2 B D B RR, — R
— A
R B BRI E BT 52 L1 T,
Fv NI —2 %R MFP ORSERENMEZ R ET S
PRARE BEHER BRIMEIR, BRI BT O ER A BIET 2L
MEP & B 2 NTED, a7 ORENTXS,
R LAN DR EZIILH Ry T — 7% B TEHMHE
AR =7 ERER B, kD — RN B BB TR,
HELECEHTOHR, EEXEOT 7 E2E
E=ya
S FEHERR BB LIRS,
1.4.3.2. FHERRAZE
MFP EHELE

MFP & BT LiX. TOE 2FIH T 24k T TOE OEIAEZ LT 2T A FFoTeHEDLE S

90

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 22 of 88

ARG — TV =T
HAG— 2 V=T 1%, TOE ORSFEILTHMMICHTEL, TOE OFRE, By b7y RFE2T5E
2&%50

1.4.4 TOE QiwEMEEE

AT, AR B 2 U T A REIZ DWW CREIR 975,

? ¥ 9

g .. - J,?f@@m WebT 54 Web TS5
— Y, T ARSI — T
o i | ook —o BN
2 —_———
] nﬂg i Web Image Monitortg&E
%%EE??EE ig‘?' I — — — — ——
H—ri= /[\ R ? R p S s A —
? | sniE GV REY— REOBSE. ARRIEY— —TRkiERER) |
)
T | T |
FTP*/‘\‘~ g‘: I I I I I
@ | i |
— = e —t VY
] L2 i o | EBigh: |
SMBY—/§— | || |I7a|| !| ¥ 1 ]
" N | = | X1 T EEHEE |
H | <! il 5 z || || | 'T' | |_ |
8 *& *& J | .........
- HHE R o —
|. al, _||. _|| —_ |. r bommm--
: ._..I
77X g Ik T L. BXRE
- | :ti?@txﬁmﬁum |
BT v
o ———rr BEmE (Ao TEns. & | — T
| T sREER | HiA < R ABAIENS)

7 N

L___ CER®MHEE

X 3: TOE D&

1.4.41. AR
PATIC, AR RE O B A FTR 5,

o —HSRE
o —HEREIE. R B ICLD B E SRV EDBEIC L > T CEAE AR v L Tt il 72l & #H 5
Fll 2808 Ch D, G T DmGIL, FIHEDNEGREOREELTHIENTED, £z, EEHINTS
WG A [E R, X2 AV MRy 7 ALELL T HDD ~EfEd 22803 TES,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 23 of 88

TV B —HERE
TV —BEBEIL, TOE 23777 Ak PC DT VA —RTAN—G 5 LT CEAEIREZIXEHET5
REREL . R A DERE SRV B DT TAT b PC 735 TOE (ZEFEL TWASCEZ IR, BB 2HERE
Thb,
ITAT N PC DTV H—=RITAN—=INHD%AE
TOE 137747 b PC DTV H—RITAN—=ELEEZFT 5, SCET, FIHERT I
—RIAN—TEIRLIZEIRITIEN G END, HIRIFEICE, BEEER], RX oA MRy 7 2%
T, FEEEFRI, ERAFE R, SREFEDRI, & OSKUHIR2 95,
FIRI T S ERZEIROSE1%, TOE 2332 5 L= 3CEE FMRICHIRI 5, SCE T TOE &S
N,
FIRI T IER R 2 A MRy 7 AE RO A 1X, ZIELTELEERF 2 AV MRy /AL ELLT
HDD (&9 %,
FIRI 7 5SS ERI . PRAFEDRIL, BREFENRI, X OSRULEIRIOSG A1, ZE L EE TV H
—3#ELL T HDD (2T 5, B85 FIRICIIREEE FNRA O SAD —R 2 32528, ZAUdaF
DG ThH 2,
BB RV EDEAE
TOE 1%, FIAF L DEAE SN DOEEIZHEN, TV X —CEEHIREITHIBR T 528
NTED,
ITAT ok PC MHD#ERE
TOE L. FIRFIZLDZFAT L RPCOLDBAEILHE Y, TV & — CEA IR EI I THIR T 52
ENRTED,
TOE 2L 7V 2 — L EDOHIFR
TOE 2857V —3CEOHIBRIL, FIRIGEICE > TR, $EEIR, R FTRI, & O%L
EIR D7V 2 — 30 E 1, EIRFE T 410 TOE MR T2, IRAFEIRI O 7V 2 —3e3E %, FIRI
BT HRbHEIBRS LRV,
MRHB L AN AZ RS THRED TV Z =R IA =2 BH DITAT > h PCITA Y AR—/LL
THIHT 5,

A& —HRE
A —HERE I, R D E SR D ET D2 L2 Lo T MIE A AT v LT SMB $—/3—
FTP #— 33— KON TAT N PC TG - RIF CEHEAE TH D, HOUEA A v LI- 1L, TOE N
ICEFEL ClE, EE -HIBRT 2L TED,
LEOEE FIEIZIE, 7ANVE —EE | CERMA—LVEE KONURL TRV AA—VEE DB D,
T AN —IEE IR MFPEEE 3T TOE L8R T 5 X 27 R21B(E N ArRe e — N\ —1ZhHIEE 7
AN =KL TOBITZ D, LERM A=V EEFELE URL TRLVAA—/LIE(EIL, MFP FELE N T
TOE 2T HEF 27 7285 WAl RE/R A— L — /N — L A— LT R A2 L T HITZ 5, URL TR
AR VIR CEEENTB A AN EZIT AT A#E L AX v —LEEITAT U FPC~F U n
—R$2ZLnTED,

77 AHRE

777 AEREIL, FEREFR R T G3 BUKIZHEILL 727 7 7 ZDEHli R THY , 7 77 AsfERkREE 7
7Y AZARHEREN D72 D,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 24 of 88

T ALIGHEREIL, HCCE I TA T h PC OB LEOMEHE CEEL THERT 77 AL E (2%
[ETDHERETH D, 777 ADEELILT T TOE IZBEENT-BiEE BT 7V AR ETHI L&
A5, 777 ARETHLEIL, TOE NICERL TRLZENTES, TNET7 7/ AERBRELS V., &
LT CEE T 77 AR ELEES D,

T 7 ARG CEIL, BB ST 7 ZRE L FIRLL BIBR, 7402 — iR ME M OSCEIRS A— VIR
THIENMTED, VTAT LV IPCOLT 7 7 ARG T AL AL, HAX LV ATIRET D7 7 VARTA N —%0
FGAT I PCIZA VA= LT HVLENH S,

TP ARG TDEIL, T 77 ARIEORERA BT A—/L T MFP EHE N T TOE I28 4§k T HA—/L TR
VAZHETDIELTED, ZNET 77 ARG RA—NMRREL B D, 77 7 AEETHHIE, 777 Ad%
15 30EE CERMA—VEET MFP EHE N T TOE 18T DALV TRLAIZEETHIELT
x5, TAHNE —EEDREF S —/N—L, TOE LbFaT7lE T — —% MFP EHE N T %
LT, FIAF L. MFP B HE NG L= — R — D HEMNDEE LA BIN LTI NAE — L (ET 5,

T 7 I AZAZHRBEIX, SN T 7 7 A D E G E N L TR LI CEE TOE NICEMT2HiETh D,
TOE WICERELTIZ CEIX, BIE SR AHDNTZTAT R PCOLHIRI, HIFRT 52 EMNTED, TOENIC
BRI CERITAT RN PC I a0 —RE AL TXD,

K2 A MRy 7 AHEEE
RF 2 ARy 7 ZBEREIL. B DRIE SR ETT AT 2k PC 535 TOE WICERL TV D CEAHE
THMEBETH D,

BAESNVINBIE, RFR2 ARy 7 ALEDOERE, B, X OHIBRE, 7727 2545 SLEOHIM L H RS
TXD,

ITAT VRPCHDIE, R 2 A NRy 7 ASLEDOHIRIEHIER, 77 7 ARE LEDT 77 235 HIR, 27
va—R, KOHIER, A% v —EOTHNVE —iEE | CERMA—IVIEE, ¥Ura—R KOHIBRE
THILNTES,

B
EHREHEIL. MFP 42RO BNMERRIZO D DD HIEHFERE CTh D, & BEHSBE X B E XNV BHDNNITTAT
VR PC OIRETHIEN TS,

PREFHSBE
PREFHERE I TR B P F D PRSP — B R AL A ST 3 D BE C | JRRIBEIT D 7= DT AR~ — V=
T R SRS ERET D, ZOMREII N AL~ — 2D =T OB IMEFRF T HF B IV EM T 53,
MFP & HLE DMESTHRER I T IE R E A2 BATEE L ICL QWD AT, DAX v — 2 V=T 132 DR RE
ERIATHZEITTER N,
A ST TIIRSTHERERB I TR LR EEBATEAIEIZL QWO BIRRE TOE 2 3l P &5,

Web Image Monitor #8E
Web Image Monitor #$8E(LA T, WIM £E9)i%, TOE ORI #3774 7k PC 25 TOE %V —MifE
T HIDDORERE TH D, MFP FELHF 1L, BEiL7- MFP OEME SRV O A R THIENTED,
AHEREA I T 572X, 74T PC IZHAX LV AIHES THRED Web 777 A A Ah—/L L,
TOE &1 LAN #R I CHEfE T2 B B D,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 25 of 88

1442, ®xaFHE
BT, =) 7 iR fEi T 5.

B R
BEAHEREIL, TOE O HHOF G, L EF 2 V7 AIZBE T HRUL T, EREFRLSI)DOrs AR D
JLUTCEEL, L LI-EA /% R CEAE N CTRIEIIMAETH S, LA/ 1T, MFP
BHHEICHEHL, BIBROBIELZTF 45, BEdnZ oFH L., HIFRERET WIM 2R 8L TEE4
5,

% PR A% RE
R FRREMEBE S, TOE %%Uﬂ%botom“é%‘bx TOE OFF RIFIHE CThOEMFEL ., TOE OFF nlFllHE
THAZED R TEI-A1C TOE ORI 2 ]+ A4 EE TH D,

FIHZE L, Ts.a{’ﬁ/%/v&;éb\iz/m 7% LT TOE ZFHTHZLENTED, Ry b —I% LT

TOE OFIAIZIX, Web 7T MH0F|H, 7V X2 —RTAR— [T 77 ARTAN—InHOF 1365,

BE SRV FE Web 7 I B RIALIOE T2 ICHL T, oA a— =4 ns A /AT

—RZANSE, —FIHFE MFP FHE | HONIA— =AW —THDHZEERFET D,

TV —=RTAN—T 7 JARTGANR =BTV 2 —HERe 7 7 7 A BEZ R L LO LT AF 1Tk LTl

TVB—RTAN—T 7 JARTA N =G T IR A a—F =4 a2 /XA —RT— Ex%lJﬁH

FHCTHHZEEMGET D,

*ﬁxﬂﬁﬁ%@ﬁnﬁﬁ{f 1%, AREFREELAM BRI — N —FREEAHY . MFP FELE N TORETDHH
mfm“é MFP & BEE L A— R — A —DFRFEIL ARFRREZ T Th D,

ZM%% JiE, vl A AT =R AN & T DRI NAT =R X I— P CERTIHRAT 4 — R w7 H

UZ@T%:EFA% BEDR G END, SIHIT, RIRRFEIZB-Tdny 7 TUMERR L 7 AL /AT —R O VB & #

T 5720, MFP & BEE N T O HIR U 72/ S AT — R O f5e/ Mt S & B FH O SCFRE O St i 7= LTz 7 S A

U —RT2T 28 8T O RE D ABRRE I £ D,

XET 7 B RE
ET 7B ARG R RE TRRAES /- TOE OFF AlFI I 26 LT, £ ORI HE D&
iﬂ“bfﬁi%ﬂf:*@& FITFIRE B G ADNIHERIZIESWT, CEEFIAE a7 f\@i‘;féfﬁfzﬁ
AT HEERE TS,

I 7 2 I PRE% RE
FIHZE S PR HE I, #kBIFRFEREHE CRERES L7z TOE OFF Al FIHFE O#E, X ORI HE EICER ESNT
BAEHERRICIE S C, a8 —EEE, 7V & —HEE, A% v —HEEE. ]\#;}/}\1?/7}(1%% CEND AN/
PEREDEIEZF 7 DR RE TH D,

Fy T — 7R R RE
S b — 75 RE T, LAN FIHRFICR T —7 L= 7 8B RIRZWE I, RO E
NERHTDRETHD, 7747 N PC S WIM ZF| 32154 13 BLl{E 234 2h7e URL 48 EL
B REZ AT D, TV Z—HEREFRI 1L, 7V Z—RTA R — TS bl E IR 2 L TR #
BEREZ ML T D, AR T —HKBEDI B 7 4L & —IREHEBEDO R HRF I, B Sl {52 L CAR#EMRE

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 26 of 88

AIMET Do AT —HEEED I HA—/LIRFRERE DRI, 50567 LITHBRSNTOD R TORE 5
{EBEEATHO L CIREREZ AL T %, 777 AEREDO D PC 7 77 AEREFI L, 777 AR T A3
—IZ T {alfE IRz U TR sE 2 k3%,

B RHRIEEMeE

FRAFE RIS EHFEITZ. HDD FoOlIRSI - 0E, —HFesCEHALWIZF O A ICR LT, I/E /% —
L i LR L KO RO R A R AT T AT 5,

BT — R
LT — AR AR L, HDD IS SN TWET —H 2R VD IR#ET D720, ZNHDT — 2 &5
LT 2HEHETH D,

XV T E R
TR VT AR L. R E . MFP B . K OR— R — Y — R B 1 E K%MU%B&
FIRHE IS 2 DN HERRIZ I SN T, TSF A~ #AEIC R 5H #2179 A% fET

ANTEYE Ei% 1
VTN =T KRR . MFP I 7 by =78 FCU Hlfl Y 7 by =7 D FETa— RO 52 MEMEEL %
NOENIERDOL D THLELZ R T HEEETHD,

77 7 Bk ST B RE
777 ARIRR B RR X, FER IR (A REA (2D 7 7 7 AR E IR D D AT EHRE T 7 7 A5 D

FIZRETHHEIZED @DEIEI%%\%ODE-]\%%J}:?%%% BEEZAE T 7V ADREZ R IE T A FIC LV ERS
[EHRHS LAN ~D12 AZBH 1L T 2H4EE TH D,

1.45 HREEE
TOE MSFH_RERGEE PEIX, FIHE G, TSF 1H#H. L UHERETH D,

1.451. FIHEE®R
FIFE G, SCEE R EBEREE MO XA TSNS, FIHEEBIZOWTE 8 ITTHA T mITE
FIT A,

x® 8: MAEFHRER

ZAT NE

LEHR  [FOZEENTZTOE DF B T ICH5HCE, BRI S0E, —Rie cEH5
WEZZ DM,
BERETE R WIHEDERLIY a7, R ST WCIRTHIAE Va7 |1 LR85,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 27 of 88

1.45.2. TSF &E#

TSF HEHiL, REFEMEWBIE MO LA TN EEND, TSF BFMIZOWTE 9 I THATHITESE
5,

# 9:TSFiEHES

ZAT NE

RAEE R | REMERZ R =R F LSO E ENBRE LT e brevn s, ARSI T
HEFX 2T EOFRRERDRWE R, A ST N TIEITSFIRGEFH LRBLT D,
ny Ay a——4 al A AT —RK A NHFEREEL, 0y 7 70 MERRZ A ~—
R, Ty 7T I NER AR B KR SAT R /ML, 2 NAD — R
BB LA — b s 7 MRERE], WIM A —he 2 7o REEE . SIMIME R F 1%
., BERTANS — EZELE Y — SCERAFEVAL, FIHA#EREYA
N, —F—FEREJT L, IPsec 3% ETHH . HEARAERT

FETE R | TMEMEIRZ R TR E SN OE B DIRHEL | ZIRHEIRA R 7RI & LAk
DO LNBRFELRITIUT B E i, A ST WTIXITSF S i SR8
T 5,

0y A "AT—R | EEdras | HDD K5,

1.45.3. Hne

FAFERO LCEHFREBIET DO OMAETHD, MFP 77V /r—at (It —EE, R o A RRy
JAMERE, TV B —HERE . A v — R RO 7 ABERE) X, RIS HIIREN ARG PETHD,

15 F&E

151 ASTIZHITRHESE

A ST ZHHFRICERMRE T 272012, & 10 IZBW T EDOHEBEOEWRL EHT D,

£ 10: A STICBHET AR EDHFE

B E

MFP #IfY 7 "= 7 TOE IZ#HiATeY 7 ™= 7 ®D 1 >, FlashROM |2 ARSI TUNA,

FCU )y 7 v =7 TOE IZHLIATY Y 7RI =7 D 1 D, FCU TSN TV B,

Ay a——4 —EFIHE . MFP FHE | B RA— R— AP =2 5.2 50T 585
¥, TOE 1 ZZ DM LR HE 24 ET D,

0y AL ISAT—R Bug Ay a—P— IR LT SAT — R,

=S arAN R IR Tl A ZFF LRV IR EBIC T D2 &,

A=t 7T MERE BE SV BHDNNIITAT s PC bl A, FOED I
M7 7B AR DT RIS, BEIIZR Y T o N9 5H%EE,
F—baZ TR ED,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 28 of 88

6

ER

BE XA — b s Ty
R

BB b A — e T AR,

WIM 7 —ha 27 77~

WIM ZHHL TWAS7T 47 'k PC oA —ha 7o 5,

PSRV —F BT

Bk AT 7R S AT — R D i /ML

IRAT — R HEE

ek A RE R/ S AT — R O UL AT ORI,

SCFFRIE, R SCT, FN T BT RO 4 FERDD,

INAT —REEMEREIZI, EHERE 1 &%E%Er“ 2 WD, BHEE 1 DAL 2
FEIELL oo SCorfE  BHERE 2 OAT 3 FRELL Lo SCEREAH AT T
INAT —REAELIRTAUZ N T 720,

E IS

TOE O#FF AIFI A BIRRAE S 2 5D 1 5, TOE (28GR TWhoHrs A
va—P—in s L RAT —R %5 T TOE Tialkd 2,

AN EREE Y — N —FRGIE

TOE OFF Al R HZ#BIFRRET 25D 1 5, MFP & LAN CHfiL7-4+

anu FE— 3 —| _;"‘ﬁb“(b\éﬂﬁ/l’/l“*‘b‘ Z.}:Dﬁ/])//\}(y ]‘

%{i’)f 571‘ Kmun "j‘*‘/\ nwﬁ%?é TOE 75)9% —’9)«5/)'71‘ Knun

6i Wmdows FREE, LDAP #FE. MO AE T — N—383E03H0 ., Wlndows

FREEIE. NTLM 3REEE Kerberos FRAED 2 SO HFRUITH IR L TD, ZIK ST
Tl ANV RFEY — N —3REEE S 9 H FE 1%. Kerberos 7 iz

Windows FRFEEV)H E %T@I\Tﬁﬁ—’&é

HDD IN=RTFURIRTAT DOWERR, AET, HIZ HDD LE# L7384 1% TOE
PIZE AT H7- HDD #4579,

FIRE a7 TOE @at’—, FXa2 A MRy A AX vy — TV H— T3 I AD%K
FEEED BRI LI T ETOEE, FIAE Va7 1L, BRENOKE T ORI
FIHZEIC Lo T—HE L, oL ENEZENH5, FIHE a7 hRF
v SNGA FIHE Va7 13 T LD,

3 TOE MO CE, B LEDBIR.

SCE R

LEFROBIET,
+DSR 3%,

+PRT, +SCN, +CPY, +FAXOUT, +FAXIN, &k T}

+PRT ERBWBEOOED, 79447 N PCOGHIRITAE, HAWIITA
72 h PC IR FIR, AR IR, R OSR]I C TOE NIZEFES D
i%o

+SCN CEFHRBYEOOE D, AF v —HEREA - T, IT BRI A—ILIE(E
TN —EETELE, HDHNL MFP 35575447k PC IZH T a—
K45 30E,

+CPY LEFHRBIEOOE S, b —HREE > TR H 5 L= 3CE,

+FAXOUT LEFRBIEOOE D, 777 A EEE ST, 777 AEE, 7ANH —
EETDHE,

+FAXIN LEFERBEBEOOED, BEEEFRNOZE LI XE, Z{E%. TOE NIZ
BRELICEL ST,

+DSR SCEERBEMEOOE D, It —Hie, Ay —HERE. R A MRy 7 A

e, 77 7 A RE A fF > T, TOE NICIRIEL - 3CE:, 75147 K PC
MHRF 2 ARy ZZHIRI, HAVITRTEEIRIE TOE WIZIRES -
i%o

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 29 of 88

i E&

SCEFHFEV AR LEF RO VX2 T 4B,

T RAREFH A INTWD—RFIAE s A2 —F—ZDIVANT, X
EIEREICRE TED, /0B, MFP FHLE L, LEBRAEHT 5720
ICCEFHA~DT 7B AL A RETHDHH, ARUVANMZ MFP FHE Dr s A
va—P—ZF, VARSI,

SBHECE RE¥a A NRy 7 ARERE, 7V 7 —HRE. AX v T —HERE. MOV 77 Ak
RETHIH T 572012 TOE NIZERESN TWAITE,

HRE SCEFER ERSCEORA BRNSC THELELD, REFa AL MRy 7 ZLE 7Y
VA= E ARy —E T VARG E M ONT 7 I ARG SCEN
H5,

R 2 A NR Y7 A SR SCEMR DO OED, ™ —RE, R oA MRy 7 AR, KOV
S —REREDEIRITIENR T 2 A MRy 7 ZAEFRIC L - T, TOE ~Z /N7
bl &,

T r—E SR SCERR O OED, TV X —FERED IR 1503 B FI R, AR )
R AR, SRUETRIOW )T TOE ~ERNfThh-CE,

A — 3 E ZRSCERBOOED, Ay —HEAE T TOE ~EMMNThi - 3E

T 7 ARELE BRECERROOED, 777 AERETOHIMEFE, PC 777 AL DHE
oM Thi- &,

Ty I AT E B CEMBOOED, 77/ A ZEERB UG A0 CE, ZOET

IERHZAZ SN TR DR E TEIRW LETHD,

MFP 77V /r—a

TOE MEftd 53— R¥a A MRy IA AFy ) — TV H— T7
7 AD K BEREDFEIR,

FIFIBERED AN — AR L CTT 7 B AEZFF R SN TW DI RE (22 —HRE, 7V ¥
—HEHE . AF v —HBRE. RX 2 AU MRy I ABRE, 777 AFEEE) DU AR,
F— MM AEORMIELL T BEESND,

R L A T ISFNT ATV AEN—RF — TSNS, FIIF&E S TOE

ZRRAETDIFCHI 95,

(R L EL——

77 I AR L EOF AL, BIBRE T TSI — A DUAR,

TANE —EIF

MFP 735k N7 — 7% 1 C SMB H— N — N DO HH 7 4 /L2 — 2k LT,
SMB 7' ah/L CXELAZEETDH, LU FTP = "—D 74 /L4 —|Z
XU T, FTP TICGEZEE T HMEE, 74V F — = 51E, A% v —HaE
HDONLT 77 ABEE TAX Y LIz L EEZ DO TERE T 50, FEHEL
D— HERBUISCEEREZEETHIENTED,
COWEEER FEBLT 57D DIEFIE. IPsec [Z& > TREES LD,

BELTHNH —

THANE —EBEICBNT, FEROY— =R O — = NDOT L F
— DR AEH, T I RADTD OFIFRREE #a & AT e MFP A
HE Lo TR EHSND,

A—)ViklE

MFEP 7365 SMTP $— _—Z8RHEL TI/I7A4 T PC ICEFA—NVEZEE
ERAY LN

LERMA—VELE

AF v T —HRBE Tl > T- CEHDNI T 77 AR ELELB T A—NVIE
K CEE T M HE, ZOMREZ B3 5720 D @EE 1%, SIMIME (2&-T
r#EIND,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 30 of 88

6

ER

URL 7R AA— LikfE

MFP PIZEFEL CW\B ARy —LED URL TRL A& E A A—/L Tk
154 DHEEE,

SIMIME FI| % 1

A—)LIEFIZB VT SIMIME 2R T2 B L2 D 58, A—/V TR
VA, —H—FEIE B B LR E (SIMIME R E)NE D, A—/L5d
Je 1 DIZoE 1 SHEETAHERTHY . MFP FHLE 2L > CEHLR RS
no,

IPsec 7% & 1%

TOE O IPsec DEMEZTRE T D1 Heo

PC 77/ A TP I AMRED 1D, 7FA T NPC DT 7 I ARSGAN—RFIHL T, 777
AR SCEBMAITOMAE, PC FAX SRtk EN A2 b5 5,
ST/ — FfEE AT Ay —3EE LOFHALIOH TRy U R faZ S

R BIZOD IR —,

H @ 8 f D% E
(ADF)( ] i J A B B X
#ir)

ARIEE Y FESNTFRR 2 VT DRt A RO T 7 AIE DL E , RO
W [H] 2 e A BUD 45 B 13k JRURR o0 W ] &2 NI | S RE A B D

n Ak E

A B M x Y
IRFRL A IR0

(ADF)([7 i 7]

ARIEE Y FESNTFRR 2 VT DRt A RO T 7 AIE DL E , RO
W [H] 2 8 A B D45 B 1k JRURR 0D T 1 2[R IR L S BT A B D

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.




Page 31 of 88

2 BREE

ARETILE S D FEIREIZ DOV T 5,

21 CCHEHEXIE

A ST & TOE @ CC i & FiRITLL F D@ Th o,

WA ERT D CCON—Tar

sN—h 1
WaiE ke L 2012 £ 9 H N—T=ar 31 &ETE 4 B [FRE 10 K]
CCMB-2012-09-001

N—h2:
X2V T AERET L R — b 2012 £ 9 H N—Tar 3.1 WETH 4 R [BIRRE 1.0 KX
CCMB-2012-09-002

sN—h 3
X2V T4 RGET AR =R h 2012 4 9 H N—Tar 31 %EIH 4 R [FIEREE 1.0 hK]
CCMB-2012-09-003

BREL: /8—h 2 YR

TRAFE: —F 35S

2.2 PP X3k

K ST & TOE 23i#aEwE &L CV\5 PP I,

PP & #p/ERA:  U.S. Government Approved Protection Profile - U.S. Government Protection Profile
for Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

N—Tgu 1.0
Thb,

JEFR: AN PP /4 Common Criteria Portal /Z/8# =71 Tl S /IEEE Standard Protection Profile for
Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B //Z# 4L, 7> /CCEVS
Policy Letter #20 /&=L Ti &,

23 NYHF—TFEE

A ST & TOE DAL TV 3y — Ui, il fRaEL L EAL2+ALC_FLR.2 TH D,
PP 2 5™ SFR Package 1%
2600.2-PRT i &

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 32 of 88

2600.2-SCN i &

2600.2-CPY i &

2600.2-FAX jiii &

2600.2-DSR i &

2600.2-SMI jii &
T D,

2.4 EEEIFEEH

241 PP®OTOE#AIEND—EHEER

PP 23552 L 28 in O TN, Hardcopy devices(LL T, HCDs &59) Tdh%, HCDs (3, A%y —#iE L
TV NEE TR S A, BEERIR AT AL BT = — AR A T B THY CNODEBAH AT
T, I —RE, A% v —MEE. TV Z—HRE, 37 77 AKEEDO N, 1 BEEELL EEHE#HL T\ DL
DTHD, SHITBMEEELEL T, N—RTAAIRTAT 72 E ORI VEL IR Z R E 52T, K=
A= SEEREL FI I TE D,

A TOE OFERIIX MFP T 5, MFP (X, iBNEE{ES 5D T HCDs 3 FF >3 E 4 fif 2 . HCDs 25 # 7%
FEREZHEEL Q1 D, KoL A TOE FRIIX PP @ TOE fRIIE— B L QWD EE 25,

242 PPOEFALYTBBEEXFLYT oW ERHEO—BEEE

A ST O 3 FEEFa2VT4EERIZT.PP OFa T BEE2ETERLEIZ T,
P.STORAGE_ENCRYPTION #iEHIL ., 4 FHEFX U7 45 R G EHTIX, PP DX 2T %R #2427
EFL7292 T 0.STORAGE.ENCRYPTED #iBIIL CW5, LA FIZ, iBNE/eo72 b 27 (i s
2T AR B EIZOWT PP IS & DR MLE R T,

. PPITIEEE TIEREN TWVHA, AST D3 EvF 2 UT (FREER. L4 E X2V T x5 8T,
PP % HAGERL TRl L TW5, HARGER T DIZHT> T, PP DEFRHEE OBRAEDO LG T 1725 & Wr
L7263, BRL 0T WREBLIZL A PP OB G B AR T 2R BLTIIR W, Fo, SN AE L0
L7206 LT E Vo722 BIE LTV,

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED D3N

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED (I HDD (2% %7 — X DiF 5L &1T5H D
THY, PP IZEENDMOMBEDOEX 2T 1 Sk, TOE OEF VT 43R ITEOWT EBHHT-L T
%, > T, P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED DB TV 578 PP (Il &
LTWDEEZD,

T.DOC.DIS & T.DOC.ALT O& & DEM

X TOE & PP i, D.DOC O F7- 13k 2 TEXARNHE DERIZFL THDHA, D.DOC DiFz\ &K
S DB ZDHDEPHAY, TOE 28 TOE NB L TOE 2@ E T AEOBERELERL TWHDHDIC
%L T, PP 1% TOE NE72->TEY TOE 78 PP 21 &L TUW5,

L~T, T.DOC.DIS & T.DOC.ALT (L PP [TiEAL TWAHES 25,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 33 of 88

T.FUNC.ALT O& & DB
A TOE & PP Cld, D.FUNC O ZAETE L HE DEFRIZFC THDHA, D.FUNC OUE A D BN
VH5&IPHNN, TOE 23 TOE NEB L TOE 2 iE(E T 2B OlERK EEFRL TWDDITHL T, PP X TOE
WNE72->TEY TOE 23 PP 285 L C5,
X o> T. T.FUNCALT X PP [CHEA L TWAEE 25,

PLEDZEED, R ST OvX2UT7 B2V T 4% R FEHT, PP OBX U7 (3R 2T o %f
REEHE—HL TS,

243 PPOEXIUTAEHLO—RHEEE

X TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements /%, PP 235 E 9 %4428 SFR THhY, 2600.2-PRT, 2600.2-SCN,
2600.2-CPY, 2600.2-FAX. 2600.2-DSR, 2600.2-SMI X PP 235 E 9% SFR Package 7O 721D T
oYeR

4, 2600.2-NVS X TOE (A& i Al REZR N FEMERC IR DM FAE L 22U 2D IR L 720

K ST DEF2UTAEML, PP OEF2UT 4 BT GEM, BAEL TOD RIS 508, PP L1d—
BLTWD, LTI, B0, BERIEL TS E TS, 2608 PP E— B L TWDBLH AT 2,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 Di&/N

A TOE NEE 7 2R FFE LT 572912 PP APPLICATION NOTE7 |2V FAU_STG.1, FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 ZiE/N9 %,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 ®3&fn

AMARFEFEIIA TOE 12KV FEBL9 5726 PP APPLICATION NOTE38 (Zf£\V ) FIA_AFL.1, FIA_UAU.7,
FIA_SOS.1 #iENN$ 5,

FIA_UAU.1(a), FIA_UAU.1(b). FIA_UID.1(a). FIA_UID.1(b). FIA_SOS.1 DAL

AR TOE O—fxHIHZE DFBFEIL, TOE TilkBIFRGEZE T D AKGRAE AN FRGE Y — N —CRRRET 2 4 1EN
%%, PP APPLICATION NOTE37 Ti&, FIFH & 7RGET TOE FIATHNEONT B TIATTHZ 2 E
THER S TNDTD ARIRFEREENFFBRE Y — N —FRFEIX PP [ZHEHLL T 5, FIA_UAU.1(@3) .
FIA_UAU.1(b). FIA UID.1(a). FIA_UID.1(b). FIA_SOS.1 OFEHMLIL. ZNDHDFRGE T EETR AT 57
DOFEAETHY, PP BEET DX 2V T A B ONEEZEETHHO TR,

T I AZAE LEDFH DTN

A TOE THEARLIZY 7 7 AZARILCEDO BT AHEDORNZ DN T, SCEOFTAHEZ B S H A I
P 2R A5, ZiuiE PP APPLICATION NOTE 95 (ZFE> TV 2,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 34 of 88

FCS_CKM.1, FCS_COP.1 ®3E/M
A TOE IZBWTIE, BEEIZE AT/l LW AR M LB R I )57 — 2R DX U7 %}
W #ELT O.STORAGE.ENCRYPTED % EfEL ., 2N AaEB T 572D ITHREE M FCS_CKM.1,
FCS_COP.1 &, ZIHDBEREZF LR AP BILR ICH DR RE B IZIB MDA E A2 52 TWHH, ZTHHDE R
I PP IZBWVTROLIVTODHEREEEONED W T N EBTfTZL TD,

NEA L BT 2 —A~DHIRS NI EHER 2 (FPT_FDI_EXP)Z:3B/N

A TOE 1%, PP TV, AN AL 2T = — A~D I BRE LI i HZ 5 (FPT_FDI_EXP) A8 1352 L1240
REREBEIED R —b 2 ZHEIRT 5,

FDP_ACF.1(a)»—E AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cl&., PP ® SFR /v — VI E RSN CEF HA~DT /&
ZHIAE SFP 2B L L TWADIZKIL T, ST TIEA TV =/ DX 20T 1 B Tdh D SCEIE HE M
EFRSINTZLEOT 7 AR SFP Z#F L L TV D23, Ziud PP 2l I BB EL T\ DD TH
%o
PP ® FDP_ACF.1.3(a) Tl SCEHMERIAH Va7 07 7 AN 28 MO BRI A A ST
T CEFREFAE Y 27 OHIRE MFP EEFIZHF Al 55725 C0D,
TOE 8 MFP & B 1 C SCENE W EFI B Va7 OBIREFF ] 3201, CEEMEFIHE Va7 (ZHI bRk
[RZFio 7o — BRI AFE D, 7o DO EE CHIBR TE72<leo 725512, MFP EBEE MUTL CHIBR TX
HINTT B0 THY, PP THETET7 7 BAHIH SFP M4 5H D TIZAR,
PP ® FDP_ACF.1.4(a) ClE. LEFHREFFE a7 OT 7B AHIHN BT 5B MO AN A ST
TIFA= RSP ILLEEFREFN A E Va7 ~OBREEER 5L LTV,
A= R P— T, PP TIHFFEL TRV TOE £ OF A TH D,
T, PP BCEEREFNHE Va7 ORI E LU THRE LRI & LIAM I3 B i LW 2 L& e
T
L~ T, A& ST ® FDP_ACF.1(a)iZ PP ® FDP_ACF.1(a)%iii7-L T\\%,

FDP_ACF.1.3(b)®BMHANZ oW T

PP ™ FDP_ACF.1.3(b) Tl BHLHME IR CHET 22— —IZ TOE MEEDFIELFTF R T DL 72> T
WXL T, AR ST TIX TOE BEED— ¥ CTHD 7 7 7 AZAGHRET T 2 7F Al 9D 72> T,

TOE X MFP EHHIZ, XEFRSFHAEZE a7 OHIBREZFFAIL TEY(CET 7 A SFP,

FDP_ACC.1(a)& FDP_ACF.1(a)). ZO#E R, HIfRAI TIZ&H 5705 TSF 1%, TOE #¥RE~DT 72 2% MFP 4

FREIZEF AL Q5728 PP @ FDP_ACF.1.3(b) DB [RIRF Il 72 L TUND, F/-BEERIERDZAE DT

DT VAT LT 7V AZAZ DI DT b AT, EHE MR CTHEAET 2R HH LR T LR TED,

Lo T, A& ST ® FDP_ACF.1.3(b)i% PP ™ FDP_ACF.1.3(b)Ziiti7-L T\ %,

FTP_ITC.1.3{Z D.DOC BX U D.FUNC BEENTWAILEIZDONT
PP TIZ, IBER £ D.DOC BLT D.FUNC 12X L TIRAWEME A D& BiA E L TR DI
LT, FTP_ITC.1.3 Ti% D.DOC & D.FUNC [ZEfE T v RVt L CERlEEZTHEL T, Jiud, K
TOE 75 PP JWJEW VP T D.DOC & D.FUNC Z{## L CWAEE 2D, A ST @ FTP_ITC.1.3 1% PP %
=L Cu5,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 35 of 88

3 EXxal) T+ REESE

ARENT, B MO X2V T T8 R ORHREIFICOWTRER 32,

3.1 BH

A TOE ORI, K OFIABREIC B TRESNDE B Z#AIL . B9 5, ARIZR I H I, TOE ©
FHEIZOWTARSN TOLIFEREZHGEHEL TR TODRHE THLLMMET 5, WBRE ITHEAL~L
DBEREN ) ZFF>F LT D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOB~
TOE WVEHL CTWDLEN, n/ A a—P—ZEL700E HHOE, nr (=
— P =L TS TVBREDLEA~DT VB AMERE L T2 WE Ik THIEShD
PH LIV,

XEOKE
TOE WEHL QWA LEN, nf/fra—F—4%5L7-20E, HHNL, nr (o
— P =L TS TODNZD L E~DT VAR -7 NWE Ik T EESND
MH LA,

FIRE a7 O%E
TOE DWEHL CWARIHE a7 i n/ A a—F =R EbR0E | HHOE, 1
TAy =P =T FFo TODNRZEDFNIHE a7 ~DT 7B AR EZ S T2 W
Ko THEINLBE LIV,

TSF REFHROKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= =L 1FFF> TODENRED TSF LRFEE DT 7B AR Z D 2720 1T
ToTeESNDEMBL LR,

TSF ME B RO
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
Ay a—PF =L TS TODRFD TSF B IERA~D T 72 AR AL 1272 1T
FoTHEINIBL LIV,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
TA v =P —Z 1 TF > TWBNZD TSF BTG HRA~DT 7B AMEREL 72720 E T
Yo THEEND B LI,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 36 of 88

32 #@otxa)TAHH

TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O HIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. B PHEREZL 2 WEICE> THIRH A WDITSE SN WIOITE L T&
FIUEZRB720, SHITHERRZFFSLON, Toul & CEA LT iEes
fé?b \O

P.INTERFACE.MANAGEMENT A&7 =—AEH

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE OF|HBRELIZ DDA 2B B 5,

A.ACCESS.MANAGED 7 7z &

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,

AUSER.TRAINING FIfEZE#E
MFP ZHEELFIT. FIHEZE DB O X 2T ARV —RF NG LBk T 5L T A %
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE

BHAITEBEO X2 T AR —0Z D FNEEZZB#HRL TR, HAX L AHEHST
FNEDORI —RFNEIZY >7- TOE OB/ ELUEN TEXEHLDET S,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 37 of 88

A.ADMIN.TRUST B CEEHRE

MFP FHLFALEE X, A L A>T DRELTEMA LRI R E LR 28 EL
TWDHDET D,

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 38 of 88

4 Xxa )T WEEE

ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOEMEXxa)T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE i, XEXaT A a—P—Z &b/ E . HDONE, vl a—F —4 1 3FF
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE IL, XENRuT A a—F —ZELT2WE . HDHWE, a1 a—P—4 13FF
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FRAHE a7 DS ERE
TOE IFRIHAE Va7 ), vl a—F—4EblenE, HHNIE, arfra—
— TS VAR EORIAHE a7 ~DOT VB AR EL T2 WE I Lo T ES
DT EMOLDIRFELIRFET D,

TSF REFROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
— T FFOTWDINZED TSF IRFETE RA~DT 7B AMERZ D TN I L > TS
NDZENLDIREZRFET D,

TSF ME B ROBATRE
TOE X TSF R IEWMMN, ur/ A a2—PF =R &L E | HHOIE, /A ra—F
— A TFFoTWDNZED TSFE BB HRA~DOT 7B AMERE ST W I L > TRIRS
DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
— T FFTNWDINZED TSF BETE RA~DOT 7B AMERZ S T2/ N I L > TS
NDZEMOLDIREEIRAET D,
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O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
o TR RAEDNRIESNDLZ LR T D,

O.INTERFACE.MANAGED TOE IZXAN AL 57 = — ARG H
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED Efu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED iRiEHEEREb
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHBREO X 2V 7 4 6RFEHIOWTRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoOBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP BHEELH L, BEE T Ao 2R — SN BEE ey B HEREL SFIC
DIHT I EASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,
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422 FEITERE

OE.PHYSICAL.MANAGED #HiyE

HAX L AZHEHT TOE 2L TEMR TICRBITDHANCREL ., HERA R/
WCBEC T 7 B RSN AR A IR T2 Z L2 RAET 5,

OE.USER.AUTHORIZED  Flf#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DOHEE
MFP EFEMEE L. I AF IO X 20T 4R —uFNEZ BT DI AX
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &HFZF ~DOHE

MFP & E(EH 1T, EHE DO X2 T AR =X DO FEZ AL TS
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
MO TERESCUE N TELIHNHBFIN, TORENEL D, T O AR > L%
MFP EH B H IV ERFES L CD,

OE.ADMIN.TRUSTED {E#E CX5% %

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,

OE.AUDIT.REVIEWED =ML

MFP FELHEMTE L, B2 LORESLEREREL R TH720I12, WAX L ADFE
WIS, B/ OB 2 Y 7 Il CEMEL WD ERHRFET D,
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43 EFxaVU TR ELAHIBHL

RETIE, BT 45 E HEORILE T, EX 2T o558 1L, HE LRSI ST 57250
HO . BB T A0 DOLD . HANTHEEED EX 2T 4 F#t a2 EH 4 A0 0L DO ThHD,

431 +EXa)T4rEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

#z 1117,
R 11: X2V T 0 WAEGFEHBH
o | @
w | N
@
O
5 % o [a] 8 [a)
o |2 |5 w | W o |w
| N | w o [ < || 2 |2 o| o
N - = ©] (%)) = =z < > w L a
Nzl | nls|0|2|%|% x|z | FE
[ | x| ©| W O | oo | W | o s|2|g|2|a|Y
w252 30| IT|> o | o Qs = = |w | Z < | 2| Z
= | 2| < | < || < || E=|wu o |l ElC | Q|lu|d || W | x| <
[a) < I | | 1| E O | o) 1%} < x | © < < i = = o
odld|glglg|lg|2|T|g|2|E|Ee|g|Q |B|e|Z2]|2]|F
z| 2| S|lelc|&|lz|glelElalal|lalg|2|u|E|5|35|¢8
818|35/2(8/8|8|3|5|3|2|2|2|c|2|z/2|2|%2|3
ala|2|&|o|lo|lS|g|® |2 |alalul2|l8lalb|lslald
o o o o (@] (@] o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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432 tFaY T4 ¥ERARRER

LIRS, B2 7o RT $AVE L, ARSI, R OSRR O B 2) 7 T dt el 4 Ol T o
RAATRT,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24E[R% 5-% . O.USER.AUTHORIZED (ZXV TOE I3 & Ok BB E 2 ER L, &
F 27 4RV —ZhE> T TOE R FF Al 72 - TR B 0358 AES 115, O.DOC.NO_DIS {24V TOE I
WEE v A a—P—ZELTINE | BHDONIE, vl A= — £ TS T DN ZE B D LA
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T/ DB 2V T4 RY 2 —LFNEIZHED R HE 126
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
I, XERT A= =L 5L TR0 E BN, BT A = —Z T > T DRZE D ILEA~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

INBHOX K ITEHZLY, T.DOC.ALT IZXHLTE 5,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2L CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
EFIHE Va7 B, nr A a—F =457 0E | HEWIE, v A2 —F =13 T RZED
FIHE a7 ~DT 78 2R ab 12 WE I L > THESNHZ LT,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5H#ER% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFEFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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1L TSF REETE A, nr A a—P—L &bl HDNOE, e/ A2 —V —Z 13> TODENRFD
TSF R RA~DT 7B AMERRZ L T2 W E I L - THE SN DT LT 720,
ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS %, O.CONF.NO_DIS. O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJ > Tx$H1 T
x5,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
X TSF R IE A, n /A a—HF =4 E2H700E HDHNE, r/ A a—F =4 F > TODRZED
TSF BB SA~DT 72 AMEREL 12720V E 12> THIRENAZ 1T,

ZNHOXE LY, T.CONF.DIS ICxHiTX 5,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ~>Txf#L
TED,

OE.USER.AUTHORIZED |24V, MFP F B EATE 1T O EF 2V T 4RV — R FNAIHEFI 12kt
LC., TOE Z#| -4 24ER% 5 %2 . O.USER.AUTHORIZED (ZXV TOE |3 f & OikBIFRGF A Bk L, &
2T ARY T —IZiE> T TOE R R I Se72 > TR E SFRFES LD, O.CONF.NO_ALT 12kV TOE
1L TSF RMETE N, n/ A 2—F =4 5L E HDOOE, al A 2—HF =L TFF> TODRZED
TSF B HA~DT 7B AMERE L 12720 H I d > TR ESNDZ 81T 720,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJL-> TxIHiT&
Do

OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o —SLFNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L~ T T&5,
O.SOFTWARE.VERIFIED {24V TOE I TSF ® 3 7 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,
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O.AUDIT.LOGGED 2V, TOE 1% TOE OfFEH L X275 G 0ons 2k LT
ARICTREAMERF L A DHEREL RV EICES> TR WVIF R ESNANIINICEH T,
OE.AUDIT.REVIEWED |24V, MFP EHLEEE 1L, Z& LORELEEREL LI o720, T4
B U ADFRIRIZHES T, Bstn s O A 2 b7 R T E i35,

—J5. OE.AUDIT_STORAGE.PROTECTED (ZkV, MFP FHELH 13, M5 1T B IC=F AR —h&
NICEEAE O DRI DENLOT 72 A HIBR, 2% P54 . OE.AUDIT_ACCESS.AUTHORIZED
(X0, MFP FEEATLH 1T, @50 1T JCoX AR — =B n 7 BHEREL S FH IO R T 7B A
S, ATREMOH X 2V T BT A% RN TED,

ZHBHORE ST #HT LY, P.AUDIT.LOGGING ZJESF TE5,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (&, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (2L~
THPLTED,

O.INTERFACE.MANAGED (ZJY, TOE I X 2T 4RV —IZit> THMA L Z7 = — A0 #E FH A4 B
9%, OE.INTERFACE.MANAGED (29, TOE DAMNHBA L H T = — A~DEBZ I TN T 78R
B2 1T BREAET 5,

ZNHDORF ST EHT I, PINTERFACE.MANAGEMENT % JIE5F T&5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION (%, O.STORAGE.ENCRYPTED [Z&>TxIHi TZ 5,

O.STORAGE.ENCRYPTED (&Y. TOE % HDD IC&XiATrT — & 5{k L. HDD EICidE5{bEn
T B FLERS N DT EERFET D,
ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (%, OE.PHYSICAL.MANAGED (Z&L~>TEH T3,

OE.PHYSICAL.MANAGED (ZXW, HAX L AZfE->T TOE 2 &2 TEMR FICBITDGATICREL ., HE
[RAEFZ 22 WE IR T 7 B 2SN DS ZHIRT 5,

ZOXRFEHZIY, A ACCESS.MANAGED #EE TZ5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING %, OE.ADMIN.TRAINED (Z&»>TiEH T2,

OE.ADMIN.TRAINED (249 MFP EHERF(LH X, BEEDMBMEO X 2V T 4R —0F DO FIEE 7K
FILTWDEINTT D, DI, BHEIITAZ L A TENLDRI Y —RLFNEITIR TR ERR
N TELIHHBESN., FORENELD ., F-FORMAZE S X912 MFP S EEE N HTE4H O,
ZORFEITEHT LD, AADMIN.TRAINING ZZEH TE5,

A ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&->TiEH T 5,
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OE.ADMIN.TRUSTED (240, MFP FHEEATLH 1L, HAX L A TEDRHEREA LW SO 7S B
HERRILT D,

ZORMEF LY. AADMIN.TRUST 2 5EHTXx5,

A.USER.TRAINING
A.USER.TRAINING |%, OE.USER.TRAINED (ZX->TiE#EM T %,

OE.USER.TRAINED (210, MFP FHEEATLH 1X. FIHE IO X2 7 4R —CFNEaE R 35
FOTAR L A THE L, FIHBEITZNODOR) S —LFIEIZH > TWD,

ZOXFEITEIZIY . OE.USER.TRAINED 2 EH TX5,
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5 HERAVER—RY FER

ARETIE, JLIRL 7% 2 ) T RE A E D,

51 4fA 2% 7 2 —XAADHIR S h =175 EE(FPT_FDI_EXP)

TV DSBEN
ZOT77IVNE, —FHONRA L H T 2—APHH)—HDOINA L H T 22— A~DIEF RO B IR % TSF 23
HIBR 270 DB M EHRT D,

ZLOBMLE G OINBA L X7 = —ATIHEREZEL, ZOHFREMOINT AL 27 2 —ADDIEE TS
ANCAE L, T A2 HEL C0D, — 5T, HHRLNIKEE 12, TOE X°, TOE OIANTA ¥ 7 =
— A TR SN B DY X 2 VT AR ET D720, SN A v 27 = — A% B+ B R F 12t 57
HLNR, DT80 BIpDINTA L 527 2 — A O BRI TNRWNT — X O E RS, §FF Sz
BEERENC > T RIS TSN ARV TR IE SN S, FPT_FDI_EXP 7 733 D fE DO fhE
M2 ET 5= DICEFRSNT,

VIR —R DLV

FPT_FDLEXP: 4} 884 22 T —AA~D#HIBEN 1= 15 ERER 1% 1

FPT_FDI_EXP.1 #MHA L 57 2 —A~DHIRS NI MR L X, ERSNTINBAL Z T 2 — A TZIEL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
DIEREME AR T D, — H DI A L X T 2= A DM ~DT — X DO E RS T, §F SN EHEE R
ENC LD RIRFF Rl 2 Bk T 5,

@E: FPT_FDI_EXP.1

LIFOT 7y avid FMT IR EHEES S 2 5.

a) BT 7T 4T A% FATTHIEEFF A SO EIDE K
b) EEAE BN Lo CEBHEE ST AT SND RO F

c) FERTOEHEL

E#: FPT_FDI_EXP.1
T RESNDEE X G HERITR,

FRHL:
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LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
D, B BNEALH T = — A TOEBEIEREIT, bLIFSNDD, FF SR ENC > TORFFA[S
N5,

EAERE A AT FF Al SN B 0N Al CE DA ER T DM AR E T M oOa R—x b
LC, ZOMREM RS ZLITF A E R snD, ZOMREIXZ <O ICH@m T 5720 JriEar R—x
URNEEFRTDHIOITA AL RREND,

CC X FDP /ZAIZBWCRBMICE AR HE T —4 7 n—%2EHE L CD, —FHTZO ST Tk, fIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAMEL TZo B IS ZEIIAEE ThHEZE X2 bID, 1> T, ZOMRRMEZHRO T2
WHRiE R — RN ER T HIEELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
HHEBEZOND, WTINOZTATH, BEFO 7 7IVNTITIESHEE LIRNTD | AN —DDHDH 1=
7277V EER LI,

FPT_FDI_EXP.1 AL H 72— A~DHIBENI-E REnE

TR 7L

TRAFME: FMT_SMF.1 & BHERED FEE
FMT_SMR.1 &¥=U7 D&%

FPT_FDI_EXP.1.1 TSF I, [Elfd: SMEBALF 7 =—ADYRN] T T B 715 HA . TSF (k58 no st
MUIZ[BIA: MR AL 72— ADVANIZER AT A2 L2 HIBR T AR D24t L2 uidre
SYAAR
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6 EXaT1sEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,

6.1 tTXaUTsBEEEH

ZOETIE, 41 ETHESNI - BXF 2V T 4% R T2 FEB 457200, TOE D 2T (e B4 50
RT 2, 728, BX2U T HEREE L, CC Part2 IZEDEX 2T (e E 45, 51 3%, CC Part2
ICHRESN QO 2 ) T B RE TR IL, PP I E DILIE v o) T B BE B0, 51T 5,

F72, [CCITREES NI HINT LBIREEZAT o TR 4313, [RSCF 4B TRl 9%,

AL ZAT 7B o 13, GEAME:) TRlh] 4%,

6.1.1 #HYS5RFAU: X2 )T EE

FAU GEN.1 BEEET —FARR

LRS!
1R A
FAU_GEN.1.1

FAU_GEN.1.2

PR AE A

3L
FPT_STM.1 G HES A LAZ T

TSF X, L PO AR S FROEATIA LR TERTIIERD720:

a) EEAHREDREILK T,

b) EADMRIR: BERLIL NV OT R COEAEGRHES, F N

) [BlIft: & 121TRT TOE DEERNRESR],

TSF 13, FEAFLERICB N TOREL LT DI WA TR L 72T UL 72 b7

a) HRO B AH-BL FROMY], V7 U NEBITERGE Y T A). FROM R (R
EIEC S A0

b) 4B AT G5 L T, PPIST DRERE= R— R OB IR FEROEFRITH SN
7z, [Blft: FDP_ACF.1(@IZRIiTHYaT7ZA7 | FIA_UID.1 (BT HF|HE BB RS T
eTonsfra—F—4 WIM [ZX5EFEOBEFH, WIM [ZX5BEE7+1F—%
BIZBITBBIELED IP TRLR, XERM ALV EFITBITA5EHEA—NVTRVA vy s 7T
UMRERER, my 2T UMNHRE | vy T U MERITRE].

T0FHF BB G e T _REEARL LU FOT 73 a(CC IZHBITARIE)E. ZHT

HIST 5 TOE BEEEMNRLETDHERER 1212787

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 49 of 88

# 12 BEENBERY X b

HEREE - BEENBLTRET I g ERNRES
FDP_ACF.1(a) | a) fx/l\: SFP THibh a4 7 V=sMNe | JhA:

KT OEMEDOEATICH T DA LTCE | BB OIEROBIE LK T

K N S SCERROFIRIO BtAL e T

b) A SFP TT%Q@*L%’)ZT‘?V:?H Y ERER O T — RO T

iﬁj’%@*” BODTSTOR | g 17y 362 O BIRGLE T
° Va1 - S — L

¢) FEM: TUEAF = RO f;‘r TROSER AT R R ol
L DEF 2 )T B,

DA 7 AR LA RO T L — P (E DB T

-i%f*% DEIROBIIE LT

FLICBIT A ER - FI - X a—R 7
77239_% SCEIRFA— NV EE - TH AL
—EE - HIFR) 2, PP IZB W TROBND
BIERD a7 ZAT IS T 5,

FDP_ACF.1(b)

a) /I SFP T NLA TV =/ MT
XL EAED FEATICBIT DI LT BE
*O

b) HA: SFP T#&abhéﬂ‘?“/“:ﬁl\
X OEEDFATICRIT LT X TOHE
*O

C) iffll: T/ EAF v RFIZHVGIL
LFFEDEX 2V T 1B,

ME: LRV

FIA_AFL.1

a) Ei‘/J\ TE‘ZIjJa)uuu uﬁﬁ?bziﬁj—égﬁ
EA~OEE R CZENITHENTELND
T ar (BT AROE L), H LY
Thivd, EFRE~OEIF 2135
RO ),

a) F/N a7 T U NOBR MG fEER

FIA_UAU.1(a)

a) /I FRAEAN =R LD AR RN
STfEH;
b) JLA:
H;

c) FEHH: FIHE FRRLLLRT
FRTO TSF 773,

SRAFAH =X LDF X TOff

ATbivi

b) FA: m7 A AREDR PRI

FIA_UAU.1(b)

a) M/ WBAFAN =K LD AL
ST
b) FE K
i,
C)FEM: I HFEFRGELARIC AT OIZT
NXTO TSF A7 773y,

o uE)lﬁ XA@#“T@{%

b) FEA: nZ A BRAED R E R
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BEEXNRLSRET VA

BB EEXNBER
FIA_UID.1(a) a) e/ RSN DRHAFEBREHEZ | b) A n AU BIEORIhERI, 2
Gt FIRHEBEBBBAD =X LOARKE | 121X, PP (ZBWTROLNDEBIMEHRT
il 1, HOLFHEBR 2L E T,
b) JEA: FRUESHUAFI A AR e
Gte, MBI AD = A LOFTTD
i,
FIA_UID.1(b) a) fx/h PRLESNAFIHEFRIE HAE | b) AR al AU BHEO RIS R, 2
Gt FIRHBEBBBAD =X LOAREE) | 121X, PP (ZBWTROLNDBIMEHRT
il 1, HOLRHEBR 2L E T,
b) JEA: $RALSIDF B TRDIE WA
Gte, FIRAFEBBN AT =X LOFT_TDH
i,
FMT_SMF.1 a) fe/lv EERREREO a) i/ #F 30 EWHMERE DL EK
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