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1.1.6. t¥1UT1EEOTHEE (TSF_FAU)
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PREEE. I-Y-BELE) &, BRERETIHOLF1IT(EENTHEEERET S,
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BEETI0ERI. EBSNEEEXNRIAY M, BEEOYCREHFINIEERILT S,
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& 29 BEENJOFH
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Time: BZl7—4% (hh:mm:ss)
Logged Events: /XY & H (K 32 HIDEEXFSI)
User Name: & & (&RX 32 HIOEEXFS)
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Logged Events Description Status

TN 2ADIRREE L

Started normally(cold boot)

Started normally(warm boot) | -
Shutdown requested

System Status

User operation(Local) Start/End

Self Test Successful/Failed
1—-Y—F8EE

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout .
Locked System Administrator

Authentication -
Detected continuous (KB EHERTE)
Authentication Fail

BERY-ZE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT—H2A
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMABREER
Adjust Time
Create Mailbox Successful/Failed
Device Settings Delete Mailbox

Switch Authentication Mode | Successful
Change Security Setting (FREEBELRR)

T 2T —INDTHEA

Import Certificate
Delete Certificate

) Add Address Entry )
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log
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Logged Events Description Status
Communication Trusted Communication Failed
unicati rus unicati —
(FOrEEEELRE)

(2) FAU_SAR.1 E&LF1—
X ITAEBEOT TR BESNEIRTOERE. A HBIEERIET S,
FR"TEANIPAIINELVTIREFETB"ELVORFRDRIVNHD, CORRECIN X1 T BEEAT T 5%,
STRYPNDTF AL TPAIELT, AHvO—RTBENH KD, tFiUT(BEEODT T4 00- kT
BHE. Web 7505 %R T 3RIIC, SSL/TLS BIEEAEMICRESNTULEINEBLEL,

(3) FAU_SAR.2 REEELL1—
X ITAEBENTT-IDZRAE L., RSNV ATLEBREDH CRET D,
XA TAEEOTTAANDTIEAR ., YATLEEEN Web 505 DHEHARTEET. EENRILDDL
PHEATREFHERL. YATLEEEN Web 75055 ELT TOE AOJAYLTUWEITFNIE, VA
TLEBEORIL(OJM1Y) ®RICERTTEECES,

(4) FAU_STG.1 fRESNZEEEEIE A
EFIITAEEDTT-ROHIBRERERFE UL FEGHSAPHENLRESN TV,

(5) FAU_STG.4 BE&ET—HEXDMLE
FIITABEEODT T INERICE TR, REE VM LAV T TRESNEERT-FCEZELT,
HLLVEET-ANMBRTHIEREEHEIND,

EEOTHEDINY ME, 34 LARVTEHIC NVRAM (LRFSN 50 HICELEEE . NVRAM L0
D% 50 BB T—20774)V (T TEEOT TPV IERES) ELT, REN— RTAADEENRTEE

LT, &K 15,000 DA XY pERFTHENHESD, 15,000 $2HAI5EE, —BHAILA
BUTCREBSNEEEOT 771D bIEIEE LT, BRLTIRY MEE&R SN,

(6) FPT_STM.1 &{E8EAM LARVT
EBENCZEENRIRY MeEEOTI7M1 AT HF(C. TOE AT\ IOV DHREICL 51 L
ARV TERITI HHMBEEIRIET D,
FratDRELEX TSF_FMT (CENVATLEEEDH N AIEETH D,

1.1.7. ARy I-D7—5R#EHEE (TSF_NET_PROT)
MERRY MI—hF —RURHAEE . VAT LB EECLN VAT LEBEE- FORESNE TR 42070
IVBEOFEEICL., Wy MI—DT— R RHEENIRHEN D,

(1) FTP_TRP.1 51{5%8/\A
TOE £JE— Ml (Web [CLBBIET—ER, TUVA— M NABET-EASLUBEREME/ IANERS
N{WOY—ER) TeF17L8T - ABEENMRIESNIESLRETOIIICLS . XET A, £F1)F7
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BEENJT-ABLU TOE BRET - HERETHMAEZIRM TS, CORIERE/ AR, tHhDBIE)\AL
RIBRICR AN, Z0¥ MORIESNH AN BLUREPRENL, BIET HERETIRENERD
TW%,

a) SSL/TLS 7Ol

VATLEBEICIN VAT LEBEE - FCERESINLISSL/TLS @E LKL, RERYFI—D LR
MNBIXET—A, EF1T1EEBEOT TP TOE BRET—HERETS—DELT, EFa7HB T4
BIEMMREEENS. SSL/TLS 7O USRS LTLVD,

TOE N5t Is9 2HEREICED . SSL/TLS H—)\—F7(3E SSL/TLS D347V reLTEMET B ENH K
%, Ffo SSL/TLS FOMIICHKIETBEICED. R TOE EUYE— MEDT—HEE L. BEEPHS
DEANRETIEN KD, EFENODRER., TRROMEEICLNBETHZEELTE LI
SO TEET?, BPBSRETLIIVDERIBRICERSN . MFD RADEREVIMTSH. 3t
VaVDR T ERBFICEHRT %,

TLSv1.0/TLSv1.1/TLSv1.2 FORIILELTE RSN kB O S 8
BAMICIE, TROBESIERM— bOfINADRIRSNS,

SSL/TLS ORESLA(—k HERESAX/BYIX NyYa1AR
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128 CBC_SHA256 | AES/128 Evt SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evh SHA256

FERSWMHLDOREENIL. SSL/TLS BEEEE7/OMILO HMAC (Hashed Message
Authentication Code — IETF RFC2104) #&E#FE AT 3EICL->TERETS,

Web D547 b T SSL/TLS @IEEEMICTIE. D317V MoDERIE HTTPS #@EULT. 215
LEIINEBLIEL, SSL/TLS @1E(E. IPSec, S/MIME &ty 7Py /9301, FEE VAT LEESE
MeFa1)T(EEOTT-AEAIYO—- FTRRICE DR E SN TULEIFNE B LI,

b) IPSec 7Ol
VATLEBECINVATLEBEE - FTEREINEIIPSec BIE JICHEL. AFRYRI—D EZER
NAIXETA, tX1UT(EEOTTAP TOE /RETHEHRETE—DELT, 1787 —5&
EMMREESNS. IPSec 7ARIVICH LTINS,
IPSec 7O UL, TOE EUE— MEITE D LK IPSec BIEEITOINEL VO, MEZHE LS 7ILTY
ZLBED)STA—AEEZTIEHD, TF1UTATYII—VaVDRELETD, 7Y II—VavOREL
FIEESNZHED IP 7RLAROETOREIET—HE. TOE DEIR OFF £&E3)EYIMNEET
IPSec D FIVAR—FE—RICENEESLEND, BHESRIEITIIVORBIFICERSIN. MFD K
AOEREVIETT I, FEEIaV0R TERBICERT %,

IPSec 7O+JJL(ESP:Encapsulating Security Payload) EL T4 SN2 EGE B0 S 2
BAEMICE. TROXERBEAXL) \vI1AKXOHEAEHEORNIDEREND,

- 75 - Copyright® 2015 by Fuji Xerox Co., Ltd.



Fuji Xerox C7776/C6676/C5576/C4476/C3376/C3374/C2276 >V/—X tz¥1l)714—T7vf

HmEms A/ |1 X N1l =
AES/128 Evh SHA1

3Key Triple-DES/168 Ewk SHA1

c) S/MIME Forail
VATLEBEICIN VAT LEEEE— FTHRESINLIS/MIME BELCH L. ARy I—D6E &L
USRI —D EZRNBIXET—IERETEI—DELT. F17BA-ILBEMRIIENS.
S/MIME 70 FLCs LTV,
S/MIME BEEA—ILMDiEZEMEEICED. SHEEBF AN TEIETIIHEDA—ILERERFIR L TO
XET-ADEEEE., Tz S/MIME BEEZ A DEZEREEICED. XET-ADEEPHEZL
T3,
BEEESRIEA—IIDOESLHEFICEREIN, MFD KADERZUIET5H. FLEA-ILOES
LR TERBISERT S,

S/MIME 7O RVELTERENSA-ILEE SO DL EREES A

HEBERES AR/ BT
3Key Triple-DES/168 Ew bk
AES/128 Evhk

AES/192 Evwhk

AES/256 Evhk

S/MIME 7O VELTERSNSA—ILERDTHDNYY1 A K

N1 AR
SHA1
SHA256

1.1.8. I77D270—tF1) 71448 (TSF_FAX_FLOW)

T7DA70—EF1)T4HEER. WIMERIBEICHENVTE USB 1 VA—J1— ATV bO—Jilk— REfE#EN T
W3 I7DAR—FEBEUT TOE [CRIEEICPIERATRILRITEY | ARBIEERENOAERY FD—DIC2
REFRIRTHERTESBIMEEETHS,

(1) FDP_IFC.1 #JtyMEHRIO— %4
FDP_IFF.1 Bffit¥i)5(EiE
NREFEERENONIRY I —DICARBIERR T —IEZ(FTESLGLOT, ARBIERRZEN
ZELEAREBRT—AEAEBRY FI—DEEITELELY,
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1.1.9. BETAMERE(TSF_S_TEST)

TOE(, TSFETA-FELUTSF T DT L& R T SN E T TAMEREZREITT S_ENAIEET
Hdo

(1) FPT_TST.1 TSFTAk
TOE [F#28)8%(C NVRAM & SEEPROM O TSF F—A% &S LEEERA L. BERFEE/RIVICIS
—E&KRTT D,
ERLEFIVTAEEDT T4, B0 BT —INolCEEFNEBLVEHEEDREE UL,
F=TOE (FEEIFFICE 2 TAMEREN R ESNTLVSE. Controller ROM OF 194 LEFTE ULFRED
EE—HT2h R LEERSIRERIUIIS-E2RTTS,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CC JEVD347)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—174 03—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SEMREELAJL (Evaluation Assurance Level)
KED:EFHIFERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

IIT E& A H3—3F)L (Image Input Terminal)

10T EfgH H58—3+)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 13 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LTHEAXEY (Non Volatile Random Access Memory)

PDL R—JERik & (Page Description Language)

PP J079Y3a»70774 b (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR X1 T H#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tF1Y713—5y b (Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE t¥%a1UT1##E (TOE Security Function)
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FHE

A ST CHITBRAFEELTICEREAT .

RiE EENE

—_— TOE D4V ERICH>T TOE EXIEEFTBEEDIV 7174, EARMICE—AEFIFAE .
VATLERE . BLUNAMN-IVIZT,

SA(System BHEEENDL MFD O EEY TOE tXi T(#EEDREEHFAIEINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
WWMEEEE SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  89FRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,

VAT LEEE VATLEBENFRTEINIATVE, YATLEEE Web 505 EE
D347k MFD [Cxt LT, TOE BRET—ADHERPEFMAEIT,

tIR—"917 TOE A®M Web H—)1\—T®HN. FIFEZE D17V D Web F50H&MH LT, TOE
18 —2yk [t gBIREEREE ., SR ELEH., XENWNH UL/ERIE RN TEZH—EATHD,
H—EA(CWIS) Windows D1Z# Web J5OYTHERT3ENTES,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIZAIC, VAT LEBEEN
TOE OFERIREICEDE T, TOE HRNDENMERE® TOE X171 EERTE
DNSR/EBHEVL, REMBOEREITOBMIEE—F,

TIVR=RFAN

—&FIABEDISIM7V b LDOT—5% . MFD W' IR AT eEGR— Uik EZE(PDL)
TREASNIERRT—2CE#RTEYT 7T, MIREDS1T7VMCERT S,

MFD DMEIRATREBAR— YL 55 (PDL) TRERSNZT—45, HIRIT—4(3.

FIRIT—4 TOE 0T VR—X#AETEY bRy T T —AICE#SN D,
w5 MFD ’Hﬁ!:d‘w“é/\— FOI7AZY METITONDBEEDIS. IV FEZDLARY
AELTEREESNSGT -5,
JE—HBEICEDBEH AENTT -5, BLUTUVA—HEECINFIAEDI 17+
EvhIyTT—4 PORESNICEIRIT— 2% T AV R—ARETE R LT -5, EvbvTT—4

(IR BEAXTEGERL RN FTIADEECIEMINS,

FAVR— Tk

R—URh 555 (PDL) CREBRSNIHRT—AZ L., Y by T T —RIC K
T HHEE,

TIAVIR—XHBEICED R— YRR EFE(PDL) TR SN =T — A &R L. Ev b

TIAVR=Z PF BT RT B,
B C—REET 1T hB0RH RS ORNRLB X ELEE . SABCERT

T WRFIFIEN MFD 0L e, JUv5—fEe. AFr —fRhe. T7AEEEE
XEF—5 RT3, MFD MEEEET 32 TOEEFRESGT—5E. BHLTX

BFALRETE, XEF-ACRUTORLYNEENG,
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FzE EERNE
AE—-HEEEEE AT BRI, IIT THHAFN, IOT THIRISNBEY YT T—
B

T)UR—HEeEFIRTBEIC. —IRFIBEDISM7Y M oZEESNBERIF—46
JU, ENETAVR-AURERIERSNBEY YT T—4,

AF v —HEEE R AT BMRC, IIT DMoikHATNRE\— FF(AVEBICERE
SNBEY YT T4,

TP AMBEERI AT IRIC, IIT Hoidr A FNERAEFHRISEETIEY YT
T8 6LV, EREFHNOREL IOT THIRISNIEY YT T—4,

FRBFEHXET R

MFD ORER/\— FF( AV EBICEREENE % FIRANE T LI7/LILHIRR Uk
1. B\ R ADEB RIS, F—IBEBEL TV REOXET -4,

X1V TAEEDTT

BEEPERERE. I-YI#ELBE. TIMARNTREVCEEGERE. 1V
Mar (3 ) D8, TESLTE ). TEDHER 1IEVI R K TR RINCEEERLIZE D,

—MROIMTUIBLTY - N-FB—RFAEISIMT7Y FRAICEESN TS,
TOE O#REICEDZ N DT -4,

RE Ry FI—D%i7RN 2% TOE DREECHRNDILSNDT—A,

TOE ®EF—4

TOE[CL>THERRENTZN TOE ICBEALTHER SN =T —ATHN. TOEDEF1UT4
BEEICHEZE5ADREMDHIRTET o

NIE TSF 7—30—ETHN, EARMICII TEDOT—ITH3:
N—=RTAADER-T I LEEFER. \—RFT1AVEBRTIBSLER. VAT
LEBERER. DA -IVIZ7REFIRER. AR IRV ODFEFEROD/
AD—RMMEAER. - )20 —-FOR/NXFHHIER. FIAE D £)IAD—F
B, YVATLEBEERIAXRRICLZTIEAESRER. RERYII—DT—4R
EIFW. tra)T(EBEOTRERFR. ERT)VMER. 1—-F-FiER. B
ST AMEER. Bt -EFZIEHR.

— DT FBLU
)i~

TOE OIS LBLVIFA 7Y MY —N—&TRT,

REN—RT4ADE
EhbDHI| R

REN—FTAADEENLCOHIFREEE LIZIE S . EEFEROBIBROEETT.
FH5, XET-INREBN-FTAADEENGHIBRSNIGE . LT HEE
TEERNBIBRSN AT, FRIBMICHIBRSNLEXE T B L TTFI AT HEH
XB<BH, UNLXET-HBARED)7-SNTOEIVREERD, XET-4H
KL BT IR UREICEESAFNIE TR RAFH XET-IELTRE
N=FTARDEEICTZS

REN— FTAADEE LICEESNIEXET - HEHIRT IIRIC. 20T —55EE

LEERE EEET-ATLEETREERT,

. FIREDNANTS 12 HOEHF, WH\— EFAADEBEABS LG,
COF—BELECIEEREERTS,

e G L —FLECEBERSND 256 EYRDT—8, RERN\—EF ADEBEA

il E S LA PEBEOXET—A0REHIC, CORT— AL TIESLE!T,

2y hI=5 SRy RD—HERERY FI—DEE A TE—BRMCHERATIRE0RE,

SERRyRD—D

TOE ZEE T M CIIEENH KL, REBRY FI-DLSNDRY M) —DEE
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FzE

EAR

0%

o | i

o

RERRY D=5

TOE h'ERIESN S BBOREICHD. S E8RY b —Dh oD F1UT1 DEBIC*T
LTIRESN TSRV FI—DAD. MFD & MFD A7DE AN ER)E—-FDF
BREBY—N-PIF1M7V PCRIDFvRIEHET .

TOE n&#eE=FE AT 3 HIIC. FIAEDHAET-T TOE OF| AEEICHIRE

1—-4—52% MIBHDOBEEETH D,
ARARRELEN BRRIED2ODE— BB, EBHHDE— FTEIMET B,
KR TOE O1—4—325E% MFD TE&H L1V —1EHRzFEALGRIIEEZITOE
R e
pLEpERE TOE O1—H SR ES BRI Y — N — (L& R L1 —BEREFERA UL TR

EEETIE-F,
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SEEH

A ST NS EEHELUTICEERT B,

BEFS

=P W]

[CC/T=F 1]

FHRZM X2 TEHEOZHDITL D477 N=Yav 3.1 HRETE 4 Ik
N—=r1: BERE—HAETIL 201249 A CCMB-2012-09-001

(FR 24 F 11 AFERRE 1.0 ik MILITBUEANBROIEHEERE
tFaF1vE— EREFIUTAEREER)

[CC)i—+ 2]

FE|EMT 1) TAFMOTHDITVIF4TI7 -3V 3.1 RETE 4 bR
N—=b2: EF1)T4#REQVIR—% U+ 201249 A CCMB-2012-09-002
(FR 24 £ 11 AFAERE 1.0 iR MILITBUE N FROEHEERE
tXaT1Er8— FEEREFIUTAEREEE)

[CC/I=} 3]

FHEM 1) TAEFHEDZHDITLDIM4TI? N=Yav 3.1 HRETE 4 Ik
N—=b3: EF2)TARIEAVIR—%V+ 2012 %9 A CCMB-2012-09-003
(FR 24 £ 11 AFERE 1.0 ik BILITBUEANFROIEHERE
tFaT1EUE— BEREFIUTAERER)

[CEM]

BHREMEF VT EHEOLHDOEERE N—Y3aV 3.1 HETE 4 iR
i A% 2012 &£ 9 A CCMB-2012-09-004

(FR 24 % 11 AEAEREE 1.0 iR MIIITBUE AN EIRLIEHEEES
XTIV — BREFIIT/FREE)
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