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7o. v bU—274r L1z TOE OFEHFHRE, v bV — 27 REEHYIHLRREZ: & ORI AN ELIE S U
oy ETLEAMHOBEEBE AR EN D,

LIFiCEF =2V 7 ¢ LA O ~HOREIRBEZ L L 05, ok, BX =Y T ¢ mbine
BMNZT D7DIZid, HEENAT— K, CENNRATY— REZFRICANA T — FEFNTER L2V MEIZ
RIET DHEOEAEFPLETH D,

® ——#— : PUBLIC ®7 7 & % D 2k
® BIFR LY hORE 5]
® o — Y —4 —ERR 2k
® R U — NEKIHERE s
® R U AEHE A =
® SNMP v1/v2c Write HHE =
® SNMPv3 OF|H =
® HDD K5 5{LERE DR E c5%h
® 7L hT—HXy T v —hE ARk
O L — W —|Z K 256 B R R ARk
® v hU— Y — R—pERE =
® S/MIME i 5{b5& B D il FRE% & : A%) (3DES, AES OAEINATREL 725)
(SHA-256 " H%h & 72 %)
® i Jik(E =
® U E— LR LERRE D ARIE

LITOREREITEF =2 U 7« BILBERE DA RN/ D 7 A X 7 TLUUTRIOR SN DR ERBIZZR D A5,
LREOMRERE L R0 | HRICREEZLET L ENARETH D,

® FTP ¥ — —BERE DR E ARk
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2. BHEIE®
2.1. CCEHE®

ARSTiE, UL FOBKIZHEET D,

=2V 7 4O oDaxr 7747 V7
JS— M1 MR - — T SN—Ua s 3.1 KETES 4 B [CERERE 1.0 M

b2 e ) T AR VR b A=Y a Y 81 ST 4 B B 10 J50)
R 1 L a ) T ARIES SRR b AT ey 31 BGTH 4 i RS 10 ]

o X2 UT MEREEM N— b2 R
o ¥ UT qRIEEM 3= h3 A,

2.2. PP E3k

A ST BNEET % PP 7w,
2.3. Ny r—U Xk

AKSTIE, Ny —v  EAL3 GG T 2, BT DMRIET R —R 2 IR,
24. BEER

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model Version 3.1 Revision 4 CCMB-2012-09-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components Version 3.1 Revision 4 CCMB-2012-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components Version 3.1 Revision 4 CCMB-2012-09-003

e Common Methodology for Information Technology Security Evaluation
Evaluation methodology Version 3.1 Revision 4 CCMB-2012-09-004
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3. XU TAREER

ATTH, RESRAFEDOE 27, AifeRkfE, & MOt x =) 7 1 FEHIZOWTRIET 2,
3.1 REXNRAE
TOEDEF a7 2yt M ‘2P —ORRICR L TRESNDAIEROH DT —F DR

# Thd, mfp Z@EFEOFHHETHEN L TWL5EEG. FIHAATRERREICH DL T OHIE 7 7 A
N RERAR LT D,

e BEEILTIVETFAIL
7747 F PCIOOLHEHAODT) U Z—RFIT7A4AR=KWNIC I— R&Efo TAEKINEFEIND
mfp ICEBINT-EER T 7 AV,

® XXy UERT 7 AL
mfp TEDLTAX Y LV LICER T 7 AV, ZZTIEAX Y 2T TFHED A —1LT FL AT
E-mail (SMIME) TEfHT2FEHEZRBEL WD,

A —EER IR D BRIREE L L TIRFESND Y a TOEIE T 7 A WAL BN Y OWER O T2
(ZF% D FE DI FFHRIRRE & 7 o> TIRIF SN D Y a T DOBHG 7 7 A V55, FREOKRE & T DG 7
7 A NVESNE, mip DEEFRAICEBNTIRESND Z LBREMINRWZD, REEIE & 1THD
AN

—7Ji. mfp &V —ZH, FEFEL TR T L7256 72 SO EENOIRE SN DT — 2 2
HRIZBENL 2 % a 3. MfkIE HDD IR F T 2H b o7 —4 . KU eMMC IZRE STV DRE
T =2 ORI ZBET 5, o TZOHRIEIUTOT—F 7 7 A L afkid R L35,

BTV RT7AIL
& XX v UEHRITFAIL
REEBRI 7ML
> WALV v N7 7 A VLS ORI LD IR T 7 A v
BFHREICHE I TDEBR I 7ML
TEHRIREEICH D Y a T DG 7 7 A /LT HDD 7 — & fHsIAFET DB 7 7 A /L
e HDDBREFE{EZI7AI
— A 72 HIBRERE (7 7 A VEBFIROHIRR) 7210 TIREIBR S 72w, HDD 7 — & SEIRIC 7T
TAHT AL
o EZEETFAI
Vv MNEB T 7 A VLRI BT HDD BIcARSNEZT o R TV F—H 7 7 A )L
o EEENRT—K
eMMC IZIRE SNDEHEDRAT— R
e HEEBILT—F
eMMC hiZH¥g s o557 — K,
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3.2. BiR&H
AEiCIL, TOE OF|HEREIZBET DR 2338 L, ST 5,

A.ADMIN (EIEZEDAEHE)
FHEEIL, RO KEE L THITEIND —EHOEEICBWT, BELF-=1TAIXTHR0,

A.SERVICE (H—ERIoT=70OAKEHE)
P—E AT V=T 03, RO N EE L LTSN —HEOIEEICBWT, BEAR-721T4
[ a eVANAR

ANETWORK (mfp @Ry k77— &)
TOE M ## S5 mfp %[BT 547 + AN LAN 23k » b U — 27 L SN A %A%, S
sy NU—2Z 5 mfp ~7 7B A TEXRU,

A.SECRET (MF1ERICET 2 ERAEH)
TOE OFFICEBNTHEAINDEZE/RAT — RO SL T — Nid, EFFAEL SRR LA,

A.IC-CARD (IC h— FIZE89 2 EREH)
TOE OFFIZBW TR SN A IC — Rk, EYha—VP—IZFrF S Tn3,

3.3. Z®
ARHEiTliX, TOE OF AR TOE FHBREICBWTHEINAFEZHA L, HT 5,

T.DISCARD-mfp (mfp M) —REH, FE=E)
U —ZEH, FIIEIEL o7z mfp BRI S =6, BEE2R->72#72, mfp WO HDD %
T2 Z L2k BTV h 77 A0 AX X VEHBT 7 AV, RIFEE T 7 A VDRI
T 5, £z, BELEZFES-FD, mfp N eMMC Zfi#fT3 252 Lk, BEHERRAT—F, K
FbU — FRIRT 5,

T.ACCESS-HDD (HDD ADAREHLTHER)
EEEZR S THECER oo ——2 mfp [IZHE#H S TW\% HDD 12k L TRIEIZT 7 & A
LT, HDD IZRE SN TWDTRTOEBR T 7 A V0N AT— R EDOT — X INGER IND,

34. DX )T 1A%t

A ST Tid, WEMNEZE SN DIREFREEITHT 247 4 ANLAN Lot x = V7 15 &
LT, 77 A NVDREALRER S, TV FNVBL O U2 A=V OBRBERFF IS5 K5 704
ik« FHFISHIE LIZ TOE % 2 U 7 BEAZBET 5, LUTIC TOE 2RI 4 %Mk TEi &
nNoHtF¥a 7o GEEm L, ST 5,

P.COMMUNICATION-CRYPTO (H{} 7 7 1 JLDEES{LE(E)
IT RIS CERAE SN D RERORVEBR T 7 AV ATV > M7 7 A b, A%y VER
Ty AN) i, e ka2 TR 50,

P.COMMUNICATION-SIGN (E{&7 71 ILDER)
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MEMED S VBT 7 AV (AF v VBB T 7 A V) G AR, TV HNVBLBMIMS
RFNIER B0,

P.DECRYPT-PRINT (EH{&77 1 ILDES)
mfp TG LMEMROEmWEIR T 7 AL BTV 77 A40) X, ZOT7 7 A NVEARKL
TERIABIZTICHIRT 5 2 E BTSN 5,
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4, X2 T4 WNEKGEH

ARFETIL, 3 B THON S VARG, Bl kDt X =V 7 1 H#t 2517 T, TOE XU TOE
DOFFREN THE Rt F 2 U 7 4 RGOV TR T 5, LT, TOE Dt ¥ =2 U7 4 65K S5

b, BEEOY X 2 U T ¢ A SRR L TRk 5.

41. TOE X2 T4« XK AE

AKEITIX, TOE DX = U7 4 xR FEHZOWCERBI L., BT 5,

O.DECRYPT-PRINT (BEBILFTUU R 274 ILDES)

TOE 1%, 557V o b7 7 A VOERIZFIA L IC — RICO I, BTV o 774
VO ZFFRT 5,

O.OVERWRITE-ALL (£F—4%2 LE&FHE)

TOE X, mfp W® HDD O 7 —Z fHIIZFLEk STV DI BT Y > b7 7 AL, A% ¥ Vi

Ty AN, FHRRIBICH DY a T OB T 7 A, REER T 7 AL, HDD FRFEGE 7 7 A L,

EfGEE T 7 A L, ROVEHRENRE LT eMMC FOEBRERZT— R, | BE{bY — R&2HH
TXR<T 5,

O.CRYPTO-HDD (HDD DEEE1E)

TOE %, mfp ® HDD WIZCEZXAENDE TR TCOEBE T 7 A VLR AT— R Y OF — % % {5#
THEO, R

b — REfEH L TR BZ AR L, BT 7 A VR RA T — R EDOT — X Ol
B R OME S 21T ) RE A 42k 9 %, F7z. BBV — FiZxt LT, S ZMREET 2 BERE & ffit
T 5, 52, HDD K5 bisrE (R Bk U — R) ORCICEIR T DEEREIXE EE 7217 123 5,

O.MAIL-CRYPTO (S/MIME ¥, ES1t)
TOE (%, A% ¥ Y HEE O E-mail #EICBW T RAZFOERIEG CTAS ¥ HBRERB{LT 5,
O.MAIL-SIGN (S/MIME OFIFA. £4)

TOE IZ, A% ¥ VE{E O E-mail B#MEIZB W T, FIHZEOERIZIGE U TT VX NVBLAFED -0
VRS ENTEAF Y VEBEZ ST Emall T—F DA v —IUF A4 D2 2 NEERT S,

O.PKI-CAPABILITY (PKI#8EZFIRT 5= DY R— FEME)

TOE X, IC 1 — R Y =% —KOIC #— R L L CEBLS N D57 Y > MMERE, Scan To Me
WREEAFIFT 272012, 22—V —1HFHREEHY— 3 (ActiveDirectory) ZFIFH L TIC h— KU —4#
— K WVIC 1 — R~ R @ EE Y R— 4D,
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42 BRBREOEX 1) T4 xIEAHE
AEITIX, TOE OEAREDO X2 U T ¢ R ITEH 2T 5,

OE.ADMIN ({§fETZ5EEE)
mfp ZF| I DO EEH 1L, TOE 2N E#H S5 mfp DEAICE W TERE b - %&E 2 HFEIC
FAITTH N EHEICHRET D,

OE.SERVICE (¥—ERI VL7 DRI
TOE ORSFEBAKET 250, mfp ZFHT 2O FLE 721 3E BT L, RTFEHEITD
S4E LARSFERRI A RS T D IRSFEAICIE, RIEEARITAZ LARWE AT 5, 7. RFEES
DIERDOESFRALDOY — R V=T ThD I & &2 RFEEORNIE BE N T /) iE B E % il
LT, BERENRTIEEILLR D,

OE.CARD-USER (IC h1— FOHA)
IC 71— FOFAEL, WALV > M7 7 A VEIESALT 8%, IC — K, ROHHAT Y ¥
RIAN=ZFH L, AF%x Vg7 7 A V2RSS DBE, IC 71— N2FIHT 5,

OE.IC-CARD (IC 11— FORAEH)
mfp ZF AT 2O EEE 1L, IC H— FEEZFAT 254, UTFIOrnTERZ2 £t S w5,
SRR TTRIAT A2 0ICHIT LI IC h—RE&, £DIC — ROFANFATSNHELNa2—H
— A5,
« =P —{ZxF LTIC 71— ROMA~DGEE, B5%22801 L, MHAFOREZMESES,

OE.NETWORK (mfp DEHT 51y FT—H &)
mfp ZFIMT 2O EEZ T AR Yy U —2 025 TOE BMEH SN2 mfp ~DT 7 & R %
Wrd D707 7 A4 T U4 —/7p EOMIREZRE LT, BN DDORERARNEKEZFEET 5,

OE.SECRET (RZFEHDEY L EH)

BHEIX, UTIORTERZFEwRT D,

CEHERNAT — R ST — RICHERI FTRE 7l 2 3R E L7V,
cEBHENRAT— R, ST — FERET S,
CEHESAT— R BB LY — ROBMEELEZIT .

=R V=TI IR T EA ZFE T 5,

« CE /SA T — RICHERI FTBEZ2 Ml 2 3R E L 720,

« CE/NRU— REFUET D,

- CERRAU— RFOWMEEEEITH,

AT V=T NEIERAT - REET LG EIE, BEEICECHICET IS,

OE.SIGN (Z&{E5DHIE)
< IC I — FOFEE L, MEMEOBWEERT —% % mfp 627 74 7> b PCIZEMT 5B, &%
FEBL BN 5,

OE.SETTING-SECURITY (%2 7 BESRE. #iF. BE)
FHEIL, 22—V —IZFIHAZEBENZTOE IZx L, B = VT 4 b2 & A ¥ ADE
WIS TR EZITV, TOE 2FIHT 2T ENHERFSIND L O IEHNT D, £72. mfp 2V
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— ZEH], BIET LI TOE I L, A X ADORHEIZH > TEAT 5,

OE.DRIVER (BERFU Y4 FS4/1\—0DF A)

ICH— R AEIZ. 7 747 > FPCICULTOEMZmIZTHEH Y 7 RIAN—%FET 5,
s LEOREEICHWD T v & A dbm o LRk 2R — N LTWn5,

- IC 71— FNOARSEE AW - il O R B(LEE Z R — h LT\ 5,

- SP800-67 |21 L7z B b7 v T XA KRR ZHR— kLT 5,
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43. X2 T4 /RAERAEHBER

431 HEM
BITRSE., BB, AOWFEOEXx =) 7 2 8t =2 VT 4 iR GOSN EEE FERITRT,
X2 T AR FEND R L b 1O EORHESME, B, MO X2 U T ¢ HEHITHE L

TWHZEZRLTND,

x 1 AHREH. BE. BEOEF 1) T4 ARITHIT S EF 1) T AKAHDOESH

HotxXa Y71 AH8
[i0¢73

ZR

NINQY'V
JDINY3SY
MHOMLIN'Y
13403SV
ayavo-oI'vY
djw-gyvosia‘L
AdH-SS3ID0V'L
INI¥d-1dAdD3a’d

O1ldAHO-NOILVIOINNANNOD'd
NOIS-NOILVOINNWINOD'd

tXa) T AEAE

O.DECRYPT-PRINT o
O.OVERWRITE-ALL o
O.CRYPTO-HDD o
O.MAIL-CRYPTO o
O.MAIL-SIGN

O.PKI-CAPABILITY
OE.ADMIN o
OE.SERVICE [
OE.CARD-USER
OE.IC-CARD o
OE.NETWORK o
OE.SECRET o
OE.SIGN (
OE.SETTING-SECURITY LK
OE.DRIVER
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4.3.2. BHREHIZHT 5+ 721
AESRIFICRTT A8 X 2 U T 4 IR FEHZHOWTLLFICRAT 5,

® AADMIN (EEEDAEHE)
AL, BHENEEZHZ2VIEEHELTWD,
OE.ADMIN (%, mfp 253 2865 mfp 28 HT 2MEICB O TEEOBIT 5 A& EHE
WCHRET 720, WHEOEHEMENA L SN D,

® ASERVICE (H—ERIT V=70 ANIEH)
AREMEIE, V=AUV T RRERITAEZITDRNZ EZBEL TS,
OE.SERVICE /%, TOE %3 A4 2%H#%kiZ. TOE OfRSF 424 4 28k I TR ERIT A 51T D70
BaPR LI RSTFRN ARG T 5 2 &0 ROMRSHEEORNCEBEN Y —E AT V=T ARAT
HDHI L EHNEAECTHERT 2L, HFHEMETFERIILR) ZLEHAELTEBY, A%
HixRE SN D,

® ANETWORK (mfp v b7 —4 EHEH)
AREMIT A7 4 AN LAN OAEFR » B U — 27 DB REFESEOE I L 582 ER™Than
EEBELTND,
OE.NETWORK IZ /%y NT—27 6 mfp ~DT 7 B AWM 27207 74T 74—
RO ERBET LI EICEIAETENLDORIERAOIEZHEL TBY . REFEREEIN
Al

® ASECRET (BEEHICEHY 5 ERFH)
AZAEE . TOE OFFICB W THF SN DK/ SAT— R, BT — RREFIHE L 0 IRR LA
W EEHEL TN D,
OE.SECRET %, HHENEHEZ NSAT — R, SV — BT 2 @A EwT 52 &%
HELTWA, /-, H—b R V=7 CE "AU— RICET A EAHA % ER L. EHE
WXL C, BHE AR — RICHETEAFAZEZEMIEL 2L 2HELTEY . AEMEIRE
b,

® AIC-CARD (IC A— FIZB9 5:ERE&H)

AL, TOE OFHICBWTHEA SN S IC I — FIFELSEHEHEENTEY, ICH—FD
AFIZESL a2 —F—ThHH I L E2BEL TN,

OE.IC-CARD /%, {E#HT& % PKI BEIC L W RIT& N7 IC h— FE AV, Mo HEH 1T IC
H— FOBFr, B ZHEYNIT) 22 HEL TWD, FMBOEEENIC h— RO —H—
W2k U CTHARREIASO# RRF D RIS T IESE 2 JEARUE T 5 Z L 2 HE L TR Y FIMFTHEZR IC 71—
ROFEOBAEENEX L WHAFEICHE S NS Z i3, K-> TIC 1 — FOFTAEHENIEY
fpa—YP—L7eblm0, KREHFIIRLESIND,

433. BEICxT BH+0MH
BT 58X 2 U7 4 %R FEHZOWTLLFIZEAT %,
® T.DISCARD-mfp (mfp @V —RRH], BE)

AEBEIL, 22— = HEIRE N7 mip LV EHRIRRT 5 ATtk 2 8E LT\ 5,
O.OVERWRITE-ALL (X, TOE 7% HDD (2 & 2 {Ri§& EO B 7 — 27 fHllk, KT eMMC (25 %

Copyright © 2014-2015 KONICA MINOLTA, INC., All Rights Reserved.
23 /50



bizhub 4750 / bizhub 4050 PKI Card System Control Software &z /)77 #—5"wk

BHENAT =R, Wby — NCHIBROT7 —2 2 LEHES T oMz RIET 5. 72,
OE.SETTING-SECURITY (%, A # > AOHITH > 72 & LT, mfp BEIL S DHTIC
TOE 23Meftd 2 [RERE N AT EN D720 BIO MREEIIRE SN D,

We> TABRILHaxiiEn T 5,

® TACCESS-HDD (HDD ADAFAERT I X)
AL, mfp © HDD WICEZAENLT_XTOEIBR T 7 A LAY — R Y OF — 2 |(2xt
LT, HDDIZRIEICT 78 245 Z LIC KD BEO WM ZMEE L TV 5,
O.CRYPTO-HDD /&, W8tV — F&ERN LTRS84 EmR L. T X CTOEBE 7 7 A L2/ 2A D
— R7p D7 —% % HDD WIZEXATRRHIRE 5L L, EFICHEAHTRHIE ST 5720, &
OFRIREME T S D,
Fo. B Y — NIgk LTI E ZREET 27290, RO TReMEITE S 5,
W TAREBIZHaRPLEn T 5,

434 HBOEF1 Y T4 AEHICHT H+57HE
FMREDOE X2 U7 1 FEHTHIET 2 8% 2 U T 4 MG EHZ DWW TLL TR T 2,

® P.COMMUNICATION-CRYPTO ([E{& 7 7 1 JLDIES1LELE)
AFFEOE X 2V T 4 F#E, Fv bU—7 BICHENDBEEOEWER T 7 AL (BE(LT Y
VRT AN, AX X UEBET 7 AN) IZOWT, MEMEZERT DI, ekt E
HELTWD,
O.MAIL-CRYPTO (2 LV, mfp 2"H2—H—HEHED 7 T4 T b PC~A— /L TEFEIND A
Xy LR T 7 A VK LT, kT DR 12k9 %5, OE.CARD-USER (2L V. mfp
W57 T4 T vk PC~EMTHEIXIC 1— R, 7747 b PC5 mfp (M 2 EE1% IC
H—REFEHTV X RITANR—2RHTHZ L R2ERT D, o, FOBOHEHTI X KT
A X=X OEDRIVER IZ LV EBET —Z 2 X2 TIROLOEFHATLZ ENTERINL, &
512 OEIC-CARD i2k»CTIC — ROFIAENEY a2 —PF—Thd I L E2ERT D, £/,
OE.SETTING-SECURITY (2 X » T = U T 4 SfbLiREE ST A & 2 AD R I » T=5%
E LT OMFHCET2EANTORbILD, Lo TAREX 2T 4 FeHIERIND,

® P.COMMUNICATION-SIGN (B2 744 ILDESR)
AR O X 2V T ¢ HEHE, A—/v (SIMIME) % HW Tt D FEED @S WEBR 7 7 A L (A
Xy EBRT 7 AN) IZONWT, BAEMINTLHZEEMELTWD,
OESIGN 20 mfp M5B 27 T4 T2 h PC~A—VITEMEINDZ Ay LIZEBT 71V
W6 L TP ELANMINEN S, O0.MAIL-SIGN, } Ot O.PKI-CAPABILITY (X Y. mfp 725
22— —HHEDI TA4T 2 h PC ~A— VI TEEINDAT Y LIZEBR T 7 A VTR LT,
IC 7 — FZFIH L TEA ZMINT 2R 2Rt T 5, 512 OEIC-CARD IZ L > TIC 71— KD
FIAEENES a2 —F—ThHDHZ L 2ERT D, Lo TREX=2 U T 1 FHFEmR I D,

® P. DECRYPT-PRINT (Ei{&7 741 ILDES)
KOV X2 U T 4 NI, 77 A NEER LERME (IC 11— ROFAEE) OHBESLT
VY N7 7 A MCHT BEIRMNTAS Z EEBELTN D,
O.DECRYPT-PRINT (%, TOE I%, ZDHE(LT V> v 7 7 A V&AL LIz IC 1— RDRIZ,
ZFOWEEALT ) > b7 7 A NVOHIMZFFAT5E LTW5, &5 0EIC-CARD IZX-»TICH
— FOFEEEZELLERIND Z L E2ERT D,
etV N7 7 A NVDOEFUBRIINR T 4T 4 THD IC 1— REFIHT D5,
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O.PKI-CAPABILITY {2 X > TZOEER YA — b Sh b,
> TAMBO X =2 ) 7 ¢ FEHT, ERT 272D H0TH D,
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5. isRaVR—R2 FERE
5.1. YhiRH4EE U R— R > b

AR ST Tl IiEMEa A —R FE 2 OEHKRT D, KXo U T 4 EEEFOMLEM:, T
VI TEFROEMHIILLTOM®Y TH D,

® FAD RIP.1

FIHET =2 K ONTSF 7 — & ORFEREIRET HZ LA ERTH X2V 7T A EEEGTH D,

> RO EN
FIREZE T — % L TSF 7 — % OEFIERRELHET D20 EN D D0, R HERREOBLR
AT X2 VT o MeERIL, FIRET — 2%t 9 5 FDP_RIP 7 7 2 U L A4 6
RN, KRERZW T Y X 2 U T o BEREERIIAEAE LR,

> WALV 5X (FAD) DOEH
FIRET —# & TSF 7—% OX[72<, WIFOT—FDEeFX 2V T ¢ ZHil Lo ki3
W, Ko TH LW T RAEEE L,

> WRALKZ773) (FAD_RIP) DO¥EH
FDP 7 7 A® FDP_RIP 7 7 X U 3T HANEZFIH LT, TSF 77— £ THHRZIIEL
2O ThHATZD, 20773V EE—TVULEEH LT,

® FIT_CAP.1

TOE 3MBIT =27 4 7 4 DX =2 VT 4 e &2 HFIHT 57212 TOE \Z X e He ) & BlE

THEOOEF 2T 4 BEEEMETH D,

> RO EN
TOE AN IT =27 4 7T 4 OX =2V 7 4 B2 FHT 256, SN IT =7 47 4Ok
X VT A HEEDHENCEX 2T THOAZELEETHLIN, A IT =T 47 4 DEF=
VT A BBEZ IE L <MW 72972012 TOE It _EgEENITEFICEETHDH, Lol
AFERO LD BRI X2 U7 ¢ BEEEEIIZFE LR,

> BRALEZIZR (FIT) OEH
CCR=F 2T WVWH LWERTHDIT-O, LW TREER LT,

> BRAL773Y (FIT_CAP) O¥EH
7 A ERRRIZ CC/R— R 21TIERWH LWERTH L0, HiLnwor 7 IV EER LT,

5.1.1. FAD RIP.1 DEE

o VS RE
FAD : &7 — X% Ofri#
WSFR D E IR : FAD (Functional requirement for All Data protection)

e VSRADEBE
ZDU T AKX, FIHET —4, TSF T —X OXBI < Ri#ETH Z L ICBET 282 8T 5
TN EEND, AETIT1 o077 Y BNFEET D,
— BT — X ORI IEWA#E (FAD_RIP) ;

e J7IMDABDFEL
77U (FAD_RIP) &, HIbRSN7ziF@mn _E LT 72 &7 KOBIOFMET — 4 TSF
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TR HEEYE TSNS EIE, VY —RAZEENLD WD RDLT = B TH D Z & 2 RiET
DB HONTHR D, 2O 7 7 I VI, FBRAYICHIBR £ 7213 S iz 2. TOE WIZ £ 72471E
T AR B D IF IR DR A ERT D,

® JUR—FR FDLANILFIT

[ FADRIP 27— 0BEEHREE | — 1 |

FAD_RIP1 : [BIRERIEEBRIER ORT — 7 OFRAFHERILE] 12, TSF IZL-> THIISh 5 E
BHEHRNET =2 R OTSF 7 =2 OY% 7k v b3, BURIIREERFERICBV T, EOEHED
EDORIAERNE BRI TERWZ L& TSF AMRGET 2 2 & 2 2RT D,

&1 : FAD_RIP.1

FRENDEHT 7T 4 BT 4137320,

B5% : FAD_RIP1

X2 VT BT — X EMREFAU_GEN)S PP/ST IZ& TV iUE, PITOT 7 ¥ a v RN RITT &
Th b
a) Fhv BURBZRIEEERERT O FIRETRAE H 4 & Tefli

FAD RIP.1 ARNEEERERDE T — 2 DERFHEREE
TRpEE . L

&KEN . L

FAD_RIP.1.1

TSF i%. AT ORAHET —FZ R ONTSF F—Z 2545 (Bt BLna92 B DL THEFER] BT,
BIRIZEI D Y CONIZUETIDO EDBERONBBLRATERL T3 2 & 2RELRTIER B ARV [Eif: &/
FEF—ZRNTSF =—4DJ X P,
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5.1.2. FIT_CAP1 DEZ

o VS RE
FIT : 4B IT =T 4 7 ¢ & O
BEFRDE R : FIT (Functional requirement for IT entities support)

® USANDHE
ZOI7 AT AT =T 4 7 4 BT 2% 2 U 7 4 = XA OF NS 5 Zif %
BETH77IVDNEEND, AMFETIE1 207 7 U BFET D,

— B IT =T 4T 4 ZFFT27-2008)) (FIT_CAP) ;

@ J7IDABFEL
773V (FIT_CAP) 2. AN IT =T 4 T 4 DX 2 U T A HREEZFIHT BI2HT-> T, TOE
LB L I BARE I D EFRITKHIST B,

® JVR—FY FDLALAIT

FIT.CAP  SBITIVTATAZHRATO-DHDEES |7

WEF D EM: : CAP (CAPability of using IT entities)

FIT CAP1: N IT =T 4T 4 DX 2T 4B —E AR HEEORES | 1, AEIT =T 4
TADPERETEIEXF 2V T AR IELSFIHT D720 TOE ([ZXE L 72 587070 BAR{LIZ %t
T %,

&I : FIT_CAP.1

FRENDEHT 7T 4 BT 213720,

B5% : FIT_CAP.1

X2 U7 EET —ZAREFAU_GEN)D PPIST IZEENTWUE, LLFOT 7 v a v EEBEESRICT
Thd:

a) ‘i SNHIT =27 4 7 1okt 3 2EED KRG

b) A SHIT =7 4 7 Ik 2T _XCoOMEDOHEA (sh, KK,

FIT CAP.1 ABITIVTAT4DEX2L) T4 H—ERFARKDRES
TRLfEE ;L

&KEMN ;L

FIT_CAP.1.1

TSF i%. [BUSTABIT =7 ¢ T4 PR TSt F 2 V7 s F—EXNIH LT, ZOF—E X &2FHETS
T DICHERUTORENDZRE LR TNIER SR [Bif: BF=2 U7 23— E X DBIEIZLELREE D
J X,
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6.

TEXxa)T4EH

ARETIE, TOE Bx = U T 4 BHIZHOWTERIRT 5,

<GRILERIZDOVT>

TOE IZ/E L SN EX =2 7 ¢ BB E250R T 5, Mgk R —x > MM, CC/3— 1 2
THESNTWAbOFEHEHEH L, 7~V bE—0b0EFHT 5, CC/Y— |k 2ZFik S 720
FLWEMEME, CC/i— bk 2 EHALARWT L& Hiak L CGERBI L T 5,

<tFal) T EEEEHE “RE OBHTRAE>

UToOZRIBROFIZBNT, A XU v 7 HOR—/)L FTRENDEEIT. “BIM", F720F B/IR” &
NTWLZEERT T H—F4 L TRENDPXDEZRIHENEETA XY v 7 HOR—/L KT
IRSNDERLIX, T U H—T A ESNTRCEF FEME” ShTnbd Z & ERT, Z-ULDRIC
FEIUT T TR SN D FEFIEL, Yk M IEL” SN TEHINL TS Z EE2RT,

<IKEFEMDBRATEE>

KAFPEDORRIZ BN THRIMS T “( )7 Sheicmanbd 70E, KSTICTHEH SN X =
U7 A BEREEN DT~V 2R T, AR STICTHEMT 2 BEMED RWEFETH 25613, I
PIZT “BH LRV LRl L TW5D,

<RENEE>
ARETHENS 2 HFEZ U TITRT,

% 2 SFRTERAINSIHAEODEZ

Bl EE

We{b T — K HDD K S8 LRI T2 U — K,

HDD L& & i Eikne BEE PRI LT 7 — I EFEIZHEN, %0025 HDD o4
T — 2 A FEEHEET DGR,

eMMC ¥ H#I{HE5E FHENSFADE eMMC OFHENZT — RN 5LV —F
ZHIE T D HRE.

CE AU —F Y= AT =T ONRNAT— R,

CE "R U — FO%E P—E R V=T BRIV NE CERATY— RERET 5,

EHENRAT— K EHEDNRAT— K,

B SR T — NOYE CEHENT TAT 2 N PCOHLEHENRRAT — REHET 5,
P PRI DT RNRANLEIE N AT — RESE ()
k) 42,

FHE AT — FoY)Hk BEE N RF, KXy NT—I b eT —& EEEHERESE
HLCTEEE AT — REHtd 2

SR — N — INERRGE Y — N —,

AT LA — KUty FEEH NRVEEERZ BB e 77 7 N3 DR,

AT AA— MUty MR OB BHENSRIANS VAT LA — M)ty MG ESET D,

o — P —ERERY— N — SR — R — L[,

Active Directory Windows 77 v b7 4 —ALD 3y bV —7 BREIZCa—H—1IF
WA — U BT 5 72912 Windows Server 2000 (ZFHLLRE) 23
BT 57 L7 N —ERDFA,

S/MIME ik 3 E-Mail 22 G B 7 7 A )V &3R5 T 5 RRIHE 3 2 5E0 3,
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i EE
S/MIME W 75 LB rE Ay SNICEET — % % Ermail IZBWTHE AL L CRET
% HEAE,
SO e WAL Y > b7 7 A VR SAET DI, Ll AT D
A vV AT A MESHRE SMIME HEHEIZR VT, A% v VERICESLT 5720 O 5L
e

6.1. TOEtFa1 T+ EH

6.1.1. TOE ¥ a1 ) 7 1 H4REEH

6.1.1.1. Y HR—

FCS_CKM.1 BSR4

FCS CKM.1.1

TSF 1%, LT OIEI: gD Y 2 FICBET 5, FE SN S 8AER T V3 Y X LEIN 587
T Y XA EHRE ST SRR RIS RRNCIE > T, WA AR L R iER 5w,

CEIfT: #EfED VX 1]
% 8 EERLL F¥- - T/ TJ X4 - BRDOER IZFEE

(B BB 7= XA]
15 8 REBGRLRR 1EHE - 7Y XA - ERDIR (2708

[EIfF: rr 5 R
% 8 EERLE F¥- - T/TJ XA - BRDOER IZFEE

TRIREE L
RFE :  FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—#=%E &% nA)), FCS_CKM.4 G L7z\)

® 3 BESRLEM RE-T7ILIJUIL-BROBERK

BEDYR K EERER 7LD XL EEHE

FIPS 186-2 BEWIFLE A T =Y XA - 128 bit

- 192 bit

- 168 bit

- 256 bit
FIPS180-8 SHA-256 - 256bit
FCS_COP.1 SR E
FCS_COP.1.1

TSF 1. [BIff: D U X MICEBT 5, BESNEREE T I LB 77 XAl LG
FlEBIf): RN e > T, [BIfl: BFEHRIED Y X M FAT LRI 530,

[EIf): fZHED Y <X M -
(% 4 BEHE THTY XL - R - EESHEOBIR (DR

(BNt 457 =Y 4]
[# 4 BEHE THTY XL - R - IESHEOBIR (DR

I A
[# 4 BEHE TATY XL - R - IESHEOBIR (DR

(BNt mr 5 Fo V) < P
[Z 4 IEEHE T/HTY XA - BE - IFEHRIEDLIR 12708

T : 2L
&KEFHE : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#=E=E% D7), FCS_CKM.4
G L72uy)
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x4 BEERE TLIVIL-BE-BSREOCRR

BED R gEE7ILTY R L EEHRE REEREORE
FIPSPUB 197 | AES - 128 bit | S/MIME #¥(5 5" — 5 DkEEE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME #%/5 5 — % DEEEE
BEBAETY 2> f Z 74 /L DEE
FIPS 186-2 RSA « 2048 bit | S/MIME 3#(5 7 — 5 REBHE D 7= 0 DIiEsE (h5542)
- 8072 bit | DIEEE
- 4096 bit
FIPS 180-2 SHA-256 N/A A ob—=28 Cx X DL
FIPSPUB 197 | AES - 256 bit - HDD IZ(REENE T X TDEZT 71 /LN D
— N EDF—5 D HDD & & AZEDREE(L
- HDD IZ(RE XN S T RTDEBE T 7 A /NI D
— FREDF—5D HDD ZE4H L BEDHE

6.1.1.2. #Al & 23

FIA_SOS.1[1] W DREE

FIA_SOS.1.1[1]

TSF (X, 8 (CENXD— F) BlEIN: EEIALBERBINCEET DI EERIET D A =X A x gt
L2 id7e 5 7a0,

[Eff: EFESALBERAE
cHr 127U E 16 FET
« XFHE : 94 XTFEDH D6 ZHRFTHE
R M) 1oDF¥ T2 E—TREKSIALY,
@) ZEET 585 EEEDEPTHERESHLTNEMEEEHEKLL,
X CENIXD— PFig, RV T2 EXIZEH SIS,

TREE - AL

REFHE L
FIA_SOS.1[2] WE DREE
FIA_SOS.1.1[2]

TSF 3. s (BHENID— L) BEW: EES5ArbBRBCABETH L2 BT A AN =R b0 %
O DR (A SR AN

[Eff: EFESALBERAE
cHr 127U E 16 FET
« XFHE : 94 XTFEDH D6 ZRATHE
“HE M) 1oDF¥ T2 E—TREKSIALY,
@) ZEET 5855 EEEDEPFERESHLTNEMEEEEKLL,
X EBBEEZENID— NI, NRAFEHT 2 EXICEHIAS,

TR . L

IR . L
FIA_SOS.1[3] MEDRIT
FIA_S0S.1.1[3]

TSF (X, BB (BFEET— F) BNE: EF3AHERACEET 52 L ERAET D A 0 =X 2 a4t
L7220 HE7e 5720,

[BIff: EHZSIALmERE -
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- Kk 2047

- XFERE : 95 XFEDH 526 B i gE

BRI oDF+ T2 5 —THEEIILL,
Q) [F—XFEDEZE TEEINL,

THLfEE L
REFHE L
FIA_UAU.2[1] TP a v AER

FIA_UAU.2.1[1]

TSF (%, TORHE (F—EXx2>2=7) 247720 TSF -7 7 > a V27T 500, &FH
H (P—ERTC=7) RGN T 5 2 L EER LT IR R B0,

IxEE . FIA_UAU.1
R7FHE . FIA_UID.1 (FIA_UID.2[1])
FIA_UAU.2[2] T2 a v AERT

FIA_UAU.2.1[2]

TSF X, ZOHMHE (BEZ) #1750 TSF AT 7 v a v 2T 500, SHHE (BFEE)
CRBREASREN T Z L 2 ER L 2T iR bew,

TBEE . FIA UAU.1

RFE . FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 BERGT

FIA_UAU.6.1

TSF 13, FMF[EUS: A ER IS RKAFDO Y X MO b & TRIME & fFRRGE L2 T T 5720y,

(BIfN;: BRAF PR ISR U X P
e F—ERT =T CENAT— FEEET 355
. BEHENEHEENI D — NEEET SEE

TRBE - 2L

IREFMS L

FIA_UAU.7 RESNBIET—FRv Y
FIA_UAU.7.1

TSF i3, SBREEIT-o TV A, [BIf: 77— ANy 2o VX M 2R HE IR L 2T ER 5 R0,

(B 7y —F N 2D X P
AN EIIEXFEF— & ] XEFIZIEXFEDF T

TR L

RFMN . FIA UAU.1 (FIA UAU.2[1]. FIA_UAU.2[2])
FIA_UID.2[1] T3 ROF AEER
FIA_UID.2.1[1]

TSF i3, OFHE (F—EXx>2=7) 2473250 TSF AT 7 > a U EFRT 580, £FH
B (P—ERTP=T) (THEBERIIT D I EEER LR IER DR,

TuRERE : FIA_UID.1
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| k7 . AL
FIA_UID.2[2] T a RiDF RAEHER
FIA_UID.2.1[2]

TSF 1%, #ORME (FEZ) #RATT 510 TSF AT 7 v a v 2#Fe T 500, SFHE (FEZ)
VRIS N9 % = & R L2 iuid e 7220,

THIBEFE . FIA_UID.1

REHE L

FIA_UID.2[3] T a raiDFRAEHER
FIA UID.2.1[3]

TSF i3, € ORAE (ICH— FFFEHED IC % — F) 2479 50 TSF AT 7 o a v 2FFa$ R0,
BRME ACH— FFrEZEDIC Y — F) \[CHMBINET % 2 L 28R L 2T ER bR,

TR :  FIA UID.1

REFHE L

6.1.13. ¥ ) T4 EE

FMT_MOF.1[1] LX) T BEDSDIENEE

FMT_MOF.1.1[1]

TSF X, BRelEIf: g0 V 2 MBI DS S F 0 ERET S, #HFIET S, TEFIES, DSSEL
FHEF SN % (Bt 7P S zakhy) S e ZEMTHIR L 22T id 7R 5720,

(Bt s U = | -
t¥= V7o BIERE, HDD i 5EH#RE

GEIN: DB E 0 EHRET S, &1FI1TE, FEESES, DSSFOEFXET ] :
EEIETS, FEESHES

(Bt FFal i zeaehl) S #0

- BREE
INEE : L
&KEFHE : FMT SMF.1 (FMT SMF.1). FMT SMR.1 (FMT SMR.1[1]. FMT SMR.1[2])
FMT_MOF.1[2] TXa) T BEEDADELVEE
FMT_MOF.1.1[2]

TSF 1Z. BERE[EIMS: gD U X MBI DS S F 0 ERET S, #FIET S, TEFIES, DSS3E
FUFE T SIEN 2 (B FF A X /zih) Sa e ZEMTHIR L 22 T g2 5720,

(B BgED V< P -
- HDD &2 580
- eMMC #TH71EBERE

GEIN: OB E 0 ERET S, &1FI1T 5, FEESES, DSSFOEFXETS]
FEIEXHS

(RIS FFal i zeateh) Siv=#0 -
BHy

TR L

RFMHE : FMT SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
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FMT_MTD.1[1] TSFT—20DERE

FMT_MTD.1.1[1]

TSF 1%, [Eifl: TSF 7— 4DV x MBI 7740 MEZEE, &bt K&, HikR HE [Ff: <
DREDEIENS 2 He)) 2 (B 7F 7] X 7zl S 22 RFMTHIR L 22 T 4UiE 72 5 720,

[Elft: TSF F— %D Y 2 A -
« AT ALF— P YT PR
c NI — FfE

(4R 77 70 MEZFE, FjEPE, LE, Bk HE, [ € OO
KE

(RIS 7F B S d1 72 i) S 7= AN -
EHE

ThEE AL

K fE :  FMT_SMF.1 (FMT_SMF.1) ., FMT_SMR.1 (FMT_SMR.1[2])

FMT_MTD.1[2] TSFT—42DEE

FMT MTD.1.1[2]

TSF %, [Flfd: TSF 75D U X M [&R: 7740 MEZE, [l Eabt, F. Bk HE B €
DRIDHEIENS 2 He)) % (B 7F 7] X 7z ikl S 2 ZEMTHIR L 22 T iE 72 5 720,

[BIf): TSF =—4 D J X P

BEHE /NI D — N
GEIR: =7 g MEZH, i Ebu, &, Hikk HE [ZIf: oMo ED
XE
CEIR;: 77 7] S 72l S 7= 220
- FHE
s Y= =T
TR = : L
RFMN . FMT SMF.1 (FMT SMF.1). FMT SMR.1 (FMT SMR.1[1]. FMT_SMR.1[2])
FMT_MTD.1[3] TSFT—42DERE

FMT_MTD.1.1[3]

TSF %, [Flfd: TSF 75D U X M [&R: 7740 MEZE, [ Eabt, LF. HikR HE B €
DRIDHEIENS 2 He)) % (B 7F 7] X 7zl S 2 BEMTHIR L 22 T UiE 72 5 720,

[Eff: TSF =—4 DY X ] -
cCENIXD—F

(4R 77 50 MEZRE, FjEPE, LE, IR HE, [ € OO
KE

CBIAT: 7 7] S 172 5] S 72 A
P—EXT =T

TR = : L

KEM : FMT SMF.1 (FMT SMF.1) . FMT SMR.1 (FMT SMR.1[1])
EMT_SME.1 EEBEDRE

EMT _SMF.1.1

TSF 1%, LT O/ BAE S BT 5 = & N C & 7 IUE e b 7o\, - [BIN: TSF 12 - CHHES 11 B FFPEE
FED U X M

(It TSF IZ ko THAE S 115 BEEERED U X M -
- BHEIZ L SEHE NI U — FOKEHEE
c BEEIT L B3R T AT — RV E o PO TR
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« BHFIZ L 3 HDD L& 558855, eMMC F157 L4
c BEHHFICLEEF2 YT BIEBEEDELL, BifEH#EE

« BEEIZ L 3 HDD K EEHREDIZ L, BlIfFHEEE

s BEEIZ L B3NR T — FRDHKEHEE

=R P=TIZ ] B CE N U — FOMBREE
 Y—ERT =TI L B EEEE N T — FOKEBHE

THLfEE 2L
REFHE 2L
FMT_SMR.1[1] Xa) T4 &E

FMT SMR.1.1[1]

TSF 1%, &EIEUS: 770/ Shald| Sz RENE /iR Ligd hude b 720y,

CEIRE: 7F T S vzl i 7= R4
Y—ERTLI=T

FMT SMR.1.2[1]

TSF (3, FAAE 2 &EN BT T 22 hid e 6720,

THfEE ;L
Ecars . FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] &) T RE

FMT SMR.1.1[2]

TSF 1%, &EIEUS: 770/ Shaldl Sz RENE /iR Ligd hude b 720y,

(Bt 7Fa] S zeathl] X/
BHE

FMT_SMR.1.2[2]

TSF (3, FRA 2 &EN BT T 2 id e 6720,

THRIFERE L

KFHE :  FIA_UID.1 (FIA_UID.2[2])

6.1.14. TOE7 VR

FTA_SSL.3 TSFEBICKDKT

FTA_SSL.3.1

TSF 13, (B FYHEDHT 2 7 1 7 T SRR SR v g V2 & T LRiThide b,

(B FYE DI T 2 7 0 7T S hFFE -
NR LY EEEDEIET, RRBIEPS X TAF— P Tty R (1~9%) I2do CRESNS

FFR
TP L
KT : gL

6.1.1.5. i3k : T — 2 DREFIEREE

FAD RIP.1 AR EERERDE T — 2 DEFHEREE
TRLfEE ;L
&KEMN ;L
FAD_RIP.1.1
TSF (. U FORMAFT — 2 RO TSF 7 —Zcxt4 2 [ B9800 %% TEBRER 128V T,
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EPRIZE D Y TOENTLETO EOFRONBFELFHATE 2 T2 2 L 2FFE LT Tz o Bl 7/
HEF— %R TSF 7—2D Y X [,

(B BIRa970 EIR O F) 2 THEER 2]
BHEIZL S HrH) R ERE

VBN FIHE =5 DV X P RNTSE = —4D Y X ]
<FFET—%>
BB
- REEIZE T 71
- FRBRCEEIC B B 3 T DEET A
- HDD B 77EE 7 71 /&
- BB EE T 71 L
<TSF7—%>
- BEF AN T — R (FIEHE)
HEEET—F

6.116. R ITRELI VT4 T4 DFEBETBH-HDEED

FIT_CAP.1 NEBITITVOTsT14DEX2) T4 YH—EXRFIABOREA
TR . AL

IREFHE ;. ZrL

FIT_CAP.1.1

TSF EWSAFIT =7 ¢ 7 PIEHES S F =2 VT =X LT, 2DV —E 2 %F AT 2
MR LTFOREN M L 2T USR5 (BN =2 V7 —EXDBEICL LR FE D
VX ﬁ]o

(BIff: AFIT =27 ¢ 7 ¢ DT S EF =2 V7 7 #— ]
IC % — Fiz TEZ T3 LU FOBEEE
DIFEAEZY > b 7 7o L EHFEL T B HE R D 5 HaE
COS/MIME #EEIC TR F + BBICESL TEEDDX vt —28 P X MEFLEHEGE
ORI EFNH T B2 0DV — FEEE

(Bt EdF=2 V7 = EXDEEIZLELRFE DY X ]
« LFEQDDE D DIESE X 7ELBR DI T PHFEE X i1 75 21FR D1 5HLEE DU FEHE
c LEEQDED DA o —8 o P X pPDREMRA t—05 P X D DEFE-(EALEE D FEREHE
« LEEBD 7 ) DLABER DR 5o s

6.1.2. TOED X)) T4 RIIEH
TOE 13, — 7247 ¢+ ABRBEICTHIHIN2EHESHGTH D720, EHFESROMRGE &
LTJr%foc L~LTHhD EALS WAL > THEAR TOE vX 2 U T ¢ {RiFEEZEAT 5, THRIC
HWHENZ2 TOE DX U T A RiFEHA2F D5,

£ 5 TOEDtExal T4 RIIEH

TOE& = U 7 « (RiEEM: R —F b

X2 UT 4T —F%T 7 F vtk ADV_ARC.1

BRI 5% SEARTR TR & £F D BRRE TR ADV_FSP.3

T—%T 7 F ¥ kit ADV_TDS.2

S ﬂ)ﬂ%‘ﬁéf’ﬁﬁ% B A AGD_OPE.1
Y Ffoe & AGD_PRE.1

T O HR ALC_CMC.3

FATHA TP ER— b FEERHLD CM #lH ALC_CMS.3
Fid o ot & ALC_DEL.1
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TOE& = U T ¢ {RFEEM IR —F b

X a7 0 FEOMREI ALC_DVS.1
BRFICLATA THA I LETLOESR | ALC_LCD.1

AR ASE_CCL.1
JREa VR — % FESE ASE_ECD.1

ST e ASE_INT.1

X2 UT & =5y N X UT xR E ASE_OBdJ.2
IRELEER 2 U T ¢ B ASE_REQ.2

tXa T EHER ASE_SPD.1

TOE ZHHAR ASE_TSS.1

TN — T Do ATE_COV.2

_ T AN o ARG ATE_DPT.1

T A b —

HBET A b ATE_FUN.1

MNLT A K - T ATE_IND.2

WEgS PR E WSS S bT AVA_VAN.2
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6.2.ITExa T4 EHIEN

6.2.1. ITEXa) T« BEREZHIEM

6.2.1.1. HEH

X2 VT kR EE IT B 2 U 7 R OISR E TRIR T, IT BX% =2 U 7 ¢ e
BN D7 L 1 OUEDEX 2 U T XK FEHIHIE L TWD Z EE2/R LTV D,

K6 X T4 dRARHICHTSITEF2 T+ HEZHOESH

eravrongsst | © |2 |2 | 2 O O x | X
v} < < i (] %)
Rl 2|2 2 2|8 |8
% T o N - 0 ) @
Z s — 0O 2] > 5— 4
I (3 |2 |2 | 2|5 |5
. 5 |2 |9 z to @
Y m =) — =
2| |9 |©° >
5 | F <
X T RN
set.admin [ J (] (]
set.service [ J (] (]
FCS CKM.1 THIIC
FCS COP.1 ® e o | o
FIA SOS.1[1] o
FIA SOS.1[2] C
FIA_SOS.1[3] C
FIA UAU.2[1] o
FIA UAU.2[2] C
FIA_UAU.6 (] @
FIA_UAU.7 (] @
FIA_UID.2[1] o
FIA_UID.2[2] o
FIA_UID.2[3] o
FMT_MOF.1[1] o] @ o
FMT_MOF.1[2] o o
FMT_MTD.1[1] C
FMT _MTD.1[2] C
FMT_MTD.1[3] o
FMT SMF.1 @ [ ) [ J (] [ J
FMT_SMR.1[1] oo | @ e | @
FMT_SMR.1[2] oo o o
FTA SSL.3 C
FAD RIP.1 @ @
FIT CAP.1 ®

1) set.admin, set.service (X, B0ty F2/RLTEY, (@) BN EINAGBEHRAH D &b
XU T xRN, ftEho X set.admin, ¥ set.service (& T S b —HoE AR
v b3, BEEX2 U T o3RO L TWD Z & 2T,
6.2.1.2. +59 ik

FEXa VT xR L THEH SN D IT X =2 U 7 ¢ R BRI DWW TLLTIZHA T 5,
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® O.DECRYPT-PRINT (BEEILTV VY F T 7/ ILDEE)
RKExa T 4 /R GEHT, BEEALT VU b7 7 AR T D5 2FBE LT\ 5D
O.PKI-CAPABILITY {2 X Bl &7z IC — REH W T, 57U > b 774/1/ Xt HH
RN T TS & O.PKI-CAPABILITY (2L ¥ IC 1 — RInbHERAL T Y v b7 7 A L EE ST
L2 DOIE LW w24t 2t ., FCS_COP1IC LW IEEb7 Y v b7 7 A LDEE
WLERSENET B,
Lo TREX =2 U T 3R FEHTW TSN D,

® O.OVERWRITE-ALL (&7 —4 LEEHEK)
AKex 2 VT 5K FEHE, HDD OLT — X fEl, KOF|HEZHE L7- eMMC _EOFEE#
EHETERTAHLELTRBY, BHRERABEIZTDAIEODOEELENMLETH B,

< AT — & FEXEEMEE. K OBEERIR >

FAD RIP.1 (5 =4k 7 — RZ&ER<), FMT_MOF.1[2ic kv, 2 b B L4 A RN EHE D4
T—H LEEZBEICI > TURO EDOFERONELFIHATE 2§52 L2507 5,
FMT_SMF.1 |2 L 0 EHF AT — K, HDD EEXHEHE. eMMC W LIERED B HL 4 & H
Flieftd 5,

<KEHOTZDOKE, EHERE >
INHEH AT HZENL, FMT_SMR.1[1lIcX V¥ —v 2z Y=7 & FMT_SMR.1[2]ic L v &
HE L LCHER SN S, £ & PEEEIZ. FMT_SMFE.1 (2 X v #E S, FMT _MOF.1[2]
WCEDZDELFTVNEH IS,

<BHZE VX 2 TICHERFT 5 - DIC B e >
= set.admin M

<Y —VPRZ U P=T X TICHERFT 572 DI LB 7 35>
= set.service &

FoTAREF2 VT 4 R GEHIM SN D,

® O.CRYPTO-HDD (HDD ME§S1E)
AKX =2 U7 05K GEHI, HDD NICEZIAEN D TR TOEBR T 7 A NN AT— R EDT
— X2 RiETHE L TEY, B LIZBEFRT 2 EHERMETH D,
FCS_CKM.1 (2 & v, FIPS180-3 @ SHA-256 7 /L= U XL ZFIH L. BB T — Kb S8
(256 bit) ZAKT 5,
¥, WEEHE, — IR O & D RREIICAEIE T D25, SN D T 7 B AT D M)
< HEMICHEES N D 7, WEEE2 BB 5 LB,
FCS_COP.1 2k v, FIPSPUB 197 ® AES (K554 : 256bit) ZFIH L T HDD WNIZEZIAE
héff/\“f@?ﬂ%7 FANRNRAY — R POF—% 52515, £-RE ML Y, HDD N
LI RTCOWBT 7 A NN AT— R P OTFT — X &t T RHIE 55,
HDD i 5{bAgRE DO 1k, EifERE1E. FMT_MOF.1[11I1c X v @HE T FICH T SN 5D, BERE
DOFE, FIA_SOS.1[BlIc & V| W5k Y — ROBEPKRGE S v, ZIEREORS, FAD_RIP.1 (K55
b —R) IZ&V, e kY — RBHIBRESN D,
FMT_SMF.1 {2 & ¥ HDD W {biae (Kb — ) OEERAEREICREET 5,
INSEBOMEEEMEN-SNDZ 82k, Aexa VT o RN &S5,
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<BHZE VX 2 TICHERFT 5 - DIC B e >
= set.admin M

<P =R V=T ZEF 2 TIHERT 5 T DI B 2R B>

= set.service &

<KBEEOT-HOKE, EHISHE >

INBEEEIT O &ENT, FMT_SMR.1[1]ic kv h—tv 2= v=7 & FMT_SMR.1[2ic L v &
HE L L THR SN, £ 0EHEREX. FMT_SMF.1 (2 X 0 #E S, FMT_MOF.1[1]
WXV ZEDSEDLENNEHREIND,

® O. MAIL-CRYPTO (S/MIME MFIA., BES1t)
AKX )T xR GEHE, mfp ZFIH L CTZOHTAF ¥ o LIcHEifpE A — i Ca—F—H
HIZEETOBICH B LT 2 2 L2 HEL TRV, BT 2B/ MLETH D,
FCS_CKM.1 {2 £ ¥ [ FIPS 186-2 (29t > I L ELE AR 7 v = U X L ZFIH L, 58 (128 bit,
F 7213 168 bit, F 721 192 bit, F721E 256 bit) & ERkT 5,
FCS_COP.1 (2 &V, FIPSPUB 197 ® AES (K5/>4# : 128 bit, F7-21% 192 bit, F721% 256 bit)
ZRHLCAS v LEZEig 2R 5b9 5, (203 SIMIME OB ET — #1272 5,) £ -RZEM
(2 & b SP800-67 ™ 3-Key-Triple-DES (K558 : 168 bit) #FIH L CTA ¥ ¥ > L-E{E %51k
T2, (ZRHFEEIC SMIME OXET —ZI1Ckbd,) Zhbd@ms (W) X,
O.PKI-CAPABILITY (X vi#kpl&snsz IC #— KZH T, FCS_COP1 2k v, &K5idkd
S/MIME FERAEDABSE (2048 bit, £ 721% 3072 bit, F7-1% 4096 bit) Z{FEAL T FIPS 186-2
DO RSA IZLVIEElbEnD,
FMT_MOF.1[1Ic k0 &% = U 7 4 BILEREE G T 5 Z & T S/MIME O 51k 55 3DES,
AES (fE5Lo 2 DIL#IRNAEE) . SHA-256 IZHIR 415,
T OBEEEIRIC LAY X 2 U T 4 R FEHI - S5,

<EHEIZEX 2 TR T 57O E R B>
= set.admin & H

<Y —bE R V=T X2 TICHERFT D 72 DI LB 2 g >

= set.service &M

<KEHEOT-OOEE], EHERE >
INHEHEIT ) &ENL, FMT_SMR.1[1JIc XV —vRrx=> V=7 & FMT_SMR.1[2]ic X » 4
HELLTHERRSND, £ OEHEREX. FMT_SMF.1 (2 X 9 & Sh, FMT_MOF.1[1]
WCEVZFDSDLFVRNEHIND,

® O. MAIL-SIGN (S/MIME OFIf. £4)
AEX =T xR EEHE, mfp ZFHL CEDOHTAX ¥ LEEEBE A —/LIZCTa2—HW—H
HICEETARICBAZMNNT AL EZRBE LA v E—VF A V2 A NEAERTHZ L HE
LT, Avt—UF ATV X MIETIHBEENRLIETH D,
FCS_COP1i2L VY, BAWMBIIKNETHDL A v E—VF A Y= A M, FIPS 180-2 M lET 5
Ny o B (SHA-256) 1Tk 0 AT %,
ZOMEREENRIC LV R X 2 U T xR EHITE - S b,

® O.PKI-CAPABILITY (PKI##eZFfIAT 5= DHR— FBIE)
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AKX UT xRN, TOE SO~ T ¢ 7 ¢ Th 5 FIA_UID.2[31IZ L 0 #Bl X7z IC 4
— K2k, ZOHTAST Yy U LEEEBRT —ZIZRT 584, KOBE{LT U b7 7 A NV EE
BT 5 EEOE EEOEEEL TOE BNV AR — 9 25L LTEBY BT 147 4 OFMEE DR
— T 52 EERHETIREEMNLETH D,

FIT_CAP1 2k Y., IC — FMREHT S PKIBEICH LT, A% v L-EE, KOS
Vo b7 7 A% PRKIBSHE CALEL S H 5 72O DV AR — MEREE EHT 5,
COMREEMIC L o TRE X 2 U T 4 RGN SN D,

> setadmin (BEBEZ X aT7ICHBEIILDIBELEHOEY )
<P OFFERE >
FIA UID.2[2].FIA_ UAU2[2lic kv . 7T 7 v A2+ ARHANEHE THDZ & %%BUEWETé
FREICIX, FIA_UAU.7 28V, "RWMTRES N7 4 — RNy ZIZ AN 1 05T & ICRE
NFEEL, Bk AR—hT 5,

<GRBFRGEENT-EHEDOE v g OB >

AFREE SN EBE O v v a VY OFKRIX, SR hbu A v LA FTA_SSL.S
W&k, VAT 2AA— M)y FEERIARB L%, By a2 TT5H5Z 88T, A
Tipt v a VBRI WBEOBS A S5 Z LICHEM L T0D, "BV AT A4 — R
t v FRFREIOZE T X, FMT_MTD.1[1]iz & D*ﬁ%_%@éﬂéo

< EHF OFRIEERMOE B &>

B SAT — K%, FIA_SOS.12lc kv, SERSKRIESh D, FEHFE AT — FOEH T
FMT_MTD.1[2]ic kv, FEHEK O —E AT V=T ICHIR S5, BEE NEHE SA T —
REZEES 285813, FIA_UAU.6IC kv FHRiESh 5,

F7m, RATU— REOZTE L, FMT_MTD.1[1lic X 0 EFFEICHIB SN 5,

<BEPRDOT- D DOEE|, E RG>

INHER AT O &ZENT. FMT_SMR.11IC X W —E 2= P =7 & FMT_SMR.1[2]ic X v &
HEICTHER SN D, £ 268X, FMT_SMF.1 (X v & s, FMT_MOF.1[1],
FMT MOF.1[2liIc LW #D 5D FVNEH I NS,

> setservice (H—ERIVSZFH#EXaT7IC#HIETS-HITHELEHOEY )
<P —bERT V=T OFBBIFEAE>
FIA_UID.2[1]. FIA UAU2[1lick Y, 77 AT HHHEN Y — LR V=T THDHI L%
FOERRET 5,
FREIZIX, FIA_UAU.7T I2L Y, RVIBRES N7 4 — RNy ZIZ A 1 30T 2 S ICRE
NFEEL, @BiEE YR — b7 3,

<P —bE R =T ORIFEROBEER L E >

CE /"2 U — Kk, FIA_SOS.1[1lic & v, WmEPKRIEIN D, CE XA TU— ROEF (X
FMT MTD.1[8lic kv, y—rvrzo =T IcHIIRESN 5, £7- FIA_UAU.6 @Ci@ﬁuwﬁéﬁ’b
60

< KO- OEE, EEREERE >
:ﬂ%&@%ﬁ5ﬁﬂiﬁMHSMRH]Li@ﬁ%EZIVV:7kLTﬁ%éﬂéoik:
NHEFHEEIX, FMT SME1ICKk W ESIND,
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6.213. ITEFa) 71 HEEEHDIKREN

IT %= U7 A BEEEN = R—R v OEFEREFREZ TRIRT, CC/Y—F 2 THEINHIK

FPEAG T2 S IV E

(A ST 28T D AFBIR) OWRIZE OB 23k T 5,

RT7T ITEF2)ToHEEGHDVR—0 FOKREFERE

N/A : Not Applicable

A ST DHRERM

aViR—R2 b

CC/N\—Fk 2
DIRFEHE

A ST [2H T B 1KFREE

FCS_CKM.1

FCS_CKM.2 or FCS_COP.1,
FCS_CKM.4,

FCS_COP.1
ML TWDdHEG B ERT LT Y XA
SHA-256 IC L W A S i@ ET D2 &,

<FCS_CKM.4 Z i H L 7e B >

AX ¥ VEBT 7 ANV ERESLT D0 O, K&
O HDD Ol SAGICH H S ARG S8di%, — R iss
WO H B FREBERICTFET A, N ET 7 8AT 5
VENMES HEICEE SN D 2, ELZET DL
TPET AR,

FCS_COP.1

FCS_CKM.1 or FDP_ITC.1
or FDP_ITC.2, FCS_CKM.4,

FCS_CKM.1 (—if&g%n &)
7= L CWAHES - SIMIME %#EF — % OR; &b D -
Ood@eEE Lk T 52 L. KO HDD OB
DO EHEAERTDHZ L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 Z 7= L
TRV >
LTV N T s ANDE S ET O @A
FIT CAP.1 XV A VB — Mo 5720, g4, I
MBDA AR — N OMEEMT 2,

« SIMIME i£{57 — % OB 5k 7 O 3@t o g1k
4T 9 BT FIT_CAP1 1Tk WY R— &5
B, HAERK, SN D DA VAR — R OMEMET R,

A=V HA T2 A NDERICHND A vE—UF
ERFEADLET—ZFDOLDOTHDHI-D, HERK.
RIS DA VB — R DORLEEME LA,

<FCS_CKM.4 % L72 B >

+ SSMIME 57 — % O 5k, KUM= 7 Y o b7
7 ANVOE STV D8, —RRICHEREOH B
IBREIRICIFET D0, FMEND T 7B AT HHENR
<. HEIWICHEE SN D - OMEE 2 BB+ 2 BT
AN

« SIMIME (57 — & O At 7= O @k o w1k
1T O NBASEITABER TH O . B S HEEE O L EME
X720,

- HDD O EALICfEH SN ARS8k, — RIS
D& 2 FEIRICHFIET 208, N 6T 78 AT
LN AENNICIKES N D728, HELBET
DB 7o,

FIA SOS.1[1]

2L

N/A

FIA SOS.1[2]

7oL

N/A

FIA SOS.1[3]

7oL

N/A

FIA_UAU.2[1]

FIA_UID.1

FIA UID.2[1]

FIA_UAU.2[2]

FIA_UID.1

FIA UID.2[2]

FIA UAU.6

7L

N/A
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AR ST DHEEEH CC/S—F 2
. TIZH! %
S UK—R o b DIRFEE A T IRl e
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]
FIA_UID.2[1] L N/A
FIA_UID.2[2] L N/A
FIA_UID.2[3] L N/A
FMT _SMF.1, FMT _SMF.1,
FMT_MOF.1[1] FMT_SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[1] FMT _SMR.1 FMT _SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[2] FMT _SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1
FMT_MTD.1[3] FMT SMR.1 FMT_SMR.1[1]
FMT_SMF.1 L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA UID.1 FIA_UID.2[2]
FTA_SSL.3 L N/A
FAD RIP.1 L N/A
FIT CAP.1 L N/A

6.22. ITExa T4 REEEHENR

A TOE 1%, WBEA - NBY - B+t F =2 U 7 ¢ 2 flk L BREEICRE ShAIH S 5 708,
A TOE 2T DBRENCB N TR IMELRIEST 20 E N DD, —fRiepaisEEame LT
PEEEAR, TOE BFHFICES T A b MEEMEESIHT, MEgsPEDIRRA T STV D MERH Y |
F PR EREOHIE, TOE OMAER, ¥ 27 REMNFHRELPMOENATWND ZENEEND, 1
S TR RAE L~V S D BEAL3 ORI RN TH D,

REB. RAEEAKAEESITIE, Ny =2 Th D EAL NERENTND2D, U THDHE LT

R G720,
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7. TOE ZE#yttk

TOE ODtXx= VT 4 HEEM L VELND TOEDEX 2 VT HiEEF L TDE 81t T— &4
9, ALREREANE. R OIEIC TR 5,

® 8 TOEDEF2!)TaHEERMEHINFO—F

Hi TOE Ot = U 7 1 Hhe TOE im BRI & DBt
7.1 | FADMIN (& & HnE B PR RE
7.2 | FSERVICE (¥ — bt Z2E— NE&HE H—bERT V=T HERE
7.3 | ECARD-ID (IC 77— FikBlkkne) FEAREHE
7.4 | FEPRINT (B551b~7"V > ~E&RE FEAKERE
7.5 | FOVERWRITE-ALL(&57—% L &&HXH#as) B R
7.6 | FS/MIME (S/MIME I 5-4LFREERE) NS
7.7 | FSUPPORT-PKI (PKI #74— k#6E) Z D D HE
7.8 | FCRYPTO-HDD (HDD #={kt46E) FEAREHE

7.1. FADMIN (EHEE#EE)
FADMIN &3, SN T 72 AT 5EFEHE T — NICBT 2B HEEHRAIGEAERRE, &S SR
U—ROEEREDEXa2 )T A EHEREE VW2 EHENEIET D DX 2 U T 4 HERETH
ZDO
7.1.1. EREBAIGREIHEE

EHEE—F~OT7 7B RAERIZH LT 7 7 AT OHMAELERE TH D 2 L 2B KR OFER

j‘éo
® X IIIRSNOFY TV X —INORDEHE NATY — NICLVFGRET 2B BEFEREA N =X L%
et 2,

® FHENRZAT—RANDT 4 — KXy 712 1 XFmME LT EIET,
PL T & v FIA_UAU.2[2]. FIA_UAU.7. FIA UID.2[213FEH S5,

712 BEEE—FOA—+OT 7 MEE
RENVPDLERET—RIZT 78 AR TURAT o4 — Uty MEERILL RS O 8EE S )
o lnEAT. BEMICEEET— N2l T U T 5,
VL EIZX Y FTA_SSL.3 BNEHIN S,

x99 NRAT—FIZFRASNDIXFYII 7 — 48 2

B Hi%k FYIPH—
CEEZERAT — R 12 A E 16 M7 E T | RAREFE 94 LF O 6B ATHE
<CE RAU—F (T, #. )
ASCII =— K : 0x20~0x7e

2% 91F, EXaUT 4L LTRADASZY— REMZFRTHDOTH D, Lo T/AT— FRIZE L TN 2
BRASH TS F Y 77 Z—=0RENTWDN, B F Y 727 2 —BHA R — R TFFAE SN D,
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0x22 (V) 1 HEIR T 720,

713 EEEE— FICTRHEEEIh HHEE

BEAT— F~07 7 £ AZRICE W TR B RLIGBRERREIC L 0 VFHEE & U CRBIRRRES LD
&\ﬂﬁ%%ﬁﬁ?é&x?;ﬁﬁﬁﬁﬁ#%EOH%ﬂ\MT®%W\%%@ﬂ%#ﬁTéhéo
LBk Y FMT_SMR.1[2]173FEH S5,

7.1.3.1. BEEHENAT—RKOLEHE

NENVEDERETHD 2 EEHERESN, BOFHBRESND XA Y — RRWE Zi7= LT\ D
%D\ INA T — ]\%f/%{ﬁjﬂéo
@ 5 QI TENDR YT I H—NERLEIENRAT — Rk ) FRAET 2B HERIEA B =X A
o o R
® FZNZETIE., WHENRZAT—RFANDT 4 — Ry 7|2 1 SCREHME T2,
® R EINDEHENAY — RILLFOREETWZ L TnD 2 & E2MEET 5,
> R YOEHE AT — RIORENDIH, Fv T 74 —nbHlkEh5,
> 1O0F v 77X —THERINZN,
> BIEREINDHMEE —F L2,
UL ElZ X v FIA_SOS.1[2]. FIA_UAU.6. FIA_UAU.7 . FMT MTD.1[2]. FMT_SMF.1.
FMT_SMR.1[2]1AFEH sh 5,

7.132. A—+rOT 7 FEBEDERT

A=t 7T MERBICBITARET =X THLHVAT LA — Y Ty MEFERZLLFICR TR
HPHCRIET B,
® AT At — Yty MW :1~9%%

YL B2 Y FMT_MTD.1[1], FMT SMF.1 BNEH I L5,

7.1.33. %) T 4 ®{biAE. HDD BSB{bi4RE(ZBEE T S HA:

<®F 2T g sfbigRE >
EHEPBIET 2% 2V 7 ¢ SLEREORR BT 2 RIXLL T 0@ Y
® X U7 ¢ i bBERE D ENERR E
NENVEN LT, BXa VT ¢ ibire0 a2, B2ha2 % ET Hine,
® HDD a7 +—~ v MERE
NN EMH LT, HDD | 774»/%7Afﬂ%ﬁ6£@7 X OPIE A EXIATEEE, Z D
LT +—~ v FOFETFITHEN, X2 U T ¢ ifbEREORE L BN T 5,
o &5 —X FEXIEMRE
NRENVEI Uiz, &T — % FEXHEEOFITICEY . X2 U T  MLEREDR E 2 BT 5,

Z DFKHE i\£@%®ﬁ AR D,
EROBREICLY ., BEEETH LB X =2 U T 1 ILBEREO B PERE 2 12t 2,
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Pl kic X v FMT MOF.1[1]. FMT MOF.1[2]. FMT SMF.1 NEH N 5,

<HDD K 5{bF&RE >
BEHFEDEMET 2 HDD WS ke O EIXLL T O b,
® HDD 5 5L EE DB ERR &
SRENVEI LT, BT — ROMERGE L BELZET D8EE. KUK b T — ROHIBR & &)
TEDIE ILEEE T D HHE,

<HEFALY — FOaE >
ALY — FOMEREZ, UTO@EY) TH5S.

& 10 BSET—RITFASNLGZFYSV 2 —LHH

XR Hi3 Y3508 —

eIy — K 20 #ir FARAFE 95 SCF O T B IEIR AT AE
(&, %, Fe)
ASCII ==— I : 0x20~0x7e

> R 10 OB BALY — RIOREINDIHE, v T 7 X —M ORI,
> 1OD0F v T 7 X =TSR,
> [A—CFEFEO TR SN0,

b Y — Rid, BT IO WENRIEIND,
Z OEEIL. BHEE O AT B,
IR OBEREIZ LV . EFREEEE TH 5 HDD K BLEERE D& FRESRE A 1240 5,

PLEIZ XY FIA_SO0S.1[3]. FMT MOF.1[1]. FMT SMF.1. FAD RIP.1 (BR{bv— F) 2358
b,

7.1.34. 1A T—FEDEHTE

BHHFNSAT—REW CE R"AT— RIZEH SN/ O/NAT — REZLTIORTE IS O
THET D,

o XTU—FE D124 LA B 16 M ET
BERESNTOAEHENRRAT— K, FOCE XAV —RFOESZEL LEWEAITZ, £3A U
— REEL L7k, AU — REOZEXITH.

Pl ke X v FMT MTD.1[1]. FMT _SMF.1. FMT SMR.1[2IEH S 2,

7135 @F—42 LEEHEHEEDEE

T =4 LB EUEMEOTITIL, SFAE S LCERE ORI HIRT 5.
2T =5 LHSWEMEOEITC Lo T, HE, WMESNEF— 411, (T5ICRREND.
LBORHE £ | FBUEETH S HDD bl & WERIEO IR, eMMC I LHiE D 5
B, WELE AU — FOREEREE RIS,

PLEIZX v FMT_MOF.1[2] . FMT MTD.1[2]. FMT SMF.1 RAFEH X5,
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7.2. ESERVICE (¥ —EXE— FHEE)

F.SERVICE & (I, N"RANDLT 78 AT H W —ERAE— FICBIT 5 — AT V=7 AR
PERE. CE N A U — ROLFLEHE NAT — ROLFER EOY X2 )T 4 FEEIEL Vo7 —1
A V=T PRET S O X2 U T A HEETH D,

721. Y—ERI V= 7#HRIFREIHERE

INENINBY—ERE— R~DT7 7 ERAERIZK LT 77 BATHFHE L — A V=T
Thd L Zilhl M OGERET 5,
® K QIIRENDEFNY T I X =575 CENAY— RIZLVEBAET 5 CE #iEA 7 =X A%
T 5,
® CENXRTU—RKANDT 4 — KXo 72 1 XFHHEXTZIET,

LIkl X v FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1IEH S 5,

722 H—ERE— FIZTIEt S h D H#EE

P —bEZE— R ~DT7 7 B RABERICBN T —E 2 =7 #BEREMSREIC L Y —E R
V=7 LTHBERREEND & FIRFEERITT A X A 71— EXI//%7Eﬁﬁ%@dHEﬂ\
MT@% @ﬂmmﬁTénéo

YLk . FMT_SMR.1[1]3 B s 5,

7221.CE/XRT—FDLEHRE

P —bERAT V=T THDHIEEFFIEIN, BB EIND /N A Y — RN BE &2Hi72 LTV
LHY%h. BET 5,
® K IITREINDEFY TV EZ—n575 CE/NRAT— RIZL Y HiRiFT % CERIEA I = X L%
35,
® HFETIL, CE/XARU—RATIDT 4 — RNy 721 SUFmMESCTF 2 IKT,
® HTHiEX EéhéCEnzv~hiuT®mE%ﬁtLTmé & EREET 5,
> R IDOCENRT— RNIIRINHHE, ¥ T 27X —0nbiksins,
> 1O0OF% %77 X —THRKI N,
> BUEREINLAMEE—F L7,
ML Elz kv FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT _MTD.1[3]. FMT SMF.1 .
FMT _SMR.1[1INFEH SN D,

7222 EHENAT—RKOLEHE

BHHENAT— REETTH, FEESNDEIHE SAT — NI TFTOMEEHI-ZL TS 2 L
ERAET B,

® K IDEFE NAT— NIURINAHE, ¥ 77 ¥ —0 ORI b,

® 1 ODFX ¥ T X —THkI N7\,

® HIEREINDLHE —F L2,

PLEIZ X v FIA_SOS.1[2]. FMT MTD.1[2]. FMT_SMF.1. FMT_SMR.1[21}3FEH 5,
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7.3. FCARD-ID (IC h— R RI#ae

F.CARD-ID &%, W57V > MERE. & UF Scan To Me B&6E A FIH3 2 AIZ mfp (ZH&k ST
W5 IC 71— K% mfp 2553 HHEETH 5.,
PLEIZ XY FIA_UID.2[B] A FEBL & 5,

7.4. FPRINT (B§51E T > MigEE)

FPRINT &%, BEAL7 Y v MEREICB T2 X2 U T4 ARETH D, EIRIERIEIC S LT,
F.SUPPORT-PKI (Z X W AF L7- i@ (W54 (2 X0 @5 0EmREET 5,
® 55tV T ANEE ST HI-o0mEEE (58 (168 bit) 1%, FIPS186-2 THIE S
N5 RSAICE-THEEENS,

LIz X FCS_COP1 RNEHIN D,

7.5. FOVERWRITE-ALL (£7T—% EEEHERKER)

F.OVERWRITE-ALL & /%, &EEOPIRZREERIEIZL Y . HDD 027 — & ikl EEHEH
FaTFATT D LT eMMC IZRRE SV TV DAY — REOREME Z IS 5, THEF 72130
fEF 2 _EHRIZLUT OB TH S,

<HEENS*% : HDD>
et 70 h 77 AL
o FRRBICH DY a TOEGE T 7 AL
® REMBZET 7 1L
[ ]
[ ]

HDD 75~ 7 A L
E{RERH 7 7 A L

<HEIEENDHFER : eMMC>
o FHE XA — K

HDD (cEXATrT —%  EXALEER P ES UL, FADMIN ICBWTRESN DI BT —X
EEEHEEEOHESX (R 1) UG THEITEND, 2B, AEOEITICBWN X2 T
S B RE DRR I 72 %, (FADMIN ICBIT A X 2 U T ¢ i{bEBE D BIERR E DL S R)

Z OEEEIL., BHEE OLIFFAT B,

LIEIZE Y FAD_RIP1 (Bf oMbV — F&BR<) NEREND,

K1l ET—DLEETHEDEATELEETDHE

A FEXEINDET X XA T L ZDERF
Mode:1 0x00
Mode:2 Gl = &% = 0x00
Mode:3 0x00 = O0xFF = #L.I = Wik
Mode:4 &L = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = OxFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = fl#
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A FEXINDT X XA T L ZDIEF
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = 0xFF = 0xAA
Mode:8 0x00 = O0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = RiF

7.6. ES/IMIME (S/MIME &5 032 HE8E)

F.S/MIME &%, (Z08T) A% v LEZHEEEY SMIME Ca—3 —BHHICEETHEIC, 2%
¥ LWz 5k, KOVBEAT HHERECTH 5, B4 AERKIE FSUPPORT-PKI (2L Y IC 77— KA
1790, AEREICBWTEBLICHAWE A v —U XA P2 A MeEpkd 2,

<5 BEAE R >

® FIPS 186-2 NWHIET HHHLELE AR T VTV X ALY | A%y > LEEEGREZR ST 57004k
e (R SeE) 2Rk T 5, (RS8R 1%, 128 bit, 168 bit. 192 bit, 256 bit D W\ FNNTH S,)
Pl EizXh FCS_CKM.1 REH SN 5D,

< A%F ¥ CEB OS>

@ XXy UL7-mifgik, fms (WrE4k) (128 bit, 192 bit. 256 bit) % T, FIPS PUB 197
ko THESND AESIZ L > TSk En 5,

® X%y Ummigix, Hamsd (K558 (168 bit) Z W, SP800-67 Ik~ THEEND
3-Key-Triple-DES (2 L » CTHf b & 5
YL Eizk v FCS_COP1 NEHEND,

<HF SO 5>
® 2%y v LGz Sk D7z o D Imik (W 754k) (X, FIPS 186-2 23 BlE$ % RSA 12XV,
s fbEh s,
® ~ O FSUPPORT-PKI (2 LV MM &4 5 APHSEOHERIX, 2048 bit, 3072 bit, 4096 bit D>
ThThD,
LLEIZ kY FCS_COP1 RFEH SN D,

<AvbB—UHA Tz A NERK>

® AX -y L7-WifgiX, FIPS 180-2 NWHIET 5/ vy v =2 B8% (SHA-256) I2LV, AvbE—UH A
VA MPERIND,
LI EIZE Y FCS_COP.1 NEH SN,

7.7. ESUPPORT-PKI (PKI #R— k#48E)

F.SUPPORT-PKI &%, TOE 7>& F.CARD-ID (2 L W §#hl s 47z IC 71— FEZEMESE 5720 Dk
RETH D,

<HE AL >
® i 5L X n/-dtimsk (M58 % IC I — RIZEfT L, IC »— Rio T (K588 s
B T, ELKES Lomi (Bei) 20D,

BB >
® FSMIME IZX VAR LIZA v E—V XA T2 AN (AyE—VD/y v afid) % 1C 1— RIZEE
L. BARHEZITOE, AvE—VF A VA MIKHTHELWEAZZITID,
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<A BSEIUSK >
® IC 71— FIZHWEDLEEZITV, IC 1 — FRNORM#E (72 ViEAE) 2% Ti5,

PLEIZE Y FIT_CAP1 AEHIND,
7.8. FCRYPTO-HDD (HDD EF&1bt8E)

F.CRYPTO-HDD & /&, mfp @ HDD WNIZHEE 7 7 A W/ AT — R EOFT — X EX AT
W53 572 DIERETH 5,

<HDD s Bt Dl 5884k >

® bV — K& L C.FIPS180-3 |2 X » THHE I D SHA-256 7 /L3 Y XA %fEH L .HDD
WCEZXRAENDITRTOBB T 7 AL AT— KR DT — X 25, B59T57-0H0
256bit & DM F#EE2 £ T 5,
B 8tiE, mfp OEEZ ON ([ L7728, Akah b,
PLEIC XY FCS_CKM.1 NEH I 5,

<HDD D551k, H5>

® HDD I[ZEXAENA TR TOWEBT 7 A VAT — R FDOFT —F 2 5{bd 572D D=
#t (256 Dbit) 2LV, FIPSPUB197 I k> THEENS AESICE > T, £OF—%% HDD IZ
EXADERIE S SN D,

® HDD Ot AHSND T X TOEBET 7 A VONRAY — R EOF — X 21 5T 520Dk
# (256 Dbit) 2LV, FIPSPUB 197 I k> THEXNS AESIZX T, £DOFT—% % HDD »»
LA T RE S S b,
PLEIZE Y FCS_COP.1 REHR XD,

___ul:___
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