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1 ST introduction

1.1 ST reference

AER Tl Security Target (UL, ST L&) kBl A se k45,

ST £ %

N—=g
AT
FAITH:
F—U—R:

Canon imageRUNNER ADVANCE 4900K B/4200 Series 2600.1 model Security Target

1.10
v oAt

2015/10/22

IEEE 2600, Canon, 3 /. imageRUNNER, iR, Advance, 7Y% /L &k, B4
B, ot — FUh, T IR KRG T30 kil BREE, TR, s, K
b, BX =27 7V Ry I A X2 T 4F VR, BX 2T 4 —F R

1.2 TOE reference

AEHITIL TOE O BTG H ALk 35,

TOE 4 #r:

N—g:

Canon imageRUNNER ADVANCE 4900K B/4200 Series 2600.1 model
13

W, AR TOE (U FITRTY 7 M =7 N—=FU =T | K OTA B RN SN,

iR-ADV ¥ =U7 ¢—%vk-K1 for IEEE 2600.1 Ver 1.03
HDD 7 —# K551t/ X 72—V v 7% v h C
(Canon MFP Security Chip 2.01)
XY/ A—/3—G3FAX R—K+APL(F &5 /LIIA R AE)
Canon imageRUNNER ADVANCE 4900K B/4200 Series
Access Management System (Tt A% 7 Lral  RREEUERAT)

M ILA TR
iR-ADV Security Kit-K1 for IEEE 2600.1 Common Criteria Ver 1.03
HDD Data Encryption & Mirroring Kit-C
(Canon MFP Security Chip 2.01)
Canon Super G3 FAX Board-AP1
Canon imageRUNNER ADVANCE 4900K B/4200 Series
Access Management System (T A2 A4 7 L ay b K H X CIIEE HEE )

s Canon imageRUNNER ADVANCE 4900KB Series (£ Canon imageRUNNER
ADVANCE 4200 Series O#[FE B FHHET /L TT,

1.3 TOE overview

TOE /. < Canon imageRUNNER ADVANCE 4900K B/4200 Series 2600.1 model >&\ )7 VX LVAE &
HTHD, @ ET /L0< Canon imageRUNNER ADVANCE 4900K B/4200 Series >IZLL R 35 (4
D) DR AEA AL REL, FREEL{TOZET TOE THDH< Canon imageRUNNER
ADVANCE 4900K B/4200 Series 2600.1 model >/352 %95,
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- iR-ADV t*=U7 r—F%vk-K1 for IEEE 2600.1
- HDD 7 —#W5 5 bIR7 =V 7% b
- TPV ZR—R (F 7 IR AEESE)
- (Access Management System) : 71 A4 7 a
HATIE, BX 20T 447V arxyh-Al LU TF PO2VAE S REA IR = YE [ A,
JERHIX T, 72 2 A BRI L,
TIOT AT =T HK TlE., ACCESSMANAGEMENT SYSTEM KIT-B1 23 242,
iR-ADV ¥ =UFr—Fvh-K1 for IEEE 2600.1 |Zi. < Canon imageRUNNER ADVANCE
4900K B/4200 Series >OHIHY 7 v =7 kO EF 2T 4 —F v b B ARG £ 5D,
HDD & —ZiEBAbRT—V 7R —RiZ. HDD |[ZHEMISNAT —Z 2K (V7 NI =7 55 te) kg5
272D DN—=RT =27 ThbH, K TOE D HDD TV L— T ILT 4 AT LU THHZENAHETH D,
Ty I AR —RILT 77 AEREZAF AT D720 D N—R =T ThD,
< Canon imageRUNNER ADVANCE 4900KB/4200 Series 2600.1 model >i%. LA FOEAREH D
Protection Profile(LL . PP &IE4) . BLOZD PP TEHESNLTWD 7 D SFR Packages THsR

SNTODEFR 2 T (B RE% | SE R DN TED,
Protection Profile

1

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operationa Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operationa Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 75 - HEE

A ST TIXLL FORSHE - HiEE 35,

Table 1 —W&3E - FIE

W& E - FHFE B
T UHNAGE R o —ERE, 777 ARERE. 7V MERE, 2515 (Universal Send) BERE7R X & HF
FF OB AHOZ L, ZNODOEREAEH 3 57-8, K&FED HDD %o,
HgEY 7 w7 =T A N—RT =7 FEWEL B 2T AEREO R A2 T DY 7 vy =7 T b,

1 Access Management System i35 A B 247 a o Th V. EBROMRESHIL, iIR-ADV BF2UT 1—Fvh-
K1for IEEE2600.1 & L CiRfliS oMY 7 U =7 IZE&EN D,
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MO S, T U NEE A BET A X HENDA L H—T 2—ATH
60
JE—hk Ul Web 773755 LAN R L CT P2V BEEKICT 78 AL TUZNVEERE
DEHWER I DORERCY a7 DEE, Ry 7 ATk 28 E, FREERERENTE
BAH—T 2—ATH5D,
HDD T UL NAE G INDN—R T A A DL, HlfHY 7 =T BN, (RiE
BPENRATFIND,
| 77 A T I AL EDLEGEEITOIRDODALT7T7L LT, BEERIB TR, A F—%
N T DAL A — RN T 7T ADIE,
A A= T 7 AV i rIA Ik, TV, ZAER L CTT A NVE NI S - i T —

&O

TURTVAA—TT
7AI

Ot — T VNEDOTaT ORI ERSIL, VaTd NE T THERBETRDA A
—T 77 A,

°—/)

T e AHIEEERE TR T 22— —DHERTHY | H2—HF =TV EHD
n—/LISBEA T BN,

HONUDERSNTVAT 74 ha— LIz, HAZ LB — )L ELTTF 74
SR L TR BT 7w AR R EZ S LT RO — V2R 52 &
WAEE T D, T 7 AN — UL For— L 3% 5

Administrator/Power User/General User/Limited User/Guest User
Administrator =—/L &35 B REZ T H 3 D ME R (& PRAEIR) 2~ -

Administrator =— L 23E[0 Y CHN A TR A T AL — —,
PP TE#HINTW% U.ADMINISTRATOR,

NEwA

S—F—7 TOE OHRAFIL T LEEBRIET HBR0 = —F — O (E o~
LRI DL EOT — 5 (BT L) B DETHO,

SCEOBEIIE, FEAT, UL b, A6 —, T/ R%AF R1E, BIRABHY,

S P —OBEICED Va7 DA, AT, 58 T ETO—EOMEITHNS,

TUANEEEN TRV ONG L= —FT =2 THY, A A= T 7 AV L@
TS LD,

AEV—51F

ZIELT=T 77 AN 770 A% TV RN T AT LRy 7 AR TEL TR <%
REDZ L&,

Ry 7 A

T/&'/V%’E/\’r}% ICBWTEHRABRL TV b, T 7 I R E LT B F CELRAF
HiEl, =Ry IR TF I ARy T A AT LR 7 AD TN FAE
Téo

XA TOE Tlk, 777 ARy 7 AZ R L7,

=P =Ry 7

TUANEEET IR — Y =D AIAATZE T LEFL, PC b7 U MER
LTCB T CEREDRESNDIR Y VA THY | B LEOTVANLEFREDN
ARETH D,
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FERNEEE i
VAT IR T A T 7 I AZEN =GN 77 I ARAE)—Z A5 LT B SUENRGINDSR VI AT
HY, BT LEOT IV NRCEERENAHETHD,
A= — N — T UL NAEERE THAIANTZ BT LEE | 777 ALERETFA—INEETD

%é\ﬂcﬂ‘giﬁqj—“‘/{“‘o

AT —

1D R AT RO 2~ E R Fo 2% LT
P RAEATI IS,

Firewall Internet 7>5PNES LAN ~D B ZBL 7260 DIEE L AT L,

HA LY —s3— %) 2 IEMEIC A B THY. Internet 2L T, Network Time Protocol Z1{#i~7-
BEZ DORINWE DO RIZEZ D ENTE DL —/3—,

X277 VY k] XTIV (BFEEE BT 5ENT=T V) T AR RE A B A
VeIV EDRE

[ap—| ot — e BT D E L DR EZ

[Z77 7| T 7 ARRE A LB T D EME RV R,

[ A%y S EEFEAIA A TR I ANMRATET DIREESCTHE AN T B L EEE T A—
VT RUVARS PC O T 4V H — S~k (5 T D REZ EE T 28E 2L |k
DRZ L THHI A U TCEE | TAF Y U TURTE IR A,

[ 5 R A ] [ZAE P A | EITZE R A SDOENE SV EDORE L,
ZAEN A LI, 77 IR TV ASAGENT-T 7 A N — R ERFT DA
THY, VAT LRI AET 7 7 AR T AD 2 FIEARHVET,

RTE 7 7 AN DR | IRy ANRGFEINTE A L EERET O EZ R E 28 E S v LR #

M >

VE—hUl EDOTSZAE | Ry AMEGFINT-E L ELBRIETHHEZE# 75— Ul LR

IHRAE7 7 A DF] | >y

H
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1.5 TOE description

TOE i%, =& —FERE - 7"V MEHE - 2615 (Universal Send) #§AE -7 77 ABkRE | 777 A2 (G HRE - = —
— Ry I AR, R EE DR OEA K THD, TOE M43 25 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TIZLL FOIH R HBREAHEEL T\ 5, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A” clause “1.1 Scope”
MHDB] )

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “ Operational Environment A.”

Figure 1 1%, TOE Th5T P XN < Canon imageRUNNER ADVANCE 4900KB/4200 Series
2600.1 model >DOA 7 alEELHEIEEEH T 555 O EREEREE ThY ., L2V EEEN
SO AT, RIERREITIR2D58 0395,

Figure 1 < Canon imageRUNNER ADVANCE 4900K B/4200 Series >

_>
LAN 0

Firewall

Figurel |2/~ 3 KO MRE R & FHERBE ClE, 7 VAV AREIINEL LAN (28> TA— /L — 3 — =
— P —FBREH—N—_ PC, Firewall |28 CHY, Firewall (22~ T Internet 226N E8 LAN ~D XKL
BAEFHNTWD, TUXNEEIEIT, B TtAAATLE 1+ LEE | 777 ARERE ALV EREL
7201 777 A% G LTZ0 T BT A— VY — R — |8 D, F7o. PCEHWTE - LEEZT VN,
RAF N 777 AERI T HZENTE, Web 7 TV #2%% PC LICA L A= B2 TTF VA NELHEY

2 CCFHlilz 31T 57 ANBREE Tld, Web 7' 771X Microsoft Internet Explorer 8 ZFJH L 7=,
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E—MRETHIELARETHD, 12721 PC BTV NEATHGANL, @727V 2 —RTA/3—% PC
(A A=V L TE 5053055, USB 77— 7 /LT PC Z B 5ZLT PC b EF L EL
TV RAET DZELFRETH D, 72720, USB #2ft T7 VX VAN PC R USB 7 /A RIZT —
&%%ﬁ#&:kﬂf%@“i?wf%ﬁuﬁﬁﬁéo

B, TOE 13574 LY — =D IEfE7e A Rp 2 UG L CRpZ R 21T 720 S oo 2 — W —38GE Y —
/\—&éiﬁﬁ‘é ETHRINE ORBAIFEREERE 2 AR L 720352 e 2 REL L T, ZO IO HE R E
BB W T, TUZNVEAEITLL T OMREE R 52803 TED,

- o —iRE

ML EE AT v THiAiAI, TV NTHIEITID, CEEEE T HHIETHD,
- U MERE

TUANAEERENDE A SLESL PCOLEFESNDE - LEARCEICT VN DEETH D,
- | Ty IR G

4/&~ﬁs¢%ﬁbfl77&xazc—%ii%x&ﬁz%%‘1@5177&x BEEni=771v
ZERHIT VRSN TICV AT LR v 7 ARIFEIND, BRIFENTZT7 74 ME, BB
&%Kfuykx%%\m%ﬁf%éo
- Ty AZ{EHRE

7 7 7 A EI B LELZETIRETHD, 777 AZEINTZT7 74 VI
ZAFHREIZ 7)/hém¢ VAT LRy T ARGEEIND, BRESNTET 7 AT, BB
LxIZTY b, EHED HIERNTE D,

- Ty Rs{EHEE

MLFELEAF Y L TERSNIZEF LERL—F =Ry I A AT DR Z ARAFSNTVDE
FXEELT 77 RERE T HHRAETHD,

- %2 (Universa Send) #6E

ML EEAF YU L TERESNT-E A LESCL—Y =R TR AT DRI A RAFESINTNDTE
FLEE TIFF X° PDF 77 ANV TEAA— LT RL AR PC DIF T4V H— | 77T AL
EETHEETHD,

- a—H—Ry s ARE

ZOMBEIL, 22— PRI ANA A= T 7 ANV EARAET DR RE L 2 —H — R 7 ZADARAER 7 A
Z R HREREIC KRB TE D,

- AP TR I AN AT T A VAR T DR BE

A% FDOHRBAATE BT LT, PCIT TRy MR AARE U TS0l o
R I AR T BHERE T

- =P —IRy T ADLRAFR v 7 AR DHRE
=P Ry J R RAF ST E A SCEITH L CTLL T OBAENTED,
- BT CEORE
- EFXEOTICL
- BTrXEORE
- BT XEOHIR
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1.6 TOE O#ipH

TOE 23 &35 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A ™
BURMARZ T T 57202 F D L7 TOE k3%,

TOE DY LAY FEDH i PEAOHPH I UL T O1@Y T,
1.6.1 TOE m4yEr)siH

TOE [IN—RU =7 VT Ny =T MO S =T DA NAE G TH D, WELRIFIFHILLL T O Figure 2
R Th D,

Figure 2 TOE /
TOE:
Canon imageRUNNER ADVANCE
F 4900KB/4200 Series HDD /
TOE
TOE TOE

fil# Y 7 h Y = 7IXIR-ADV €% =2 U7 ¢ —F v b - KLfor IEEE 2600.1 & L CifltEi 5,
A N— K7 =7 & iIR-ADV & =2U7 1 —Fvh+K1 for IEEE 2600.1 % &b TT VX NMEAEA

TOE T %< Canon imageRUNNER ADVANCE 4900K B/4200 Series 2600.1 model > |35 2 % ViEA
BEARMRIZ HDD 7 —# W5 b/ 7—V 7R — RBX W, 77 7 AR — REfAsbbElbDT
b5,

TOE %4l DAL N—R 7 =7 CThDH< Canon imageRUNNER ADVANCE 4900K B/4200 Series >(Z (%
LLFDTAT TR D,

Table2 —8IEF A 0T v 7/—&

iR-ADV 4951K B/4251
iR-ADV 4945K B/4245/4245F
iR-ADV 4935K B/4235/4235F
iR-ADV 4925K B/4225/4225F
¥ IR-ADV 4251 %, HAEWTIERBI N/,
3¢ iR-ADV 4245F/4235F/4225F 1%, H ARENTOARITEIID,
3% iR-ADV 4951K B/4945K B/4935K B/4925K B 1%, ##[E [E N TO A IRFTEIN 5,

TOEIZEGENDIHA XL ZILLTO®@Y TH b,

(Fn3c4a#7)
imageRUNNER ADVANCE 4200 Series 2600.1 model e~==7"/1-CD
imageRUNNER ADVANCE 4245/4245F/4235/4235F/4225/4225F e-~ ==7" )V
ACCESS MANAGEMENT SYSTEM il 5|45 AR 7 RI= AR — & — AR
iR-ADV X =2U7 r—%Fvh-K1for IEEE 2600.1 7 RI=AR —Z—H AR

Copyright Canon Inc. 2013
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iR-ADV ¥ =U7 ¢ —3Fh-K1 for IEEE 2600.1 %I\ M2 HRAMIZISREA TS
HDD 7 =4I 5 tF vk =Y —ZI AR

(B34 FR)
imageRUNNER ADVANCE 4200 Series 2600.1 model e-Manual CD (USE Version)
imageRUNNER ADVANCE 4251/4245/4235/4225 e-Manual

ACCESS MANAGEMENT SY STEM Individua Management Configuration Administrator
Guide

imageRUNNER ADVANCE 4200 Series 2600.1 model e-Manual CD (APE Version)
imageRUNNER ADVANCE 4251/4245/4235/4225 e-Manual

ACCESS MANAGEMENT SY STEM Individua Management Configuration Administrator
Guide

iR-ADV Security Kit-K1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
Before Using theiR-ADV Security Kit-K1 for IEEE 2600.1 Common Criteria Certification
HDD Data Encryption Kit Reference Guide

1.6.2 TOE DAY

TOE O BRRYHLFHZ LL N D Figure 3 TR 9% (o—H— | o—H =G — /N — A=/ — 3 —
PC. A LY — "—%[E<), TOE DX =27 MEREIL A>T TRITE 0 THD,

Figure 3 TOE

Copyright Canon Inc. 2013
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PC

| LAN | | LAN | | LAN | | LAN |

TOE

| LAN |

| | [ oo

usB

‘ | | FAX

- | | | oo

«--1-
<
<

TOE 1% 1.5 = Call B L7 REICIN 2 LU F O — e 2B 55,
- Ul ¥%hE
Z— =PV E VT TOE 2 EL 72D, TOE DMRIENSRICR R LN T D,
- HJpkEE
TOE MHCEA M 3%,
- BEARIA AR
TOE M CEAE AT T2,

TOE 1%, LL F DX 2T 1ter 95,
- :L““_‘j: ntqu*ﬁ%
BEA D NZL - THTIZ TOE BRIHS WIS, EY a2 —W—%585E 35,

:L‘_‘“]j- ntuu j: TOE WTWDEE?ZDWFllgwuul“tky‘{‘ig@:b—# ntuu VH‘“—/\‘_‘%’_’ﬁHb ’(ntunﬁféﬂ‘
HERAE A YR — 35, AMEEREEIC 1T HE8EE 7 T Kerberos 383E3% L< 13 LDAPEREE % IV 5,

- Vav ETT 7B AR RE

3 CCRHMEIZRBITAT ANRBETIL, Kerberos i87E& L T Active Directory Domain Services Z | f L 7=,
4 CC MMz D7 AR Tld, LDAP#FEEL T eDirectory 8.8 SP7 #F| HL7-,
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ARSI 2 — P —DHERAN DT VA NAE GO RER FAT TSNS, 2= —Dr—/1iZ
JEUTHTRBERED AT 27 W] 972,

- BAYaT T A EIERE

BALEY a7 Izt LT ARV ar v BV EOBEE a7 A LT —F — ZHIFR T
éo

- SRRV R

ZAZLTeY a7 O LAN ~OEsEZ T 5, 777 AT AL 2B LT BRI BT 27201, 777
AZAZV a7 DEREEHIRT 5,

- HDD 7 =45 i EikaE

TaT FATRHNERSNIA A=V T = F 3 HA SN D22 B<T20DI2, HDD ORAFAA—T T
— e LEESLTRERNETD

- HDD Hf5{bikaE
HDD H{ADFEiH £ $L<IL, HDD & HDD T —#W5 5{b/RT7 =V 7R —R& - CHRibH ED
HDD 7 —4~D7 7B AT HEBUIKI LT 572012, HDD 7 —#5 5tRT7—V 7R —KiL, &
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- LAN 7 —Z{R iR RE
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- EEHos e

22—V —DELEER TEHIIITn 7 B E KL, HDD WNIZRIFET DHEEE THY , TITRFESN-
BEA RLeR i, R TEHI0ICT 5

07\ ZRRERE NS H BEEHRIL, TOE DigfiSind, TOE @ HFHE#IE., BEHEREOFI ., L%
LA LY — =B EMER B IR 2 UG U CREZI R 9- 2 2 L TRIES D,

- EPRRERE

2P — LB B GBI R T A7 O — P HRRE S A S 2 ) T A RE S U BN
THDODT INARERERETHY , EHIE LA O R TBRIENRESILTND

1.7 TOE ®=—¥%—

TOE ®—#— (UUSER) %, LT 2FHD 2 —HF—ICHHHTE D,

Table 3 —Users
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Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
BPEIY. User Data, TSF Data, Functions @ 3fE¥ETdH 5,
1.8.1 User Data

User Datalf, == —H —I2 k> TR SN S TOE Dt ¥ 2 U T ¢ BEREICITEE LY 5 2 T
—XZTHY . LT 2MMHEICOETX 5,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user's document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalx, TOED X = U T 4 HRBICHEL 5257 —4THY ., LATO 2 FEIZHHE
TE 5,

Table 5 — TSF Data

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.
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A TOE T#o TSF Data%zLL T Table 6 (2777,
Table 6 — TSF Data ® Bf&{k
BAS |TSFF—%& N LRIFSE
D.PROT | . —#—%4, 2— W — R B RS RE TR 2 = — W — D5k 5 | HDD
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o —/L T 7 AT EESEE TR 35— — DO HE R 15 HDD
oy 77 MNR)Y | vyl Ty MERBRBOREEHRTHY, avy 7 v | HDD
—EXE OFRBE E T v 7T 7 MR OFREHE R
NRAT—=RRY v— | 2 — P —BiHERE CRIA T 232U — Fo#& e | HDD
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BRI 5 HlR O BOE T

A= VTEE | BESFAOE YA s A BT Y N OBREE | %
{5 # AEY

H /R E FAF & Rl iR RTC

HDD e 4l £kiE | HDD 7 — 4 5e 2l BHRERCE T T 0 IRAED A | X #i %
DA BT % B AEY

IPSec % 7E LAN 7 — 5 (RABIREEICBIT B BUERH T Y | BEE | 1 %
DA B % B s AEY

D.CONF | /{27 —F = — Y — R BIFRFEAE RIS % = — ¥ — D | HDD

(ki

A= Bidin JHERECARENS B S HDD

Ry ANGEE S | BAYaT T EARIEIHRE RN T 5, = —+ —& | HDD

T A VAT AR YT ASNDT 7 AHETH A
O v 7 AGEORREE =

1.8.3 Functions

Table 7 |2~ H&RE
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2 Conformance claims

2.1 CC Conformance claim

Z® ST %, LLF® Common Criteria (LA F. CC LEE) 2@/ T2,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurancelevel: EAL3 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZO ST, L TFO PPIZi#E AT 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

Z® ST %, LLF® SFR Packages # 4. BIITH5,
- 2600.1-PRT # &
- 2600.1-SCN #4

IJ>

- 2600.1-CPY i

op

- 2600.1-FAX i

op

- 2600.1-DSR i

op

= =

h
hn

- 2600.1-NVS;

i

- 2600.1-SMlI 3

(o

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical document
output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines, and
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MFPs) that perform a scanning function in which physical document input is converted to electronic document
output.

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a copy
function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile (fax)
transmission, and a printing function in which a telephone-based document facsimile (fax) reception is converted
to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage and
retrieval feature in which adocument is stored during one job and retrieved during one or more subseguent jobs.

Title: 2600.1-NV'S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment
A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance; Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the TOE
by authorized personnel. This package applies for TOEs that provide the ability to protect data stored on
Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such protection is
supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SM1, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOES that
provide atrusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied by only the TOE environment, then this package cannot be claimed.
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2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 7:

Table 7 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: afunction in which physical document input is duplicated to physical document
output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based

document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs
F.NVS Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage

device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 8:

Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates datathat are associated with an outbound (sent) fax jab.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE I, 7V NVEAEKO EHEREEE CThHat —, TV Ay 777 AORRIZIN A, SCER
fEH%nE. HDD W 5-{bagRE, LAN 7 — 2 DI 5L SRR Z 20 752 L0705, 2.2 D PP claim, Package
claim (235172 PPIZEZR STV 59T SFR Packages (il &35 Z L U Th o,

LURIZ, 789_To SFR Packages # 815 L7= PP & 2 ST #k#g L T <,
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%9, Security Problem Definition (2B L T, PP & ST #kt#k3 5L, LLFD OSP 20O & 2DBML T
WAHLIAMIFRIL TH S,

P.HDD.ACCESS.AUTHORIZATION
ZHUT ERBREAHRIL T ADOTIEARL, TOE AL TV % OSP Thd,

HE>T, LLFDRAL T 5,
- STO®X 2T 4R EEBELT T T X TOTOEIL., PPOtF )T ERB - L TW\5
- PPOYEF 2T AEE R AT T- T T X COEHAEREIL, STOEX 27 FREERDHZL TS

KIZ, Objective (IZBI LT, PP & ST #H#kd5&, LU FD Objective 2 O & -DiBMIL TWAIEANEIA
CThd,

O.HDD.ACCESS.AUTHORISED

ZUE, TOE ZHI#IL T 5 Objective T D,

Mo T, AR RN T 5,

- STOTOED X2 U7 4% 5K 5 #2729 9 X COTOEIL, PPOTOED £ =7 5%t 3K 5 &4 fifi7- L
W5

- PPOEBRELD LX 2 VT A R #2793 ~COE MBS, STO@AREO X7 %t
R EBMT-LTND

I 5T, BEREELMEICBAL T, PP & ST #tbikd 5L, Table 9 DEHIZ 7D SFR Packages 763
N TOMBEEMITRIGL T, 512 ST TR RS BIS D,

Table 9 —PP., ST CTORBEMXIHZR

PP_Package PP ST
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG.1 FAU_STG.1

Common FAU_STG.4 FAU_STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(a)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMFE.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1
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PP_Package PP ST
Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF1 FDP_ACF.1(in-job)
SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF1 FDP_ACF.1(in-job)
NVS FPT_CIP_EXP1 FPT_CIP_EXP1
SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP1 FPT_FDI_EXP1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common FIA_SOS.1
Common FIA_UAU.7

NVS FCS_COP1(h)
NVS SMI FCS CKM.1

SMI FCS_COP1(n)

SMI FCS_CKM.2

NVS FPT_PHP1

U.NORMAL ¢ Access Control rule # [Denied] & LTV 5,

ik U7z ST OBSREE (D EN 0 £11F1d Delete <> Read FIHE7 Subject D% % 5k, UINORMAL O
7 7 & A F[HET: Object 272 < THIV AT TH Y . PP OFEBEE L 0 bHlRA 72T 7 & AHlf &2 1T

STWBHEEZD,

PP ClX. FDP_ACF.1(@!IZ3\ T, +FAXIN @ D.DOC @ Delete, +FAXIN ¢ D.FUNC ¢ Deete IZ
%t3% Subject # UNORMAL & LT\ 573, ST Gl FDP_ACF1(deletesjob)l2 3\ C . Subject %
U.ADMINISTRATOR & L. U.NORMAL @™ Access Control rule # [Denied) & L T\W%, £7-. PP
Tli&, FDP_ACC.1 iz T, +FAXIN @ D.DOC ® Read {Zxf3 % Subject 2 U.NORMAL & LT\
%75, ST Tld FDP_ACC.A(in-job)iZ3\ T, Read (Z%f4 % Subject # U.ADMINISTRATOR & L

PP Ci%. FDP_ACF1(@iZH T, +FAXIN ® D.FUNC @ Modify (Zx}9" 5 Subject 2 U.NORMAL
L LTWAHH, ST Tl FDP_ACF.1(delete-job)iZ3 T, Subject 2 U.User & L, Access Control rule

% [Denied)] & LTW53A,

ST DFEREZAFDFN O 11T 1T ARREDFIH &2 £ D Subject (2 %

PP OFEREZLM: L 0 HHIBRANZ 7 7 B ZHlH 21T > TWD L F X D,

FSRNESIZTHH0ATTHY |

UEOBH LD ST TS TWD SFRIE, PP TREB SN TWD SFR LV TRHF LT LY

HIRRAY ] THD EWVR D,

o T, LRI 2,

- STOSFRZi -1 4 <~ TOHOTOEIL, PPOSFR i 7-L TV %

F7-. ST ORFFE/RIT PP OIRAFE L EIL Th D,
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PLEIZED, 20 ST 1% PP IZki LT, TOE (Z[RIZELL EOHIFRAZFRL . TOE OEHERELICFRIZELL T O

HIBRZFRL TN D,
-T2 ST X PP Zifmki AL CW\D,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined termsin abbreviated form are set in al caps (for example, “DSR”").

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partially
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In  specifications of Security Functional
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origind SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or refined
in this Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition, but which also must be completed by the ST Author in a
conforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity

User

Data

Function

Threat

Policy

Assumption

Objective
Environmental objective
Security attribute

+|Q|o|»|m|-|m|o|c

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.
3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONFALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable codein the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS. AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Regquirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition

A.ACCESS.MANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’ s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1 Security Objectives for the TOE

ZOETIE, TOE D~ & ¥vx =T ¢ P GF#HCB L TRtk 4%,
Table 15— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
ateration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
ateration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or alteration.

O.HDD.ACCESS.AUTHORISED The TOE shall protect TOE assetsin the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

TOETIE., ITEEOEX 2V F 4 5HEHFSHCE L TR+ 2,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to ancther trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED TheIT environment shall provide protection from unmanaged
access to TOE externa interfaces.

4.3  Security Objectives for the non-IT environment

ZOBETIL, EITEREOEX 2 U T o 5EF#HZE L TRk T %,
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Table 17— Security Objectives for the non-IT environment

Objective

Definition

OE.PHY SICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.

4.4

Security Objectives rationale

ZOETIE, BX2 YT 4 &K S5#E (Security Objectives) ORHLICEI L CTiEik+ %,

Table 18—Completeness of Security Objectives
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T.DOC.DIS v V|V
T.DOC.ALT v V|V
T.FUNC.ALT 4 V|V
T.PROTALT v v |V
T.CONF.DIS v v|v
T.CONFALT VI ivi|v
P.USER.AUTHORIZATION vV
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v vIv|vY
P.INTERFACE.MANAGEMENT 4 4
P.HDD.ACCESS.AUTHORIZATION 4

Copyright Canon Inc. 2013
26




Canon

F77 H: 2015/10/22

Obijectives
[a)
|0
=N
nlo|=
W|w|x
215 |¢ o)
alal |8k ks
olw|Ww Imgooo«: A
W N LW - (<< |20
NIFl= :)(DU);ZZ(UJUJQ
zlglElolg| S| (<= (Z|G|w
Flelon|+ OLULIJ-QCUJLEEE-—U)Z
= Jdi<|<|ol<| T EWlolfE|QlnWldolxxg
Q< & Al ~EI2z (8|8 w|< ||l | |EIF|
210002 |< < QIO I EIK|O|L | 5| Z|F
Q1212 |z|z|Z|<|Z|S|EIQIEIEIEIR 2% 2|5\
ZIZ\0|2|lu|eiciu|ElE|SIea|0|G = (|22
OlO|Z/o|Z|Z|W|o|L|QQID|D|2|F|T|z|Q|a|®
olo|5|x|0|gla|2|g|2|a|T|T|T|E|a|2|<|<|D
. . Qe|L /OO 2|\W| (<L w|w|w(=|w|w|w|w|w
Threats. Policies, and Assumptions |0 |o | o |ololololololololololololololololo
A.ACCESS.MANAGED 4
A.ADMIN.TRAINING 4
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Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0.DOC.NO_DI S protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.DOC.ALT

User Document Data may be
altered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
atered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized ateration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
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T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized
persons

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.CONFALT

TSF Confidential Data may be
atered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Userswill be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS.AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS. AUTHORISED protects TOE
assetsin the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfacesin accordance
and its I T environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishesa
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsihility of the TOE Owner to provide
appropriate Administrator training.
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A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have atrusted relationship
with Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especialy when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality and integrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the dat4].

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
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[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: media used to store the datd].

Rationale:

The Common Criteria defines the protection of user data in its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another externa interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another externa interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to externa interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be alowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but aso other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore afunction that — if allowed at all — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can alow this. Since thisis a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces).
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6 Security requirements

ZDOFETIL, TOEDEFx = U7 ¢ Z{f (security requirements) (ZB8 L TRl 4%,

6.1  Security functional requirements

ZOFETIE, TOEDEF = U7 ¢ BEREZE: (security functional requirements) (ZB8 L CrEik 3%,
W, I R—% 2 FikBIERCHEET L AV FADOHBAD () EEIT, BV IE L OEBIEZ R TEREIF
L TWD,

Ul
X

6.1.1 :L“"‘Hi“"m\\ 1%@!3

=

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
values]] unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).

[selection: [assignment. positive integer number], an administrator configurable
positive integer withinfassignment. range of acceptable values])
= anadministrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
» BEAREZALL LRV E— MUl ZffioTom 7 A RAT

FIA AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed)]
= met

[assignment: /ist of actions]
» By J7 UL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: /ist of security attributes]
» a—P—f v
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Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

w Ve TR a T N TR a T O¥A

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackK]

n *

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

w Ve TR a T N TR a7 O¥A

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
A N %

FIA USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
= L

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
= 2L

FTA_SSL.3(lui) TSF-initiated termination
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time
interval of user inactivityj.

[assignment: time interval of user inactivity]
» BRESFOVEBE LR REEDS . BRE IR R
FTA_SSL.3(rui) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: #/ime
interval of user inactivityj.

[assignment: time interval of user inactivity]
= UE— Ul ZEELRVIREEDS, 15 5y [k
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6.1.2 Ta7 RIT7 /e AHlEE
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
gperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles.

[assignment: access control SFP(s), information flow control SFP(s)]
= oL

[selection: change default, query, modify, delete, [assignment: other operations]]
= query, modify, delete, create

[assignment: /ist of security attributes]
. o—J

[assignment: the authorised identified roles]
= U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFF information flow control SFF| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
= L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
» Redtrictive

[refinement]
=  TOE Function Access Control Policy — TOE Function Access Control SFF

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
=  Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP,.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFF]
=  objects controlled under the TOE Function Access Control SFP in Table 20, and for
each, the indicated security attributesin Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOE is autormatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

= [assignment: other conditions]

[assignment: other conditions]
= rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjfects to objects]

7L

Table 20—TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Accesscontrol rule
' ) . . .
S(:Jr?; S Object @ J& 12 %f LT Subject
X7 7YU b | +PRT Ut oo | JUSER | B— Dr—/L7)5 Operation Z 7 A 4L
i e —LThbH
17
' ) . . .
opy Sg‘ftcetr P Object o Jg& M2 %L C Subject
fape D Ui aa g U.USER | B—v Dr—/ LA Operation Z7F Al X4
i 7-o— L ThD
17
i D . L .
N Sfilricetr P Object ™ J& M IZ%FLC Subject
(A% | +DSR Up oo | JUSER | B— PDr—/L7)3 Operation Z#F A 4L
i T-a—/LTdhb
17
Sg’r?t‘;tr fﬁug Object o J& 125t C Subject
(7772 +FAXOUT Ui go g | WUSER | =L Dr—/L7)% Operation Z#F A 4L
P 7=a— L CThbH
17T
Sfilricetr %%IJ;; Object o J& 12 %L C Subject
2N +FAXIN Ui orgo g | WUSER | m— Dr—/L 7% Operation Z 7 Al
P 7-a—LChbH
17
Object D . . .
. Object @ J& 12 %f LT Subject
r | | .
;‘? F77AVOR | | her Eo;[‘ti jfjji UUSER | m—1 dr—/L 7% Operation Z 3 A&
i e —LThb
17T
o Object )
1 — [=Z
fé%”%;_g Jirgfl/; +DSR Pointer ZFIM | | ier | e Subject ®— L% Administrator
{l}ﬂﬂj T +FAXIN Li=var7 & | THiT Operation 23 7 HE
17

6.1.3 BATaT TR

6.1.3.1

¥ a 7 HIBRIEE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
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gperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
= InTheJOB AccessControl SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations]|
= Table2l » [#afE] DA

[assignment: /ist of security attributes]
» Table21 @ [security attributes] OIH

[assignment: the authorised identified roles]
» Table2l® Tme—)v] DIH

Table 21—Management of security attributes

security attributes e 7 —/)v
a—P—4 delete, create, query U.ADMINISTRATOR
Ry 7 AR = modify, create U.ADMINISTRATOR
HE DR > 7 ARGREE 5 modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be

performed by any User.
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
= Common Access Control SFP in Table 22
= |nTheJOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]]
»  redtrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles]

to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
=  Nobody
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FDP_ACC.1(delete-job)Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects)
*  U.ADMINISTRATOR (%, 7-=T®» D.DOC + D.FUNC D HIIEx23 Al HE
»  U.ADMINISTRATOR &%, +CPY, +SCN, +DSR, +FAXOUT @ D.FUNC ® Modify
23 ATHE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
= L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for hisher own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) | Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his’her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 ¥ g 7 hT I ARIEEE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23.

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in
Table 23 to objects based on the following: the list of subjects and objects controlled
under the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
specified in the In The JOB Access Control SFP in Table 23 governing access
among Users and controlled objects using controlled operations on controlled
objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]

= U.ADMINISTRATOR (%, +FAXIN/+DSR ® D.DOC @ read 7’ A g

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
= L
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Table 23—In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for hissher own documents
D.DOC | +SCN Read U.USER Denied, except for hissher own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read U.NORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his’her own documents
D.DOC | +DSR Read U.NORMAL | Denied, except for his’her own documents

6.1.4 ZFVaTdxitiee

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

6.1.5 HDD

FDP_RIP.1

FDP_RIP.1.1

6.1.6 HDD

6.1.6.1

Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

T —H R R
Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)|
= deallocation of the resource from

[assignment: /ist of objects]
= 2L

I =LA aE

=R RER i1

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1

attributes, or

Import of wuser data without security
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FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment. /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]
* HDD ~EFEXIAENDT —F DI AbEAE
* HDD bRttt S D7 —% O 5 #AE

[assignment: cryptographic algorithm]
= AES

[assignment: cryptographic key sizes)
= 256 hit

[assignment: list of standards]
» FIPSPUB 197

FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Removable
Nonvolatile Storage device).

[assignment: a Removable Nonvolatile Storage device)
= HDD

FPT _CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage devicel.

[assignment: /ist of actions]
= noaction

[assignment: a Removable Nonvolatile Storage device)
= HDD

APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these driveswill not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality cannot be bypassed, detection of modificationsis not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions" in
FPT_CIP_EXP.1.2, arguing that unauthorized modification is prevented by the design of the system.

Quote from [PP Guide]

6.1.6.2 AIKFNIFEREMAE
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FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD &K O'HDD 57— %54/ 77—V v 7R
—RFOTVEZ

FPT _PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD &K ONHDD 57— # 54/ 77—V v 7R
— FOTEZ

6.1.7 LAN 7 —Z{Ri#EHkRE
6.1.7.1 IP 37y M LBERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]
= LAN ~EET 5 IP X7 v b ORF S LHEE
* LANMDOZET D IPNT v FOESH#HAE
[assignment: cryptographic algorithm)
= Table24 @ [cryptographic algorithm) IE

[assignment: cryptographic key sizes|
= Table24 @ [cryptographic key sizes] DA

[assignment: /ist of standards]
» Table24 @ Tlist of standards] DIR

Table 24— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 hit, 192hit, 256 hit FIPSPUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HCOTAMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occur]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSA.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occun]

= during initia start-up

[selection: [assignment: parts of TSF], the TSF]
» LAN 7 —# {RERE CHIM T 5557 1= U X L (AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF data).

[selection: [assignment: parts of TSF], TSF data]
- W

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BE&EnsigE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
= not specified

[assignment: other specifically defined auditable events]
= 2L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 25: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information)].

[assignment: other audit relevant information)
= 2L

Table 25—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changes to thetime FPT STM.1 Minimum None required

Termination of an interactive session by the FTA SSL.3 Minimum None required

session locking mechanism®

Failure of the trusted channel functions FTP_ITC.1 Minimum None required

5 PP Guide ¢ [14.1 IEEE Std 2600.1 Errata] # %M

IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & % 73, #git I &

T D 5 AL

46
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
= U.ADMINISTRATOR

[assignment: list of audit information]
» Table25 |IRIEEAR DY A |

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage

FAU_STG.1.1

FAU_STG.1.2

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

The TSF shall be able to [selection, choose one of: prevent, detec] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect]
»  prevent

FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records” and [assignment: other actions to

be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

»  “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
= 2L

6.1.10 EHEEERE

6.1.10.1 = —Y —FHIRKEE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
» AT ERFLLTONRAT — R R
3 L R S U A G
. BRI TFA~D)E L LT EEDD
» BN TF(a~2)E 1 LTRSS D
» HTFO0~9% 1 LT EED S
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s TAT 7Ry RSO TFC-@[]:, M #3%& ()=~ +*}_><)%& 1 CFLLE
G D
i RRESCT
o HIEHSTF-LIAN DA TOILF

FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change_default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: Aobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations]|

= Table26 ® [#a{E] D

[assignment: /ist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL]
= Table26 ® [TSFdata) DIH

[selection, choose one of: Aobody, [selection: U.ADMINISTRATOR, the
U.NORMAL to whom such TSF data are associated]]
» Table26 ® To—/L ) DIFE

Table 26— — ¥ —FH#MEH

TSF data o—)L e

a—H—4 U.ADMINISTRATOR | delete, create, query

7 —/ U.ADMINISTRATOR | modify, delete, create, query
IRAT— R U.ADMINISTRATOR | modify, delete, create
HED/NNZAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobodly, [assignment: the authorised identified roles]].

[selection: Nobody, [assignment: the authorised identified roles]]
=  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

Copyright Canon Inc. 2013
49



Canon

F77 H: 2015/10/22

6.1.10.2 Hf o ELAKAE
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment. cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm]
= FIPSPUB 186-2 (ZZE S < B 584k 7 /L 2 Y X A

[assignment: cryptographic key sizes|
= 128bit, 168bit, 192bit, 256 hit

[assignment: /ist of standards]
= FIPSPUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of wuser data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards).

[assignment: cryptographic key distribution method)]
= DH (DiffieHellman) 3 XOYECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
= SP800-56A

6.1.10.3 F /34 R & PR

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change_default, query,
modify, delete, clear, [assignment: other gperations]] the [assignment: /ist of TSF
data] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
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[assignment: the authorized identified roles except U.NORMAL]]].

[selection:
operations]|

» Table27 ® TH:{E] D1

[assignment: /ist of TSF data]
= Table27 ®» [TSFData] DA

[selection, choose one of: NMoboady, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]
= Table27®» Ta—/L| DIA

Table 27— /3 A A& HEHERE

change_default, query, modify, delete, clear, [assignment: other

TSF Data 7—)L HIE

A/ RFZ R E U.ADMINISTRATOR | modify
HDDSERE 3% E U.ADMINISTRATOR | query, modify
IPSec #%7E U.ADMINISTRATOR | query, modify
A —rIVT B E U.ADMINISTRATOR | query, modify
a7 T NR) L — R TE U.ADMINISTRATOR | query, modify
PRAT —RRY L — R E U.ADMINISTRATOR | query, modify
=g U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components.

No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
= LU Table 28 (2”3 Bk fE

Table 26— The management of security requirements

EHLAE e
H o/ REZ R E modify

HDD5EEHERIE query, modify
[PSec &% & query, modify

51
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B RE #BIE

A —NIUT R GE query, modify

a7 7 UNRY Y — R E query, modify

INAT —RRV Y —RTE query, modify
o= query, delete
Z—Y—% delete, create, query
°—/) modify, delete, create, query
INAYU— N modify, delete, create
Ry 7 ANGEEER R modify, create
HYD/AT— R modify

H & DR ARG LR modify

6.2  Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 29 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 29— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage
ALC DEL.1 Délivery procedures

ALC DVS.1 Identification of security measures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL 3)
ALC | CD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE _SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests ATE _COV.2 Analysis of coverage

ATE DPT.1 Testing: basic design

ATE FUN.1 Functional testing
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Assurance Class Assurance components
ATE_IND.2 Independent testing - sample
AVA: Vulnerability assessment | AVA_VAN.2 Vulnerahility analysis

6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 IX TOE t&XaUT4%tK & X2 T e E -2~ 7 LT-b D ThHD, ZiLdD,
£Y X2 VT AREBEEE DKl 1 ©D TOE B 2T 4% HEHI kG L CWAZ LA R L TUA,
FH ekt BEtR% Bold (A (P) THEL, AR —hL TWAXREIRRE (S) TRLTZ,

Table 30—The completeness of security requirements

Objectives
)
o |8la] |2
— A i e 5
o 5SS E|2 5 (Y S|z |® |z
Ol | S %< |8 |2 |u 3 5
olod|Q|o|Q|Q|E|=|2|0 <
Z|z|Z2 |2 |2 |2 | |u|§ |- 3
O|lg|Y | |L e |20 = A
Ol l|z|o|& |z |Z L < |5 | W
a Slg|Q9 gl |E|=]5]|Q
slSlz|z|Q|C |y |H|E|=2|S
Olog|o|C|o |8 |E S| <
4 = 8 [a)
o T
O
SFRs
FIA_AFL.1 S
FIA_ATD.1 S
FIA_UAU.1 P P
FIA_UAU.7 S
FIA_UID.1 S S S S S S P P S
FIA_USB.1 P
FTA_SSL.3(ui) P| P
FTA_SSL.3(rui) PP
FMT_MSA.1(exec-job) S
FMT_MSA .3(exec-job) S
FDP_ACC.1(exec-job) P
FDP_ACF.1(exec-job) S
FMT_MSA.1(delete-job) s|s]|s
FMT_MSA .3(delete-job) s|s]|s
FDP_ACC.1(delete-job) Pl P|P
FDP_ACF.1(delete-job) s|s|s
FDP_ACC.1(in-job) P
FDP_ACF.1(in-job) S
FPT_FDI_EXP1 P
FDP_RIP1 P
FPT_CIP_EXP1 PIP|P|P|P|P
FCS COP1(h) S| S|S|S|S|S
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Objectives

O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT

O.DOC.NO_DIS
O.USER.AUTHORIZED

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS. AUTHORISED

SFRs
FPT_PHP1 P
FCS_COPR1(n)
FTP_ITC.1
FCS_CKM.1
FCS_CKM.2
FPT_TST.1 P
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt)
FMT_SMR.1 S
FMT_MTD.1(device-mgt)
FMT_SMF1 S

nnowm
mnimin|T|ln
0nunowmw
0nunowm
0nnowm
0nunowmw

n|T|TO| 0|0 OO

n [¢)]
(0)] (0]
W Y w o
WY Ww o
W U Ww o

6.3.2 The sufficiency of security requirements

ARETIE, BX2VTABEREEEDY TOE X =aUT 6 R IT a2 DIC 143 THHR M ZFL IR
éo

O.DOC.NO_DIS (&, user document data 2325 S 4172 K91,

FIA_UID.1 TOa—V—i#BEFHRIIST T FMT_SMR.1 TEHEIN/-o— A0 0 Y Thh, Zon
—UZHDE,

FMT_MSA.1(delete-job)/FMT_MSA .3(delete-job) . FDP_ACC.1(del ete-job)/FDP_ACF.1(delete-job) (= &
DVa7 X A EER NDOIIZT 72 ARKIRT 52212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WCXDEIRY a7 D2 =T —Z DT 7 AERNDRIZHIRLIZY, TR O Va7 H D2 —
W =T —H DT 7 RAGEL TERLIEN T HI LTI HEBEND,

Fiz, VaT A &7 user document data D7 TS L, FDP_RIP.1IZEY e 2T EEND,
E5IZ, HDD WD 2—H—F —H - TSF 7 —Z ~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [ZXhifs#Sh,
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LAN 25525345 —W —F —ZTSF 5 —FZ~DLE A FBITHLT
FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I[Z kv if#ES N5,
TSICEE T E PR RE I FMT_SME.1 ICk» THtEh TV 5,

O.DOC.NO_ALT IZ. user document data 73t & A S 720 91T,

FIA_UID.1 TOa—H—iBlERIJEC T, FMT_SMR.1 TEBEN-o— L8380 Thh, 2o
—IUZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEAEZERNDRZT 7B ARIRTHZ LI LV EBLENS,

&2, HDD WD —H—F —X - TSF 7 — X ~D U X A« Z2FE TR LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 [ZXhi#Sh,

LAN 2525452 —W—F —Z - TSF T —H~DE S A RFRIHL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 kv {fi#ES N5,

TSIZEE T D PR RE I FMT_SMFE.1 I k- THtEh TV 5,

O.FUNC.NO_ALT i, user function data 232X A S0 L1,

FIA_UID.1 TOa—H—iBlEFRIJEE T, FMT_SMR.1 TEEESN-o— L8380 Thh, 2o
—IUZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEAEERNDRZT 7B AKIRTHZ LI LV EBLENS,

E51Z, HDD WD —H—F —X - TSF 7 —H ~D WX A« Z2FE TR LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 [ZXhi#Sh,

LAN 2525452 —W—F —Z - TSF T —H~DE S A RFRIHL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I[Z kv {f#ES N5,

TRSICEE T PR RE I FMT_SMFE.1 I k- THtEh TV 5,

O.PROT.NO_ALT i, TSF protected data 734X A SR LI,

FMT_MTD.1(user-mgt) C& FEE 72 FIA_UID.1 CO2—W —iBIIEHRICIGC T, FMT_SMR.1 TEH
ENT-a— L BE Y THN, TOa—IESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2857 /A R & B RE IC LW EB SN D,
E5IZ, HDD WD 2—H—F —H - TSF 7 —F ~Dh X A - BFR IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [ZXhifs#Sh,

LAN #3525 452 —W—F —H - TSF T —Z ~DES A BT LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM .2 [Zku{fi#S 5,

O.CONF.NO_DIS (%, TSF confidential data 735 S#V72 L1,

FMT_MTD.1(user-mgt) CEELE 7= FIA_UID.1 TOa—W—fBIEHIIG T T, FMT_SMR.1 TEEE
Shiza— BN G THIL, TOR—/UIESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (25157 A AE HIEREIC L0 B SN D,
IHIZ, HDD WD 2—H —F —X - TSF 7 —H ~Dh S A - BFR KL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS_CKM.1 |[ZXh{ts#ESi,

LAN #5552 —Y —F —H-TSF T —H ~DES A - ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS CKM.2 iZkhix#sn5,

O.CONF.NO_ALT /&, TSF confidential data 73tk S ASI72WN DT,

FMT_MTD.1(user-mgt) CEHLX72 FIA_UID.1 CTO2—W—#BIEFHRITIGC T, FMT_SMR.1 TEH
Sz — BN Y THi, £Or—LIlESE,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1 [ZX5 T /A A E B RE I LV FHE SN D,
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N

512, HDD N = —F —H - TSF 57 —H~Dh X A« FFRIC
FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 [ZLV{f#ES,
LAN 262545 —H —F —ZTSF T —Z~DLE A BTk LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS CKM.2 iZkhix#sn5,

OUSERAUTHORIZED %, FIA_UAU.1, FIA _UID.1, FIA_UAU.7, FIA_AFL.1 TOMBIFEIEAT =
AL EDFERES NIz —H — 3,

FIA_ATD.1\ FIA_USB.1, FTA_SSL.3(IUi)/FTA_SSL.3(rui) IC LV 2 —HF —D v ar EFHE N,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&57 7B AHIFNZ LY | #ERRZ {5 7-HRE A FI| H
TEHT LTIV EBIEND,

&5|Z, FIA_S0S.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 (LY IE Y/ —
—EEHT D,

O.INTERFACE.MANAGED %, Al A #—7 = — A& E 455 THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru)ic &b —H — (o ¥ —7 = —ZADE L FPT_FDI_EXP.1

(25D LAN ~DHRE AR DREREL
O.SOFTWARE.VERIFIED %, FPT_TST.1 ® H &7 AM&HE(

O.AUDIT.LOGGED

X TEBEND,

Lo TEBHENS,

IZ. FAU_GEN.1. FAU GEN.2. FAU SAR.1 . FAU SAR2. FAU STG.1.

FAU_STG4 |[ZXDBA RV R > THEELEND, EDIC, AT +—~y Mo —F — R e
R T R AR 9572912 FIA_UID.1 & FPT_STM.1 ([ZL-> CTHR—bEND,
O.HDD.ACCESS. AUTHORISED %, HDD 7 7% AFZ FPT_PHP.1 (ZXAAAKGR A FRAEHERE I > T

FHIND,

6.3.3 The dependencies of security requirements

ARFETIE, ST THBE B OIRTF AT 72 L QR EL RED /W B R 25k 375,

Table 31—The dependencies of security requirements

= N o .
HeeE SOTESLAnD | ST L e PR A =L CU R R
R #
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (AT 272 LT D)
FIA_ATD.1 No dependencies. No dependencies. N/A (A7 2 T2 L TN D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RIF 272 QD)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (RAFEZT- LT D)
FIA_UID.1 No dependencies. No dependencies. N/A UMD ER L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (RAFE 272 LT D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (A D BR L)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (RAFEDERRL)
[FT)DPPTQCC(lzjl o | FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) || Lo = ovr g FMT_SMR.1 N/A (IR AF AR 7ZL T D)
FMT_SMF.1 FMT_SMF1
’ FMT_MSA.1 FMT_MSA.1(exec-job) P
FMT_MSA.3(exec-job) FMT SMR1 FMT SMR.1 N/A (KA 2L TN 5)
FDP_ACC.1(exec-job) FDP_ACF1 FDP_ACF1(exec-job) | N/A (fR{FIEZT-L T\ D)
. FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT_MSA. 3(exec-job) N/A (A MEZ R T2 TUD)
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< 5H 3R v SR 77 A
—" CC TERL TS | ST TH7ZL TWOB K AR R 7 LUV R
KT 1
[FDP_ACC.1or FDP_ACC.1(delete-job
. FDP_IFC.1] ) -
FMT_MSA 1(deletejob) || -y qvig EMT SMR.L N/A RIF 2T 2L T D)
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-jo
FMT_MSA 3(deletejob) | FT—on b) NIA (T2 72 LTV D)
— FMT_SMR.1
FDP_ACC.1(delete-job) || FDP_ACF.1 FDP_ACF.1(delete-job) | N/A ({17272 TV 5)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) S
FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(deletejo N/A (IR AF AR T2 L T B)
b)
FDP_ACC.1(in-job) FDP_ACF1 FDP_ACF.1(in-job) N/A (IRAFEZT- LT D)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) EMT MSA.3 FMT_MSA.3(deletejo | N/A ({K 17 A mi7=L TV 5)
FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP1 FMT SMRL FMT SMR.L N/A URAF AR T2 TD)
FDP_RIP.1 No dependencies. No dependencies. N/A (A D ER L)
FPT_CIP_EXP1 No dependencies. No dependencies. N/A (RAEMEDBR 2L )

FCS CKM.4 ZEgEL TR B

[FFDDPPTITch'zlo?r BT RAM _EICERSNERE U5 MRS, £
FCS COP1(h) FCS_CKM.l] FCS CKM.1 T St 2 HD Hj@“ k IEAN AT REZe M E L7 > T
FCS CKM 4 Do PEo THERBAYIZIE 75 AL TE 2 L 72n < &b IF 75
- A ’ﬁ’%f!iézhﬂ\é
FPT_PHP1 No dependencies. No dependencies. N/A (UMD ER L)
FTP_ITC.1 No dependencies. No dependencies. N/A (A D ER L)
FCS CKM.4 ZEFEL TR\
[FFDDPPTITch'zlo?r BT RAM _EICERSNERE U5 A%, £
FCS COP1(n) FCS_CKM.l] FCS CKM.1 T 542 HD Hj@“ k IEAN AT REZe M E L7 > T
FCS CKM 4 Do PE2 THERBAYIZIE 75 AL e 2 L 72n < &b IF 75
B eS| :M@éhﬂ%
FCS CKM.4 % EJEL TR B
[FCS_CKM.2 or FCS COP1(n) 58T RAM IS EREZ T EHZ D, &
FCS CKM.1 FCS COP1] FCS_COP:l(h) T 58 B tHfr:kciT AR £ 7o T
FCS_CKM 4 - Do P CTHEREIICIE S Ik 324 L 7e LB IR 5 6
T ERIEHINTND,
FCS CKM.4 % EFEL TR WELE
[FFDDPF’_"TTCC-;O? W R RAM LR S VBIR A D) 5 4 2 5, &
FCS CKM.2 FCS_CKM.l] FCS CKM.1 f:ﬁ%%iﬁzﬁ:ﬁw Hja“:ka;%ﬁfﬁﬁfﬂ%u:@oﬂ\
FCS_CKM.4 Do HES THERERIIZ G B8R TE 2 U 7n EH IR 5
- l:l;r/\ CEHISNTWD,
FPT_TST.1 No dependencies. No dependencies. N/A (IR AFHEDEER 72 L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A RTIF 2T 7L CD)
FAU_GEN.2 E’ﬁ:—jg'_\'l'l EfAU—U(’;E'_\‘il N/A (KA T2 LT 5)
FPT_STM.1 No dependencies. No dependencies. N/A UMD ZRZRL)
FAU SAR.1 FAU_GEN.1 FAU_GEN.1 N/A UERTIF 272 T D)
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— CC TERL TV | ST TH7=L TV K4F AT R 2 L Oy ViU R
RTFIE %
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (AFEZ T2 TUD)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A (RAFE 272 LT D)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A (AFEZ T2 TD)
FIA_SOS.1 No dependencies. No dependencies. N/A (RAFIEZG 7L T D)
FMT_SMR.1 FMT_SMR.1 o
FMT_MTD.1(user-mgt) FMT SMF1 FMT SMFL N/A (RAFE 2T LT D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (EFEHEZTG 2L TUN5)
FMT_MTD.1(devicemgt | FMT_SMR.1 FMT_SMR.1 P
) FMT SMFL FMT SMF.1 N/A (A7 272 L TN D)
FMT_SMF.1 No dependencies. | No dependencies. N/A (EAFIEDER7RL)
6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 isaugmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

ZOE T, TOE B ZFLIR T 5,

71 =a—V R RE
- XN AHEREE {4 . FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA_ATD.1, FIA_USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1. EHO2— —ZiRBERFET 572010, 22—V — N EE x5 —h Ul IZBWTT VX
NEE A BET DRI — —D u%a%umm%%*a“é BL., SV ras T oA a7 | T 7 A
Vaz O AT RTL TS, [FIA_UAU.L, FIA _UID.1]

a— Y — I, LT O2REO R R AR — T 5,
- AMEREETT A

:L"“"j-“‘nunﬂij-“‘/\"“ IBFRSNTND 22— P —EREF T RS, 2L, 2 —H—
FOREY— /3 —1Z1%, KerberosFEAE 5 R Active Directory —/3—=<° LDAPFEFE S > LDAP
P =Y T,

- Pk] nu uftjit
T INA AN GRS I TS —H —E 2R 2585 =

TOE |2 —W —FHREE L T, 22— Y —F o RRU—R I TH LI A D A 1B R LT, FBEL
- AR Ca—Y =4« RAT =R RE B LI5S DA — — 2B T 5, 7B/ AT —K
AN DFED/SAT =R TFF AR Y7L, * TR T 5, [FIA_UAU.T]

TOE 1%, =— —OAIFRFEIC R 95, —H—ZLIZ Access Control Token(LA% ACT)Z38179
2o

ACT &1, =2 —HF =4 — LIz T, 2—PF =D — VT LICREINTT 7V r—ay
HERE~DT 7 X AMEN G ENT-AT V=7 b TH D, [FIA_ATD.1, FIA_USB.1]

TOE 1, RIEZARRT AL AT 2O 72D T Ory 77 MEREZ T2 4%, [FIA_AFL.1]

- RELuyZTUROFFRBEICELIZ G RIS 21— P =T L TRy T IS ED, By
T T NDOFFEREEIL, 1~10 BEIH@EIRTES, (WIHIEIE 3 =)

- RELIEayIZTURMEM AL, Y ——0ns AU 2RO, ny 7T MERIIT 1-60
IINHEIRTED, (fﬁﬂﬂ;ﬁfﬁis 7)

TOE &, B{E R ARUE—R Ul Z— ERHEBIELRZVRENRIB T L0 T U HE D,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BRIV EERELZRUVREEDS, A — MU T RERE IS TR ESITZZ A LT 7 MR O %8,
10 F0-9 Z3 i IRT& S, (WM 2 43)
- UE—bh Ul ZEAELZ2V IREEN, 15 4y TRk,
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- XIS T HHAEE M : FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_M SA.1(exec-job),
FMT_M SA .3(exec-job), FMT_SMF.1

TOE I, #kBERAES NIz — P —ITRITENTZ ACT ONEIIGEU T, Ul BICPa” E177 7 A
BREZRM T 5, 2 —F —ITRITEND ACT Or— L OWabHE, &, Bk, B
U.ADMINISTRATOR DAIZIRESIND, ZDVar FLT7 7w AHIEII K5, HlEc 5o B4
KEREZ DL OTHY, FIZEE THD,

BAVE RNV DIGEE DY a7 EITT 72 AL ACT Or— WS T 7 70— a iR o @it
EIZISCTYa7 ETa7F L C, ZNLSNEIT 7B 22468 75,

VE—RUI DA DVa7 ELTT7 7 EREI#EIT. ACTDE— LD BEMHEIZIGE TYa 7 OETEHIES LT,
FNLSNIT 7B AE AT 5,

%72, UADMINISTRATOR %, T X TOVa7 FEITNAHETHD,

Table 32— a3 TETOT 7 RAEIFHRY o —

U1 fE5I il Ak 2R &t e
WA L X277V R D | UUSER Oua— R X7 FU AT | 4 %t % 2 1& AL
Pointer ASZ— VT T BT L TEITE
[="— ] Pointer U.USER Ou— LR [at’— | ZFF Sz | il il kh 8 % 36 M1k
0— /L CThbH THILETIATARE
(2% % LTERE IO | UUSER Ou— L3 [ 2%y UTEE 1% | I 3t & %275 ML
Pointer FalEn-a—LThsh THILETIATARE
[ A D Pointer U.USER O — L[ A%y UTEE 1 & | I 5 5 2 1% M1k
R EHIZr— L ThS FHZLTHRITHE
[Z1E5hA 1D Pointer | UUSER Or— LS REIET 7 AL OFI | | 480 6 52 % 15 P AL
PR ENT-r— /L THhHDH TAHZLTEITARE
[REZ7ANVOF A | UUSER Ou— VRN REIETZ 7 A ORI | 480 5k 5 %215 P4k
@ Pointer PRI ENT-a— /L ThDH TAHZLTERITHE
(A% UTHRIEID | UUSER Ou— L3 [ 2% % UTRIFIZ | il 5t 5 215 PE1{b
Pointer A ESh-n—LThd TAHZETHEITAHE
JE—h Ul (S EHRGFE 774D | UUSER ®a— L7 Administrator @7— /L L | SE4TR 7]
I Pointer b4

7.3 ATV a 777 & X HEBRE

TOE 1. 2a— W= ALI- TV MNat —[ 2%y U IFAX DA a7 it LT RO 7 7 & A i
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DX a7 ez it 2,

7.3.1 Pa 7 DFx v ViR
- X AHEREE 4 FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_M SA.1(delete-job) ,
FMT_MSA.3(deletejob), FMT_SMF.1

TOE %, at™— /7 VU NAX Y N T 7 I ARIED a7 L FOFTETEY B TES, ZhHDyar
Da—P —Z I AT a7 EREICF DO a7 B ER LI — —& THIHE bS5,

- U.NORMAL %, By Dva”7 OHIERH AT EE
- U.ADMINISTRATOR |Z. T RTOTVa7 DYANER L ALED Y a7 OFI RN HE
Tad DX xRN, Pa oA E T AR HIRES S,

7.3.2 Vg THOEFILE~DT 7 & A HlHEERE
- XH)JE 3+ 5 H Bk = {4 : FDP_ACC.1(in-job), FDP_ACF.1(in-job), FMT_MSA.1(delete-job),
FMT_MSA.3(deletesjob), FMT_SMF.1
TOE I%, ZNZENDY a7 FOEFIEITH L TU FO7 7 Afililizfe it 42, 2hbnya” oa—
P —ZNITATa7 AR E DOV a7 B AR LT — ) —4 THIHH LS TV d,

[ —[AF Y N7 7 I ARG DV a7 PO EA LE~DT 7 AHIHEEEE
- TOE X, at—ra7 HOE - LECKH L TGELZ T HZENTE20,
7770, A HEBLOUADMINISTRATOR 1%, BLAMESE TV AT LN TE D,

- TOE 1. AXx U777 AREDOT a7 HOE T LEICH LT, 7.33# 5V 3 7 — W1k
Bl DG A ERRE, HELSIRTHIENTEA,

[V a7 HOEA LE~DOT 7 A HEHEEE |

TOE I, BFiEE ot 5377V hoard N ASNLE, TOFET IV MMFIZ—R{RFT 5, &
W2, TV aT i 5EENT a2 — =4 TEOT Va7 OFTAE WL, LLFO T 7 AH4H
ZFEBLTND,

U.USER 1%, —FHRFLI=Z VU har7 OB+ LEICKH LT BHEDOZ—HF =4 LTV aTd Da—
PN —ELT=5E1T, LR OEEN ATEE,

- 709:/]\—@—}:)0
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