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T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

P.STORAGE.ENCRYPTION

P.RCGATE.COMM.PROTECT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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432 tFaY T4 ¥ERARRER

DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24R%Z 5 -2 . O.USER.AUTHORIZED (ZXV TOE (3F & Ok BIFREE 2 ERk L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
WEE v A a—P—ZELTINE | BHDONIE, vl A= — £ TS T DN ZE B D LA
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T/ DB 2V T 4R —LFIEIZHE R A 126
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
I, XERT A= =L 5L TR0 E BN, BT A = —Z T > T DRZE D ILEA~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNBOXFITEHZ LD, T.DOC.ALT (2R TED,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2L CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
FRIHEY a7 B, v/ a—PF—Z 20T nE HDONIE, n/ A a—F =4 TR TWDLRZED
FIHE a7 ~DT 78 2R ab 12 WE I L > THESNHZ LT,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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1L TSF REETE A, nr A a—P—L &bl HDNOE, e/ A2 —V —Z 13> TODENRFD
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS %, O.CONF.NO_DIS. O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJ > Tx$H1 T
x5,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
I TSF BB TE A, n /Ay a—P =4 &b 7700, HDHWIE, v/ A a—HF =L 13> TODRZED
TSF BB SA~DT 72 AMERE L 12720V E 12> THIRESNAZ 1T,

ZNHOXE LY, T.CONF.DIS ICxHiTX 5,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ~>Txf#L
TED,

OE.USER.AUTHORIZED (259, MFP & B S 1T/ DO B X 2 U7 4R o —FNEIHED FI FH# 12xt
LC., TOE Z#F| -4 24ER% 5 % . O.USER.AUTHORIZED (ZXV TOE |3 f & DRk BRI 2R L, &
2T ARY T —IZiE> T TOE R FF I Se 72 > TR E 3FRFES LD, O.CONF.NO_ALT 12kV TOE
1L TSF RMETE N, n/ A 2—F =4 5L E HDOOE, al A 2—HF =L TFF> TODRZED
TSF RV TEHA~DT 7B AMERZ S T2/ EIC L TRESNDZ EIT 72,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
Do

OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 3 72 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,
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O.AUDIT.LOGGED 2V, TOE 1% TOE OfFEH L OtEF 2Tl Gons 2k LT
KRR L, A DHEREL 2R WE IS TR WVITSRESNRNINITE R T,
OE.AUDIT.REVIEWED (ZJY, MFP BELEF (T4 13, &2 LOREFESSRE IREEZM 3572012, A
B AP T, R 0/ O A w7 MR TEMET 5,

—77. OE.AUDIT_STORAGE.PROTECTED |ZJ¥, MFP FHE(TH 1T, M2 IT B CmF AR —F&
NI BE &7 OERSDOFE D> %@77tz HIBR, 28 &AL . OE.AUDIT_ACCESS.AUTHORIZED
(2D, MFP A BREEE 1T, M5 1T S C =R AR — h SN EE I PR E L SHIZDO BT /A
SAL, Al brim&;étﬂe;)74@}yiﬁz%%$ﬁmfé%o

ZNHDOXIR S EHZLY, P.AUDIT.LOGGING ZJIESF TED,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (&, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (2L~
THPLTED,

O.INTERFACE.MANAGED (ZJY, TOE 132X 2T 4RI —IZ0E~> THERA L X2 7 = —ADTE 25 B
3%, OE.INTERFACE.MANAGED (ZXY, TOE DAFA L X T 2 —A~DEBEIN TWRNWT 72 A% S
T2 1T REAHET 5,

OO F#HIZ LY, PANTERFACE.MANAGEMENT % JlE5F T&X 5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION (%, O.STORAGE.ENCRYPTED [Z&>TxIHi TZ 5,

O.STORAGE.ENCRYPTED (ZJY, TOE |3 HDD (Z#&iAte 7 —# &M 5L, HDD LIZI3sS{ksh
TGS RSN D T LA RFET D,

ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECT %, O.RCGATE.COMM.PROTECT (2L TEH T,
O.RCGATE.COMM.PROTECT 24V, TOE % RC Gate LD iE{E 128 T, TOE & RC Gate D E 7% 1%
FIChDEET —2EMWEL WS AT DI LA RFET D,

ZOXHRITENTEY P.RCGATE.COMM.PROTECT %JH~F CT&5,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (3%, OE.PHYSICAL.MANAGED (ZJ~>TiEH T2,

OE.PHYSICAL.MANAGED (ZXW, HAZ L AZHE->T TOE 2L TEMR FTICBITAGATICREL ., HE
FRZ 7= 72N I BRI T 7 B RS A A TR T4,

ZOXERFEHZEY, AL ACCESS.MANAGED % EE TX5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING %, OE.ADMIN.TRAINED (Z&»> TiEH T2,
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OE.ADMIN.TRAINED (Z&¥V MFP EHIF AL, EHE DO EFX 2T 4R —R 2O FIEZ K
ML TWAEINTT D, TDTOIC, BHEIITAL AW TENSDRI L —LFNEIC I TR ERR
LN TELIHDHBE SN, TORENELH | FoTOREMAZFESLHIC MFP EFELETE N ETE2H D,
ZORE I EHZIY, AADMIN.TRAINING % EHL TE5,

A.ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&-> CEH T 5,

OE.ADMIN.TRUSTED (ZXV, MFP FHEE(EH 1L, TAX L A TEDRFMERTEA LW IO E B
HER(TT D,

ZOXFE ST EHNZIY . AADMIN.TRUST 2#EHTE5,

A.USER.TRAINING
A.USER.TRAINING |%, OE.USER.TRAINED (2L~ TiEHT %,

OE.USER.TRAINED (ZJ9, MFP EHIELE L. FIAF IO X 207 4R — R RIEE T2
IOHAE L A THE L FIHE IZFNLDOR) S —LFEICIR > TV,

ZOXFE I OE.USER.TRAINED ZEH Tx5,
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5 HERAVER—RY FER

ARETIE, JLIRL 7% 2 ) T RE A E D,

51 4fA 2% 7 2 —XAADHIR S h =175 EE(FPT_FDI_EXP)

TV DSBEN
ZOT77IVNE, —FHONRA L H T 2—APHH)—HDOINA L H T 22— A~DIEF RO B IR % TSF 23
HIBR 270 DB M EHRT D,

ZLOBMLE G OINBA L X7 = —ATIHEREZEL, ZOHFREMOINT AL 27 2 —ADDIEE TS
ATCAE L, T A2 BEL C0D, — 5T, bR ER1Z, TOE X°, TOE OANTA ¥ 7 =
— A TR SN B DY X 2 VT AR ET D720, SN A v 27 = — A% B+ B R F 12t 57
HLNR, DT80 BIpDINTA L 527 2 — A O BRI TNRWNT — X O E RS, §FF Sz
BEERENC > T RIS TSN ARV TR IE SN S, FPT_FDI_EXP 7 733 D fE DO fhE
M2 ET 5= DICEFRSNT,

VIR —R DLV

FPT_FDLEXP: 4} 884 22 T —AA~D#HIBEN 1= 15 ERER 1% 1

FPT_FDI_EXP.1 #MNHA L 7 = —A~DHI RS- iR E L, ERSNIAMNBA L Z 72— A TEZAFL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
DREREMEA TR T2, — HDOINRA L X7 = — AN TT ~D T —Z OEHER LT, §F S-S s &
FNC LD R 7 fl A2 kT 5,

@E: FPT_FDI_EXP.1

LIFOT 7y avid FMT IR EHEES S 2 5.

a) BT 7T 4T A% FATTHIEEFF A SO EIDE K
b) EELE BN Lo CE BRSNS T AT SN DRI O F

c) FERTOEHEL

E#: FPT_FDI_EXP.1
T RESNDEE X G HERITR,

FRHL:
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LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
D, B BNEALH T = — A TOEBEIEREIT, bLIFSNDD, FF SR ENC > TORFFA[S
N5,

EAERE AT FF Al SN B N Al CEAZ LA BRI DR AR T DM Oa R — 3 ke
LC, ZOMREM RS ZLITF A E R snD, ZOMREIXZ <O ICH@m T 5720 JriEar R—x
URNEEFRTDHIOITA AL RREND,

CC X FDP /ZAIZBWCRBMICE AR HE T —4 7 n—%2EHE L CD, —FHTZO ST Tk, fIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAIEL T2 BT ZEIIANEY) THHEE 2 HiLd, 16> T, ZOMREIEZ WO 720
YRR R — R N ERTHIEELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
HHEBEZOND, WTINOZTATH, BEFO 7 7IVNTITIESHEE LIRNTD | AN —DDHDH 1=
7277V EER LI,

FPT_FDI_EXP.1 AL H 72— A~DHIBENI-E REnE

TR 7L

TRAFME: FMT_SMF.1 & BHRE D FEE
FMT_SMR.1 &¥=U7 D% %

FPT_FDI_EXP.1.1 TSF I, [Elfd: SMEBALF 7 =—ADYRN] T T B 715 HA . TSF (k58 no st
MUIZ[BIA: MR AL 72— ADVANIZER AT A2 L2 HIBR T AR D24t L2 uidre
SYAAR

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 44 of 85

6 EXaT1sEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,

6.1 tTXaUTsBEEEH

ZOETIE, A1 EBETHESNI - BXF 2V T 4% R T2 3457200, TOE D 2T (S RE /450
RT 2, 728, BX2U T HEREE L, CC Part2 IZEDEX 2T (e E 45, 51 3%, CC Part2
ICHRESN QO 2 ) T B RE TR IL, PP I E DILIE v o) T B BE B0, 51T 5,

F72, [CCITERSNTEIT LRI EEAT T80 1K, [RICFEFEI] Tkl 35,

SRR ZAT o7 0, RER R TRk 55,

6.1.1 #HYS5RFAU: X2 )T EE

FAU GEN.1 BEEET —FARR

LRS!
1R A
FAU_GEN.1.1

FAU_GEN.1.2

PR AEZL A

3L
FPT_STM.1 G HES A LAZ T

TSF X, L PO AR S FROEATIA LR TERTIIERD720:

Q) EARREDRBEILIL T,

b) EEADRIN: H/ERLIL L OTRTOEE R ES KO

o) [EMf: & 9ITRT TOE DEEMNRES],

TSF 13, FEAFLERICB N TOREL LT DI WA TR L 72T UL 72 b7

Q) FHO ALK FROMR], V7 V= NRBIEHRGE S T 5A). FROME (D)
EIEC S A0

b) KEEAFRFERNKL T, PPIST OBERETL R — R MO AR EROERITEE SN
7z, [Blft: FDP_ACF.1(@IZRIiTHYaT7ZA7 | FIA_UID.1 (BT HF|HE BB RS T
eTonsfra—F—4 WIM [ZX5EFEOBEFH, WIM [ZX5BEE7+1F—%
BICBITDBEED IP TRVR, XERMA—NLVEFBICBITDFHEEA—NVTRVA RC
Gate EDEFEDBE LM, vy /T UNRMERR], vy TUMNGRE | vy 7y MERR SR
*1.

[T ONTZBER R RLET REEARL VLN FOT 7 a (CC IZBITARE)E, i

XIET D TOE DA R LT HERER 9ITRET,
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# 9: BEEHRERY X b

HEREE - BEENBLTRET I g ERNRES
FDP_ACF.1(a) | a) fx/l\: SFP THibh a4 7 V=sMNe | JhA:

KT OEMEDOEATICH T DA LTCE | BB OIEROBIE LK T

K N S SCERROFIRIO BtAL e T

b) A SFP TT%Q@*L%’)ZT‘?V:?H Y ERER O T — RO T

iﬁj’%@*” BODTSTOR | g 17y 362 O BIRGLE T
° Va1 - =S — L

¢) FEM: TUEAF = /RO (§?J$Mii IRt RO
LD F 2 )T B, =

DA 7 AR LA RO T L — P (E DB T

-1%%$@Mﬁm%%b&?

FLICBIT A ER - FI - X a—R 7
77239_% SCEIRFA— NV EE - TH AL
—EE - HIFR) 2, PP IZB W TROBND
BIERD a7 ZAT IS T 5,

FDP_ACF.1(b)

a) /I SFP T NLDA TV =/ MT
XL EAED FEATICBIT DI LT BE
*O

b) HA: SFP T#&abhéﬂ‘?“/“:ﬁl\
X OEEDFATICRIT LT X TOHE
*O

C) iffll: T/ EAF v RFIZHVGIL
LFFEDEX 2V T 1B,

ME: LRV

FIA_AFL.1

a) Ei‘/J\ TE‘ZIjJa)uuu uﬁﬁ?bziﬁj—égﬁ
EA~OEE R CZENITHENTELND
T ar (BT AROE L), H LY
Thivd, EFRE~OEIF 2135
RO ),

a) F/N a7 T U NOBR MG fEER

FIA_UAU.1(a)

a) /I FRAEAN =R LD AR RINIC
STfEH;
b) JLA:
H;

c) FEHH: FIHE FRRLLLRT
FRTO TSF 773,

SRAFAH =X LDF X TOff

ATbivi

b) FA: m7 A AREDR PRI

FIA_UAU.1(b)

a) M/ WBAFAN =K LD AL
ST
b) FE K
i,
C)FEM: I HFEFRGELARIC AT OIZT
NXTO TSF A7 773y,

o uE)lﬁ XA@#“T@{%

b) FEA: nZ A BRAED R E R

FIA_UAU.2

a) /N BREEAT = A LD AR
STEH;
b) A

o

i nE)lj] XA@T’\T@@%

b) Hok: /A AREDRRI L S
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BEEXNRLSRET VA

BB EEXNBER
FIA_UID.1(a) a) e/ RSN DRHAFEBREHEZ | b) A n AU BIEORIhERI, 2
Gt FIREBEBBAD =X LOAREE) | 121X, PP (ZBWTROLNDEBIMEHRT
i H; HOLFHEBR 2L E T,
b) JEA: $RAESIDFHE DG WA
Gte, MBI AD = A LOFTTD
i,
FIA_UID.1(b) a) e/ SNSRI HFEBREHE | b) A n AU BRIEORShERI, 2
Gt FIRHBEBBBAD =X LOAREE) | 121X, PP (ZBWTROLNDBIMEHRT
i H; HOLRHEBR 2L E T,
b) JEA: $RALSIDF B TRDIE WA
Gte, FIRAFEBBN AT =X LOFT_TDH
i,
FIA_UID.2 a) f/h: LSO HERIIE®RE | b) A nl AU BIEDO B E I,
G, FIHE BB AD =K LD R
i H;
b) JEA: $RALSIDF B TRDIIE WA
Ete, FIRAFEBBN AT =X LOFT_TDH
i H,
FMT_SMF.1 a) f/l: EERREREOE A a) e/ & 27 HEERE ORISR
FMT_SMR.1 a) /v wEO—EERTRHEDOY | WX OTRE L,
N—T T DHUWEE;
b) FEM: HEIOHEROME 3T,
FPT_STM.1 a) BN R OZEE; a) fe/h A By ORRE
b) FfH: ZALRE T DR,
FTA SSL.3 a) fx/h: BraruayZ A=A NIED | &) /AN A—bed T oNMILS YA D
ST ar DT, ®wT
FTP_ITC.1 a) i/ EIEET vV BERE D R, a) i/ EEET YL EDWEDRIK

b) &/ KL E(EHET v rLHEE
DOREE L2 —77 o b ORI,

¢) EA: BEET vy RAEREOT T
DA H DF I,

d) A T XTOEEET v /%6
DBAtEE L7 —7 ORI,

FAU_GEN.2 F|HZ&#5IE MO BEE T

TR
1R A7

FAU_GEN.2.1

7L

FAU_GEN.1 Bs#& 7 — £k
FIA_UID.1 f&Rllo 2 A7

WHNSNIRHE DT 7 ar PO LT BEEFRITH L, TSF 13, SEESGFLE, £
DIFIKR E7p o T H A ORAIE B BIEA T DT FuEZenren,

FAU_STG.1 {R#EINT-BEEFEBMEM

AR E:

L
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IRAFME: FAU GEN.1 B 5 —& 4Rk
FAU_STG.1.1  TSF i, B REHMN IS - BE A Ri sk e A IEZREIBR DO DR #E L2 e breuy,
FAU_STG.1.2  TSFid, BEAEFEBMN SIS NI BE A RS~ DO R IER A Z IR BhIkITEhidenizuny,

FAU_STG.4 E&EFT—FBLROBSIE

TR fE: FAU_STG.3 BT —HEKRDORNIELEREDT 73 a
IRAFE: FAU_STG.1 7S 2 RE B

FAU_STG.4.1  TSF &, BEIEMNERITR-T25E . RN KL EITEMSNZERTGHF ~D L&EX]
LO[EI: BRI EONDEDOMOT 73 a itz rbeit iudiabizu,

FAU SAR.1 EFELE2—
TR 7L
1RAFE: FAU_GEN.1 B#&F —Z ARk

FAU_SAR.1.1  TSFIZ, [#iff: MFP BEEED, [FiIft: X TonsHB 1A KAL) ORI A HEDI51C
LT Auid7e ey,

FAU_SAR.1.2  TSF &, AL, TOMEREMIRTL20ICE LI ATl ARRA R L 2T 7
SYAAR

FAU SAR.2 [REEELE2—
T 7L
TRAFE: FAU_SAR.1 &L 2—

FAU_SAR.2.1  TSF i&, BI/RBI7ZR58 L 7 7 B A K RBENI AN HE ZBRE T _XCTORAF ICEATIH~
DOFH LT 72 A% L L2 HuE b7,

6.1.2 %YS5RXFCS: EBYHR—F

FCS CKM.1 FFE@4Rk

ERDAGIER 7oL

IRAFE: [FCS_CKM.2 i 58l f+ |, 721 FCS_COP.1 5 5-#1F]
FCS_CKM.4 i 5-gahi FE

FCS_CKM.1.1  TSF &, LT O[EHS: & 10 ITRTHEEICAET L. 5 ESHRE S84 T VY XL
[BIft: £ 10 ISR SRER T NVIYXL| LG ESN-N SRE[EIM: £ 10ITRTH
BRENNES T, BB HE AR LT e bieu,

£ 10: BFERERDU X b

SO R Ry SR T VTY R L SR

HDD fi5 5-# BSI-AIS31 TRNG 256 vk

FCS_COP.1 MF5HE
LR E: 7L

Copyright (c) 2015 RICOH COMPANY, LTD. All rights reserved.



Page 48 of 85

IRAFME: [FDP_ITC.1 EX=UT @R LAIHE T —Z AR —h, Ei2iE
FDP_ITC.2 X207 4 J@tEE ORI AE 7 —Z DA R —b, Fizid
FCS_CKM.1 I 58t k]
FCS_CKM.4 i =t 38

FCS_COP.1.1  TSFi, [Hiff: £ 1LITRTEENCESEHT D, FFESNIE ST ATV X A[FIGF: R 1112
RIS T NIV L] L0 S HE BN : £ 11LORTIESRECHE- T, [BIf: ® 111
N EERE] A E T U U e b,

# 11: BEEHEDO U X |

SEEDOFERE PR HE 222 222 M S8R ME
V. %= U N BE
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BHAE

4RI 1 L, AR FO—RRI R H D07 AL AT — R OB

A== ISP — 28D A== AP =D T AL RAT — RO YL

A== NP — 28D MFP FHE Dr /AL /N AT — R D2

MFP PR Z L% MFP A BEE Dy A 7R AT —R OB HIERK

W% MFP BB IC LD, MFP B HLE DT/ AL /AT — R Dk 2

MFP & H & Z LD ARFREIFEF O S AT — R/ IMT R D BTV o L 28

MFP B H & LD AEFRIERE O S AT —REMEE O WS L%

MFP B HE 21D, BB VA — bl TR O WA LA
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MFP EHE 21D AMAGERERFO 7 7 7 MEM ORIWE bR Lk &

MFP EHE 1285, CEFIHFVANO WG Ltk

LELERR L3RR E 28D CERHEYANORWE DLtk

MFP B HLEIZ LD, FIAEREVARD R WGt L2

WA E LD ARFRAERF O FEREY AR DR WE ot

MFP BHEIZLD, XEFHEZVANOT 74V MEDO W& bE L

MFP EHEF 12l D, A H -BZOBWEbE Ll E

A== AP =X D A A L O WE D

—RFIHEICED, FA B -RZORWE DY

MFP B HLH 1215, BT ORWEhE LHIER

MFP & B2 L% HDD K24 Bl fERR

MFP & B 1285, SIMIME Rl & G MOFHAER, WG, ., K OHIER

—FIHE LD SIMIME FIH#E RO\ W&

MFP B HEF LD, HE 74N Z —DOFRIER. BWEhH, &, K OHIFR

— R ICED FEETHNVE —DRNEDE

MFP FEEH 2 L%, HRZE X FEL— —DORWEbE el

MFP '_é:EQ% %) :L’—‘]j_“—:u nmﬁ{f@ﬁﬁb\/\b“@:

MFP & 351255, @Remote 5% EHHMO W &bt Lk ZE

heliy
heliy
MFP EBEFE 2% IPsec s ETFHROMINE D LA
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heliy

MFP EHZE 1215, Hasal il E DO E

FMT_SMR.1 &F%2U74D#E|

TR E: 2L

Ak FIA_UID.1 #RlDZ A7

FMT_SMR.1.1  TSF (%, &&I[EHt: —RFIAE, R—— P — MFP FEE  RC Gate]Z#EFF L7
UL B0,
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FMT_SMR.1.2  TSF (%, FIHHZ&ENTBE T 2T 372570,

6.1.6 % 5X FPT: TSF DR

FPT_STM.1 EfEEFALREZT

LR L

TRAFME: 7L

FPT_STM.1.1  TSF X, @GS A LAY T HARPETERIT LB,

FPT TST.1 TSF 7 Ak
TR 2L
IR AFE: 2L

FPT_TST.1.1  TSF (%, [Z&R: [E}: MFP IS 7o =7, FCU #l#Y 7 oy = 7O IEH EfEE IR 5
72012, [BIR: FIHE BT H 2T AN AL — e EATL 22 E R b7 0,

FPT_TST.1.2  TSFI, #FralfI A, [BIR: [Bift: BEaS T —2T77ANV]|O5EEMEEMRRET HRE 1 %
L AN DR N e AN SVANAN

FPT_TST.1.3  TSFiX. & RIHAE . (BN [BIf): BAISH T3 TSFETa—R] D2t E2REEd5
BE AL L2 U B,

FPT_FDI_EXP.1 #MEBAVFT7 = —A~DHIFREN - 15 HREmE
TR fE: 7L
R AFE: FMT_SMF.1 ZEBEHSREDREE

FMT_SMR.1 &% =)T 4 D5

FPT_FDI_EXP.1.1 TSF (%, [Elff: #4E/ %/, LAN, BEEER] T T B/ 1E#% . TSF IZX5BMoaL
FRAEUAZ[EIAF: LAN SEERERR RS T2 LA MR T HHE 1 242 L L2 i AU b,

6.1.7 YV 3RXAFTA:TOEF7Y+X

FTA SSL.3 TSFEENZIAZKT
TR E: 2L
Ak L

FTA SSL.3.1  TSF L. [BiIft: B8tE k4 —buZ 7o rREERRE, WIM F—haZ 7o RS, 7V
VE—RIANR—PODXEFTROZETET . 777 ARTAN—0bDLEFBROZEET .
RC Gate EDBER TR I FE Y a2 T LARITHIZARBR W,

6.1.8 HYS5SXFTP: BiEHHN\R/F¥ 2RI

FTP_ITC.1 TSF BI&EEF vV
TR 2L
HAFEIE: 7oL
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FTP_ITC.1.1 TSFIZ, ENH & Lo @G58 1T BRI, tho@E T v RV EimBRRIC KBS, £ D
SSORFESNTZ3R . T QR R B HDTF ¥ RAE RO HEL BT B WIET v 2L
st BN AN A YA AN

FTP_ITC.1.2  TSF (L. [BR: TSF, ho®mEE IT 8RS, SEET v 22N L CREZRBT20%
PR LT huidze ey,

FTP_ITC.1.3  TSFIZL. [BlIff: XEIEMW. BREEEH. REBHE B, ROWEFBRO LANZRRERE . RC Gate

LD LAN BREBEE]|O7-DIC, mEHET v 12N U GRIE 2L 2T iE e b,

6.2 t¥XxalTqRIEH

A TOE OFFliRFEL /L iX EAL2+ALC_FLR.2 Th 5, TOE OffFEa R — R haeF 28 1RT, 2
IR AR AEL UL D EAL2 (IZh» TEHZSNIZa R — R bty MZ ALC_FLR.2 ZBIML7-HDTH
éo

* 28: TOE X =V 7 1 RIEEM(EAL2+ALC_FLR.2)

RIETF A FEEa R—F Uk
ADV: ADV_ARC.1  &F¥al747—%T77/F itk
Bk ADV_FSP.2 b3 =lF ¢ EHaksheftiE
ADV_TDS.1 L YN
AGD: AGD_OPE.1 FIREBAET A2 A
AL ASE AGD PRE.1 el Figx
ALC: ALC_CMC.2 CM A7 LD
FATI AT VYR = ALC CMS2  TOE O—o> CM #ilH
ALC DEL.1 BT Fhoe &
ALC FLR.2 R Bt FheE
ASE: ASE_CCL.1 A R
TXR2DTAA=T YN | AsE ECDA fEiEo A — R NER
ASE_INT.1 ST HEai
ASE_OBJ.2 TX 2 VT kK ST E
ASE_REQ.2 IRELT- X2 T o2
ASE_SPD.1 X2 VT AR E SR
ASE_TSS.1 TOE T4k
ATE: ATE_COV.1 H A — D DL
7AR ATE_FUN.1  KgRET <k
ATE_IND.2 U RVAZZS NN
AVA: AVA _VAN.2 WEs5 7 AT
WeEssPERTE &
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6.3 tT¥xalUTsEHEN

ARFETIL, X2V T4 BHORIE IR RS,
PLFIORTINNC, T X TCOEX 2T AEEBEN N 2SN 5 A, T4 X207 4% R FE ) TERL
7= TOE O&X 27 xR G HHTERSND,

6.3.1 BiME

TOE OEF 2T 4% R IT IR T DX 2 T A BEE MO XN BIfREZ TRLDE 29187, £ 2905
ORI, B2V T AR REE N D7 b 1 DU ED X 2T 456 5 T #HI IR L Tna,

& 29: BFa2 U T 4 xR E & HEREE O BE
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o 0
o | o =
o | Q| W =8
i I T o @
— I = O I R I S T
» — _ ': 2] - @) = > o = >
= - < < @) < T LLi L ® w (@)
@) < [ [ [ I E Q o o wi O
I I @] @) (@) ©) o) < < | 0} L
e e Z z Z Z < L = = I =
P Z O = w w o i e = o <
8| 8|3|2|/8|8|8|5|515/2|8
alal2|&g|c|o|S|2|8|x|h|c&
() ©) ©) () (©) ) ) (©) (©) @) @) (©)
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1(a) X X
FIA_UAU.1(b) X | x
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|_
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i P4 i o x
— -lz | 2G| B8]z
wlFl S5l So|l=2|>8|2z2]=
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pd Z pz4 zZ < L - =
zZ |z - : : : > e | 2| E | Z
. = | 0 | E | LY | e | & | & |RB x | <
c|lc|35|2|8|&8|8|c|6&6|2]82|8
alal2|&g|c|o|3|2|8|x|h |
O @) @) O O @) @) O O @) @) O
FIA_UAU.2 X X
FIA_UAU.7 X
FIA_UID.1(a) X X
FIA_UID.1(b) X X
FIA_UID.2 X X
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
FTA_SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2 BIMEDIELE

LUFIZ, TOE B 2T A XRI7#03 RIS T bz TOE £F 2T AHEREEAFIC L > TR TEHIL
Z D,

0.DOC.NO_DIS CEDRREE
0.DOC.NO_DIS &, 3CEN, u/ A a—HF =4 %&b 720E | HHWIE, A2 —F —4 13>
DWFEDLESDT 7B AEREL TR NWE LS CRRRENAZEE X 2T 4% R F#Ch D, =
DX 2T 4 RR T EHEFZB T D121, FreOxREE T 20 NHD,
(1) XEFERA~OT 7 EAHEHEREL CEBET5
FDP_ACC.1(a)& FDP_ACF.1(a)liz&» T, CEFMOFEH LT, SCHEHF BB MEICLY CEIFHREE
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)
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(4)

B U7z — %R 3 F 713 SCEE O SCERFHFVAMIRESIN T — R HE 72 CH A H L
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LEEFROEZEIEHEET v V2R AT

FTP_ITC.1{Z&-> T, TOE #* LAN & TG T2 3CEHF MITR#EIND,
X2V T o BIEDE B

R A P =TT REZR B E T RERL . RIS, | HIER). SCERIHE VAN
KU TR BEZRFRE(RIW &b, )%, FMT_MSA.L()I2k-> T, ZNE N DO #EAEZR K E O F|
FIFITHIFRL T D,

LEERA TV 27N DOEF 2V T @M, FMT_MSA.3() 12k~ T, SCEFRNE RS-
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O.PROT.NO_ALT IE, TSFRF#EFEROLULE %, EX 2V T A DBMERF CEXORIAE T TICHT35 X207
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FMT_MTD.1 (2L T, RIRFRRAED /S AT — R i/ IMTEL, ARIRFERED 7S AT — REMERE | RIRGRFED
0y AL RAT — R A AR REFRFEO vy 7 7 T MRS A~ —RE . ARREEOay 77 7k
Refi], A2 H H | BEZ], SIMIME FIIR B #, KB TV H — EREEAE CE = — — IPsec i%/E
5. @Remote % ETEH, MaRaEE, E A — a7 7O RMER, WIM A —ha2 7 7~

. KON — W —3BRE T O & B A MFP LS 721 #F AT 5,
(2) EHHEREDORE

FMT_SMF.1 I2Xo T, B 27 HREIC R L T B0 B R 1 L FE S T D,
(3) HHIDFE

FMT_SMR.1 IZXo T, FrtEA R ORI HE AR T2,
(4) TSF{REFROEZEICHEBET vV ERHT

FTP_ITC.1|ZX~ 7, TOE %% LAN f&H TE%215 9% TSF fh#IE MITtES D,

DD RICHLIEREX 2T B REEMEL T4 45 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #4524 T O.PROT.NO_ALT ZEHL TE5,

O.CONF.NO_DIS TSF f &8 DB~ %
O.CONF.NO_DIS 1%, TSF B E RO RE, £ 2V T4 DHERF CE ORI HE S35 X2 T
ARIRITE T D, ZOEX 2T 43RG #2FB T DI, Freox A £+ 20 E13 55,
(1) TSF R EHMOE B
FMT_MTD.1 I2EoC. —MFIAZE Ors A2 A0 —RIZHHT D H/ER MFP 45 B &2 3% —fef
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AE AT D, A== AP =D s L SR — RIS DB A A — /= S — R AT
5, MFP EHE Ol A2 _RAT —RIZH T B8 EE A— /S — AP — L Y3 MFP B BRE [ ZFF A9
%, a7t 58EE MFP & BLE 72125 rl 975, HDD s S8 2k 2 HefEx MFP & B
SFIZRF RIS D,
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(3) HEIDFRE
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(4) TSFREEHROEZEICEEET Yy VERHT
FTP_ITC.1 (2L~ T, TOE 7’ LAN #2H Tik5215 9% TSF B E I R#ESND,

INHOXRICHLER X 2 )T AR E L Ti%Y 55 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 7§52 & T O.CONF.NO_DIS #EH T&D,

O.CONF.NO_ALT TSF ﬁ%ﬁ‘fﬁ%&@ﬁﬁ%%ﬁ
O.CONF.NO_ALT (%, TSF BEFEMOLLE S, X2V T 4 MR CEXARIHAE 1T ICHF A5 % 2
TAXTR G TH D, _@Jzﬂmﬁﬁfﬁjifir@éfﬁﬁ“é X, FTRROxiREET 20BN HD,
(1) TSFRMENHROEH
FMT_MTD.1 ([2ko T, —FIHE O AL /AT —R |2k T 28E4 MFP 45812 & 24 5% — ]
MBI AT 5, A== AP —Du A AT — R T D8 A — S — AP — | ZFF AT
%o MFP BHFEORT A XAV — RT3 28 EEA—/S— 3 — L3 MFP & BRF |25 Al
%o BRIk 58 FE MFP & BRE 721 IZFF I 9%, HDD K5 580 il /R EZ . MFP &
B TZTISEF A5,
(2) EEHEREDOREE
FMT_SMF.1 I2Xo T, X 27 BB IR L T B0 B R 1 L FE S T,
(3) HmEIDRE
FMT_SMR.1 (2o T, FrtEA R ORI HE LRI 2,
(4) TSFREEROEZ G ICEEBET vV ERHT5
FTP_ITC.1 |Z&-> T, TOE %% LAN % H TiE%Z 1535 TSF R G HILIRES LD,
INHOXRICLE X 2V T AR E L L T4 35 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 %39 5Z&T 0.CONF.NO_ALT #FEHL TS,

O.USER.AUTHORIZED FI|F3& D535 GE

O.USER.AUTHORIZED 1%, 1E472F & 721F 78 TOE e R 35720 08X 20T 4R o —I2iE
STHIHFEORIRE T 28X 2V T ARG #Th D, BlE NV E TRy T —2 EDIT AT FPC
O TOE ZFIH T2 —MFIHZE . MFP FHLE | K OA—/R— AP — |2 DWW T, fRGERBREO T
R DRRGEED X 2T ARV —DENBLETHH, _mﬁzﬂ%:)?ﬁT%ﬁ%é);@fﬁTé I3, TR
DOxE R A EN$ DB DD,
(1) TOE F|HGIZFI & 27 5FREET 2D

FIA_UID.1(a)& FIA_UAU.1(a)c L~ T, Bl RV E TRy NI —2 ED2F A7 K PC 75 TOE

ZRIALES ETDE TR T ARERAED R LD BIEREE TS,

FIA_UID.1(b)& FIA_UAU.1(b)IZR> T, BE RNV ET T F Y NI —2 ED 2T AT~ PC 726 TOE
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ZFRIFALLS LT 27 MEP S LE 7 |3 A — S S P — DA AR ZE Tk BIZREE M T oA,
— R A E O AT INRERRE Y — N — L AFRBIRRREM T D,
FIA_UID.2 |ZL~TC, RC Gate aa{aﬁw/éwl—xz X0 TOE ZFIHL LD ET2F ORI T2
H. FIA_UAU.2 12X~ T RC Gate DFBIENR T2 D,

(2) FRAIFRREA LA TOE OFIHEFFAT 75
FIA_LATD.1 L FIA_USB.1 IZL> T, TOERINIFIHE OREEE~DT 7 A FEEZEHI,
FRBIFRREIZ AR LT R A 1ot U C B A 7‘%%6
FDP_ACC.1(b)& FDP_ACF.1(b)IZ &> T, #kAIRRGEIZ A LT — A F 12 B2 Hivie MFP 77
r—ar OFRAMERIZHES T, B3 —BFIHE I MFP 77V —a ORI A%ZFF Al 4%,

() T AL /AT —ROfiEHT & N H#HIZT 5
FIA_ UAU.7 12855 T 3= LFEBAETA— R\ ELTERRTHIET, ~T A RAT—R D
RERIET 3,
FIA_SOS.1 IZ2L~-> T, MFP EELE DR E T AARMRGERFED /SAT — RO fig /ML, RIRGRRED /S 2T
—ROFFEME LMW T AT =R OREA T A58 Try A /R2AT —ROHEH % H
2T 5, SMBREREY— S —FBFE T, ANTRRRE Y — N — DR E KT T D,
FIA_AFL.1Z&> T, AMRFRREDRBAE R Z — E IR0 K U= FHF 1 TR LT, —EREE TOE ~
DT 7R AZFE A LI, SMEBRRREY— N —3BRE Tl AN RRREY — N — DR E KT T D,

4) vlALERETKRTTS
FTA SSL.3 I2Xk- T, uZ (L REEDEIE SV HDHNIITAT b PC oA — sl T o5,
TVB—=RIAN—FTNLT 7 VAR TA N =D LEHFROZAE 58 TR CEE #ZEon s 1
WeeZn /7R 5, TOE 11, RC Gate tDiE{5 #& T FEIZ RC Gate LDty araHEi4 5,

(6) EX2UTsREEOE B
FMT_MSA.1(b)IZL~ T, —iFIHFEDOu s A o2— —4 LR AREU ANE MFP & HLE 2L ->T
FRRA, BEREFERIIE, P ISR L CRAEZFF AT L2 0,
FMT_MSA.3(b)I2&> T, BEREFERIZ il R 72T 7 4+ /V MEIZER E T 5,
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