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VALEICENXETF-ABLUEF1)T(EENT T ADBEELE1TI, FLBRUEXET-ABLUE
FU)TAEBEOI T AZ5H HTIHEELRARIC, EERFICEM UL 256 EY MROBES#E AES 7)LT
DALICENESILEITI.

7.1.3. 1—Y—58EEHAE (TSF_USER_AUTH)

J1—H—SREEHERE(T. SFRT SN E DRI FABRIFC MFD O AeR 5 AT 2HEREFE20(C. ##1E
NRIWFLRMABZBIZFMT7VDTPIARIAN, 2y I—=D2AFvF—1—T4UT4. CWIS LU
ApeosWare Device Setup i"o1—H—ID &1—H—N\AD)—FEA HESBTHEAERIITIHEETHD.
MFD F(ESNEB0Y—N—CEFFKSN TS 1Y —1FHmEF AL T, RBEZT,
1Y —1ERDBEEFHEICLOT, XD 2 BN HB.
a) ANAEER
ARFFREEE. TOE NICEFZ LI —1BERzEALCGRREEEZ1TY,
b) 4+ &RE2E
SNERDEREEY —N—(CLDEREEZ1TY, TOE RIC1—H—I1HFRIE B RSN TLELY,
SV EREREE(E . S ERDEREEY —/\—(LDAP #—/)\—ZF7z(3 Kerberos —/\—) TEEBEnTWLS1—Y
—I1HEHREEALT, FBEET 2.

RN LIEFI A EOH DT L OMREEE AR 8EE S,

a) RIKBRENRILTHIE SN D 8E
OE—HEEE. TP AMERE GEIS) . 1 V- IPDAMRE GEIE) . AFvUBEEE. RV I —D2FvY
B, BERRYDABREREE. TUVA—#EE (TUVA— RSANTORIEEDRENEH THIENRI
B(CIRVE)SRIVTEREES )

b)YFIREDFA7 Y bORY R I=D2AFvF—1—T4UTA THIEIEN D HEEE
HERYDALDOXET—HEHE Ui aE

) CWIS THlfHEN 3 Heae
WK EBORR, VaTKE-BROKR T, BERRNYIANODOXET -2 UEE. 771 ILIEREIC
£B3TV MkEE

d)ApeosWare Device Setup THIfHIcN21#&HE M EBEEEDHERATEE)
HERYDADIER. BIFR. REERE

FARERIRERNBLUIATLEBEEDF(PV Mo TOE BT HEREDSREBRELEE
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TTIERERZEILHICOATLEEE ID EAAT— FZA NS THBIRIETIEDTLHD.

(1) FIA_AFL.1(1) EREE<BEXBFOEIDIKZLN
TOE (ZVATLEBEE— RTHEATRHIC, VATLEBEDRIIZTON., SR RFDFRAE & Buxt
ISHEREEIRHEE LTS,
MM EERE ID REAIAKMERE L. 7V AMEBEHTERESNTIS 5 BID:ERTKEITET DL, 181
NIV TIIERIET/ A LN DR Z(H1T1a<BN . Web 759, ApeosWare Device Setup
TH MFD RKADERD LB/ AF CERRAHREF Z (FF (F13<135,

(2) FIA_AFL.1(2) BEF%BREFOERDIEL
TOE FYATLEBEET— RTPILATEHIC. VATLEEE DRI Z1TOH . FREERFDERAE KB
IEHEREEIRHE LTS,
ARARFRELRFIC SA O ID FREEXRMERE L7V EAEBREHTHESNTIVS 5 BIDEHRKISET S
ECRENRIVTIIER B/ A LS OREEZ (4T 3<EN. Web 595 T MFD RKIADERD
U1/ AF CTERAHEEEZ T FBL{B 3,

(3) FIA_AFL.1(3) REEskERBEDEDHL
TOE (X MFD O#aEEER T 371C. FIAEZEDI—F - =21TO0. EHL—RFIAEIRE LR
D—FR—BULLWMMEE I RENRIV TR BN TN EDAVE— IR KU —1EHROFT
AAEERT D, T Web 50PN I—DAF v —1—FT4UTATE 1 —1FHROBA NEER
EECE

(4) FIA_AFL.1(4) BIFXBREFOERDIEL
TOE [& MFD O#ae={E AT 2aI1C. FIAEZEOI—HY -SRI 27N, S EREREERFIC SA WERELLENA
D—FR—FLGWNE & BENRI TR RBAENFTEIIN"ED A — IR RLTC A —1BEHROFT
ANEERTD, Tz Web I3 TEBANEERT S,
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TOE (35 27 O@DEFBRERYIA, BRIV MR ST 2B A EHROIEEE 1 —FREIHEEE(CE
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x 27 tF1)T1 EHOERE

tX1)T1EHE 1215 % E

HHEEEHAER HE HHEEE

SA BRI EH (RREREL R D) FLEHE. HE. Hl HHEESE.
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— AR F R E BB H R (R AREREL RO FLEHE. HE. Hl HHEESE.

) BR. 1ERK SA

BERBRBRVDACHISTBFAAEEHAN | BOEDOE, HIBR, fERL | —M&FIAAE. SA
LE
FRTOEMBRAVIACHISTSFA | HOWEHE. HIFR, /EL | REESE
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H£AFRRVDACKHGTIAAEHA | AOEDHOE. BIBR. fERL | HBEESE
GES

EZRTVVMIHIST S AEH#AFR | MOAEOE. HIFR HREEE.

SA. —f&FIAE
FRTOBRIIVMCHIST A ER | HOSDHE. HIkR HHEEE. SA
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(11) FMT_MTD.1 TSF F—40 &2
FMT_SMF.1 &EHELDHEE
TOE FEBEESNEEEUBFBAZBEOH . NAD—FERETII-—F—1U3—J1—-A%IR#HT S,
HEHEEEDINAD-FRTEEIHMEIEEIC, SA DISAT—FRTE (RAZIRFOH) S ESIEEE
SA L, —fRFIAZEDINAD— FRTE (RAZEEIFEOH) (&, VATLEBEE—RFAEARANCHRES
nd.
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(13) FDP_ACC.1 #7tyrPht sl
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FDP_ACF.1 tX1)T/1BHEICLB 7D AR ]

TOE (35 28 [CRTEHN, I- Y BRI BEICENFH BNV A, BTV M (TIAR- TV B O#ERE
ERALSNIEFIREICHIRT 3,

& 28 POL A

BRABR KA HRBRAIA | BHEIUVE
RyDADIER | —HRFIFE. SA. MM | MIMEEENARE |-

HEE AR
RyDAOBIR | BRUE—RFIASE. SA | #HEEENTE | -
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YEQROEL. | BRUE—HRFIAE. SA | —MRFIAE. SACH | —BAIME. SA LIk
ik CHMEEENTE | MEEENTE | MEEENTR
FRTOXEOR | R EEENTRE WEEEENAAE | SA CREEEENT
L. Bk Y

BHRRNVDAPER TV MTPOEATBHIIC, 1- R EEET D,

a) EETUU MERE
MFD TI 754 R—= UV MR TFIDREEITOE. FIABENFIREIIAT7Y MOT VA= R4 NT
RIIEBEERE VKBTIV MERETZIHE. HIRIT—AZEY Ny T—AICE R (FAViR—
A)LTTFAR= ) beLTA—H—ID CEICHEELTHREN- FTAAVEEIC—BETET D,
FCWIS ho1—H—ID &AT—RFEA AL, FRBEIRICFAZEDISI 7V FRDT7MIVIEEICENT)
VMERET IS ALRIRICI—HY—ID CEDTIAR— )Y FELTHERN— RTAAVEEIC—BE
HEehd,
FRABER—BBERINLTIV M —AIEMHERTBHIC. MFD OFRE/NRILHNL1—H—ID &/SAD—
FEAAL, BEEENZE1—H—ID ISR B LETIY MFEDUR M INERREND, FIAFERFIDUR

rDENRIE R, FFHIBROIE RO AT REECE D,

b) HERYIRIRIEREE
BICRBRENTWEWNIIT ETPIAR— FDBBRYIAICAF v T—RETFDAZAE T — A&
FHENTTRETH D,
AFvUTHAEBRAVDAICEMTBICE. FIREN MFD O IRV HD1—F—ID £1—H—)1
AT—REANSET, BESNBEAF v UBBEOFI AN ATBECED . BIENRIDDAF Y UIETRET D
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TPDAZIET—AEBEBRYDAICEMNT 25 S (CE 1Y —RETHhT . AREFRZEMEENLT
BTN EONTEREIZIARIET—ADI5., EERHICRBRYIAZIEELVEHEI7IAZ
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o —MEFIAAE. SA [CLBHBERYIADIZE
& B ERNYD ADIERL
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ABBRINYD 2AEE B Lic— AR FI A& R B SA BRI EmNERESNE R RBRYIADNMER SN
%o
BRI R B R YD ADHIBR
BERFRBRRYIADFHEEHAERE . — MR FIREHRFR. SA HAFHRN—BULES. T0EH
HRRYDAICET 3. BRIRBRNYIOADHIBROIRENHF TSNS,
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SOHIFRDZENEFRISND,
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FE NS, XET - HOHIBROEENMTONS L, ZDEBEET IV MHEIRRSN S,

o WHWEBEACLIIBERINIIADIEE
BREEEOGES. AHRBERNYIAOERIZE. LAHRBRYDADBIBRIZENHFISND,
MW EEEDISA . ApeosWare Device Setup hoDH TATDZEERI—H—(Cxt T3 EREERY
DAOVERL. ERIB RNV ADHIBRN EFRISN S
BREEZEDGE. INTORBRYIACH LEERRYIZADEIRR. XET-I0HIER. XET 2D
NHEULOEREZHEFATT S,
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- SA. —#&FIAE ID OFEESHL ID AAV- FOREZITY | AMRZRELFRFDH
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© RERRYRD-DT-SREMEED SSL/TLS BIEDKEESRL. AN/ EIHSLUHMIBRORE
11
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- HETAMERORE2SRL. A2/ ENDREEITD
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- ERIUTAEENTHEEDRTEESRUEAD/ BEIDOREET
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© RERYRID=DT—S{REMEED SSL/TLS BIEDXEESRL. AR/ BEIHSLUFHMIFROKTE
11

© RERRYRD-DT—SREMEED IPSec BIEDREES L. A/ EDNHLUFHMIBROREZIT
5
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172
- X.509 SEBAERIERL/ Ty FO— k/8H 00— kT3
- 1Y B EOREESIEL . A KR/ SRR/ BN S LUREIEROREET

Fi=AR TOE FYATLEEEDSM4 7 b ApeosWare Device Setup #i@ U TR SN M E
EENDH (SA [FHR— V)L, TEEDTF1UT(HEEENS BERTEEITOEREZFTTT S,

- EHEEE ID AT ROREEITD

- SA. —f&FIFAE ID REESHL. ID E/SATV—ROREETT)  AFZEEHOH

- KEANRIDHDOFREERFD)SA)— FME A EEDS BEERTE

- 1—Y-RAIHEEDER E TSR U, NMAFREL/ S EREREAL/ | B LU MIBE RO EZ1TD

- Bt BRIESRBUREEZT

(2) FMT_MSA.1 t¥1UFBHOEE
TOE BYATLEBEDHIC—MRFIAEHIFHROIEEEZRET S,

(3) FMT_MSA.3 B
TOE FBBRAYIAEZERT)Y MIELEF1)TREDT 74V MEEL T, FREHBAEERICIERL LT
FIAEHANEREF ARG A AEHRFRERET D,

(4) FMT_SMR.1 t#%1UF/1&%|
TOE FYATLEBEOREIEMEL. TOREEVATLEBEICEEM TV,

1.1.5. AAMN—IVIZ7iR1EHIERERE (TSF_CE_LIMIT)
NARI—IVIZPRERIRR#EEL. DA —IVIZT7HVATLEEE X1 T EE#EE
(TSF_FMT) [CAAT 23X ENSBBIVERNHELBVLIICHAMN-IVIZ7OIATLEBEE— A
DIREZFIPR T DHEETH B,

COBEREICED ., DAMY—TIVIZT7DENTFEUICLR R EET BN FKLGLD,

(1) FMT_MOF.1 t¥i1UF(EEDHZE\DEIE
FMT_MTD.1 TSF F—40&E
FMT_SMF.1 ZEEEEMEE
TOE FEREESNTE VAT LEBEDHC, B1EINRIVE CWIS o DA M-IV I 712 EFIRH#EAE(CES
3P TOESRET DS HREBRTLER (HEEOF /B OIHN1—F—(1V3—J1—-2A%RIET S,
FRCOWREICEINERINZ X1 T EEBRETIRHE TS,

(2) FMT_SMR.1 £F1UF({&El
TOE BYATLEBEN®RE|ZHIFL. Z0&RENZIATLEEE(CEEEMTTVD,

1.1.6. t¥1r1EBEEOUHEE (TSF_FAU)

tFI)TAEEOTHRER. YVATLEBEICINVATLEEEE-FTRESNZIEEDTRE 1AL,
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FTARTHOTOEFIAFCH LT, L\, HN, EDLIBEERITONEVIERPEERAAY I ZIEES
PERTE. 1-Y-BELE)E, BB TIEHOLF1)T(EEOT A RIRIET S,

(1) FAU_GEN.1 BE&ET—HS4%RK
BEET-I0ER, ERSNCEERRIAY M, BEEOVICEEHEINSEZRILT S,
& 29 [CEENTDFMERT

x 29 BEENJOFH

EEOTRRAAVME, LTOBEERT—SEH#ICEHEIND, -
e Log ID:EEEOVHEAFELTOELES (1~60000)
Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®WL3hh)
Time: BZl7—4% (hh:mm:ss)
Logged Events: /XY & FF (Fx K 32 HIDEEXFSI)
User Name: #IfA& 4 (&KX 32 HfidEEXF5)
Description: /XY MIBETENAEDERA (X 32 HIDEEXFIITHMITEESEOIL)
Status: 1AV FOMIEBFERE LAIREE (B K 32 HTOEEXFIITEHEMI TS EROCY)
Optionally Logged Items: i@ {7718 B LSHCEEOINREFSNSEMIER

Logged Events Description Status

TI\AADRREE L

Started normally(cold boot)

Started normally(warm boot) | -
Shutdown requested

System Status

User operation(Local) Start/End

Self Test Successful/Failed
1—Y—-32:E

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout
gin/Log Locked System Administrator

Authentication -
Detected continuous (kB EIEERTE)
Authentication Fail

EERNV-KE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT—H2A
Print Completed, Completed
Job Status Copy with Warnings, Canceled
Scan by User, Canceled by
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Logged Events Description Status
Fax Shutdown, Aborted,
Mailbox Unknown

Print Reports

Job Flow Service

TIMAREER

Device Settings

Adjust Time

Create Mailbox

Delete Mailbox

Successful/Failed

Switch Authentication Mode

Change Security Setting

Successful
(GREHEBLRREF)

T BT —INDT IR

Device Data

Import Certificate

Delete Certificate

Add Address Entry

Delete Address Entry

Edit Address Entry

Export Audit Log

Successful/Failed

Communication

Trusted Communication

Failed
(FRMLEBELELRE)

(2) FAU_SAR.1 EE&ELEa1—
X TAEBEONT T RCRBINLETRATCOERE., Hid HEDEERIIT S,

FE"TEARIFAIVELTRET B"ELIRFDINIVNHD ., COMBECIN X1 T(BEENT T 4%,
STREIDDTFARIPAIVELT AOVA—-FTBHENHED, EF1)T(BEEOTTF—EIHIVO—-FY
BHEFE. Web 50U EFI AT BHIIC. SSL/TLS BIEEZH

(3) FAU_SAR.2 REEZELE1—
tFIITMEEANTT-A0mH H UE, BBEESNE VAT LEBEDH(CRET 3,

EFIVTAEBOTT-INDTPDEAR. YATLEEEN Web T50YDHERATRET. #B4E/\xILHD
POEATBEFHELL, YATLEEEHLN Web J59H2ELT TOE AOTAVLTIVEFNE, YA

TLEBEDZE (AT RICEATT RS,

(4) FAU_STG.1 {RE&Zh

TcBE A I B AR

CRESNTVEHNEG B,

FIITAEEONT T -ROHIBREEERFAE UL FEGHSAPHENRESN TV,

(5) FAU_STG.4 EE&F—348% 0L
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