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1 ST introduction

1.1 ST reference

ATl Security Target (BL T, ST L) ORI 4 Tk 2.

ST 44 Canon imageRUNNER ADVANCE C5000 Series 2600.1 model Security Target
IN—Tg 1.20
FEATH: Y gkt
FATH: 2014/12/18
F—U—R: IEEE 2600, Canon, -7 />, imageRUNNER, iR, Advance, 7 V¥V, G

B, ae— TV T oA G W, RREE, 77 BRI, v WSk, ¥
TV AT A F2VT 4% BF2V T4 —F b

1.2 TOE reference

AEHiITIX TOE Ok a7tk 35,

TOE 4 #: Canon imageRUNNER ADVANCE C5000 Series 2600.1 model
N—Tgr: 1.3

W, K TOE I FITRTY 7 M =7 N—FU=T | K OTA B RN E D,
iR-ADV tFx=2U7 r—vh-Alfor IEEE 2600.1 Ver 1.03
HDD 7 — 25 5{L/ 17—V 7% vk C
(Canon MFP Security Chip 2.01)
IPSec £F=U74—HR—F-B
Canon imageRUNNER ADVANCE C5000 Series
T—AHEFVE C
Access Management System $53E% vk B

KT LA R
iR-ADV Security Kit-A1l for IEEE 2600.1 Common Criteria Ver 1.03
HDD Data Encryption & Mirroring Kit-C
(Canon MFP Security Chip 2.01)
IPSec Board-B
Canon imageRUNNER ADVANCE C5000 Series
Data Erase Kit-C
Access Management System Kit-B

1.3 TOE overview

TOE /. < Canon imageRUNNER ADVANCE C5000 Series 2600.1 model >:\ )57 VX2 NAEAHETH
%, B €T /LM< Canon imageRUNNER ADVANCE C5000 Series >IZLL N D 3 DOHL LA A AR
— L REL., T —4HZEF b, Access Management System L3R M & ENHT A A% H 4
%HZLT TOE T bH< Canon imageRUNNER ADVANCE C5000 Series 2600.1 model >7358 %35,

- iR-ADV t¥=U7 r—%vk-Alfor |IEEE 2600.1
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- HDD 74 5{tR7—V> 7% vk

- IPSec &F2UT 4—R—K

iR-ADV t¥=U7¢—F>k+Al for IEEE 2600.1 (2%, < Canon imageRUNNER ADVANCE C5000
Series >OHHY 7 =7 X 2T 1 —F v oAU ANE EDH,

HDD 7 —#I5 57—V 7 AR —RiX, HDD (XS INDT — 2 2K (V7 =T %5 1) 5 51k
T HI2DDN—RT 2T ThDH, &K TOE O HDD [FVL— T IT 4 AT EL TR LM ARETH D,
IPSec EX2U7 4t —HR—RiL, LAN 7 —F D IP o Nl At T 5720 I B e N— R =7 Th D,
T —HEEX VNI, HIEY 7 =7 O HDD 7 — X 52 2 1H B REE AN T 278 ANE b,
iccess Management SystemyL3E M, il 7~y =7 O 7 7B AF S REE A T HT ' AD
ZEND,

< Canon imageRUNNER ADVANCE C5000 Series 2600.1 model >/, UL FO#E A H @ Protection

Profile(LL T, PP LHE3) . BLNED PP TEHRIN TS 7 fld SFR Packages @ 9 b

2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

%Z < 6 SFR Packages TEREN TWD XU T 4EES | 52 BRI 223 TES,
Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)
Functions,Operational Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment
A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 e - HFE

AR ST TIXLL FOMSEE - HEEA 35,

Table 1 —I&3E - FIFE

Wt FaE B

FOUNGOME | S —HERE. 77/ ARERE. 7 )2 NERE. %15 (Universal Send) HEREZ X 7 D¢
Fr oW AHO L, ZEOBERER T 5720 | KA RO HDD 2,

W7 =7 | A A—FT=7 EBEL %207 (OB 7157 =T Chb,

EAAE FOIN IR T 5N — D=7 DOE>ThY, BlEF— L5y T L
POMREI, 728N A R DL SN DAL 2 —7 = — ATl
60
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W& EE - FHEE B!

JE—hk Ul Web 7 Z 757035 LAN 28 L CT DA NVEERICT 7B AL, T V2 VE AR
OENMER IR DOFEZRR0T a7 DEME . Ry 7 AT D8 E, KR ERENTX
HAER—T 2 — A THD,

HDD TV END N R T4 ZT DL, Y 7D =T B KON ik
EREMRTEIND,

| 77 A T I AN EDEZEERITIODAL 77 LT, BRI TR X —F%
N T DAL =R N T 7 I ADT L,

AA—=T 7 AL IR T, TV b, ZERE L T A NVE S NI AR S - EEg T —

570

TURTVARA—TT
7A I

Ot — TV NEOTa T ORPIERSI, Vad NE T THEREIT/2DA A
— 77 A,

v—/

T 7R ARIEBSRE TR T 22— —DHERTHY , 2 —F =T VEHD
H—/LISEREM T B,

HOMUD ERINTWDET 73/ ha— LIz BAZLa—)LELTT 74
ha— L CIRD LN T 7B AR BREZ A B L= oe— L alElk T 52k
MATRETH D, T 7 H/Vha— UL T o — L35

Administrator/Power User/General User/Limited User/Guest User
Administrator =— /L & (38 B HE 2 FI 9 D HERR (& BRAERR) 27~ 3~

EEH

Administrator B—/L3EID Y THON T EBMEIR A A 52— —,
PP CEFKIN TS U.ADMINISTRATOR,

vas

2—H =2 TOE OEEZFI L T EABRIET IO 22—V —D/EEIER
EXREIRDLEDT —H (B LE) 2MAEDET-LO,

SCEOEEICIT., FiIAIL, TV, At — 777 AEE ARTE. B HY .

=P —DBIEIZID a7 DR, FAT, 58 T ETO BN THOND,

TUANAEEENTHEVR DN DL —F —FT —ZThH), A A =TT 7 AN Etk
TEWOOIEREND,

AE—Z

ZELI | 7702 % FU RN T AT LRy 7 A AR E L TR RED =
&,

AN/

T UANBERIZB O THRAIALRL TV, 777 AZAG LT B SUEERT
THMHE, 2=V —RoIR TFIARYIA VAT BRI AD 3TERINFAE
5,

=PRI A

TUANGERET R — P —RNFAIAATEEF LESR, PC L7V MER
L7=B A LERENREESNAIRIATHY, B LEOT VU MRIEEREN
ARETH D,

Ty I AR I A

| 777 AL SI NI E A LENMRESNDR Y I ATHY, RESNT-E L CE
DTV AIRETHD,

VAT LRI A

| 777 AZE)—Z G LT A LEDMRAFSNDR Y I ATHY, A LEDOTY
VOB R E N ARETH D,
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Wt Tt

At

A—jLP—/N—

TR NGERECRE AT LB E | 77 /AR AT 5
b’ﬂa}‘é\c:%‘gi‘cﬁﬂ-b—/{b—o

A=Y —FREY—

—

2= —ID R AT D — G WERFL, v T — /% LT
YA T —/ 5=,

Firewall Internet 2>HHE LAN ~DOBIRAZRL T DAEE LT AT L,

HA LY —3— HEZ) 2 IEME IS TEY . Internet 247 L T, Network Time Protocol Zfifi—~7-
B2 DORIWE B2 DN TEDL Y —/N—,

X277V R X2 T TV (EEE BB G5ENT-7 V) i ET AR RE A i B I A #
VENRZFIV EDRZ

[ — | o —REA LB T DO EME RV E DR,

[ 2%y ] HESCEEFLARIAN TR YT AR T DMEEEC T AN T L ELE A A—
VT RLAR PC OIE TNV H —FEE T OMREZ BN T 28 E L |k
DRALTHHAF YU L TEE | TAF Y U TRIFE IR 2,

RIF 7 7 AN OF] | BT ANMRIFENTZE T L ELERET D RE AR BN T 58 /E 3L EOR Y

H N

UE—hUI EOHRLT | Ry AMRGEESNIZE T LEEBRIET LB T E—h Ul EOR%

77 AVOFH o
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1.5 TOE description

TOE %, " —#&RE - 7"V M&RE - 12515 (Universal Send) B#ERE-| 777 A2 (EHERE - = — W — R o7 28
e, R 2SS ThHD, &7 ar Thd FAX R—REFI 452777 2ERE2FI 15
ZEMAIRETHAHMN ., A TOE ORERLICIZE /20,

TOE 237 9% 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A C
WXL T OIHeFHEREZ B EL TS, (7 2600.1, Protection Profile for Hardcopy Devices,
Operational Environment A” clause “1.1 Scope’ 7>HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 11, TOE Th 27 4L ¥ £ < Canon imageRUNNER ADVANCE C5000 Series 2600.1 model
>SOAT v ar G URREE 56 ORERBERE THY, MEHLARVERENH L5 G, =&
BRI ARG B8005,

Figure 1 < Canon imageRUNNER ADVANCE C5000 Series >
xR
& A—H—REEY—/—
"‘:{ p— —4uF;
._ Nee St R ’

277 AEEEE (BFA-L) e
+—— 77 2ARE

ﬁ‘ =~
;43:%@:;3.. PIELAN 0
4 \-\_’(

WebZ 544

Figurel (27§ SO MR ERR B FHERBE CId, 7 UV ABEIINTS LAN (2L TA— L — 3 —
— P —FBREY—3N—_ PC, Firewall (23 CHY, Firewall (25~ T Internet 225838 LAN ~DIZ
BEBHNTWD, TOXNVEAREIT, B TR B+ LEE | 777 ALERE AL EEL
17201 777 A% G LT 03 BT A— Y — R — 28t 35, F7-. PCEZ W TE T+ LEET VN,
BAF N 777 AER AT HZENTE, Web 7T %% PC EICA LV AN— LB TT VANV E ALY
T—MRETHIEL ARETHD, 72721 PC STV NEATHGANL, @727V 2 —RTA/3—% PC
(A A=V U THE 42046803585, USB © PC ZHEERH 526 T PC OB LEE TV b,
RAETHZEL ATRETH D, 72721, USB £t TF VX NVAEAHEND PC R0 USB 7 /A AT — X EARTE
FTHILITTERWIDICTRE R E T 5,
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B2, TOE (344 L% — =B IEMEZR H 2 IRAGL CRZI R 21T o720 MO 2 — 3 —3B3E Y —
/\—E@Tﬁﬁ“é ETHIE ORMBIFRRERREZTE LI T2 L2 AT REL L TD, ZO XS iR &
BRI IW T, T UV ESHITLL T OREEZR 52803 TE5,

- =T
HCEEAF YT THAAI, TV DI, MCEEZ T T HHRETH D,
- FULMHERE

TUHNEEENDOET LER PCHLRESNHE T LEAMLCEHITT VN HIERE TH D,
- | T AAEHRE

| 777 AINSZAG LT B SCEECCEIC T U M E T E - CELL TS T HRE TH S,
- 1%/ (Universal Send) f#&#E

ML ELEAX YU L TERSINZE S LESCL—Y =R TRV AT DRI A RIFESNV TS E
S FEE TIFF =2 PDF 7 7 A VIR TEFA—/NVTRL AL PC O[T 4 V2 — | 77T AR E T
RETDEETH D,

- Ry AEERE

ZOBBEIR, 2RI R T I ARV I A VAT DR I ANA A= T 7 A IV EARTE T DR RE
=P =Ry IR T 7 VAR I A AT BIRy I ADRAFR Y 7 2% H| ]+ DHEREIC KA TE D,

- A= =RY IR TF YRR YA S AT DI I ANA A= DT 7 AN ARAFT DR BE

AR FNSFIIAATE BT LER., PC IT TRy I AMREELRIEE LB U ELa— — T/
IA N T7IAZE B LELET 7o I AR T A LTIV AT LRy 7 A AR AR AR
H5,

- =YK TR T 7 I ARV T A VAT DRI ADPRAFR Y7 A% F|H 9 DHERE
2P =RV ANRAFSNTE 1 SLEITKI L UL FOBENTES,
- BT EOmRE
- B CEOTIUR
- BTEOREE
- ETSUEOHIRR
T 7 I AR I ANARAFS IV B A SCEITHR U TEL FOEENTE D,
- EBIXEOTVL
- EBFCEOHIBR
VAT LR I A RAFSIIZE T LT U TEL T OEENTE D,
- EBEXEOTYR
- BT XEORE
- EBFCEOHIBR
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1.6 TOE D&

TOE 2% 795 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A @
BURAMRZ FZE S D720 F D X572 TOE 2442,

TOE Wy R Fa I LB R HIZ A FO@BY CTHh 5,
1.6.1 TOE O¥)3aY&iEE

TOE |3/ —RU=T /7 =T DR SN T DA NVE A ThHD, WERRIEHIZLL T Figure 2
\RTH ThD,

Figure2 TOE /
TOE:
Canon imageRUNNER ADVANCE C5000 Series HDD /
IPSec
VN NASINVESS ( S
TOE: N—F .
(TOE: ~"—F7=7) - (TOE: ~—K=7)

H Y 7 b7 =7 BN IR-ADV X =2 V7 4+ —F v - Alfor IEEE2600.1 ThH D, 7 —ZiHEx v
k. KT Access Management System 53R~ MIEFENDH T A B A ZFIMTH52 LT, FFED
BERED AT /2 D,

Fo. K= Ry =7 &L iR-ADV EX a7 r—Fvh-Al for IEEE 2600.1 % & TT ¥4 /LA
X 7NN RV

TOE T # % < Canon imageRUNNER ADVANCE C5000 Series 2600.1 model > |45 ¥ % L A A A
7 IPSec R— LI BALAR— F2MAA DU LD Th %,

TOE A&+ A4 N—R7 =7 T DH< Canon imageRUNNER ADVANCE C5000 Series >(ZiZLL F D
TALT T NBD.

Table2 — AT AT v 7/ —%&

iR-ADV C5051/iR-ADV C5045/iR-ADV C5035/iR-ADV C5030

. Figure 1 {OR T EOIZ TOEZYE—MEET L7007 IUEFIHT5, TOENYR—rT5757
WL 5957 TV & LL FIRT,

Table 3 — 7' 5 ¥ —8&

TOE XY R—b$ 57T 0¥ X%
Microsoft Internet Explorer 6 L[ Microsoft Internet Explorer 8

TOEIWLEENDIHA XL AILLTO@EY TH D,
(Fnsx4#8)
imageRUNNER ADVANCE C5051/C5051F/C5045/C5045F/C5035/C5035F/C5030/C5030F e~
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=a7 )V
iR-ADV tF=U7 r—=v kAl for IEEE 2600.1 7 RI=AR—Z— A~

[ACCESS MANAGEMENT SYSTEM #L3E5 k+B1JAccess Management System V3.0 5]
BPRERR T RI= AL — &2 — AR

HDD 7 — X 5tF b 22— =X AR
iR-ADV ¥ =V —Fvh-Alfor IEEE 2600.1 Z 3\ IR ETALTEEN

(ZE3LAFR)

1.6.2

TOE @

imageRUNNER ADVANCE C5051/C5045/ C5035/ C5030 e-Manual

iR-ADV Security Kit-Al for IEEE 2600.1 Common Criteria Certification Administrator Guide
ACCESS MANAGEMENT SYSTEM KIT-B1 Access Management System V3.0 Individual
Management Configuration Administrator Guide

HDD Data Encryption & Mirroring Kit-C Series User Documentation

Before Using iR-ADV Security Kit-Al for IEEE 2600.1 Common Criteria Certification

TOE O imE H#iH

A LA 2 2L T O Table 4 TR % (22— —, 2 P —fBREH— /3 | A/ b3

PC. ZA LY —"—%[R<) , TOE D &F 27 BRI Z ST TRTHI ThHD,

Table 4 —TOE DH&HERE AR

# ==
To’E LAN ; ) ‘
| | | [ Hoo |
| | | | Pe
| | | o
A : A
| [ [ | |
| | | | i
¢ ¢ S—
T R e
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TOE I% 1.5 = TR L= BRI Z LU N O —fixbére s A 75,
- Ul F&RE
=P = PEE RV 2 VT TOE Z#EL 720, TOE 2MEAE/ SR VICERIRLIZN T 5,
- ke
TOE 3 #CHFAH /175,
- BEAATABERE
TOE 3 3HEA A5,

TOE IZ. LA F DO EX 2T 1#texH 55,
- o—H—ZEHRE
BN D N2 L > THETIZ TOE BRI ASN WIS, BN — —aiRGET 5,

—H—RE . TOE N TR uIEﬁ‘élj\?meu FEEAMA D 2 — W —FBRE Y — X — & W CRERET 54+
Bnunm%ﬂ_‘j‘ I\Té ﬂ‘mlgnun j‘z)nunijiﬁi KefbefOSnunLT:%ﬁHl/\’Z)

- Vav T e A i RE

RESNTe 2 —H —DHERRIN DT DX NAE AR OBERE R T TERWIDIIL, 22— —Dr—1|Z
IS U TR TR BE D FEATE T AT 5,

- BAVaT T /e R

BALEYaZ izt LT, PVl a 7 Ty o BV EOBEEL a7 A LT — P — ZHIR T
60

- BAEVa T EREEE
SAELT-V a7 ® LAN ~OHEEE T 5,
- HDD 7 —# 5224 EHEE

Tar FATRHNERSNIA A=V T = Z B SN D2 LRI, HDD OIRAFAA—T T
— S FEELTRERHETD

- HDD K51 uikaE

HDD H{ADFFHED, HLLI1E, HDD & HDD 7 —#k55Ab/RT7—V > 7R —RE2 O TRH 5D

HDD 5 —Z~D7T 7t 24 A B kH 57012, HDD T —4 5 5{bIR 77—V 7 R—RiL,

[IL BN (2T DA NVAE B AR E R, ELWT VANAE AR 7288 D74 HDD 77%

AEF T 5D, BT, HDD 7 — X O E %2R T 572912, HDD I[ZHMISID T X TOT —X
R (A )

- LAN 7 — 2R RE

LAN 7 —# D IP /7y MDD A=y 7 7V TR EL TIP3y M IPSec I T b3
- HOTAMERE

FEOEX 2T AEREN BT THHZLE | AX— 7y T IRRICRRGET S
- B RERE

22— P —DEEL R CEHI0ICn /B L, HDD WIZRIET HHEEE CTHY , HITRFES N
N s S o T RGN o ] N s
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/RS ND H BREE R IE, TOE Digfisind, TOE @ H FHE#EIT., BEHEREOFIH ., H LT
B A DA — =5 [EfE7R B 2 BUfS L CRFZI R 2 2 L CRES NS,

- EPRRERE
A= — LA B Gk BIBR T 5720 O o — P — B RE LA 2 U T o BERE DS BB
THIDDT NAREHIERETHY | LHITEBE D RHRIERRES LTS

1.7 TOE ®=z—¥—

TOE ®=—#%— (U.USER) 1%, AFDO 2 HEDO 22—V —IZHFETE 5,

Table 5 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets

pEIL. User Data, TSF Data, Functions ® 3fEE T 5.,

1.8.1 User Data

User Datald, = —H—IC ko TEREN S TOE Ot ¥ 2 U T ¢ HEREICITEE L2 B 2 7T
—ZTHO . LITFTO2MIEICSETX D,

Table 6 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’'s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalx, TOEDtF =T 4 HRBICEEBEEZ 5257 —2THY ., LATO 2 FIEIZHHE
"C:\% 60

Table 7 — TSF Data

| Designation | Definition
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Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

A TOE T#¢H TSF DataZz LA Fd Table 8 127”777,
Table 8 — TSF Data @ E.{&1k

27 | TSFF—# N RIFE
D.PROT | ==—H#—%, o— W —FRNIERAERE TR 5 = — % — ol | HDD
155
o—/L 7 72 AHIERERE TR 35—V — OHEIR I HDD
2y 2777 NRYY | vy Ty MERERORERHRTHY, vy 77~ | HDD
— R E DOHFREEEE v v 7 7w MR O ERE ®
NRAT—RARY v— | 22— —FBFERE TRIH T % XA U — RO ENRE | HDD
B E WTHY ., F/IART— NE, EHARESCT, A
GBI HHlKI DR ET#]
A=+ VT EHRE BIESZLDOE® Yy a XA LT U NORFRRE | R E 3
ik AEY
H A IREZI 3R E H - & B2 D F% E 1 RTC
HDDZEAHERE | HDD T — ¥ 2R AR ER R TH | FKEED | & #f 3
HNEAZ B3 2 5% B T AEY
IPSec 7% & LAN 7 — Z (REEEICEI T 2 ER R TH 0 | BERE | A~ # 38
DA NI B3 5 % E 1 i AEY
D.CONF | /82T — R o — Y — iR BGREEHERE TR 3 5 = — % — » Gk | HDD
15
o= Efo JHEECERENS 0 S HDD

Ry 7 AWGEE G | AV T /e ABIERRE TR T %, = — ¥ — K | HDD
I A Ty I ARy T A VAT BR Y I AND
72 ABUECRIAS 58 » 2 AORILE S

1.8.3 Functions

Table 9 |2~ HBE
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2 Conformance claims

2.1 CC Conformance claim

Z® ST 1%, LL F® Common Criteria (LL T, CC &M&3) IS T 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL3 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZO ST L, BLF O PPIZiE AT 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

ZD ST X, LLFd SFR Packages # 4. 1BI1TH5,
- 2600.1-PRT jiii &

- 2600.1-SCN i &

- 2600.1-CPY &
- 2600.1-DSR A
- 2600.1-NVS BN
- 2600.1-SMI BN

7

op

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

Package Version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical document
output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package Version: 1.0, dated June 2009
Common Criteria version: Version 3.1 Revision 2
Common Criteria conformance: Part 2 and Part 3 conformant
Package conformance: EAL 3 augmented by ALC FLR.2
Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines, and
MFPs) that perform a scanning function in which physical document input is converted to electronic document
output.
Copyright Canon Inc. 2010
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Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

Package Version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a copy
function in which physical document input is duplicated to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package Version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage and
retrieval feature in which a document is stored during one job and retrieved during one or more subsequent jobs.

Title: 2600.1-NV'S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment
A

Package Version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NV'S) that is part of the evaluated TOE but is designed to be removed from the TOE
by authorized personnel. This package applies for TOEs that provide the ability to protect data stored on
Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such protection is
supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package Version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Dataover a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide atrusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied by only the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 9:

Table 9 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: afunction in which physical document input is duplicated to physical document
output

Copyright Canon Inc. 2010
16



Canon

/T H: 2014/12/18

Designation | Definition

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs
F.NVS Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage

device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When afunction is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Reguirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 10:

Table 10—SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE (. 7 VX NVEE O EERERETH DAL —, TV b, A% T OREREITINZ . SCERAFHERE.

HDD IS biRE . LAN 7 — X D S LS RE A L0 52 L0 0, PPIZEFR STV % SFR Packages
D 9 H 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A =< 6
fil > SFR Packages |21 &9 5 Z L3 Y Th 5,

PLFIZ, 6 {H9 TP SFR Packages # 1l L7= PP & Z® ST &g L T <,

% 9", Security Problem Definition [ZBJ L C, PP & ST Z L3 25L, LA FD OSP # O & DiBML T
WAHLIAMIRIC ThH D,

P.HDD.ACCESS.AUTHORIZATION
ZhuE, EHBREAHL QDO TIHARL, TOE ZHiL T s OSP Tih o,

NGNS W NN 5 VA R
- STOEX 2T HEERL T T X TCOTOEIZ., PPOEX 27 A EHERL - LTS
- PPOEX VT M E R A 72T T X COEMAREEIL, STOEX 27 FEERDZL TV

RIZ, Objective IZBIL T, PP & ST #thikd 5L, LU T D Objective Z U & -DIBANL TWDIEANEIF
CThHo,

O.HDD.ACCESS. AUTHORISED
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ZHuZ, TOE Zfil#IL T\ 5 Objective Tho,

PE-T, LA R RNAL T 5,

- STOTOED X2V T 4545 S5 #t 4T 7- T X TDOTOEIX, PPOTOED ¥ =2V T ¢ 5t 5 J7 #1b i 7-
LTWA

- PPOEMABREDO X 20T 55 823 X COEMAEREIL. STOEMAREDO X207 1%t
R HBMT-L TS

I HIT, BRI LT, PP L& ST ZLtikd %L, Table 11 ®X5IZ 6 {iH D SFR Packages & &4
NTOMREEMH G L T, 85I ST TIREREE RN B INShTnD,

Table 11—PP, ST TOMREE X InFR

PP_Package PP ST
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG1 FAU _STG1

Common FAU_STG4 FAU_STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACFE1(b) FDP_ACF.1(exec-job)
Common FDP_RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1J(FMT_MTD.1.1(a) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(prt)

PRT FDP_ACF.1 FDP_ACFE.1(prt)

SCN FDP_ACC.1 FDP_ACC.1(box)

SCN FDP_ACF.1 FDP_ACF.1(box)

CPY FDP_ACC.1 FDP_ACC.1(box)

CPY FDP_ACF.1 FDP_ACF.1(box)

DSR FDP_ACC.1 FDP_ACC.1(box)

DSR FDP_ACF.1 FDP_ACF.1(box)

NVS FPT_CIP_EXP1 FPT_CIP_EXP1

SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP1 FPT_FDI_EXP1

SMI FTP_ITC.1 FTP_ITC.1

Common - FIA_AFL.1

Common - FIA_SOS.1

Common - FIA_UAU.7

Copyright Canon Inc. 2010

18




Canon

FETH: 2014/12/18

PP_Package PP ST
NVS - FCS_COP1(h)
NVS SMI | - FCS CKM.1
SMI - FCS_COP1(n)
SMI - FCS CKM.2
NVS - FPT_PHP1
o T LU RSN %,

- STOSFRZi -3 _XTHOTOEIL., PPOSFRY{i7-L T\\5

F7z. ST OIRFEEMT PP OIRFEEAFLIFAC THD,

PLEIZED, 20 ST 1% PP IZE#E L T, TOE (Z[RIZE DL EOHIRAZFRL . TOE OEHEREICFRZELL T O

HIBRZFRL TN D,
PE~T, 2D ST 1L PP &b & L TV D,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partialy
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origind SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition, but which also must be completed by the ST Author in
aconforming Security Target.

The following prefixes are used to indicate different entity types:

Table 12— Notational prefix conventions

Pr efix Type of entity

u. User

D. Data
F. Function

T. Threat
P. Policy

A. | Assumption

0. | Objective

OE. | Environmental objective
+ Security attribute

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated

threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 13—Threats to User Data for the TOE

Threat Affected asset | Description
T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOCALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNCALT | D.FUNC User Function Data may be altered by unauthorized persons
Table 14—Threats to TSF Data for the TOE
Threat Affected asset | Description
T.PROT.ALT D.PROT TSF Protected Data may be atered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4  Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to

those assets.

Table 15—Organizational Security Policies

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING

To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or ateration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT

To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS.AUTHORIZATION

To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 16—Assumptions

| Assumption | Definition

Copyright Canon Inc. 2010
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Assumption Definition

A.ACCESSMANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’ s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.

Copyright Canon Inc. 2010
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4  Security Objectives

4.1  Security Objectives for the TOE

ZDETIL, TOED-+_R&tvXx 2T ¢ kEHFEHIE L TEoR T %,
Table 17— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or dteration.

O.HDD.ACCESS. AUTHORISED The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

ZOETIE, ITREOEX 2 U 7 4 xR FFHIBE L itk 4 5,

Table 18— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted I T
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The T environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOFETE, FITEEOEX 22U 7 4 X RGEHIE L TRiik T 5,
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Table 19— Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER. AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.

4.4

Security Objectives rationale

ZOFETIE, BX a2 VT &K ITEE (Security Objectives) DOARHLIZE L Citik 45,

Table 20—Completeness of Security Objectives

Threats. Policies, and Assumptions

Obijectives

O.DOC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

O.CONF.NO_DIS

O.FUNC.NO_ALT

OE.AUDIT_ACCESS.AUTHORIZED

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED
OE.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.INTERFACE.MANAGED
OE.ADMIN.TRAINED

OE.ADMIN.TRUSTED
OE.USER.TRAINED

T.DOC.DIS

X |0.DOC.NO_DIS

T.DOC.ALT

AN

T.FUNC.ALT

\

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

SIS XXX 0.USER.AUTHORIZED
SIS NN N|OE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

v v

P.HDD.ACCESS.AUTHORIZATION

Copyright Canon Inc. 2010

24




Canon

/T H: 2014/12/18

Obijectives
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A.ADMIN.TRAINING 4
A.ADMIN.TRUST v
A.USER.TRAINING v

Table 21—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOCALT

User Document Data may be
atered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
atered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized ateration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

25
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T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized
persons

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.ALT

TSF Confidential Data may be
atered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Userswill be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfacesin accordance
and itsIT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishesa
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

26
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A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have atrusted relationship
with Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

27
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especialy when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality and integrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the datal.

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
Copyright Canon Inc. 2010
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[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: media used to store the datal.

Rationale:

The Common Criteria defines the protection of user datain its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Redtricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one externa interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore afunction that —if allowed at all — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since thisis a function that
is quite common for anumber of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces].
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6 Security requirements

ZDETIE, TOEDOEXx = U7 ¢ F{f (security requirements) (2B L Criilk 95,

6.1  Security functional requirements

ZOETIE, TOEDO X = U7 1 FEREZ{F: (security functional requirements) (2B L TRtk 3%,
W, IR —F FERBIEROBEETD L A NADOBAD () EEIT, BV IELOBRIEEZRTIERB T
ZRLTWD,

6.1.1 —¥—FRIEHERE
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
valuesj] unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).

[selection: [fassignment: positive integer number], an administrator configurable
positive integer withinfassignment. range of acceptable values]
= anadministrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
s BEARALL LY E— Ul ZEo7zn 7o ikTT

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
= met

[assignment: /ist of actions]
s By ITUb
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: /ist of security attributes]
» a—Y—4 m—
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1
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Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

LR SING SV WA WA/ SV WATDE PN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedback]

n *

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

. YT N TR a T O

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to: No other components.
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FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3
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Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
. a——4 m—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
= 2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
= L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: #/ime

interval of user inactivity].

[assignment: time interval of user inactivity]
o BME ROV A ERE LRV RAEDS B OE IRF R R

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivity].

[assignment: time interval of user inactivity]
= UE— b Ul ZEAELZRVIRREAS, 15 Sy IFkE

6.1.2 PalETT7 BRI HEERE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
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FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other

gperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
= 2L

[selection: change default, query, modify, delete, [assignment: other operations]]
= query, modify, delete, insert

[assignment: /ist of security attributes]
= o—)l

[assignment: the authorised identified roles]
=  U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFF, information flow control SFPF| to provide

[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
= L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
= Restrictive

[refinement]
= TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]

to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
=  Nobody
FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
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as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP,.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP]
= objects controlled under the TOE Function Access Control SFP in Table 22, and for
each, the indicated security attributesin Table 22.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR fo use a
function, a user that is authorized to use the TOE is automatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

= [assignment: other conditions]

[assignment: other conditions]
»  rules specified in the TOE Function Access Control SFP in Table 22 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects.

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to obfects]
= L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
= L
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Table 22—TOE Function Access Control SFP
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Obj ect Attribute | Operation(s) Subject | Attribute | Accesscontrol rule
. . Object @ J&1:1Z%f LT Subject
g%aT7 7Y b | +PRT ;ﬂﬁeﬁfzgg E UUSER | B—/L Dr— /L35 Operation ZFF A&
- 7-a— /L Chb
_ , 07—/l Object @ J&M:1Zxf LT Subject
et o | P Pne | yuser DE— L7 Operation &7 AT&Sh
- 7-a— /L Thb
. . m—/b Object @ B IEIZ%L T Subject
(2% ISCS'; %bgcbtf/?gg f; U.USER DE— /L7 Operation % FF AT
- 7-a— L Chb
. . m—/ b Object @ B IEIZ%L T Subject
[ LR -
ﬁﬁﬁ‘ TTAMOR SR %b)‘ﬂe‘iffgggg U.USER Dr—/L 773 Operation Z3FAT&HL
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UE—h Ul EDME +DSR Object > Pointer % U.USER e Subject D — 173 Administrator
7 7 ALV OF FIALIE=Ya7 34T | ThiuE Operation 73 A] g

6.1.3 AT TR

6.1.3.1

¥ a 7 HIBRIEE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24,

[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
ogperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
= PRT AccessControl SFP in Table 25
= BOX AccessControl SFP in Table 26

[selection: change default, query, modify, delete, [assignment: other operations]]
= Table23 ® [#:E] OIH

[assignment: /ist of security attributes]
= Table23 ® [security attributes] OIH

[assignment: the authorised identified roles]
= Table23® a—)v] DOIF

Table 22Management of security attributes

security attributes

EX:

| m—n

Copyright Canon Inc. 2010
36




Canon

/T H: 2014/12/18

security attributes BAE BV
a—HF—4 modify, delete, create, query, insert | U ADMINISTRATOR
Ry 7 AWGIEE S modify, delete, create U.ADMINISTRATOR
BE DR v 7 AREE 5 modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be

performed by any User.
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
=  Common Access Control SFPin Table 24
=  PRT AccessControl SFPin Table 25
=  BOX AccessControl SFP in Table 26

[selection, choose one of: restrictive, permissive, [assignment: other property])
= redtrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
=  Nobody

FDP_ACC.1(delete-job)Subset access control
Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 24.

FDP_ACF.1(delete-job) Security attribute based access control

Hierarchical to: No other components.
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Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 24, and for each, the indicated
security attributes in Table 24.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 24 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]
=  U.ADMINISTRATOR i%, 9T D.DOC - D.FUNC DR "] HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
= L

Table 24—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY ,+DS | Delete U.NORMAL | Denied, except for hisher own
R,+NVS+SMI documents

D.FUNC | +PRT,+SCN,+CPY,+DS | Modify; U.NORMAL | Denied, except for hissher own
R,+NVS+SMI Delete function data

6.1.3.2 VU v N a7 —MH{EIEMEE

FDP_ACC.1(prt) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 25 on the

list of subjects, objects, and operations among subjects and objects covered by the
PRT Access Control SFP in Table 25.

FDP_ACF.1(prt) Security attribute based access control
Hierarchical to: No other components.
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Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 25 to
objects based on the following: the list of subjects and objects controlled under the
PRT Access Control SFP in Table 25, and for each, the indicated security attributes
in Table 25.

FDP_ACF.1.2(prt) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
PRT Access Control SFP in Table 25 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(prt) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]
= L

FDP_ACF.1.4(prt)The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
= 2L

Table 25—PRT Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule
D.DOC | +PRT Read U.NORMAL | Denied, except for hissher own documents

6.1.3.3 = —W—&K v 7 A{RIFHEHRE
FDP_ACC.1(box) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 26 on the

list of subjects, objects, and operations among subjects and objects covered by the
BOX Access Control SFP in Table 26.

FDP_ACF.1(box) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
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FDP_ACF.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 26 to
objects based on the following: the list of subjects and objects controlled under the
BOX Access Control SFP in Table 26, and for each, the indicated security
attributes in Table 26.

FDP_ACF.1.2(box) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
BOX Access Control SFP in Table 26 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(box) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

= 2L

FDP_ACF.1.4(box) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
= L

Table 26—BOX Access Control SFP

Object Attribute(s) Operation | Subject Access control rule
D.DOC +SCN, +CPY, | Read U.NORMAL | Denied, except for hissher own documents
+DSR
D.DOC +SCN, +CPY, | Read U.ADMINIS | Denied, except (1) for hissher own
+DSR TRATOR documents, or (2) if authorized by
mechanism if such functions are provided
by a conforming TOE

6.1.4 ZEVaTinbieE

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 5 —XZEiHEHRE

FDP_RIP.1 Subset residual information protection
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Hierarchical to: No other components.
Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)
= deallocation of the resource from

[assignment: /ist of objects]
= L

6.1.6 HDD HfE{uie
6.1.6.1 Wi L/E SHKRE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment. /ist of cryptographic ogperations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]
* HDD ~EFEXIATNLT —F Ol 5 kil
* HDD bt S g7 —& OE 5HE
[assignment: cryptographic algorithm]
= AES

[assignment: cryptographic key sizes)
= 256 hit

[assignment: list of standards]
= FIPSPUB 197

FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Removable
Nonvolatile Storage device).
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[assignment: a Removable Nonvolatile Storage device]
= HDD
FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when

either is written to [assignment: @ Rermovable Nonvolatile Storage device).

[assignment: /ist of actions]

= noaction
[assignment: a Removable Nonvolatile Storage device)
= HDD
APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting

disks to meet disk encryption requirements. Some of these driveswill not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality can not be bypassed, detection of modificationsis not a useful function
within the TOE and therefore it should be possible to instantiate "no action” in the assignment for the "list of actions" in
FPT_CIP_EXP.1.2, arguing that unauthorizedmodification is prevented by the design of the system.

Quate from [PP Guide]

6.1.6.2 AKaAIFEREMEE

FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

/41

[refinement] physical tampering — HDD X O*HDD 7 —#k55{b/X 77—V > 7R

— ROV EZ

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD &, U'HDD 7 —#KB4L/IX 7— VU » 7R
— FOFT 0z

6.1.7 LAN 7 —X{Ri#ERkRE
6.1.7.1 IP/ 7 v ME S LRERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of wuser data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
Copyright Canon Inc. 2010
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FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: /ist of cryptographic operations] in

accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]
= LAN ~E[ET 25 1P/ b ORFSAL#EE
* LAN 2 BZET 5 IP/YT v FOEBHAE

[assignment: cryptographic algorithm)
= Table27 @ [lcryptographic algorithm) IH

[assignment: cryptographic key sizes]
=  Table27 @ [cryptographic key sizes| DIH

[assignment: /ist of standards]
= Table27 @ Tlist of standards] DIH

Table 27— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards

3DES-CBC 168 bit FIPS PUB 46-3

AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197

AES-GCM 128 bit, 192hit, 256 bit SP800-38D
FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the
communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HETAMERE

FPT_TST.1

FPT_TST.1.1

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
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conditions [assignment: conditions under which self test should occurl]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSA.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occun]

= duringinitia start-up

[selection: [assignment: parts of TSF], the TSF]
»  LAN 7 —ZLRERE TR 2557 /v 2 Y X A(AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF datal).

[selection: [assignment: parts of TSF], TSF data]
- B

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 BEEH o HRE

FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU _GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

Start-up and shutdown of the audit functions;

All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 28; [assignment: other specifically defined auditable events|.

[selection, choose one of: minimum, basic, detailed, not specified)]
= not specified

[assignment: other specifically defined auditable events]
= 2L

FAU _GEN.1.2 The TSF shall record within each audit record at least the following information:

Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 28: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information)].

[assignment: other audit relevant information)
= L
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Table 28—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changes to thetime FPT_STM.1 Minimum None required

Termination of an interactive sessionby the FTA_SSL.3 Minimum None required

session locking mechanism*

Failure of the trusted channel functions FTP ITC.1 Minimum None required

FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU _SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
=  U.ADMINISTRATOR

1 PP Guide @ [14.1 IEEE Std 2600.1 Errata] % % #
IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & 2 23, #5503 &
T D EHFLH

Copyright Canon Inc. 2010

45




Canon

/T H: 2014/12/18

[assignment: list of audit information]
» Table28 (IR TEAR DY X |

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect]
= prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “lgnore audited events”, “prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records” and [assignment.: other actions to
be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

= “overwrite the oldest stored audit records’

[assignment: other actions to be taken in case of audit storage failure]
= L

6.1.10 EEERE

6.1.10.1 = —W —EBIFEHE
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Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
» AXFLERLFLUTONRAY — R
LI T 29 G w7 B &= = 1 el ST
r WRKXTA~Z)E L LT EED D
N F(a~2)E 1 XFUEED D
= HFEO0~9%F 1 XFLEED D
=TT 7Ry NUSOSCFO-@[]: M #%E )=~ +*}_><)%& 1 Tk
HD
= AR
o HIESCTLSN DA TOLF

FMT_MTD.1(user-mgt) Management of TSF data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other gperations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: Aobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data is associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations])

« Table29 ®» [#:{E|] DIE

[assignment: /ist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL]
= Table29 ® [TSFdata] DA

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF data is associated]]
= Table29 D Te—)L] DI

Table 29— — ¥ —{EHEH

TSF data °—/L BE

Sk T UADMINISTRATOR | o0y, delete, - creats, - query,
INAT — R U.ADMINISTRATOR | modify, delete, create, insert
HYD/RAT— R U.NORMAL modify
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FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U. ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles]].

[selection: Nobodly, [assignment: the authorised identified roles]]
= Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

6.1.10.2 W #EE B AE
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm)
*  FIPSPUB 186-2 (25D R T L T Y X L

[assignment: cryptographic key sizes]
= 128hit, 168bit, 192hit, 256 bit

[assignment: /ist of standards]
= FIPSPUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

[assignment: cryptographic key distribution method)
= DH (DiffieHellman) 3 X (OYECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
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= SP800-56A

6.1.10.3 T /31 REHIHERE

FMT_MTD.1(device-mgt) Management of TSF data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other gperations]] the [assignment: /ist of TSF
data] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations])
= Table30 ® [fpfE)] DIE

[assignment: /ist of TSF datal]
= Table30®» [TSFData) DA

[selection, choose one of: NMobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]
= Table30 D [m—/L| DI

Table 30— /A A EHEHLRE

TSF Data u—j e

H A/ REZIRR E U.ADMINISTRATOR | modify
HDDZ2EERE U.ADMINISTRATOR | query, modify
[PSec 7% & U.ADMINISTRATOR | query, modify
F— VT EIE U.ADMINISTRATOR | query, modify
Ty 7T NRY S — R E U.ADMINISTRATOR | query, modify
INAT— KRRV — R TE U.ADMINISTRATOR | query, modify
= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].
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[assignment: /ist of management functions to be provided by the TSF]
= LUFO Table 31 (&R 3 & BREKRE

Table 31—The management of security requirements

EEHRE #IE
A /R R R E modify
HDDZEH B E query, modify
[PSec 7% & query, modify
F—r VTR E query, modify
a7 T UNRY) Y — R E query, modify
INAT—RRY L —FRE guery, modify
o= query, delete
modify,  delete,
a—F—%, a— create, query,
insert
_ modify,  delete,
SSAV =R create, insert
. W modify,  delete,
Ry 7 ANGRER 7 create,  insert
HEDNRAU— R modify
. . modif
B DR AR Y

6.2  Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 32 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 32— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC CMC.3 Authorisation controls

ALC CMS.3 Implementation representation CM coverage
ALC DEL.1 Dédlivery procedures
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Assurance Class

Assurance components

ALC DVS.1 Identification of security measures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL 3)

ALC L CD.1 Developer defined life-cycle model

ASE: Security Target evaluation

ASE CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE _TSS.1 TOE summary specification

ATE: Tests

ATE _COV.2 Anaysis of coverage

ATE DPT.1 Testing: basic design

ATE FUN.1 Functional testing

ATE _IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale

6.3.1 The completeness of security requirements

Table 33 1% TOE &X=UT4*kK X7 B2~y 7 LT-bOTHD, ZHITED,
B X2 UTAREREBEN DI 1 DD TOE X 2T 46K T EHIIE L TNAZEEZRL TN,
F 7% B4R % Bold A0 (P) THEL., ViR —hL T A %NEIRRE (S) TRLTZ,

Table 33—The completeness of security requirements

Objectives
3
a)
)] I(JDJ B d
Flrklo|-|N|<|E|Q |0
w5 1SS =232 T | W | I
— - a) 4 zZ o o
Ol S |SaSlol|Yy|olb
olod|2|o|Q|Q|E|=|22|0 <
Z |z |2z |2 |2 | |wWw|W)|4 5
G = Sle el |2]o|lx2 |- |8A
Q Z | Z|<|<|<S |5 | W
Ol | 2|9 =)
o122 8|88 |g|E|E|2]8
°|o|d|c|o|c|Z|E|g |58
d = @)
o T
o
SFRs
FIA_AFL.1 S
FIA_ATD.1 S
FIA_UAU.1 P P
FIA_UAU.7 S
FIA_UID.1 S| S|S|S|S|S|P P S
FIA_USB.1 P
FTA_SSL.3(lui) P| P
FTA_SSL.3(rui) PP
FMT_MSA.1(exec-job) S
FMT_MSA.3(exec-job) S
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Objectives

O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT

O.DOC.NO_DIS
O.USER.AUTHORIZED

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FDP_ACC.1(exec-job)
FDP_ACF.1(exec-job) S
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(prt)
FDP_ACF.1(prt)
FDP_ACC.1(box)
FDP_ACF.1(box)
FPT_FDI_EXP1 P
FDP_RIP1
FPT_CIP_EXP1
FCS_COP1(h)
FPT_PHP1 P
FCS_COP1(n)
FTP_ITC.1
FCS CKM.1
FCS_CKM.2
FPT_TST.1 P
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG1
FAU_STG4
FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt)
FMT_SMR.1 S| S| S
FMT_MTD.1(device-mgt)
FMT_SMF.1 S| S| S

T

T nwm
o nwm

WTVIT VT VWL

o
o
(2] v)
)
0n|To
o

nunowm
nwnowm
0nunowm
0nunowm
0nwnowm
nwnowm

n|TW|TV|T|TO| T

WO wn o
W T Wn T
nw oiwn o

6.3.2 The sufficiency of security requirements
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ARETIE, BX2D T ABEREEAMED TOE tF =T A& 5K 7 #H&0li7- 3 DI+ THHMRMA TR
60

O.DOC.NO_DIS (. user document data 73 2 S22 DI,

FIA_UID.1 TOZ—H—iBfFHRIZIET T, FMT_SMR.1 CTEEINZr— /L3 &0 Y THil, £Du
—IUZHDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) i
VEEEZ R NDIIZT 72 AH|RLIZD,

FDP_ACC.1(prt)/FDP_ACF.1(prt).

FDP_ACC.1(box)/FDP_ACF.1(box).

& D% Va7 OHIR, 7V E =% RANDOIRIIT 7 EAKIRLIZDTHZ LIk FEBREIND,

Fio, Va7 EIZ A RS U7 user document data DR T, FDP_RIP.1 IZED 522 B35,
EHIZ, HDD WD 2—H —F =X TSF 7 —H ~ DU X A - BFEIZHRITTL T

FPT_CIP_EXP.1, FCS _COP.1(h), FCS CKM.1 2LV ERFESAL,

LAN #3552 552 —Y—F —H-TSF T — X ~DES A - ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZkhixi#sn 5,

TR B BEE T A EFSAEIX FMT_SMF.LIZ X » Tl ST A,

O.DOC.NO_ALT (. user document data 23t & A SH72 K912,

FIA_UID.1 TOa—F—i#BIEHRIZIST T, FMT_SMR.1 TEHELSNZn—L 880 YCThh, Zou
—IUZHDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEAEE AR NDIINZT 78 AHIR T HZ IR0 EBIND,

E5IZ, HDD WD 2—H—F =2 TSF 7 —Z ~DU X A« BFE IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS_CKM.1 |2 kv fti#ESi,

LAN 25254 02—H—F —H TSF 7 —H~DWEX A - BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXhix#sn5,

I N GICEEE T A EEMEAEIX FMT_SMR.1IC X » TRt h T 5,

O.FUNC.NO_ALT I, user function data 73S A S 72 D12,

FIA_UID.1 TOa—F—i#BEHIZIST T, FMT_SMR.1 TEHELSNZn— L8N80 Y CThh, 2o
—WZHEEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
VEEE AR NDIINZT 7B ARIR T HZ IRV EBIND,

EBIZ, HDD WD 2—H—F =2« TSF 7 —Z ~DU X A - BFEITHRTL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS_CKM.1 |ZXh{ti#ESi,

LAN 2525302 —H—F —H - TSF T —H~DWEX A« BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXkhix#sn5,

I N GICEEE T B EEMEAEIX FMT_SMR.LIC X » TRt h T 5,

O.PROT.NO_ALT (&, TSF protected data 734X A SN I,
FMT_MTD.1(user-mgt) CEHX 7= FIA_UID.1 TO2—W —#BIEFHRITIGC T, FMT_SMR.1 TEH
Shica— g Y ThHh, Tor— WIS %,
FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1(ZX5 T /A A FEREIC LV EEH SN D,
E5IZ, HDD WD 2—H—F —H TSF 7 —F ~DU X A - BFEITHRTL T
FPT_CIP_EXP.1, FCS COP.1(h), FCS_CKM.1 |2 kvt
LAN 2525302 —H—F —H - TSF 7 —H~DWEX A - BFEITH LT
FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXhif#sn 5,
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O.CONF.NO_DIS (&, TSF confidential data 73 %5 S#L7Z2 L1,

FMT_MTD.1(user-mgt) CEEE7Z FIA_UID.1 TOa—W—fBIEHIIG T T, FMT_SMR.1 TEEE
Shiza— BN G THiL, TOR—/LIHSE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2557 /A A& BUEREIC KV FEHI N D,
EHIZ, HDD WD a—H —F —H - TSF 7 —H~DES A - B Tx LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 (2L,

LAN 25253 02—H—F —H - TSF 7 —H~DWE A - BFEITH LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (2 kiS5,

O.CONF.NO_ALT i, TSF confidential data /3cZS A SH72N DT,
FMT_MTD.1(user-mgt) CEH X 7= FIA_UID.1 CTO2—W —#BIEFHITIGC T, FMT_SMR.1 TEH
Enza— i’ BN G THi, TOr—LIHSE,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1 ([ZX5 T /A ZE B RE IC LV FEE SN D,
EHIZ, HDD WD 2—H —F =X TSF 7 —H ~DU X A« BFZ IR T

FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 [ZLV{f#SH,

LAN #3552 5352 —W—F —H - TSF T — X ~DES A - ZFITx LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZkv{fi#ES N5,

O.USER.AUTHORIZED . FIA_UAU.1, FIA UID.1, FIA_UAU.7, FIA_AFL.1 TOFRBIFEREAT =
AL IRFES NIz — — 03,

FIA_ATD.1. FIA_USB.1. FTA_SSL.3(IUi)/FTA_SSL.3(rui)Ic LY 2 —HF—Dt v ar BE S,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (ZL57 7 ARIENC LY | HER A G- 7- R & il H
T&EHT LT FEREND,

&512. FIA_SOS.1, FMT_MSA .1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 [Z XV 1F ¥ 7 —3
— &5,

O.INTERFACE.MANAGED (%, Al A% —7 = — A% E 455 5 THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru)liz &b —H — (o ¥ —T7 = —ADE L FPT_FDI_EXP.1
(282 LAN ~DREEZ RS DR REIC Lo TR D,

O.SOFTWARE.VERIFIED /%, FPT_TST.1 ® H C.7 AMEREIZ K> TEEEIND,

O.AUDIT.LOGGED % . FAU GEN.1. FAU GEN.2. FAU SAR.1. FAU SAR.2. FAU STG.1,
FAU_STG.4 |[ZXDEER 7 EREIC L > THEBISND, SHIC, BEE7 4 — vy M E e —F—{§H &
REZIE AR 3572012 FIA_UID.1 & FPT_STM.1 [Zk > THR—h&h 5,

O.HDD.ACCESS.AUTHORISED (%, HDD 77 EAfiIZ FPT_PHP.1 | ZXAARMRGHBIFERERRE I L~ T
FHIND,

6.3.3 The dependencies of security requirements

AREETIL, ST THEREBEDIRIENEAT - L TV &G FIED 2B R 2 50k 45,

Table 34—The dependencies of security requirements

HeAEE COTTRRLCOBER | o7 oL v atierrtt FRAFRERT- LT VR
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (AT 272 LT D)
FIA_ATD.1 No dependencies. No dependencies. N/A (IRAFMEZ 72 L T D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RAFEZ 2L QD)
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) D % |7 N
AT COTTRELCBER | o7 cmireL v ptiesrt PRAEMER =L TR
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (RAFEZT- LT D)
FIA_UID.1 No dependencies. No dependencies. N/A UMD ZRZRL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (IETFIEZ 72 L TN D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (AT D ER 2L )
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (URTFIED TR 72L)
tom Treg FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) EMT SMRA FMT_SMR.1 N/A (RAFEZ 2L T D)
FMT SMF.1 FMT_SVMIF.1
y FMT_MSA.1 FMT_MSA.1(exec-job) P
FMT_MSA .3(exec-job) FMT SMR1 FMT SMR1 N/A JRTIF 2T 7L CD)
FDP_ACC.1(exec-job) FDP_ACF1 FDP_ACF.1(exec-job) N/A (A7 272 L TN D)
§ FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT_MSA. 3(exec-job) N/A (URTFEMEZT 2L TN D)
[FFDDPPTég(lz]'l or FDP_ACC.1(deleteob)
FMT_MSA.1(delete-job) EMT SMR.L FMT_SMR.1 N/A (KA AR 72 L T B)
FMT SMF.1 FMT_SMF.1
) FMT_MSA.1 FMT_MSA.1 P
FMT_MSA.3(delete-job) FMT SMR1 FMT SMR1 N/A RTFHEZTR72L T D)
FDP_ACC.1(delete-job) FDP_ACF1 FDP_ACF.1(delete-job) N/A (A7 272 L TUND)
. FDP_ACC.1 FDP_ACC.1(delete-job) P
FDP_ACF.1(delete-job) FMT MSA.3 FMT_ MSA.3(deletej ob) N/A RTF 2T 7L T D)
FDP_ACC.1(prt) FDP_ACF.1 FDP_ACF.1(prt) N/A (RIF 272 QD)
FDP_ACC.1 FDP_ACC.1(prt) P
FDP_ACF.1(prt) FMT_MSA.3 FMT MSA 3(ddetejon) | /A URFIEZIHLTND)
FDP_ACC.1(box) FDP_ACF.1 FDP_ACF.1(box) N/A (AT 272 LT D)
FDP_ACC.1 FDP_ACC.1(box) P
FDP_ACF.1(box) FMT MSA.3 FMT_ MSA.3(deletejob) N/A RTIF 2T 7L T D)
FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP1 FMT SMR.L FMT SMR.L N/A (RIF 2T 7L T D)
FDP_RIP.1 No dependencies. No dependencies. N/A (A D ER 2L )
FPT_CIP_EXP1 No dependencies. No dependencies. N/A (A D ER TR L)

FCS COP1(h)

[FDP_ITC.10r
FDP_ITC.2 or
FCS CKM.1]
FCS CKM.4

FCS CKM.1

FCS CKM.4 % E5RL TRV EEH

K5 B8 RAM _EIZARSNEREEIDETE 2D, Eioh;
FHARY T EII R ARG L 2> TS, iEo T
FEREMOI OIS B4R 3 2 L 7a< LH R B4 T e I HLE
TN,

FPT_PHP1

No dependencies.

No dependencies.

N/A (KAFPEDERZRL)

FTPITC.1

No dependencies.

No dependencies.

N/A RAEMEDZER72L)

FCS COP1(n)

[FDP_ITC.10r
FDP_ITC.2 or
FCS CKM.1]
FCS CKM.4

FCS CKM.1

FCS CKM.4 % E5RL TRV EE

B 58T RAM _EIZARSNEIREEIDETE R D, Eioh;
AR T EIIR ARG L 2> TV D, o T
FERERVICE B IR 3E A Ue LH M H 813 20 2B B
T,
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R COTTRAL TR | o1 L v st AR T LT\ R\
FCS CKM.4 % E3EL TV Ve B :
[FCS_CKM.2 or FCS COPA(n) BF 58T RAM RICAERRSEREZ AL 2 5, Ei2mF
FCS CKM.1 FCS _COP1] FCS_COF;l(h) AT IO R ARG LR o TN D, o T
FCS CKM.4 e BERERY LW BRI L7 LD R 91T 2 2 P S
T3,
FCS_CKM.4 % F3EL CU VU L :
[FFDDPPTlTTé:'zl or W EHIE RAM B IS HBIRZ WD A%, £72H
FCS_CKM.2 oS CKI f]r FCS CKM.1 B I 132 LR AT REZ e i L e > TNV, BES T
FCS_CKM:4 FERERYICRE B8 34 L < EOb I BT L 2B B
B T,
FPT_TST.1 No dependencies. No dependencies. N/A (RTF D ER 72 L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (fRAFEZT- LT D)
FAU_GEN.1 FAU_GEN.1 .
FAU_GEN.2 FIA UID.A FIA UID.1 N/A (IR A7 AR 72 L T B)
FPT_STM.1 No dependencies. No dependencies. N/A (URTFIED TR 721 )
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (RAFEZT- LT D)
FAU_SAR.2 FAU _SAR.1 FAU SAR.1 N/A (EAFIEZ 72 T D)
FAU STG1 FAU_GEN.1 FAU GEN.1 N/A (ERAFPEZE T2 T D)
FAU_STG4 FAU_STG1 FAU_STG1 N/A (EAF 2 72 L T D)
FIA_SOS.1 No dependencies. No dependencies. N/A (AT 2T TN D)
FMT_MTD.1(user-mgt) Em—gm Ell Em—% Ell N/A (KT Z 2L TN D)
FMT SMR.1 FIA_UID.1 FIA_UID.1 N/A (A M -0V 5)
. FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.1(device-mgt) FMT SMFL FMT SMF.1 N/A RTIF 2T 7L TD)
FMT_SMF.1 No dependencies. No dependencies. N/A UMD ZRRL)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial

information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE sdlf-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 isaugmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

ZOFE T, TOE Bt ETLIR T2,

71 =o—Y—GREEEERE
- XISTAMREE M. FIA_UAU.L, FIA_UID.1, FIA_UAU.7, FIA_ATD.1, FIA_USB.1, FIA_AFL.1,
FTA_SSL.3(lui), FTA_SSL.3(rui)

TOE 1%, IEHO =2 — =% BIFRAET 572010, 22— =0 /E R —h Ul ITBWTT VX
/l/f@ A ET DRI ——D nﬁk%'Jnmﬁ%E*ﬁ‘é BL, FV b as | 77 7A0a7 DA
IXFFRLCW5, [FIA_UAU.1, FIA_UID.]]

:L”_‘Jd‘_‘nuu i u—F@2$§*E0)DLA uiEjiJc%h'j-j— }‘j—é
SRERE ST

:L‘—']j_“—nunm‘ﬁ_’—/\“— BRSNS — P — fEaEFIH 32585 5= Hilz X, =—H—
FARE—/3—{Z1%, Kerberos #—/3—=> Active Directory —/3—233% 435,

TOE I, %DBHLHEO)‘H-_/\_‘ﬁ)IEﬁ@—H‘_‘/\_‘«Cb{})é\_&%nLP \—J:DEEE —é—é
N FRRE S =
T A ARSI TS — P — I AT 5 2785 7 2

TOE | j::L‘—‘H‘”—nunEkL/“C :L‘—‘ﬁ‘ Zl INAT — }‘ nuuft%(fg)émy/])/%o))\jj%g*b( #él
g A Ca— Y =4« RAT =R NE KLU A Do — Y — 2 BIERRET D, 723/ AT — h
ASDBED/SAT —RFFANZY T (X, * THRT D, [FIA_UAU.7]

TOE IL, — ¥ —OfBIFERREZ Ak Eh 95 &, —H%—ZL1Z Access Control Token(LL#: ACT)Z 36173
60

ACT &iF, 2= =4 — LNz T, 2= —Dr— VT LICREINTZT I r—a v
HRE~DT 7 ¥ AN G ENT-A TV =7 b TH5D, [FIA_ATD.1, FIA_USB.1]

TOE (%, RIEZ2u/ AL B TEO T 72D Fouy 7 7o MEREA 1R {35, [FIA_AFL.1]

- BRELEay T NOBERBIIIGEL AT Y — = L Cay I T RS S, uy Ty
FOFFREEIL, 1~10 [)H3®IRTE S, (WIHHEI 3 [E])

- RELI-oy T URMER I, Y 2 — Y —Du s AU EFRD IR, By T MNERIE 1-60 750D
WIRCTXD, (FIHEIT 357)

TOE 1%, #BIERXFZARUE—F Ul Z— ERFHBELRVRENRB T L0 TV NSE S,
[FTA_SSL.3(lui), FTA_SSL .3(rui)]

- EME RV B R ELRUREEN . A — MU T REBE I TR E SN2 Z A LT U M OFE,
10 70-9 73R Tx 5, (WIHMEIE 2 47)
- UE—h Ul ZEELZV REEAS . 15 43[R
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7.2  TaTEFTT 7 & RIS

- XIS T 5 EE E . FDP_ACC.1(exec-job),
FMT_M SA.3(exec-job), FMT_SMF.1

TOE I, #&BFEES Nz — — 123 ITENTZ ACT ONFITLU T, Ul fiZya7 77 72 A

Me iRt 2, a—HF —I12RITEND ACT Or— LOBWAbH, tZ, Bk, B

U.ADMINISTRATOR D ARIIPRESIND, 2DV ar FTT 72 ARIENT x4 5. Hlilx S o @it s

BEREZ DL OTHY ., HIZEETHD,

BAE IV DA DOTa7 FETT 72 AHINE, ACT Or— VST 7V r—al R o @tk
BTG Tra7 FATEFFAIL T, TNPIINET 7B R HESR T 5,

UE—RUI DA DY a7 FA4TT 722 T, ACT ODa— LD JBHEITS L TPa 7 OFEITEES LT,

FDP_ACF.1(execjob), FMT_M SA.1(exec-job),

FNLIANTT 7 2Z 15,
F7-. UADMINISTRATOR L, T XTHOVa” EITNAIHETH D,

Table 35— a 7EITOT 7 ¥ AHIER Y > —

Ul f&5l LElZEPSES & BIE

BB RL [EX%o27 7V O | UUSER Or— i3t 7 7V N AR | il i % 52 35 1k
Pointer AENFr— L THD THTLTEITARE
[ae’— @ Pointer U.USER Du—/Lonlab’— | ZFFarSiviz | il 8kt 5 2 1% Mk

o—)LThb THIETIATARE

(2% LTEEID | UUSER Or— L8[ 2%y U CE(E 1% | HIE 5 8 238 Mk
Pointer RSN T-r— L ThD FTHZETERITARE
MEFEZ 7 ANVOF A | UUSER Oa— L NMRIETZ AV ORI ) | 480 5F 52 % 1% M4k
@ Pointer IR SN0 —LThD THIETIATAHE
2%y L TIRTFE] D | UUSER Or— L8[ 2%y UCTIRTEL % | il 5 5 %2 3& Mk
Pointer RS — L ThD THZETHEITATHE

JE—h Ul MEIE77AVOFA | | UUSER ®ua— /L7 Administrator o— | FZ{745H]
@ Pointer JLLLA

7.3 AT a 777 REIfMEE

- A AREREEE :FMT_MSA. 1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1
TOE i%, 7V h-abt— Ax ¥ DAV a 7 IR L TLL T OEX 2 U7 (R 1095, ZOREEIT,

22— =BT ALV a 7Tk 57 7 B AGIEREE ThH D, 22—V —f 2 —F —LZ DXE, V&b
. 28, HIBR, iBINX UADMINISTRATOR DAIZIRESIND, ZOFAT a7 Da—HF —£ 1T A
VaZ BRI E OV a7 B AR Ui — =4 TSNS, 22— Ry TR VAT BIR YT AD
I EEE 513, UADMINISTRATOR (2 k- THIHHLEND,
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7.3.1 7Y v b a TR RE
- %R § % % B = {4+ : FDP_ACC.1(deletejob), FDP_ACF.1(delete-job) . FDP_ACC.1(prt),
FDP_ACF.1(prt)

TOE I, Bt 5ol 537V hary g AShbE, ZOFET IV ETIC—FRFT 5, B
W, IV aT i BEENT a2 —Y =L TEDO TV a T OFTEEZHIW L. LL RO T 7 & A
ZFEEFL D,

U.USER 1%, —FHRFLI=Z VU bra7 iz L ¢ BED2—F =47V oard Oa—H —4 3 —
BL=5E12, LT OBRED AT RE

- VUM TA,
- TVNOEBTEEETET D,
- HIERT 5,

BL, 7V 25813, 7V b aZ i B3N 7 & B E S VIS TA D SN TR RiEE
=BT DUERDD,

U.ADMINISTRATOR %, T _ThHO—BHREIELIZ 7V hPa 726U T, LA FO#EREN AT HE,
- HIERT 5,

7.3.2 Ry 7 ARIFHERE
- Xt T % K BE B {4 : FDP_ACC.1(delete-job), FDP_ACF.1(deletejob) . FDP_ACC.1(box),
FDP_ACF.1(box), FMT_MSA.1(delete-job), FMT_SMF.1

TOE 1T, It —  AX ¥ - EEVa 723 CEE SV NREETADOT r;rfoc< a—P Ry I AT —
B LELL TRET ORI T2, ZINHOE A LEMEESNOEIZIE, LT 2— =Ry 7R
WRFEENDTZD , 22— =Ry I A~DT 7' AflHHN %@iiﬂﬁ%chODT%zx%Uﬁn WCE A SR
60

=P =Ry IV ADEF LELMNBRESNRNIDIT, 22— F =Ry 7 AT U THFRIIT 7 HTORFRE
FHEBRIET DIENTED,

Ry AT WEARIET DRI AEE 5O A NI ARETHY, TOE IZELWIFIEE 52 AL
U.USER %1%?“3&71 B CEOFAZ LWL, TR A FEBL TS,

U.NORMAL %, 22—V =R 7 ACHERNICR ESNT-RFEEE 5L, 22— =Ry 7 ZEERRIC A T1E
TRFREHR BN — B LB DI, 22— —R o7 AN E A+ SCEITRTL TLLF OEREN THE,

- TUUNTD,

- TVUNREEEET D,
- Tlbta—75%,

- HET D

- HIBRT %,

U.ADMINISTRATOR (&, BEE/ SRS T 7B AT 556 Bk 5a ALK e B S CEITK
L CLL T O#EN Al HE

- VUM TA,
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- TVUMREEEET D,
- JlbEa—75%,

- HEET5,

- HIBRT D,

U.ADMINISTRATOR |Z. U E—h Ul )BT 7R T RS BT CEICH LT, RN ESN- K
Ferl, Ry ABERFIZ A TSN REE 5 — B L7256 DA, LU OEAEN AT EE,

- TV TD,

- TVUNREEEET D,
- TlbEa—7%,

- KET D,

- HIBRT %,

F/- TOE I, ZIELZ | 777 RAZEV a7 X DOFET VM, — B 7 A NVARTE T DHERER 95,
INHDOBFLENMEIFESNABICIL, T VAT LR T AURTEINDTZD VAT LR T A~DT
IR AN ZEDFEFEALEOT 7B AFHIEN#EH S D,

VAT BRI AD B A L EMNNEESNZ2NIONC, FRIC 7 HTORGEEE 2R ETHILNTE
50

U.ADMINISTRATOR i, B5RE# 54 A L7a< b, B SCEICH L CLL F OBRIEDS Al 6E
- UMD,

- TUVRNREEEET D,

- HETD, AT LRI AD )

- HIBRT %,

[ 7 ZAREGEE 5]

RO T AT VB AT DI DRERER 5 DB Ek, 25, BRI CXHHERRZ Administrator =— /L 23E[) 4
THhivz UADMINISTRATOR (ZDA5-2.5, 72120, HEBHIHT 2Ry 7 ZADOKHEE 2 2L T
UNORMAL THLAEHE T2,

7.4  ZEY 3 TEniEEERE

- XS AEEEEEH: FPT_FDI_EXP.1

TOE (I RIS LImT — A EIEMD PC P — R —|THRIE CTEAEIE LR > TEL T, ZEL-Y
a7 @D LAN ~DEEEN TE2WNIIIZHEIS I TVD,

7.5 HDD TF—# ZeiHEMRE

- ®ISTAHEEEH: FDP_RIP.1

TOE NEALERTURIVAA—T 740 % HDD D OHIBRTAE31Z. F O HDD fEE A E /2T
— AT EEXTAZLICIVEA LERT VRIVA A= T 7 AV OERIFE RO B2 B2 Ef 5,
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SEARH BT FOFENLIFEERIR TE 5,
- DoD =T &

- 3TV LT —HT EEX

- 1ETGVHA LT —HT EEX

- 1EINULL 7—#T k¥Ex
FI-ZOBREIL, DL FOX AL T IZEMET 5,

- VaZWEEPIZ HDD WIC—REICERFEND T VU RTVA A=V T 7 A )V | Va7 W LTy
a7 JLERH% 12 HDD D Hie2iH £ 7%,

- ARV ARAFS IV E A LEOHIBR I HDD 23 b5e 2 535,

- ZRROEPGERNIC LD SE I B TERD o757 5 %, TOE OEENIRFIZ HDD Mo eilEd
Do

7.6 HDD mrE{bkse

- ®STAHEEEH: FPT_CIP_EXP.1
TOE ®ITHDD & —ZIg 54t —V 7R —R 1%, L FOBx 2V T ez teft1 5,

B (/18 MR & AR ZRAEREAEIC & > C  HDD IS SN D 2 —HF —F — #5 LN TSE 7 — 4
DR L 55 R TR 5,

7.6.1 s LR S HeE

- XTI OBEEEEM: FCS_COP.1(h)

TOE I%. HDD ITHIEN D — W —F —Z B LN TSF 5 — X OB MEA TR T AT-9D12 ., RO IG5k
YEZ4TV HDD ICKIEND T —Z 2K %20 5115,

- HDD ~EXIAFNDLT —# &K 5T 5,

- HDD bt b T — 2% 515,

S BT D RS 57 LT R0 W SHHELL F DL Thd,
- FIPSPUB 197 |Zfit~72AES 7/LTURX L)

- HERN256 B DR B

7.6.2 TS AR

- xHGAHEREEM: FCS_CKM.1

TOE I%, ROMARIZESE  HDD 7 — & B RE O 05 544 A 35,

- WA AT DT LAY X AL, TFIPSPUB 186-2 (24 S< IS4t AE k7 /LY X 4|
- ERSNOKE S HOHERIL256 B

SO EHITLL FOLIITATI,
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- ECEIRFIZ, TOE I FlashROM [ ZHS AN U7- Seed 15 A& Fc A HH L CE 582 2B Al 35
- TOE i 5#A 4 L7-% . RAM LT 2

7285, Seed ZME 57N — RO EGFT 2 FEIIMFAELR, Fiz, B S IEREMEAT) —ThHS RAM L
(CIRFFSINLDTZ0 | B OFF IZEDTHRT D,

7.6.3 NN (B T

- XnTAREREEM: FPT_PHP.1

HDD 7 —#K; 5 bRT7 =V 7R —NRix, REEEC T U2 NVE S AR IRZERDIL ., IELWT U420
BEAIKT ST 5 DI HDD 778 A% a5, ZOMHEIZLY, HDD 7 —#iF 5{b/R7—V>
IR —REHDD %2ty CTOT XN EEARIRIZEEGL Th, HDD 7 — X7 7B ATHZ LN TE
AR

[F2AE ID DX Gxk]

HDD 7 —#k5 3 Ab/RT7—V > 7R —Rix, R—RFREOHTRRZ, 7 U2V B AR RN D ARKFEGE ID &
=Y . FlashROM (/%153 5,

(FAAIFERED FNE]

HDD 7 —#W5 A bIRT =V 7R — NI BIR B EL 2 A KL Fr L P OSSR EL TToH
IAEETEARNE ALY, TV ZVAE AT AUGERE 1D EF Lo P OFELNLHFEL, ZD
¥ 2 fl (SHA-1) ZL AR AELTHE SR —R~ &3, HDD 7 —XIF S{bRT—V 7R —RId, Ak
DFFEEATU, VAR ZADRRREETTD,

HDD & —# 5/ T7 =V 7R —RNIELWT P2 VA EARRICED AT SN TWAZ DR T
X0 A  HDD ~D T 78 A% 2K 44,

7.7 LAN T — X {REHRE

LAN 7 —2{RFERERE L, 55215 0eD 1T BEER L OB IZRIH 59 XTD IP Ny b5 59
%)o
7.7.1 IP X7 Mg BALEEE

- X AEEREE . FCS COP.1(n), FTP_ITC.1

TOE L. 2 EZDITHERLDBETH—F —F —HXBLOTSF T — X O M 522 MEOMERD
2OIZ, TRTD NP3y M IPSec (2T AR 5972,

- LAN ~HET2 IP /Yy hoRE BAL#AE

- LANDBEZIET 5 1P~y bR 5 HAE

S BB WD 5T VAL B SEIILL T DL THD,
- Table27 IC[FIL

7.7.2 B g TR RE
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- X AHEEEE M FCS CKM.1, FCS_ CKM.2

TOE (I, IRDALERICHSE | IP 30y Mg BBk AR T 2 B £ R 35,

- BEEBEEARR T AT AR ANE, TFIPSPUB 186-2 (23 S< S#E k7 /1) X 4
- BRSO B OSER1X 128, 168, 192, 256 LR

F72 TOE (X, LA FOHIEIZ T, IP Ty M SALBERE DI 582 183245 Je D 1T B ERIZHRE 37D,
- SP800-56A DIFEHEIZH-SV /= DH (Diffie Hellman) 35 OY ECDH (Elliptic Curve Diffie Hellman)

7.8 BT R MERE

- XY ORERREM: FPT_TST.1

TOE |, EEFICLL T O H BT A FE i 2,

- KBTIV AYRXL(AES, 3DES)DIERET =

- RSN T Yy

- BRI NIAVALDFATA—NOZEENET 2y

FATa—RIZTHDD T —#KF AR 7=V 7R —F | TR EE HDD TSI TNDT0 | I
TNAITVRALADH T AN FE T HZL T, —HOMAEZ DL DN IEFIZEEL TWAZ LA IR TX
%,

79 E&o#E

- X ABEREE . FAU_GEN.1, FAU_GEN.2, FPT_STM.1, FAU_SAR.1, FAU_SAR.2, FAU STG.1,
FAU STG.4

TOE 1%, A FDARUIBAEUTZBRIZr 7 2 AT 5,

- RA—=RTT

- TRy MUY

- VarlET

- P —FBREDRENIR AL

- mJ7vUhk

- TS RERREREOFH

- a——EREREOF

- A OZEE

- IPSec DRI a NI I

nZ D BIELL T THhD, HIFFEEHIT TOE 2bigfkansd, nr/iZiidksns A RHEHRIZ, TOE 72Hi
ks, TOE O H I, B HBEREORI M b LATZA LY — =D IERER A Rp2 BfS L CHFZ)
A3 22 TRIESND,
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LN A N - N T (5N
fHL, BLF DA ROBRZIZLL F OB HHIBEMT 5,
- VarvwmrTonlii, va

- REERB ORI, IR T LI — Y —4,

Fo, VE—b Ul 2oEEERT Oy 2R — I, AR E i H I REZ IR0t 5, HRREZ A
HT&%5MDIE UADMINISTRATOR DA ThhD,

U.ADMINISTRATOR LISh D = —FVE—F Ul 775 TOE ICRZ A L TH B AR D=7 AR — M
REZFIH 2L TERN

UE—h Ul TTOE (T VAL, lEEOTDIVT | A= a—bEEE AT A Re 225,
KEBREA T TX5D1% U ADMINISTRATOR D74 T 5,

U.ADMINISTRATOR LIS D —H—FVE—r Ul 225 TOE I2u 7 A LT (B a2/ o7 7 HERE | &
FATAHZEITTE T, RIERSEELIEL WD

B RC Ok T R 2T M MRFF SN TRY WSR2 o725 613 b B IS - B A il ike LEX
BN

7.10 EHEERE
7.10.1 o — Y —F HHEE

- X AREREEM:: FIA_SOS1,FMT_MTD.1(user-mgt) , FMT_SMR.1, FMT_SMF.1

TOE |Z. Administrator m—/ L2304 T 72 U ADMINISTRATOR O (2 —H— 1m—/)L T 7&A
I H, R AREFEE 5 DB Gk, 28 HIRO TEH 2 — Y —FHEREAHIR 45, (HL, B D
INAT—R | B ORA TRy 7 AORG R 2B L Tld, UNORMAL THLE R TX5,

[, msb, T2 AR RO B, 2 IR

A=Y —DOF MR, 2= =4 RAT=REREL T, B2 EI G THI TR D, £t
=P —Da—P =4 NAV =R 0= LOEERL, Biff2—Y—ZHfR52LbT&5, 2 —F
—BRE LI SAT =R SAT =R —[ZEBL CODNEIINTF = /S,

0=/, &MU T R_R—21m— )L | LI E N5, "Administrator”, "Power User”, ”Genera
User”, "Limited User”, "Guest User” ® 5 IO — L INFEIEL TS, [_—20—)L | IO FiHE D
[ B 2% sm— )b | 2B T D8 121T, "Guest User” m— L& < 4 FREED [ _R— 20— )L | A SR L
T, BT HILENTED,

Administrator =z—/L 2%, [_—22—/L | 23"Administrator” 52— /L T, ‘G HEREZ G T 5,
[(N—2m—/L | OYIHIEL, "Guest User"Z < 4 FIHD [ N—2m— )L )b I EZ ZH TE,

HVa 7 FATOF AL 2R E T 57 7 B ARG S, n— ST 7V = a iR IO &
PAIZ TRESNTWD, [R—2m—)L | DTT 7V — v a iR OYIIEITE T CEen, [H A
STV DI T T Y= a R ORI A L E TE 5,

[ — L AER] )
m—/LfER]I%, U ADMINISTRATOR & U.NORMAL @ 2 FREEIC KBS, fERFL TN,
- U.ADMINISTRATOR
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Administrator m—/ /L EIN Y CHNE BIMERR 2B T 51— —,
- U.NORMAL
Guest User =—/L . Administrator m— /L L&D m— L3 B0 Y8 THiL7— i o —F—,

7.10.2 T34 A EPRERE

- X BAREEREEM:: FMT_MTD.1(devicemgt), FMT_SMF.1, FMT_SMF.1

TOE 3. BX 2V T AHEREA B N RES 5 X<, Table 30 D XH7e & Fi T /A REEEERED
U.ADMINISTRATOR O ZZ[BET 5,

BT, LU T OREREREZ TR 5,

[ AT —FRY > —DFEE]

ER 272 R AT — R DR E " 2— P — RO D202, L F DX 72T —R D W A5,
- AT R RIFLUTONAT — N

- 3 TR R D 3CFA B O IR

- ERXLTA~DE L LTUEED D

- YN T(@E~2)E 1 XTULEED D

- BF(O0~9% 1 LT EED D
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- AR

LTS DT OXT

(2o 7T ORI — D% E]

Ty 7T NI STy 7T MR O E N TE D,
- BT UNFRREE
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S = ey AN i
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