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HEOEF1 )T ARICHIT 2 EF2 ) T« HEeTE

TOE %, # 3-2 I -9 /fkOEx 2 U 7 1 Fetali-THEL BH T 5,

oy

©)

#ik Dt X = U7 ¢ F$t TP.USER.AUTHORIZATION| ~®Dxf)is

TOEIL, l=—W—F8GEERE . [ a2 7ERITT 7 & AHIMERE) CA#H %
EHT D,

TOE®D [ — W —GHFEHERE) (X, BIFERED RS L= FIHFE 7210 IZTOED
FIHZFFAIT %, EHICTOEIL, #ARGERERE A MimT 27202, WA
RAT— R, ﬁméﬂkﬁé%ﬁ%ﬁ%&fbti?ﬂ’@%L‘ﬁmﬁﬁ
e U CREBRERI L 7o 558 1T iE, iRRRE & HLE R i 13 5,

ﬁ%\7)/bva7kf7772757@&ﬂ X, RBIRRRE/ L TEAT
5, LnL, ZNHDY g 7 TERAINZLEFIL, ARRTIEZY o b
EEEFESNTTOENICEM SN S, TOEICKMNESNZLEDOT Y v Fek(E
21T 9 = OITIZTOED#E SR L TCORMEN LB TH Y | ikBIFRAES ER &
o,

TOED [ a 73477 7 & AHiliEkRE ) 1%, #RBIEREE S N 7=FIHZE R TOE
OHEREAEH T 2BRICT 7 & A Z ATV MR D & 5 FIHE 7212 FAT 27T
A5, 77 B AGIETIE, FIHFICHRE SN Tr—/L) LD HERR T
WESH L, JMGHEEOFITHRT A SN TWVDLNE I a5,

IRBICTE Y, TOEX, EXARFAEZTICTOEOR M ZTFT 5,

Mkt x =2V T 1 5% TPSOFTWARE.VERIFICATION | ~®D %}t

TOE!Z, THCT A MERE] TAT#ZFHT D,




CRP-C0459-01

TOED [HCOT A MERE] 1%, &E8EFC, HDDICH S{b Sh THRmS LT
HFETa— NEEE LI, LAN?“»«éﬂ%aﬁ%ﬁéabfﬁﬂﬁ“éﬁ‘a =D NN
OGS ER T VT Za0meeF = v 745, Zhicky, TOEEx =Y
T A ERED FATa— FOSEEM R RE SN D,

7k, AR, TOEE X2V 7 Al FEITa— FO—EN1E04F =
7 LTWDR, 2O ORI L, A CA =X LTHES SN
T DFETA— RBERTHD LV Il STV D,

3 H#EkoOEx =V T 178 TPAUDIT.LOGGING) ~D %t

TOE(L, TEifriv Ziae) TAG#2FEHT D,

TOED [Eif&im ZHERE] (X, EF =2V 7 Bz N T, BF =2
T4 FEPRE LT BRICEEA e 7 2 /E LTOEOHDDIZHMNT 2, S
7eBE A 7 FERAE S V7= U. ADMINISTRATOR7E (F 28 Web 7 7 7 2 fifi
MLUTHAHTZENTE D,

(4) #MfEOEx =V T 4 J78 TPINTERFACE.MANAGEMENT]| ~®%}i&

TOEX, l=—¥ —3RFERkAE [ZA5 Y a THRsiERE] ©. AJEH & EH
T2,

TOE®D [ — W —GHFEHRE) X, MBIFERED RSN L= FIHFE 7215 IZTOED
FIHZFFAIT 5, £72, FIHE P EEL LRVIRIEN L E R REIRRE L 725612
X, By v a v EOId 5,

F72. TOED (52 3 7HaktaE] 1. TOEOKFA X 7 = — A1 b
ZE LT — 2%, TOENUHEEFICLANICESE T 5 2 LN TE RN L A
272> TWN 5,

INBICEY, TOEDA v 7 =—ZANRRECHHEND Z & 2Bikd 5,

(5) HfkDOEx =2V T ¢ 78 [PHDD.ACCESS.AUTHORIZATION] ~®x%}iis

TOE(Z. 'HDDWS{LHERE] 125 F ATV D ARIKTRAIGRRERRE C., ARS8t

ERET D,

TOE® THDDH 5{LASHE] DA FEFEMRE L TOE@%W@@?C&%
HDD7—# WAt/ 7=V 2 78— KOO HI6HE T B, ik — I,
BT RHEMEFPAR DOGEREHID AR IE S D, Tz VT iR — i,

REEEIRFICT ¥ Lo V& VAR A S TMFPAKZFEGEL . [EX4 72 MFP
KIEOBEDHHDD~DOT 7 & A ZFF0[4 5,

10



4.1

4.2

CRP-C0459-01

AR &M & ST MR D AR

ARETIE, BET 25E A TOE OF| oA M etFHh s LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FARVEREICET 2RHEEH

A TOE Z#EM T DERORHESRM AR 4-1 1R T, 2T ORHESRMX, PP IZRE
BMENTNDLHEDERLETH S,

B ORIz SR WS, ATOE Ot X =V 7 HEEENADICE)
B % Z LiFfRiES vy,

F=4-1 HIREH

Akt - RIS
A ACCESS.MANAG | The TOE 1is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and
NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.

ERIRE & R

TOETH HMFPIE, —#RMREHRA T 4 AZBWT, 77 A4 T7 U4 — 72T
SRy BT — 7 OB IREISNTNEE Y N — 7 IS S TR &
HZEEEELTWS, KTOED—Hy 7o ffi HBREE 2 X 4-112 77,

TOEDFI &1L, TOEDO#EAE %/, USBIZHE S 7-PC. LANICH:H S iz
PCE#EMEL T, TOEZR# M9 5,

11



CRP-C0459-01

e
SN o M&‘*‘ﬁ
Z —_ - H_IEfL

*‘I %’17%‘?&

=T 7 2 ARESRE (EFA-IL)
4 [TFIARE

N
\ P —{L*:i:l‘fi
PEBLAN

<]

2
J

:.-ﬂ
Y

= =

d o
\4{// 2
N
O
PC

-

Web 3 54

LU

X4-1 TOEMD{ERAEIE

TOE DO R EE DAL AL DWW T UL F ISR,
(1) PC

FIAEDPERT 2HOPCTH Y, USBE 72 IZWNELANA 1 L CTOE & #2
et o, UFDY T =T NULETHD,

« VYU B RT AN K ¢lE. Canon LIPSLX Printer Driver Version
21.10% f f,
« Web” 7 7« R CTlL, Microsoft Internet Explorer 8% i f,

2 :L‘—'H-‘—nu AEY— X

BE T L7ZTOED = —4 —3HREMRE] 13, TOERNIZIRAFE STV DA
MEBERG R T2 THEREREA A & SMBOH— IR S LTV S5
FREMEMENT 5 BNGRGES R 2R — L TWn5,

:L“_‘"j“_‘nm FEY— N3, TOET r%nﬂmu nEjjJ{u 7%1%%?‘5*5%\&1%\?72‘9‘“—
/\VC‘\&)%O vy niE7 = ]\ o) j: Kerberosph nJ‘_EjjJEVCg%)é

(8) A—/LH—n
MFPDI7 7 7 A2 FI AT AT, HEIS U THRET D,
(@) A BH—

A B =%y P RICIRE SN TWANTPY —E A Th b, BEhHa S DX
A DAY TV SN DMFPOREZ 2[R X825 72012, Al RE/REREE D
BAIIEITORICRET A Z LRI N D, RELZRWIEH L AJRETH 508,

12



4.3

CRP-C0459-01

ZD%E, TOEDE FIFERE TRE S HERF SN D RZIMER S %,

BB, AERICRINTWATOEUSND Y 7 7 = 70— R 7 = 7 OEEMEIT
ARG O EEPH T2z v,

BERREICHITATOEEH

ARFHIE T, MFPDO U > MEREIZRT LT, PPAER L CW B FRBIEREED & &% =
U 4 MSREEEL, MFPIZ U v b a 72 BAT 2 HEABIZ AR TH Y
MFPIZ7 U v hya 7 e LTRASHERBINIZCEICHT D 7Y v MEOEAME
POBEHANRTHD EVIIRN SN TS, 2D, LT IEiHlixtRO+
F = U7 4 BERETITARVY,

O TOETIX, YV h a7 oEAT, KOV v NHOT v hajzdiR—
FLTW5B, 78 ha L - Tk, 7u b 2V ERDERBIGEFEDOEEE 2 2 T
WH, ZNHIEEHMI G0t X 2 U 7 ¢ BEEE Tlid e, 21X, IPPY' 1 k=
VM Z TW B BIEREEC . FTP' Y o h CTFTP ' 1 |k 22 /L )Mi 2 TUV Dk Bl RE
REDNEZM T D,

@ TOEIZ, 7V Z RTIANRTTY U bV a7 B HATIHEIC, 22— —4 LI
FAERFDOAN RO DND, THODO AT, #RBIFEFHERE CILEH sz,
FREEIL, 7V v Y a 7 e LTRASHIC GRS B S, M CE 2 3E
NEANST Y v MMET DERICRE L RO N (I xEFXF 27 7Y M)
EWNVD), TDSDLFENE, IR RO X 2 U T o HEETIE R,
=P, EOELEEZFIES NG L, TV hYa T e LTHERAS
NIEXFEOREMEE LT S, FHlit SR o7 7 & AfligEE T H S o,

13



CRP-C0459-01

5 7—XTOF ¥ IZET 5EHR
KETIE, A TOE O & FEAHR (7Y AT L) 23T 5,
5.1 TOEER L aviR—x MER

¥5-112. TOET®» 5MFPOHER % . MFPLANOITERES & iR+, X517,
TOEIZH HDTOE & Fiik LI2 KB CHENTWAE S TH Y, 2 — P —FBEFET—3,
A=Y= PC, A LY —r3, 2—HP—TEER\,

A—H—ERFY—/\— A— )L —i\— PC BA LY —s3—

| mrrnmse ||| wersoy |

| anr—sgmmmee || || Lany—smmmee || || canr—srmme

A A A A
FREEIER BFXE BFXE B 71 4R

TOE

| 2w

| LANF—smmEmte

A A A A
] LANT — SRR |
y

| vaommzoeamemee || a—v—mamwe || HODF—smammme |
7 xE
[ mAvar7rexmmme | | mErxtEE || B0 | [« pe
| EEn | [ sEcavmzme | USBiEE
[ Suoriee | [ oe—mme | [ woozme I
| roomstmse |
[(zevomm | | mmme || =eme 1

¢ ¢
Ul e -
4 7y 7Y

s = =
v?ﬂ’ﬁ/im s

X5-1 TOE#ER

F72, K5-1C, TOENO AN OBRRIZ3E CHIILIct X U 7 A HRETHY |
LS OBEREITMFP D JEAMRE Tdh 5, MFPOREABKREIC SV TiE, 11EH D
DI B,

TOEDOF|H#E X, TOEDHEAE /v (X5-1TIXUNKREIZFAY) . LAN#Ef S
72PCOWeb” 7 7 (X¥5-1TIZPCHOWeb7 7 7 HI2HHY4) . LANE 7213 USBH::
ENTZPCOT ) X KT A8 (K51 THPCIIERENTNDEN T Y & KT A
AR SN TWVD,) ZHE(EL T, TOEZEHT %,

TOEDtF = U 7 ¢ #igld, FIHE DSMFPO AR 2 6 13 2 BRI S 4
Do LATF. BF 2 U7 HERE & MFPO R ARERE DRIRIZOW T T 5,

14



5.2

CRP-C0459-01

O FIA#EN, LANZITUSBH#R SNI-PCBL TV h o a 7RI 7 7 7 AV =
T OEANT HERCIE, BRBIFERER L CRADTFR &, TOENIZHEM IS,
TOENITHAN S 72 3CEIX, B E S LWeb 7 7 7 A2 i fE L CRIAT 5,
FIRE D, BE S Web T 7 U 2 #/EL T, TOEDQEAMREA T 5
BUCiE, £ T2 —V —F8REERE) & [V 2 7RITT 7 & A HIHEEARE ) A5 &
. EYRRIAFEIZFICTOEDBAERTF I SN D, & HICYFEAAENTOEIC
IS TV D SCEZEBET 2BICIE TBAY 3 77 7 & AHIEMSRE) 238 &
. BAERIG O SCEOFTEE L A OBIEIZITRFF SN D,
ﬂ%%ﬁ\@WNXW%W@fﬁﬁf%&WLT\t#19?4%%®Tﬁﬁ%
Aﬂ%ﬁﬁﬁmf%%J@¢®%§mﬁ%§%ﬁé% Ex AT DB, T2—

—RORIEAREE ) 231 S A, FRBIFRGE S AV 7 B HERR & RO R ﬂﬂ%f: FIZTOE
@%Wﬂﬁﬂéhéo
BB, INobOEXa T AT OIS, [EBhAv 7#EE) I2Xo T,
Edn 7 BNERSND,

@ ORI, NEHDDICAM S DT — % 2RI % L <. THDDR; 5 LAHEHE |
N END, XETF—F ZHIBT 5021, THDDF — Z 5228 EHEE ) 23
AEns,

@ OOFIHKHZ, TOEEL, =DM OITHZESLANZ R H L CHlE T 556121,
LANT — 2 {RERERE) N SN D, £70. IXEY a 7iEE#e) 1Tk,
BREA LA T 2 —ANB AN ST —ZICk LT, TOEOEX =2 U7 1 HiE
DITE L7 WA IEZ2 ARG IR &,

ITIRIE

TOED = ——FBGHERE | CTHMARERE S XA T 585613, Kerberos”' 1 k
:l/I/T:L’_‘H_‘—nunE‘H_‘—/\ﬁ)#%EEéhnﬁ%[Jnunﬁﬁ)§Méhé :’*‘—'H-’_nunﬁqj-‘—/\
~OFHEEROBGKIL, 22— —FFGE T — NOEFHIEEETIT I,

TOEDA 1 7 Z5E8k SN 2 REZIEHIL. TOERFF L TW A ERZIMEH S5,
TOEDFFZIITOE D& B AE Tk E SVHEFF SN D & I MT D & A L —3 L
NTPZ'm Fa L ClR#T A5 Z L L RIEETH D,

TOER %y U — 27 %0 L THNBOITHS R & Bm{ET A R21%, IPsec” 2 k=)L
AT D, L7zn-> T, TOE L #E T 28T OITH R H1Psec” 1 h 2 )V DX E
BVETHD,

15



CRP-C0459-01

AT rFa AL

ATOEIZIRfT S D P = A v Ol & LU FIZRd, TOEOFIHHE T, fifgss
PRZGTe T2 TRl R o A v b O+ I B & B Is B R S 5,

(Fn 344 75)

- imageRUNNER ADVANCE C5051/C5051F/C5045/C5045F/C5035/C5035F/
C5030/C5030F e-~ = =7 /v [FT5-3806-000]

-iR-ADVE* = U5 1 —=% v b - Al for IEEE 2600.17 FI =& h L —4& —
774 R [FT5-3805(020)]

- TACCESS MANAGEMENT SYSTEM JL5Es » & + B1J Access Management
System V3.0 & B KT KX =& hL—%—H A K [FT5-3806-000]

- HDD7 —#I55{b¥ v b 22—HF =X 1 K [FT5-2437(020)]

-iR-ADV &%=V F ¢ —% v b « Al for IEEE 2600.1 % B2 5ENCE
i< 72 & [FT5-3807(020)]

(FELA )

-imageRUNNER ADVANCE C5051/C5045/ C5035/ C5030 e-Manual
[FT5-3809-000 (US), FT5-3945-000 (AP)]
*1R-ADV Security Kit-A1 for IEEE 2600.1 Common Criteria Certification
Administrator Guide [FT5-3808(020)]
+ACCESS MANAGEMENT SYSTEM KIT-B1 Access Management System
V3.0 Individual Management Configuration Administrator Guide
[FT5-3809-000 (US), FT5-3945-000 (AP)]
+HDD Data Encryption & Mirroring Kit-C Series User Documentation
[FT5-2440(030)]
+ Before Using iR-ADV Security Kit-Al for IEEE 2600.1 Common Criteria
Certification [FT5-3810(020)]

% TUS) 1XUSIHT A H v ADRIFZETHY . TAP] IZAsia Pacificlalif 4 # v &
DRETH D,

16



7.1

7.2

7.3

CRP-C0459-01

IR IS & SRR E KR UHER

B il 4

RN 2 S0 U 7= A IR NS AL e X2 U 7 o REE=IE, IT B =
U7 o 3l OGERERI I L WA SN D & &bz, ILAC (EEERBRATEE W/
%%)tﬁﬂ%ﬁbf“ FOERERE CRNATBOE N Hf S st e & o 2 —)

CEVREELZITTCEY, MM EHERF OO DO~ XY A v N R OEEEOREEINE
uowf@%*$ﬁéﬁtbfw5 EDNEMFICHER SN TV D,

M\ A

%, CC 73—k 3 DIRGEEMICHOW T, CEM IZHE S U 7zaf i 5% 2 Hv T
oz, FHIEREOFEMIL, ARG FH BV THE Sz, Al & T
AKTOE OMZE L . CEM DU —7 2= | Z & OFHliN A & O R 25T 5,

MR R

LUR . RFAf RS (2 & 2 3l 5206 O 8 I 2 74,

FEAM X, PRk 26 456 HIZHAE D . PR 26 4F 12 H iR S EO R E o T
T U7z, eHGEEESIE. BRIEHE 2> O R-ANIC B9 2 R4l R 2 e i — RO 2 21T,

DOFHEC I T HFEHLE A LTz, F7o. ok 26 4 8 A% - TGS~
MK ORZ T~ T Y 7R BEREEOK Y — 7 2=y MY
57 a A TR OHEEIT 72, BAt - BREX= U T ¢ OB% - WEBY
2oV, BIHEHRTIZANS S, i8R OFRGERM: TOFHENE O FF|H 28 il 6E
Ho e, FHMEEBEOFRICB O TCHBI SN TWD, £7o, EAL264E9 A, KORLE
10 HICBRE YA FCHRFOT A NBEAZFH L . BERET X hoo 7Y o7
F = v 7 ROFHEE T A N &5 L7,

U —r 2=y hOFHIEETICR A SNZRES L., TRTHAREEL LT
FITEIN. BARBFICHRE SN, FNOOME ST BREICL 2 RE LY7o,
BAEHINZ . TR TORBES N STV 5,

17



7.4

7.4.1

CRP-C0459-01

H@mTA b

AT L, BAIEE OFEM L7727 X FOIESMEAHER L, Al O@EE TR S LZEE
LLBARE DT A N EWGE LTSRN D BB LW S EBE - BINT A R AT
MagatRP eI S IRAT A b FAT LI,

FR#EETX b

IR, BRFEE 2NN L 7ZBHIEE T A F DR & EEEOT A MR OFELE
Braat il U7z, A 25E L72BRZEH 7 2 S OWNEZ UL TIZHAT 5,

(1) FARETX MR

BAFEE NI L= T A OMERIT. X 4-1 1R L= TOE M HEREE L R L TH 5,
BIREMNT A b L7z TOE 1%, 2 D TOE #Blci%4+ Moo, iR-ADV
C5051 Th b, fEFEIL, AXx v 07V > NEDO /NN— R T = 7L e 2
PUT, BXa U T A BREEOIRDZBOICE TR, REMEICEIST A T+
ThDHZENTHEEI L > TEME SN TW5, 723, FHliE L, MREEAEDR 20
ZEEBGET D702, BREDT AR L TRV CTH 7 A M &M LT
Do FEABIL 17.4.2 FEEMSLT X ) 2B,

T A hEREED TOE LIS ORERLBEHZ 2 £ 7-1 127”7,

x7-1 FARETX bOEAKS

2 Fp Gl

PC FIH#EHPC,
+ OS : Windows 7 Professional
+ Web~” 7 7 : Internet Explorer 8
Y UHZRTAN
Canon LIPSLX Printer Driver Version 21.10

2 — = FRFEY — N | SNATREREE AR OFRGE S — N KOS X — Ry DO F A
LA LH—N Lt — RO & LT
+ Windows Server 2008 Enterprise SP1#4#&PC
CEREY—ARY T R 2T
Active Directory Domain Services (OSFf} /&)
CHA LYY T NI T
Windows TIME (OSFf} &)

18



CRP-C0459-01

A Fp

il

A — )L — X

177 7 ZDEZEM—3 & LT,

- Windows Server 2003 Standerd Edition SP24£#PC
A=Y=V T Ny xT
Microsoft POP3 Service (OSKf} /&)
Simple Mail Transfer Protocol (OS[ft)&)

FAFEH T A MIA ST IZ

BFCEMISNTVD,

ek, BFEET A MR

BWTERB ST TOE #5k & A% TOE 7 A b Eg

BElx, ST LA ¥ —3 v b TR STV

WERIEZHEH L CWb, TD7-8, STICHEH I TWAEREON, 7747V 4—
JIGEERT, T AV X —F v b EOX A A — T, 2 —HF —REEH — 3
ALY —=RNEDOY 7 b7 TREASNTWS, ZiH DMK THA TOE O

BEDOWERRIZ I A2 2

(2) FAREETX MR

& DRI 1 &V il S LTV D

BRET A FOWHIZLL TO LB Th D,

a) TAMEIE

BFET A NOMEIL, LT LB THh D,

<PRET A N FIE>

O BIE KV, Web7 T U, TV H RIANREOFMAEA L HZ T =—
AEBEMEL T, £0F R, TOEDSLE, EBEfn V7 ONREMHRT 5,

@ HDDF — ¥ 52 &l EEEOHR D=0, HDDH 72 haLv 7+ 7 A 4
R L CIHEZOHDDNAE ZHAH LT, TEDT —4# TEHEZX I
TWbZ xR d 5,

@ HDD; SALMERE DHER D=2, HDDICHF S{b L TEEXAENZT—4
k%V~WT%%MLt%%%%&L\ﬁ%&%@@%%?»ﬂJXA?
bDH L EMEERT D, Flo, WA T, BRa ey — RCELEE AR L
TEDORREEMOT — 2 LI U, IR EB 0 OB S#AER T LY X
LTHDZ k%ﬁa?é

@ IPSectBEDWER D T- 12, PC & DO TIPSecD g #1T\ >, IPSecdDidfzE
BIEE 2T D 2 2:75:43”@ BT 5, Sbl, xRy NU—I T FTAHIT X
DHEEBRY O EEE 7 Fa L REHA SN TWA Z & 2 iERT 5,

® HDD?'—&HE%{K/\: 77—V 7%y N OREERHRFAEBE DR DT

 AEMIRARIRIC R LT E b AR O R D BIARIRICHE R LT 5B O
&éib\%ﬁ:ﬁﬁmﬁ‘éo

19




CRP-C0459-01

<BARET A NV —L >
BIRET A MCBWTHIA LY — v &% 7-2 12577,

x®7-2 RARETAMY—IL

Y — VAR WEZE - FIHE/R

HDDH 7w s a7+ 744 | HDDOH SNToNAEZE=F L, AH
Catalyst Enterprisestt: T — 2 2 fjii+ 5> —,

ST431-0-186

LeCroy SATA Protocal Suite | HDDFiZ7' v ka7 F+F 4 FIi2k v x v
Ver.4.00 build 385 TFx LT =2 2y 5> —b,
%y NO—=ITF T4 LAN LOBET—X =4 L., ffHr9
Wireshark BHY =),

Ver.1.2.11 Rev.34007

57477 W7 3 Y X LOFED M % e
&Ll AEST7 4 77V for | T570I2, HEDIOIHEHT 5,

FR %1.0i

<BAFEET A b DI >
KREA L Z T 2= AL 0, MFP OEARERE L % 2 U T ¢ EHLEERE 2 #
WL a7 NJ)NT A2 TR LCL A SN D EX 2 U T ¢ BEREDMARE
WZEMET D Z & 2R LTz, E£72. WEFRGE & AMMBERRED A 7 £ il
%ﬁfﬁ@énfwéﬁﬁf®ﬁﬁﬁﬂﬁ%L WZEIWET 2 2 & Al L
7=

b) BARET R ORI

BRFEE T A MIBAFEIC X > T288H H FEffi Sz,

HNL—= VP Lo THREMRRIC R SNTe§~ToORF 2 U 7 1 ke
SMBA 2 2 T 2= AP IFIET A R ENT Z EBHRES NI R E T L - T,
TOERFHIFE SNTZT RTOY TV AT LLY T VAT I U F T =2 — AR
TCT A SR EPBRES LS,

o) R
PG X, BRFEE T A b OESETIE, FEHEE OESY AR L. T A MEHE
TR E NI E M T1E & FEOFRITIEN—ET 2 2 & 2R Lz, #HiE X
%%%#@ﬁkaRFﬁ%k%%%;iof%méﬂkaFﬁ%#*ﬁb
TV LR LT,

20



CRP-C0459-01

7.4.2 FHEEMRIT X b

AL, BRRET A b LT A MEEZHA L CTRSOEX2 Y T 4
BRENEITEND Z L AR T AV TAT X N eFERT 5 L L b, FHliow
FRCRINIZGHN G, "AEDOEX 2 U7 D HERICFEITINDZ L2 LD
FT2700MNET A b (BLF ST A b W) ,) ZFE Lz, FHliENE
i U72ANET A R & DL FICE T 5,

(1) TR MR

M 23N L7 T A S ORERIE, BIFET A N ERIZEOHKTH D,

FHMiE 237 Ak L7= TOE 1%, 2 %D TOE #BlZi%X 3 280 o, iR-ADV
C5045 & iR-ADV C5051 T 5,

M T A MMEAR ST IZRWCGERBI STV 5 TOE #k & [ TOE 7 A FE#
FCHEMmENTND,

(2) IR TR MEEER
M OFERE LML T A MILTFD LB TH D,

a) MITRFDESR
P 1L, TOEDO® X = U T ( MEREIMERE S B 0 ICHERET D Z & 23l & H
OMNFAET D721, BARE T A b R Ot S = FHlREE B 6 . LLUF O]
JLTCOMNLT A N EEL LT,

<HNET A N DB >

O BARE &R HELT A M52 8T, BEOEN I NN— T =7 DM
HEE OB THY, EXa U T A HBEORIBVICEE LN L
T ERT Do

@ BARETANOY TV U TOBUET, FBENERLIET A M1, T
NTCOTSFIE X2 VT A BEENEEND LD ICT A NEE ZHiH LB
BHELRULT A D ZEMT 5,

@ BHET A MIBNWT, X2 U T A HEDS D E VI OWNTEE R T A
RAFER SN TOIRNA P E T 2 —ARFET D20, T A ST
WRT A EDSDENVEREGRT D,

b) TR MMEE
FEAMAE 23 FEHE L7227 A R OEIILL T O L B0 Th D,

<JSLT A N FiE>
BIRET A NERUTFEZHFEH LT BEBRELFRUT A R EORATI/NT X
REBEE LT A M FERT 5,

21



CRP-C0459-01

<WSET A R —IL >

BIsET A M ER LY —v % Az,

<IMNET A S DEFENE >
FEAME BN FEM L 72N T A FOBLEEZFORIE LT A MNEEZE T7-3
W, 7B, BIRENT R TOREMET A ML TWDHDITH L, fl i

3. REFIRE KT BOPREREORTEEET A N LTND,
z7-3 EELIHITR K

ST T 7 A M

N

Bl

0w BIENEM L-7 A NEHNS, 7 A FOBLEIZHESNTT A MNEH
R L CHBE LR UT A &% L BARE LR ARG 6N D
T L EMERT A, FEM LT A MI288THHE T, 1261HH TH B,

® FIRA#EDO/RAT — R Ry 7 ARGGEE 5, (RSFDOTIZOD/NRAT — RO
SHIBORIMED 55 03, HEEEEBY THH Z & 2R T 5,

©) TOE(X. UNORMAL & L T o r — L 24 L T 5,
UNORMALIZ#Y T2 v — &5 SnFAEE, Eor—1ol
B TH->Th., L F V IZU ADMINISTRATOR ] 0 45 BEERE 1 345 1
TERWZ L Z2MERT 5,

@ TOEIZBER SN TNV RN —F—Z T, BX27 7Y Mk LT
D520 FNEMHRT D,
(BHEIL, 2TCoeXaT7 7Y bDOY a 7 OMRCHIBRNTE 5,
EWHEDIMNT, 2=V —AN—F LW OEETE220,)

® Ry 7 AT LT-CEE Ry MU =27 I2KET DR TICLANY —7
NEHRE, R EBVREFE= T —0a VMERRSND Z L 2RI 5,

@ WG/ DPCOIPSecDFXEN Y TRWEHFB{LZ Lisv, E1E530
W57 L 2 Y X LAOFRE)S AT, IPsecDEEGE ST L7 T & & HEid
T 5,

@ TRSED T2 OREBIZRBERENS . #l « FRGEA B & U722 \WVRFE O E TR
HFREICR BT & 2T 5,

o) R

FHmE N EME LT _XTOMSLT A MIIELLE T L, #HMiE X TOE 055 F
WETER LT, Ml X, 3 XTOT A MEREHIFINDSDLENA—FL T
%) k ffﬁﬁmu Lf:o

22




CRP-C0459-01

743 HBEERAT R b

AT L, AR OIS FR TR SRR B . ARE S DM HBREE & B L UL
BOWTRE SN DOWETIME L 72 D5 ATREMED D 2 & DIZHOWT, ME L B % FFHilE
RAT AL (LUF MRAT AN &nd,) 2FRUENM Lz, FHlE 230 L7
RAT A ML TICHAT 2,

(1) BATR MR
A 2N FE i L 72 RAT A ORI TO LB TH D,

a) BEINDHEHEME
FEAE X, PRAE SN AEVE RO OE R L 0 . BER et A R L
BAT AN LT HLLFOMGEEZERN LT, ok, gl on i,
TOEDEENRFIZIT O DREHHED AR A B = XL & ZDRREET A SO H»
5T LTV AR OWEEE ) TIIRF S # D AFRHER N TE RNV L NEE
fli&ihTnd,

DO AHOMEEIEIER TH D X v b T —27 H—E 2OREF A, WebD 4 s
PEIZHNWT, ATOEIC G4 T 2% a0nH 5,

@ WebDA v 57 == ZO5WT, HlfREZE X 7R S DANITH LT, TOE
NP LR VBIEE T 218805 5,

® Web0 >4 7 == ACHVT, URLE BBHAE L1z 0 v 3 3 W R
WAHE L2V 972 2 L2 K EBIRRREST 7 & AR A RS2 SN D
AIREMED B D

@ 7V OV a T IEORTWASELEFA L. TORIZ® 5 RIE A EH
DBERU S A NTOID WTHEMER B 5,

® AH— T v TRs u—RE Y ORICEEOFFIONETF 5 L. TOEA
T LR2WEIEE T 2BE0nH 5,

® FRIE I EWebT T DA 4 T 2 — AN, [FFEHCFE USCET—4 %
BYET DL, TOERTFHILARWENEL T 28505 5,

@ F 4 A2 AR ETOEND U Y — A58 % &, TOEA T LA\ B
T OBEN DD,

REFDTZD DRI R BECTEE L7 & 12, ZOREBOBIETEX 2V T+
RENEDHZLOBRERD D,

b) BATA FOHE
A L, R R METIEN ] S B AREME A T A 7002, LT O A
T A N &S LT,

23



<fBAT A FEREE>
PHEE N, T A REREE LRI UBRBE CE i L7=, 7 A h&t& o TOE 1%,

iR-ADV C5051 T %,

VDR T T-4 (\TRT,

CRP-C0459-01

BATANAOY —LEHEEH LT PCEAEMUTHEHA L EHLE Y —

F7-4 RBATRAMMERK

AR

B - R ERY

2EAT A KHPC

Internet Explorer 823#1{E 3 5PCTH Y, LA
TORATANHY —VEBEIE D,

(ONessus 5.2.7

Iy NI — 27— 2DOMEFHHEERET 5
Y —)b, MagathT —Z 1%, 20144E9H 26 H I s
TEHFDOH D,

@nmap 6.46 EOX oy NU—s - ARt
TWbarERNT Y —L,

(®Nikto 2.1.5 Webth— SO Magsik 2 i 4 5 > — b, fagstk

T =%, 20144F9H 26 HHF S TR DO D,

@OWASP ZAP Web7” 7V 7 —< 3 v OMfete & i+ %

2.3.1 V—)l,
®Tamper IE Web~” 7 74 (PC) &Webt—/3 (TOE) [H
1.0.1.13 DEEEMI L. ZOMOBET —2 OB &

EEEAT DY —)b,

Tamper IEIZ LV . Web” 7 U ¥ Dl 252 1)
FIZ, BET—FELEOT —XIZAE LT
WebH— NZHMETHZ LN TE D,

<IRAT A b OFEMEEE >
SN DMEEINE LIS T DIRAT A PNAEER T-5 177,

£R7-5 BATAMHE

fasa

T A M

TOEIZxt LT, Nessus&énmapz i L TAH—7" 2 — |k & Hfags
PEDRREITV, BENDOR— "B A—T S TNz &,
F—T VAR — MR OWETIERTFE LW 2 & 2R LT,

F72. Nikto& OWASP ZAP% i L TTOE®WebH—/HHRED
MEFHHEDTRIR AT AFIDOMEFFIEDFAE L7 2 & 2 fal L7z,

24




CRP-C0459-01

fasa 7 A MR

® « NRATU— REFEE T, TamperIEZHEH L TWeb” 7 75
TOE~DWEET — X 2EHE L, EREZBZ5/3AT — RE2%R(E
LThbx= T =20, BEREIFEILARNWI & 268 LT,

©) + Web7 7 Uu¥om A EET, v 7 A rEFICn s A %o

URLZEH#FEL TR A VHENFR RSN, 271 V&S

INAFTHZENTERNZ & 2R LT,

Web” 7 VN GLTOEIZR 7 A4 LTWAHOE Y v a UE#

Z TamperlE CHEEURE L, 26 038E LTV 5 BEF DK
REN CIFHERI CE RWVEBE > TV D 2 L 2R LT,

@ - TV OV aTIfEORTWAEEOEICESE | [HFROR
E@W%%&Shﬁ%ﬁéﬂéi5@937%¢%LTHEV
EETH, 2k y ., HROREZRRSEXCHIS AN TE RN
L a R LT,

® + TOEE&NATIZEFR AR > 20FFIcd 5 &, gt TchoTh

VY M T UMMEITEIN REREEIT LN & EMERR LT,
TOEY ¥ v " U VB PIZERAZ L Z0ONIZT5HE, v v b
XUt THRICEEBI S v, BELZEMEILAWVWI L 2R LT,

® © BMEASFLEWebT T UG [FRFCE CXELZHIFR, CEO
TEDOMREZF T T 7 A VAN D708, FRET 7 ¥ X217
9. TORER RAOHIBRDAZ, %R O5ET LI A7
EOEEL 20 BERBBIL RN & 2R LT,

©) - HDDORAFFEIR S —HRIT A 5 TR FE T, & HITF —Z OfRfFEE R
HTHTT =0 BEREELILN & 2R LT,
RIS, Bk —V—HoeXaT7 7V v bova 75O BRI
DNTHT A MEITV, BERIEIXI LW L2 MRE LT,

© RSTFOTZD ORI EBAETRE L7z & 12, B x oy b
U—7 bl iifEe LU RELRIIRI L2 &2l LT,

0 #E
BEAIE 7S EHE LI R AT 2 R Tl ARTE T 5 B ) % e O BB 485 ) TR
IR S N o 7,

SHEMALI= DL T

KM ORI & 72D TOE ORESEMEITT A X o AR ENTNWD B0 Th
D BTEREME A T A 22 RN TRIET DM ENR D %, TOE OREMD 1
X2 U T 4 EED ON/OFF 2 ENEZEN TR, AFHE TIIAE A E E éﬂfb\

25



7.6

CRP-C0459-01

LHDOBRFHET D, TNODOEF2 )T (4 ICHET OREMENA X ATHIES
NTOVDHIEICEE Liza ., AR OXROMERL TR0,

AHE#ER

ST, ARG EAZ S > TARTOE X CEM OV — 27 o= N _XC &/
LTWB A LT,

S TIELL Rl oW CREER ST~

PP & :

2600.1, Protection Profile for Hardcopy Devices, Operational
Environment A

(IEEE Std 2600.1-2009)

F7z, ERPPTEZR SN FOSFR/Ny r— VI E T %,

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment A #&

- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment A j# &

- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment A j# &

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A &

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage
Functions, Operational Environment A B/l

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium

Interface Functions, Operational Environment A 1B/l

X2 VT RSN aE' T4 T VT N— LR
X2 VT A RGEEME . aE® 7 TAT U T N— R3EG

Al ORE R E LT BUFORGE= A —F 2 MIOWT ISR HIEN RS,
EAL3/Ny =Y DT N TOMRGER R —F >k
IBEMORFE= AR —x > b ALC_FLR.2

FHmORERIL, 5 2 FEICFER SN2 —E T % TOE IZ L » TRk =72 b
DOORIZHEA IS,

26



1.7

FHEE D A > MENE
AHER I CHAE T~ SR B I, RIS,

27

CRP-C0459-01



8.1

8.2

CRP-C0459-01

ﬂlb\ IJIE % ﬁﬁ

%@?ﬁ%%@i nq:'fﬂﬁa) *I/qu:'fﬂﬁ&%&ﬁi D TEH:'J éﬂé %\(é*’,'i—f%) k JQLT@HLD
Z e L7z,

©

TR ETRENTIMNERZETHD Z L,

S)

FTRHRE & TR ENTIERMANEDPRR S TND Z &y

©

B EINFFWEE 27 L, FORNREZRRAEL, Bddi2U—r o
= FREHMERGEE T RINZ L OICEHME S TWAD Z &y

®

AP OOR S A ORI ORI Z L TH D 2 &,

S)

AR R S RS ORI IESCEMIZE S L TWD 2 &,

FORLAG R

et SN Al S E . AT E & OB 2 R AL B 2 BRAE L 722k
FORERERE X A TOE 7% CC 73— k 3 @ EAL3 L UMRGE= > AR—x > ALC_FLR.2
(2RSS D PRFEEA T 20l 72976 O LW 5,

IEER

AR CIX, PP TERENTWDEF 2 U T 4 BEEEFICOWT, PCHHDT
U b a 7 ORARITIE, #RBERREDBEAHIFAIE L RN E W I IR SN TN D,
ZD7D, TV bV a T ORARICGHEBIRRGEE MG T D HERIZE > TX
=—XICEE LR WHREERNH D DT, HELSLETHD,

28



10

CRP-C0459-01

MRS

RrliZ7a L,

tXa)Ta42—45v bk

AKTOE DXV 7 4 Z—4y M12lid, AREZ L IIHICEEL LU TFD L
BOARFIEREEL bRt En 5,

Canon imageRUNNER ADVANCE C5000 Series 2600.1 model Security
Target /X— 3> 1.20 2014412 H 18 H ¥/ ¥l Stt

29



11 FA:E

CRP-C0459-01

KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC

Common Criteria for Information Technology Security
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Hardcopy Device (HCD) | A system producing or utilizing a physical

embodiment of an electronic document or image.
These systems include printers, scanners, fax
machines, digital copiers, MFPs (multifunction
peripherals), MFDs  (multifunction  devices),

“all-in-ones,” and other similar products.
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TOE Owner

A person or organizational entity responsible for
protecting TOE assets and establishing related

security policies.

U. ADMINISTRATOR A User who has been specifically granted the

authority to manage some portion or all of the TOE
and whose actions may affect the TOE security policy
(TSP). Administrators may possess special privileges
that provide capabilities to override portions of the
TSP.
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