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o XU T o BEREEM - N— b2 PER
o X2V T o REEEMLE N — 13 A,

2.2. PP ¥3k

A ST AT 5D PPIE7auy,
23. Ry r—TFR

AKSTIE, Ny —v  EAL3 AT 2, BINT DRFET R —R 2 MIZRW,
24. BEEHR

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model Version 3.1 Revision 4 CCMB-2012-09-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components Version 3.1 Revision 4 CCMB-2012-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components Version 3.1 Revision 4 CCMB-2012-09-003

e Common Methodology for Information Technology Security Evaluation
Evaluation methodology Version 3.1 Revision 4 CCMB-2012-09-004
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3. EXa) T4 REER
ARETI, REMNREEDOE 2 F., Bifest, . Mikoex=V 7 0 HHIZOW TR T 5,

3.1 REMREE

TOE D&% 2 )7 ¢ 22t i _“2—FORBICK L TRABSNS THEO DS T — 5 DR
W T, MFP &l ORI HETHIN LTV B84, R ARSI 8 5 L F Ol 7 7 A
T e L)

® BRI ERTFAIL
AT NPCOLEHOT Y 2 KT A4 N IC I — REfli> TERSHEESHD MFP 12
LRI LSBT 7 A L,

& XXy UEBRITAI
MFP T#DBTAX ¥ LIZEBR T 7 A vy ZZTIEAF ¥ L E2{ToT-FIHED A —LT KL AT
E-mail (SMIME) T+ 2EHEZHEEL W5,

A —EER I KD FRIREE L L TIRFSND YV a TOEIE 7 7 A 0t BN Y DR D720
(25RO HEDOHIRM D FHEIRRE & 22> TIRIF SN D ¥ a T DOWIR 7 7 A V& LR L3 5%~
7 A NVLSNE MFP O FEFIHICBWTRiES N D Z ENER SRRV, (REEE LT
(A

—Ji. MFP % U —2&H, BEHET L2 EMMANKT LI25E6° HDD N E#EICH 72 ham s
— P OEFEN R IND T — 2 PPN T L E > 2 HA 1L, 22— FIXTHDD IZEFT 52655
D LT —F OIRBATREE A IR ST D, o TCZDOHAIIUTOT =2 7 7 A Va R4 L35,

e BTV RTFAI
& XX v UERITAI

o RIFEBRI7AIL
> BTV N7 A NPSNDORIFESNDEER T 7 A v
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3.2. AR &M
AT, TOE OMMBRTLIC T D AHESRMEZ#AI L, AT 5,

A.ADMIN (EEED AKSEH)
FHEIL, B ONKEE L THIEND —BHOEEIZBWT, BELAF=1TAII THhRRn,

A.SERVICE (H—ERI V=70 AHEHE)
=AU V=T, LN EE L L TCHFTEIND #HOERIIBWC, BEERI 72174
ECEP oY AN

ANETWORK (MFP My b7 —% E&HEH)
TOE #Ei S5 MFP 2% BET 547 4 AN LAN 30 R > N T — 7 L EE S AEA1T. 5
iy NI —27 5 MFP ~7 72 A TX720,

A.SECRET (M#R®ICEAT S EAEH)
TOE OFHIZBWTHEH INDE/RIAT — RO 5T — Rk, ERHE SR L7220,

A.IC-CARD (IC h— FIZB89 2 EREH)
TOE OFIRICBWTHEHAEN S IC I — Rk, EYRa—HFICFaESnTn5,

3.3. B

AHEITIX, TOE OFIHE O TOE FIHEBREIZIHWTIHRE SN2 &B A L, 3T 5,

T.DISCARD-MFP (MFP ') —R iR, BEZXE)
U —ZRHE, EITEHE L7 MFP RN SN =5E. BELZ -4, MFP N HDD
BT D LICLD, BEELT Y U b T AN, AX Y VEBT 7 AV, ARFEE T 7 A VDR
W5,

T.BRING-OUT-STORAGE (HDD MFRELFHH L)
B Ao EREE LR o2 —F 2, MFP A® HDD Z AR EICHEBH L THIFd5Z &I
XU, B b7V v T A, A%y VBT 7 AN, BRFEB T 7 A VDRI T 5,
B Ao EREE LR o —H2, MFPN® HDD ZAREICT YNz 5, TVhzbh
7= HDD \ZIXH 72Tk b7 U U R 7 7 A )V A% v VER T 7 A )V ARIFEIR 7 7 A VIS ERE
EN, BEEREECESEZ Lo —WIE, 20T VA7 HDD 2R HH L TR+ 5 =
LIZEY, THHEBT 7 A VENRIRT D,

3.4. #BOEX) T4 A

A ST Tk, MEMENEE SN D IRENREFEICKHT DA 7 4 ANLAN LOt® XU 7 ¢ 5K &
LT, 77 ANVDOIEBALBER X, T VX NEBELOMNIMUTZ A=V ORBIENTF A S b L 9 72kl
- FIAFICHE LI TOE EX =2 V7 4 BBEZ2HET 5, £/, Ny NI —2IZHETH 2 T
A7 F PCBIPN—OERET — 2Ry U —7 i s — T — X I3 RiES G 0 E&
FETH DN, FAX AREBEIFRONDS MFP #/7 L TN ARy NI =2 ~D7 7 AL L TWHH
k- FUHFICHIGE L2 TOE v X =V 7 o REZMBET 5, LLFIC TOE ZFH 3 5k T A <
nNoex= V7 ¢ HetE# L, @I 5,
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P.COMMUNICATION-CRYPTO (EH{&7 7 1 JLDIES{LE(E)
IT 2SI CEZ B SN REHEOEWEER 7 7 AL (BT o b7 7 A0, A% ¥ o HE#
T AN) 1. BRSNS,

P.COMMUNICATION-SIGN (BE{& 7 71 IILDER)
FAEMEOBWER 7 7 AV (AFx VBT 7 A V) ZETLA—)VIZIE, T UXVEBLBMIIES
RUIFIE R 5700,

P.DECRYPT-PRINT (Ei{&7 741 ILDES)
MFP CTEZA5 L7 MEMOREWEGR 7 7 A v BTV 77 A0) X, D7 7 A4 V&L
L7RIVABEZICHRIT S Z E NPT &5,

P.REJECT-LINE (ARE#BNISDT I 2REL)
ANREHHEN D MFP @ FAX AREHOZ M L TONER Yy NT—7 ~DT 7 & A 3280E LT
A AR AN
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4. X2 T4 WMERKGE

ARTETIE, 3 I TR SRR SME, BB MOt 2 Y 7 ¢ 5#t4% 5215 T, TOE X0 TOE
DOHABREIC CRBER X2 U T 4 #EFEHIOWTRET 5, LT, TOE DE¥ =Y 7 ¢ x4 h
B BEOE X2 VT 4 RRITEHI L TRk 5.

41. TOE ¥ T4 KA
AETIX, TOE O&F 2 )T 45 HHEHT OV THBI L, HAT 5,

O.DECRYPT-PRINT (BBIETYU P74 ILDES)
TOE IZ. BsB{b7V v b7 7 A NVDERIZFIA L IC — RICO B, Bk a7V o b7 7 A
JVOHI 23 5,

O.OVERWRITE (L& #=HIK)
TOE (%, MFP N ® HDD (Z{#7F SN D IRHEE PE DT — & i L ¢, HIBRAT — 4% ¢ LE
L. HIHRAREICT 5,

O.CRYPTO-KEY (REEf#4ERk)
TOE 1%, MFP N® HDD IZEXIAETNIEBE T 7 A VE2ETeT XTOT —Z B 54k L TIRIET
D7D DM SHEEZ BT D,

O.MAIL-CRYPTO (S/MIME QF|FH. BEE1k)
TOE %, A ¥ v VO E-mail #EICE W T HHAZEOERIE L TAF ¥ B ERE LT 5,

O.MAIL-SIGN (S/MIME OFIA. E4)
TOE I%, A% ¥ VE{ED E-mail 2FI2B W T, FIHZEOERIZIS U TT VX NVEBALEOT-HIZ
VBB SN AF ¥ B EZET Emall T— 2 DA vt —IVF A4V 2 N EART S,

O.CRYPTO-CAPABILITY (HDD BES{Li#eeZ2 AT 5= DY K— FE14E)
TOE 1%, ASIC (Z &% HDD W 5{LRELZFIM ¥ 5 1o OIZ L EREEZ ¥R — F 95,

O.PKI-CAPABILITY (PKI#&ZFAT 5= DY KR— FEIfE)
TOE X, 71— KU —=ZKOIC #— K L#E L TR INDE(LT Y > b7 7 A LHEHE, Scan To
Me #REZFIH T 5 7212, ActiveDirectory ZFIH LT — R U =X K NIC I — R~D L E 72 H)
(el N R

O.FAX-CONTROL (FAX 2=+ F&I#)
TOE 1%, A%EIFME S FAX A%EIR O 28 LT, 4% MFP R SN TWARNEX Y T —
J~DT 7 A BT HHIHERE 2 Rt 5,
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42 BRBEOEX 1) T4 KA
AHiClx., TOE OEHABREOEX 2 U7 ¢ %I5E et 23T 5,

OE.ADMIN ({E¥ETZ5EEH)
MFP % FH 3 24k O &AL, TOE NME#H S5 MFP OE M ICE WO CRE S - &8 & sk
WCFEITTH N EHRE R ET 5,

OE.SERVICE (H—FERI V=7 DREL)
* MFP % {R5FEHT 2 MO F(TE 1L, TOE Of%E, £~ b7 v 7 RO TOE 23 #5# S5 MFP
DERSFIZB W THE LN EBI ZBEICFTT ALY — A V=T 2 HET 5,
CEEEX, PR Y=TI28 % TOE AME# S Dd MFP O A 7 G v ZAERITSIE S,

OE.NETWORK (MFP &3 Ry k7 —4 BiE)
- MFP ZFH3 5k D E(EH 1L, M1 >y h U —27 038 TOE 3 &5 MFP ~0 7 7 & %
BT DD T 7 AT U 4= EOBERRERE L T AMEN S ORIERB AR E FEhT D,

OE.CARD-USER (IC h— F®OFIA)
IC 1 — FOFEHEIL. Kb 7 ) v 7 7 AV ZRESLT DT, ICH—F, MOHEMATY 4
RIAREBRHAL, A% Y @7 7 A VERFELT 280%, IC v — REFIHT 5,

OE.IC-CARD (IC h— FOFBEEH)
* MFP Z I3 28 OFLE X, M CFIAT 22D ITLEICh— &2, O IC H—F
OFE NI NDELWFHE ST 5,
- MFP #FHT 28O BFTE 1L, FIHEZEICH LTIC 1— ROMA~DFEE, &5 %8811,
wRREORHZMEIYE 5,

OE.SECRET (M#HFHROBEYLER)
BEEIL, TNICRTEREET 5,
CEHFSAT — NI 8L EDEERET B,
EBRERNAT — R B R LT — RICHER FTRE 7B 2 5 E L 72\,
cEIENRT— R LU — FERET S,
CEHEANRAT— R, BE LY — ROMEEEEZIT ),
P—E R V=TI MR TEMNZERT 5,
+ CE /XA U — RIZHERIFTRE 72 E 2 5% & L 72\,
cCE/RRU— RERET S,
cCE/RAU— RFDOWMELEELEEZIT I,
CEEFNSRAT — REEETL56, SHILLEOEEZRET 5,
PR VT REHEANAT — REET LG EE, FEHEICECHICETE YD,

OE.SIGN (Z£&ft5DHE)
-IC 1 — FOFTAEIL, BEEOEWEKRT —4 % MFP /2627 54 7 b PCIZEAT BB, &
TEL BN 5,
CEHEIL, TUANVEBLAMNGEREY, RN D L IMEEICEL ZMINT AREICT D,

OE.SETTING-SECURITY (%2 YT sBEERE. #F. 2%
BEEFIL, 22— SELEIC TOE ICH L, X =2V 7 ¢ iif{bife s &0 A X 2 A D
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(ZIR > TeRE 2TV, TOE 2RI 2RISR ENHERF S D & 9 ICEMT 5, £72, MFP 2 U —
ZRAN, BEFET HEIZ TOE ([CX L, A & AR > THEMT 5,

OE.DRIVER (EERZFY >4 FS4 /. \0OFA)
IChH—FRETEEILZ., 729472 F PCIZLLFTOBEHELZWTZITHHAT ) o7 T4 "% EEET 5,
s LEORELICHWS Z o X A db@Ro ks R — N LT3,
- IC 71— FNOABREEE F W - Il OB (LR Z AR — F LT 5,
+ SP800-67 |2 & LIz b7 /v U XA, KOEEA AR — ML TW5D,

OE.FAX-UNIT (FAX 2 =vw FDFIA)
=R V=71F, MFPICA 7Y a =Y Thd FAX 2=y ML, FAX=2=> |
DIFEZFIAT 272D OB EET D,
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43. F 2 T4 /KA EHBERL
43.1. EH
HIHESRE. B, MOMEO X2 U7 4 it X2 U T 4 R OXISEFR Z TERIRT,
X2 VT R FHDI DR EH 1O EoRiestt, B, MotV 7 0 FEHTxRe L

TWHZEERLTWD,

® 1 AHREH. BE. BBOEF 1) T4 ARHITHIT S EF 1) T AKAHDESH

HBotxa Y T4
i0k73

EZR

NINAVY'V

ADINH3ASY

MHOMLINY

13403S'VY

advo-oI'vy
dd4IN-@yavosia’L
FOVHOLS-1NO-ONIHg'L
O1dAHO-NOILVYIOINNNNOD'd
NOIS-NOILVIOINNNNOD'4
INIdd-1dAdO3a’d
3NIT-103r3d'd

t&al) T HAEAEH

O.DECRYPT-PRINT [ )
O.OVERWRITE [
O.CRYPTO-KEY o
O.MAIL-CRYPTO o
O.MAIL-SIGN o
O.CRYPTO-CAPABILITY o
O.PKI-CAPABILITY (K
0O.FAX-CONTROL o
OE.ADMIN o
OE.SERVICE o
OE.CARD-USER
OE.IC-CARD o
OE.NETWORK [
OE.SECRET (J
OE.SIGN ([
OE.SETTING-SECURITY (AKX BK
OE.DRIVER o
OE.FAX-UNIT L)
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4.3.2. BIREHIZT 5+ 014

ARSI T o8 2 U 7 4 JRFTEHT SOV TLLFIZ@HIAT 5,

® AADMIN (EEEDAMEH)
AREMIT, FHENEZEZRL2VWIEEZHEEL TS,
OE.ADMIN %, MFP ZF|H 7 2 k2 MFP 253 2RI B W TEEOB T 5 AW E2 &
FIHRET D10, BEHEOEEENERIND,

® ASERVICE (H—ERI V=7 DABEH)
AREMIE, PRV T REER RN EEEEL TS,
OE.SERVICE (¥, MFP Z{R5FEHT 2BV T — A V=T 2 #8ET D, -EH
FlI, P—ERZ V=T DT AT T U AEEICIHLE ) ZERHEINTWDIH, F—
R =T OfFHEMEITHR IS

® ANETWORK (MFP DRy kD — #EiEH)
AT A7 4 AN LAN OAEFR v BT — 27 I AR ESEOEI L DB EMThbian
ZEEBELTWD,
OE.NETWORK (%, #Mix v NI —2 5 MFP ~D7 7 & 2% Wi+ 570127 7 A4 7 7 4 —
NI E DR ERETHZ LKL VAN DO RERADOHIEZRE L TV, AEMHEITERS
nas,

® ASECRET (R#EFBICEIT 5 EMASKH)
A3, TOE OFHICBWTHBAINAEZ /AT — R, BBEELT — RNERAZE L IRR LA
WZEEMELTVD,
OE.SECRET (%, HHENEHE AT — R Kby — RICBET 2 @EMABIZE T2 2 & %
HELTWS, /-, —b2= =772 CE 2TV — RICHETHAEMRHAIZEM L., SHE
2R LT, BEHEAAT — NICET2EABREZERSES 2 L2 HELTRY ., AEMHFIEER
Eha,

® AIC-CARD (IC h— FIZBEH9 5:BR&H)
KL, TOE OFFHICEBWTHT SN IC A — FEFELSEREEENTEY, ICH—FD
AEFEFEY a2 —FTHLZEE2HEEL TS,
OE.IC-CARD (%, {3 T& % PKI BREZIC L W BiT& N7z IC — FEHW., Mo FTEE 1T IC
B — ROEFE, U Z#EYNCITH 22 HEL TS, MO EEENIC I — RO2—H|Z
% U CHIBREI SO R O3S FEEZ BAMIE T 2 2 L2 HEL TV FIAAEEZR IC I — K
DO BEEENER LAWRARICHR I SND Z L idew, Ko TIC H— ROFTAEENEY A
=W LR Hln, AEMFIXEHIND,

433. BRI T B+
BIBAIRT DX 2 U T 4 R IFEHITOWTLLFIZHBAT 5,
® T.DISCARD-MFP (MFP @) —RiRH). BEZE)
AL, 22— EULE L7 MFP X 0 58RI 2 et 2 8E LT b,

O.OVERWRITE (%, TOE 2% HDD |Z& A {RiEEEO W T — 7 SHIRICHIBRH O T — % % EE X
T AHKEREZRALT %, F7-. OE.SETTING-SECURITY (%, WA X L ADTHICI->T-EH & L
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T, MFP 2 [EI S5 H1IC TOE 23523 2 RN FIT S D o, BHEOREMEIIRE S h
Do
L7eDo TREBIIF i T,

® T.BRING-OUT-STORAGE (HDD MFRIELFHHL)
AZ L, MFP ZFH L T\ 5EHABREENS HDD NEAH SN 5, £7213RIEZ HDD ALY
fFFon<T, 22T —2REFEEIN-L ZATRBESNS Z ik Y, HDD NOE#BT — X
LRI T S AREME A ETE L TV D,
Z 2% LT O.CRYPTO-KEY /%, TOE 7 HDD (CE X AL N LT — & Wb T 572D
584 £k L. O.CRYPTO-CAPABILITY (& v ASIC T® HDD W S{bIREZFIM T 5 7=
OEER YR — F &3, OE.SETTING-SECURITY 13t = V7 ¢ ifbifeaate i A X0 2D
LIS o Te R E & ZOMERFICET 2ERAMT b b 7o, B O FTREMEIIE I S,
L7eD o TREBBIZHaxtitEhTn s,

434 BOELF) T4 ARITHT S5+

FMEOEF 2 U T 4 HEHTHINT D8 F 2 U T 4 RWEFHI DWW TLLFIZHBIT 2,

® P.COMMUNICATION-CRYPTO (E{&7 7 1 ILDEEELEE)
Ao X2V T 0 HEHE, xv FU—7 RN MEEOEWETE T 7 AL (BT
VRTr AN, ARV UEBT 7 AN) IZOWT, REMEHEET SO, ekt A LA
HEL W5,
O.MAIL-CRYPTO (2L ¥V, MFP 62—V HEDZ 7472 h PC~A—/UZTEEEND A
Xy LT 7 A VI LT, a1k T 28E4#20t3 %, OE.CARD-USER (2L V., MFP
NS T AT vk PCA~EMTHEILIC h— R, 7747 > b PCHh 5 MFP (2253 5 B3 IC
H—REFERTV U H RITANERHAT L E2ERT D, £, TOBEOHFEHRTV X RI4
X OEDRIVER IC L Vg T — 2 2 X 2 TIEO O EZFIHT 5 2 L RNTREN D, 61T
OE.IC-CARD Ik »TIC #— ROFIFENEYS 22— THDHZ L 2ERT D, Tz,
OE.SETTING-SECURITY (2L > Tt ¥ = U7 ¢ sffbiBfE 2 G A X A DRI - 1277
ELZDHEFFZET AERANTRbID, Lo TAREX =Y T ¢ FHIEHR I D,

® P.COMMUNICATION-SIGN (B 7741 ILDER)
KO X2 U T ¢ F#HE, A=/ (SIMIME) % W Tt 2 BAEMED @O i 7 7 A L (A
XX SHBT 7 AN) IZONWT, BAEMNTHZ LA BELTWD,
OESIGN ik VW, MFP 527 547> F PC~A—LICTEMNEND AX ¥ LT-HIG T 7 A
K L TR PELBZMTIMEN %S, 0.MAIL-SIGN, X1 O0.PKI-CAPABILITY (X ¥ . MFP 7>
Hbax—HFHHFDI TA T F PC A= MZTEEINDIAX Y LIEHEBR T 7 A MR LT,
IC 71— RZFIH L TEL ZMINT 2HRE 2 #2045, & 512 OEIC-CARD IZ L > TIC #— KD
FIAENEL 2= THDHIEE2ERT D, LoThREX2 YT ¢ FRHTER SRS,

® P. DECRYPT-PRINT (Ei{&7 74 IILDES)
KRk O X 2 U T 4 HEHE, 77 AV EER LEFAE IC H— FOFTAEE) OIHBESL7
Vo "7 7 A MZRHT2HIRIMTA D Z L2 BEL TV 5,
O.DECRYPT-PRINT (%, TOE %, ZDOE{LT V> F 7 7 A VEAEK LI IC 1— RORIZ,
ZOMEEALT Y T 7 A NOER AT 5L LTS, &5(20EIC-CARD (2L ->TICH
— RFOFEEZELLEHIND I LEERT S,
eV N7 7 ANVOEFUBRIINE T 4T 4 THD IC I— REFIHT D5,
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O.PKI-CAPABILITY (Z L > TEDOENWER YR — F Zh b,
L7eio TR O X2 U 7 o« L, ERT 57012 +2Th S,

® P.REJECT-LINE (ARERMNM DTV RE1E)
KO X2 VT 4 eI WER Y N —ZIIFET S 7 747 > b PC B L O — D E
T—HRNESAR Y N =T BN D T — Z Tk L T MFP If# Sz FAX == v s @ FAX
ANREFREO 2B LT, AREFRENS T 723N 2L T 5,
IR OFMLEIC L Y FAX 2= v b 2 ##E LI2HA B0 TH  ARBIRRED D 24T S, MFP
O FAX AREFEOZN L THNE R Yy MU =7 Ik SN D BT — % ZRWZEE CRIER#RE
a<w 2 R) B, NER Yy P —Z I IZERESNARNWI L2 BRL TS,
O.FAX-CONTROL IZ £V, T — X 2 ELWNH Ry NI —JITFETHT — X3 LT, A%
BIER D FAX = h®O FAX AREBEIEOZRB L TOT7 7 BA &L TW5, £/-
OE.FAX-UNIT 2LV  —bE R P =TICk VAT v a =Y ThHhsb FAX 2= 7 MFP
I SN, BHEND ZENEREN D20, O.FAX-CONTROL Z# R — kL TW5,
L7=No TARMBOE X 2 U7 ¢ FEHIFERIND,
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5. R VKR—R2 FERE
5.1 fiaRigaEa U AR—FR 2 b

A ST T, JLRERE= v AR —F > b &2 3 OEHRT D, FEx =V T A EEMFOMBENE, T
VI EHROHBIILLTO®EY TH D,

® FIT_CAP.1

TOEMNITERE CHIMBT LT 4T 4 DX 2 VT (HGEZ AR T 2572012 TOE IZ 373

BEDEBET 27200 x 2 7 4 EEETH D,

> LR EN
TOE 2N DX = V7T s E2FMT 256, AMBOEx=2 U 7 A BERHENCEX 2T
THhHZLEHLEETHIN, MOV T o HHEZ IE L <V 2729 7-DI2 TOE #2342
T REENDIEFICEETH L, LOLARTERO LS 2&ITEx = U7 ¢ BREEM I3
FEL 72\,

> BRALEYSX (FIT) OEH
CC/R—= R 2R VWH LWERTHLD, HILWI FRAEER L,

> BRALIZ773Y) (CAP1) MO¥ERH
7 FAERRIZ CC/R— R 2IZIEBRWH LWERTH LD, LWy 7 IV EERLE,
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5.1.1. FIT_CAP.1 DEH

® VSRE
FIT : ITBEEx T 4 7 1 & Ot
IEFRDOERE : FIT (Functional requirement for IT environment support)

@ VS AMADEL
O TR, ITHREC T 4T 4 B BET 22V 7 40— RO HICEET 5 B4 %
FETDH77IUNEEND, KMETIE1 207 7 U BHFEET D,
— ITEsRE=T 7 4 OFFH (FIT_CAP) ;

@ J7I)DABFEL
CO77 IV ITREZ T 4T 40X T A EZFIHTHICHZ> T, TOE [T LB L
ARSI DERICKINT D,

® JIUR—F rDLAILFIT

FIT.CAP  ITRIEIVTATADFMAT H=HDEEN

W& Fr D E M : CAP (CAPability of using IT environment)

FIT_CAP1: T BRE- T 47T 4 OEF2 VT 4 P —EARMREOR] &, IT RBETT ¢
TANRET R T A HREEZIELSHMT 27200 TOE (T4 L 72 HREH O BRI 6
J&T %

EEE : FIT_CAP.1

FAU_GEN t ¥ =2 U7 4 BEET — A2 PPISTICEENTWNIE, LT DT 7 ¥ a 2B RITT RET
5,

a) R/ ITBREET VT 4 7 116 2EED KL

b) HA ITERETT 47 4 ICHT 5T~ CTOBEOHEM (Bzh, ki)

HIE : FIT_CAP1

UTDOT 73 a3 FMT BT 58 FEREE £ 2 b5,
FRENDEHT 7T 4 T 413720,

FIT_CAP.1 TEBEI VT4 T14DEX2 )T H—EXFARDEED

FIT_CAP.1.1

TSF X, [Biff: IT BT 7 7 BT S F= Vry — XK LT, OV —E22FHT 5
72D RE N AR Uinit iE e 6720 [EiR: d= V7 — E X DENEIZ LB LREE D Y X M,

THIFEE L

REFHE : L
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6. ITEXaUTAEH

ARETIX, TOE X =2V T 1 BRIZHOWTRRRT 5,

<SGRIEERICDOVT>

TOE Ich Bl Snb = VT ¢ e 270l d 5, MREEFa L R—x> M, CC/8—h 2
THESNTWLbOEXEHEMEHL, 7V EFR—-ObOZEHT 5, CC/Y— k 2 IZFEH I e
FLWVIEBIEAIX, CCR—F2 LA LBV T L EHH L THAIL T 5,

<tFal)TqHEEEH “BE OBRATAE>

UToRBOFIZIBNT, A F Y v 7 HOR—/L FTRINDERLIT, “BIFF”, 7213 B
NTNLI LRt Ty =TIV TRENDFEXDERICHENEE TAZY v 7 HOR—/V KT
RENDRELIT, T F =T A ENTFLEFT A FEAE” ShTWD Z & Z2mRd, 7-UrDRIZ
T TR EN L FE ST, HREEREEM S “MVIRL” ShTEHShTWD Z & 27T,

<IKEMOBETRAEE>
RIFHEORIZ B W TIEEIMT T “( )” ShizfiaRmEns7-Lg, ASTICTHEA SN X =
VT 4 SRR D T~V ERT, £72AK ST IC T T 2 MEMED 2 WREMETH 25E 1. FHEIL
WNICT “WH LW Ll Tnd,
6.1. TOEtFxa )T+ EH
6.1.1. TOE X a1 7 1 HEeEH

6.1.1.1. BEHYR—F

FCS_CKM.1 ES@ER

FCS_CKM.1.1

TSF 1%, AT OB gD Y 2 MICEHT 5, FE SN SRAERT VY X L[EIN: otk 7
T Y A EARE ST SRR R SRR T, WA AR L R iER 5w,

[(BIfd: gD U = ]
% 2 IFERLER FE - TNITIXAL - BRDEF I8

(Eff: gFE#EA e 7 =Y XA
(5 2 BEB-ERE 15X . 7TV IA - BRDEE IZ708

BN mr 5]
I3 2 BEEREN FE - TN TY XA - BREDEGE 17708

TR E : 2L
&7 : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—¥#F&%n#)), FCS_CKM.4 GEf L72\)

® 2 WBSRAER BE-7LIVXL-BROBE

EED R K ESEERTITY XL EEREE
FIPS 186-2 BEUFELEAER TV =Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
2= 3 /L F R R 2=2 3/ /0% HDD BEE5EERL T/ =Y XA 256 bit
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FCS_COP.1 ESRE

FCS_COP.1.1

TSF %, [FIff: D J 2 MICEET 5. FESNIRE 57 V3 ) AL[EINS: #7577 XA L 54
RIBIS: 58RIt > [BI: gFEHFED Y X MEFAT LRTHUER bRV,

[t B U = F
% 3 WEHRE TAZTY R4 - BE - BERIEOLF IZ7EH

(Bt pgE 7 =Y X A]
% 3 WEHRE TAZTY R4 - RE - BEERIEOLF IZ7EH

(i e
[# 3 WEHRE TNTY XA - BE - HRIEOMF IC7H

(It mr Bt VX P
I 8 IEEHRE T/ T VXA - R - IFERIEDER ICE#

THIFEFE :o L
Ak : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—##H£ D #4)), FCS_CKM.4
G L72vy)

x 3 BSEE FILITVIL-#R - ESEEOBERK

BEDYR gEE7ILTY XL EEHE ESRIEDAR
FIPSPUB 197 | AES - 128 bit | S/IMIME 255" — % DFE5E-(E
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME 255" — % DEE5-(E
BEEFY > R 77 A DEE
FIPS 186-2 RSA - 1024bit | S/MIME (57— 5 BEBE D 7= oD DI iF5 (h5-68)
- 2048 bit | DEEEE
- 3072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A A yb—I8 1 X pDERE
FIPS 180-2 SHA-256 N/A Ay b= P X P DERE

6.1.1.2. FIRET— 5 RE

FDP_IFC.1 $ Ity MER D O—HE

FDP_IFC.1.1

TSF 1%, [Blff: SFP I L > THRPASHB IS Y 7 2 NS, EIT T 2 F o6 B S - 15
DIENEG|EHE T 7= 2 b, [FRE OEED U X Mot UCLEI: [F#8 > 7 —#i SFP % 356 U7
DR AR

[Elff: SEPIZ k> TRPASHI Sz 722 NS, Fidd 7= 2 B b B S A7 [FR O &
GlEL TV T2 |, R OHRED Y X F]

YTz p>

cFAX 2= ;06 DFE

<fEFH>

- NER[EIFR D26 DFET— X

<EBIE>

c NEER > p U — 2 ~FEH T3

(Bt fF# = = —ii SFH -
FAX (88 7 o —#I#

TR E : L
&7 : FDP_IFF.1 (FDP_IFF.1)
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FDP_IFF.1 Bt T BH

FDP_IFF1.1

TSF X, LFOX A 7OV TV NEMMEREF 2V 7 4 BN, [Eifl > 2 —i#i SFP
M L2 UR R B2, B R & SFP FICEO TS S 72 2 FEfgRo Y X b &
OE 2 It 738, tF=V7 1 g

(B 5 = = —#i SFP -
FAX 58 7 o —#1#

BNy REAESFP FICEWTHIISH S 722 FEERO U X b, ROFZ 2T 5, wF=2 Y
7 B

<Y 7Tz P>

c FAX 2= }F 226 DR

<fE#H>

- AEREIERD 6 DRHE T —F

<tFz V7 BEHE>

- BT — 5 EME

- BT — S YN DT— L B

FDP_IFF.1.2

TSF 1%, U TFORAB RS TONE, S8 E2@ e <, fiflshzy 7= b Lfillsns
THREOHR T 0 —2FFA L nid7e b 22 [BIN: &4 DHEICK LT, 472 =2 FEFROEF =
U7 BYERIICRIFEAUTR 520, EF =2 VT o JJHEIc Z -5 < BIEAL

[EIff: Ao DIBIEIZSS L T, V7 2 fEERDOEF = U7 BRI REFERAE 6000, EF=z V7
S NBPEIC S A
FAX 2= PP OZE L EEGHT —ZLUNDT —5 2NBER > PO —2 ~FEHL 20,

FDP_IFF.1.3

TSF 1%, (B BHOFH = 7 —#fi# SFP AN % Fhi L 72 F1iE7e 570,

RIS Bmfg#R = = —#ili# SFP A Al -
xL

FDP_IFF.1.4

TSF X, UUTOHAI, [Blft: &F= UF IS ESO TIEHR 7 7 — 3 B9 7 773 AN RS\,
157 v — & BRI EFE AT L2 uidZe 5720,

(B = V7 BIEHICHED O TIFHR 7 7 — & Bnigiz 7 a3 3 4240 -
zrL

FDP_IFF.1.5

TSF X, LT OBAL (B &F= V7 o BHICIESO TIFR 7 7 — 2 BRI S T S BN ISV T
fHH 7 v — 2 PRSI S L2 T i3 b7,

(Bt =2 V7 BIEICHEES O TlEHR 7 7 — BRIz a7 S HAI

nL
TRIFE B ;L
wEN . FDP_IFC.1 (FDP_IFC.1), FMT MSA.3 i/l L7\>)
FDP_RIP.1 Y7ty MERRE
FDP_RIP.1.1

TSF 1%, [Eifl: #7222 pO VX NOAT Y =7 NERIR ~DEIDE T, 75 DEWEDZ 2 THEEA
IZBWT, BFEOURTIO EOERONT LRI TER<T25 2 L2 RAELRTNIE RS0,
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e XFp EET 7oA
- RIFIEIE Z 71/

GBI ~DEIRDEE T, 726 DEIRDEY THEEA -
06 DEJE DL THEE

THIFEFE L
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6.1.1.3. A & 583

FIA_AFL.1[1] RRERBEFDER L) Ly

FIA_AFL.1.1[1]

TSF 13, [ @ar#Fgo VX MBI LT, IR [ IEDBENE], (B 7F8 TR fE D i I %
1} S BRERARE FTHE 2 IE D BEHAA Bl D R R INGRAERAT N AE Ul & & 2 L 2T hide 5780,

(BIft: BarFLo VU X M
c Y —EXRE— NI T ERT SEDRG
c CE NN — P E T 38D HRE

GRI: [ZV111E DEHAE], [ 7F2 A REZME DIEI I F5 17 & B BEE R GE Al RE /3 1E DHEH ] -
(Bt FEEATEEZRME DR : 1~3 I 1T S B EEERE FIEL IE DEESHE

FIA_AFL.1.2[1]

RNROPGERATHNEFE LMK GRIR: (273, & Lo &, TSF L, [Eiff: 72> g0V X A
LT IE R 570,

(BIR: (oS5, & LA
IZET 3

[Bify: 7oog>0l X A
<BHLEBEDTZ 52>
c BEP THAIL, V—EXE— F~DRFRENPS T pL, CENX T — FEFIFT S RABE
ray293,
c BEEF TRIIIL, CE/NR D — FEFIFT SRG8E2 2 2935,
< EEEIFD =D DIBIE>
FEEHRIEL U CE FRFE D v 2 SRR IRRE & 1T T B, (FFEHBRIED 5 CE FRAE DERIEZ ILAESRIF IR EIZR
JEINh TO BRI/ T 5 LB T biE,)

ThIfE = : 2L
R7FH . FIA_UAU.1 (FIA_UAU.2[1])
FIA_AFL.1[2] RRER B EFDER L) Ly

FIA_AFL.1.1[2]

TSF X, [Ef: @ar#so VX MICB LT, [BIC [ EDBRE], [FI11: 7775 P REZME DA I %
V7 3 B A GE A REZR IE DBEEAE ] DO AR RRINFRAERAT A U & 2 L R e b0,

[(Eff: BaFFZD U X M
« BEET— NIZT 2 BT B BEDRF
« BEENID— FeXET 3 BEDERG

GRI: [ZV111E DEHAE], [ 7FF2 A REZNE DIEI I F5 17 & B L ZGE Al RE /3 1E D#EH ] -
(Bt FEEATEERME DRG] : 1~3 PICI5 1T S B EEERE FIREL IE DEESHE

FIA_AFL.1.2[2]

RS OFEFERIT N E S LRI ORI: (2SS,  Lfoxle &, TSFIL, [Fifl: 72 a0V x p
Z LRIThIEZR 570,

GEIN: (oeET S, 2 La-> 7]
IZET 3

[Eift: 720V X M
<BHLEEDFTZ 52>
s BEFHTHAE, BHEET— F~DRFRENPS 2T D P, BEENID — F2FHT 58855
rry27 3,
c REFFTRITIIL, BBEZENID — FeFfd 3R68Es 0 293,
< EHELEIFD /= D DIFIE>
« TOE DEBIFEE1T S5, (EBIHEED 6 B BEE RAFDIRIEE IF AR IFRIREICRE S T SRR 248
BEIZHEBRABE T P B, )

TR : L
5]
&K7FE : FIA_UAU.1 (FIA_UAU.2[2])
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FIA_AFL.1[3] PR MDY KL

FIA_AFL.1.1[3]

TSF 13, [ @Zar#Fgo VX MBI LT, BRI [ IEDBEE], (B 7F8 Al R 2 fE DA I %5
V7 3 B AE ATREZR IE D BERE ] DO AR RRNGRIERAT R E Ul & & 2 LT hide 5780,

(BIft: BarFLo VU X M
e NWNENL Y —EXE— FIZ T2 R SEDRE
c NWNENL Y BEBEHE T — FICT 2 B X7 3BDRE

GRI: [ZV111E DEHAE], [ 7FE A REZNE DIEEI I F5 17 & B BEE R GE Al RE /2 1E D#EH ] -
(B EDBSE] - 1

FIA_AFL.1.2[3]

RS DOFEFERIT N E R LI ORI (&S S, & Lo /21L &, TSF I, [Biff: 722 >0 ) X F
LTI B0,

(BIR: (oS5, & LA
ICET 3

[EBify: 72oog>0Y X A
<BUHLEBEDFTZ 52>
INRENGE DT RTDAZHEES
<BEHEIFD 7= DERIE>
5 BEEEHIZ 5B

i EE] L

&IFEM . FIA_UAU.1 (FIA UAU.2[1]. FIA UAU.2[2])

FIA_SOS.1[1] BE DR

FIA SOS.1.1[1]

TSF (X, i (CE /XX D — R) BSEIf: EZ3ABERBNCEET D2 L E2RAET D A 1 =X A x4t
L2 uid7e 6720,

(Bt EH Shd BRI
< Hi# 8HTLIL 64HTET
« XFHE : 161 XFLIEDF 52524 7T RE
BRI D FA—DIXFELEG THEESI TR,
CQ EET 556, EEEDEPFERESN TV SEEEHELLY,

ThIfE = : L
IR . L
FIA_SOS.1[2] BEBEORI

FIA_SOS.1.1[2]

TSF (X, B (FEE XD —F) BE: EEZ3AmBRACERT DI LE2RAET A=A L%
FREEL 22T 57220,

(BN EFESALmERE
Ktk SHTLLL64HTET
« XFRE : 161 XFLILEDF 5 ZRATHE
BA D A—DILFEN TREESIH TR,
O FET 55, BREDEPFERESATVSMEEEEH LR,

I EE L
REHE L
FIA_S0S.1[3] WE DR
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FIA_SOS.1.1[3]

TSF (3. BB (EEET—F) BNEt EF3AZHERBNCESE TS 2L E2REET 5 A 0 = X 0 & 424t
LR uEz 70,

[Eff: EFESALRERAE
- fr¥ - 2047
o XFFE : 88 LFLIEDH D6 2R AT gE
A @ A DXFENTEEII TR,
© EEFEHEL BERHEDEPFERESH TV SEELEELLRL,

TR R L

REHE L

FIA_UAU.2[1] T a RiOFI RERE
FIA_UAU.2.1[1]

TSF X, TOHMAE (F—ERxP=7) 2473 540 TSF N7 7 v a v &3 2a0c, A8
FH (PR P=7) SRR TS LA ERLARTER B AV,

i EE] . FIA_UAU.1

K7FH . FIA_UID.1 (FIA_UID.2[1])
FIA_UAU.2[2] TOa hiDOF RERE
FIA_UAU.2.1[2]

TSF X, ZOMME (BEZE) #7350 TSF M7 7 v a v 2FFr T 50, #FHE (BEE)
ICRREEN RN T 5 Z & 2 BR LRI iT e b0y,

TR B . FIA_UAU.1

REHE :  FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 2R

FIA_UAU.6.1

TSF (3. FMF[EUS: A ER IS KDY X MO b & TRIAE & G L2 T g e H 7220y,

(BT RPN ER X B KD U X P
e Y—E XL = TR CENAT— FEEEFT B354
« BEENEREENI D — FEEETSHE

THIFEE c L

REFHE : L

FIA_UAU.7 RESNFRBE T« — Ky
FIA_UAU.7.1

TSF (X, #AEEIT-o TV D, [Fiff: 77— N>y 20 VX MEZGERIAE ISR LZ2TER 520,

(Bt 7 — PN 2D Y XA
A SAEXFET—F 1 XFHIZ “*" DFTF

ThIfEE : L
REH . FIA_UAU.1 (FIA_UAU.2[1], FIA_UAU.2[2])
FIA_UID.2[1] TP a ORI AEER
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FIA UID.2.1[1]

TSF 1%, TORMME (F—EXxP=7) 2479 DM TSF M7 7 2 a v 2dF 3 200, A FH

B (P—ERTZ=7) \THBINENT D 2 L AR LRI NER SR,

THIREE . FIA_UID.1

REHE L

FIA_UID.2[2] T a RiDOF REHER
FIA_UID.2.1[2]

TSF 1. ZORHE (BH#E) 2 RI79 540 TSF N7 7 v a V&2 50, #FRE (BHEE)
(CERBIASREN T D & & 2 BR L 2T e B,

THMEE  :  FIA UID.1

&KFE . L

FIA_UID.2[3] T3 RiOF AEER
FIA UID.2.1[3]

TSF 1%, ZORME ACH— FFAEZED IC Z— F) 2477 o TSF A7 7 o a > 23§ 2H0C,
FHE ACH— FFrEZEDIC % — F) \Zi#ps i+ % 2 & 23R L adhidebzn,

TRIBEE : FIA UID.1

REFHE . L

6.1.14. X T1EE

FMT_MOF.1[1] X)) T BEDSDIFENER

FMT_MOF.1.1[1]

TSF (. BERE[EINS: #agD UV X MBI DS F 0 ERET S, #FIET S, FEFSES, DS3ED
EE TSI & (Bt 7FF a7 Szl S 2 REMTHIBR L 22 T ud 72 5720,

(Bt pgRED VU = ] -

tF =z U7 BERE
DRI DSBEOFRET S, FEUT S, FEEIES, DSSEFEOFHET S
FEITS
TR ek
- BHE
s Y—ERXT =T
ThIbEE . L
REH . FMT SMF.1 (FMT_SMF.1). FMT SMR.1 (FMT_SMR.1[1]. FMT_SMR.1[2])
FMT_MOF.1[2] X)) T BEDSSIENEE

FMT_MOF.1.1[2]

TSF (. BERE[EINS: #agD UV X MBI DS F 0 ERET S, #FIET S, FEFSES, DSH3ED
EE T Sl & (Bt 7P a7 S /i) S REMTHIBR L 722 T ud 72 5720,

[(BIfS: pgRED VU = ] -
- LIRS HIBEERE

(R DLESENZRET S, TS, FEFIES. DSESENFHETS]
ZEEEES

(B 7Fa] Sz S e _4)
BHE

EE] : 2L
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3 :  FMT _SMF.1 (FMT_SMF.1), FMT_SMR.1 (FMT_SMR.1[2])

FMT_MOF.1[3] X)) T BEDSSIFENEE

FMT _MOF.1.1[3]

TSF (. BERE[EINS: paED UV X MBI DS F 0 ERET S, &FIET S, FEFSES, DS3ED
FE T SN & (Bt 7FF a7 /iy S 2 REMTHIBR L 22 T ud 72 5720,

[BIfS: pgRED VU = ] -

 FOSNELME
GRIN: DS BENFHET S, FEITS, FEESES, DSB3FNFHETS]
FrEIFT S
(Bt 77 S /2305 X 7= 7420
EHE
THIfE = : L
RFH : FMT _SMF.1 (FMT SMF.1), FMT SMR.1 (FMT SMR.1[2])
FMT_MTD.1[1] TSFT—42 DER

FMT MTD.1.1[1]

TSF i, [Elfl: TSF 7 —5 DV X MBI 7740 MEZEE, FEdE, &, ik 5L [ <
DRIDHIEN S 2 HEN) % (B 7F 7] S0 7zl S 2 REMTHIPR L 22 T 4LIE 72 5 720,

[Elf;: TSF 7=—5 D J X} -
c NRNF— P 2T D R
- FRAESCRL a8 fE
- SIMIME B EHE#E (BEFET7/1=TY X A)
c SIMIME X > & —2%+4 2z X p =
- B EERAE DR EEL I AELRRFT

BT —F
GRIR: 779 MEEE, foEbd, &, iR 0L [Ff: 0o ED
e
BT 7F AT S 4 72 5l S i 7= 72
EBHE
XA E] : 2L
A : FMT_SMF.1 (FMT_SMF.1) . FMT _SMR.1 (FMT_SMR.1[2])
FMT_MTD.1[2] TSF F—42 DEHE

FMT MTD.1.1[2]

TSF 1%, [l TSF 7 —4 D U X N8I 7740 MEFE, H0 G, K, Jikr 54, [Ff: &
DEDIRIENT % RES) & (B 7F 7] S i) S 22 BEMTHIBR L 22 43722 5 720,

(BIff: TSF =50 J X |
BHENZT—F

(B4R 7770 MEZE, FJOEDE, L, R THE (B € OMOHED
KE

(Bt 77 ] S e e Pl X 7= R
- BEE
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i EE] © L

REHE . FMT SMF.1 (FMT SMF.1), FMT SMR.1 (FMT SMR.1[1]. FMT SMR.1[2])
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FMT_MTD.1[3] TSF T—42 OEHR

FMT_MTD.1.1[3]

TSF i, [Elfl: TSF 7 —4 DV X MBI 7740 MEZEE, Fo Gt &, kR 55 [Ff:
DRIDHIENT 2 HE)) % (B 7F 7] X 7zl S 2 REMTHIPR L 22 T 1LE 72 5 720,

[Eft: TSF =—5 DY X F] -
«CE/NRT—F
« CE FRAF DERIEE I AEBRIF R

(R 7750 MEZER, fJoGoE, 2, kR THE (B € OMOHED
HE

(BT 77 7] Sz it S 1 7 R AN
Y—EXTP=F

TrER - L
REFEHE : FMT_SMF.1 (FMT_SMF.1) . FMT SMR.1 (FMT_SMR.1[1])
EMT_SME.1 EEMEDRE

EMT _SMF.1.1

TSF (3. Bl FORERIE R FATT 5 = &8 C& AT b7\, < [BI: TSFIC > CRRHES 705 HEEE
FED Y X }]

[(Eff: TSF 2k > THHES S EFEERED VX P
« BHEIC L B EBEE XU — FOXEHEE
- BEEIC kB EEE R DRI I AR IR D 3 BB
o BHEIZ L BN — PRI T D FERIDK BB
- BEEIC & BRAHRIER IR BRE I 3517 3 ARAF SR 15 B E D K B BE
- BEEIZ L 5 SIMIME BB LH#E (BBET7ATY L) DHEHE
o BEEIZ B SIMIME X vt — 41 P X P DK
- BEEIZ L BIFEE D — FOXEHEGE
- BEEIZ L 3L L E & NI HEE
« BEEIZ I B 78 NEBE (S HEEE
c BHEEIC LB EF=2 YT o BIEBEEDEIL#EE
c B—ERT =TI L B F = YT BB DIE I EEE
e Y= XL =TI ) B CE /N T — FDKEREEE
c Y—ERT =TIt SEEEE NI T — FOKERHGE
PR P=TIE LB CE RADIRIEE IR FFRI DK EHEEE
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REHE 2L
FMT_SMR.1[1] X2 T4 &E

FMT SMR.1.1[1]
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P—ERT=F

FMT SMR.1.2[1]

TSF (X, FHFE 2 &ENBEAT T 20 d 72 6 2w,

ThIfE = : L
R7FHE : FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] t¥al) 71 &E

FMT SMR.1.1[2]

Copyright © 2013 KONICA MINOLTA, INC., All Rights Reserved.
36/53




bizhub C754e / bizhub C654e PKI Card System Control Software ¥z /77 F—5"wF

TSF 13, &EIEIS: 770 Saakh| iz REN fERs Lisg nude by,
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BHE

FMT_SMR.1.2[2]

TSF (3, FRH 2 &EN AT T 20 d e 6720,

T LB fE 2L

REFEHE :  FIA_UID.1 (FIA_UID.2[2])

6.1.15. TOE7 VR

FTA_SSL.3 TSFEEI-&P¥T

FTA SSL.3.1

TSF (3. (B FYHEDHT 2 7 1 7T SIFRE RIS GRS 2 v 2T L hida b,

[Ff: %/ﬁ?%zj)# T2 T T TH S
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FFRT
ThIfEE ;7L
REHE . L
6.1.1.6. 5k : ITIRIET VT 1 DFATS5-DDEES
FIT_CAP.1[1] TEBEI VT4 T140EX2) T4 H—ERXFARDOED
FIT_CAP.1.1[1]

TSF EWS TR 7 7 PR St F 2 VT = EXNIH LT, 2OV —EREZFATS
ZE& ENERIELATNER SRV B tF=2 V7 P — EXDBFICREREED D Y X M,

[%HJTﬁﬁny4f4ﬁ%ﬁ¢5f¢z/74# £ ]
ASIC 735395 HDD kE5-L#EHE

(BIff: tF= VT = EXDEEICLELRGE D Y X R
E&Z 7+ /L% HDD kg 5(LRERE THEE X ¥ 5 7 D YN — FERE

THIbEE : el

REFHE L

FIT_CAP.1[2] TREIVTAT14DEX2) T4 H—EXFIAKOREAD
FIT_CAP.1.1[2]

TSF EW IT R 7 7 PR St F 2 Uy = EXNIH LT, 2O —EREZFATS
ZE& ENERIELARTNER SRV B tF=2 V7 P — EXDBFICSERED D Y X M,

[%'JHZ ITHEET 7 ¢ 7 ¢ DT 5 F=2 V7 —EX]
IC % — FIz TEH T3 L FOKEE
Q@ BEEZT > P77 A& EE LT S LERDE SHEEE
© S/MIME B#EIZ TR F 7 EBICEEL TEEDODR v t—25o P X FEFEEHEEE
@ LR EFIFT S 70DV — FMEEE

(Bt EF = V7 —EXDBEIZLEREE DV X ]
o LFEQDD =D DEEEHE I 7= HAFRD XN R OFFEHE S 1 7= HeaF R D 15 BB D AFHEHE
c LREQDEDDA vt =28 P X pDEMR A =5 Pz X DEFS(EALBE DU FEREEE
« LEEQDEDDLFRDE & PEHEE

THIFERE L

&k : L
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6.1.2. TOEDtEFx 1) T 4 RIIEH

TOE (X, —fki72A4 7 4 ZABRBEC THIM S5 M FH R TH 572, p B R O IRGE &

LTHARL~LTHD EAL3EAIC L > THER TOE ¥ X = U 7 4 RAEEMFZEH T 5, TR

WHENZ2 TOE DEX =2V T {RirE k2 £ D5,

£ 4 TOEDtEFxa T4 RIIEH

-
—

TOE& % = U 7 ¢ {RFEEM IR —FR b

X2 T 47 —%T 7 Fyitik ADV_ARC.1

PRYE SEARTRER & A O e TR ADV_FSP.3
T—%T 7 F v kit ADV_TDS.2
HAH e A ﬂﬂﬂ%%ﬁ'@f’?ﬁ% B AGD_OPE.1
el Fhor & AGD_PRE.1
ol DG P ALC_CMC.3
FAELH O CM #ilH ALC_CMS.3

FTATHA T NP R— b Bl i Fhoe & ALC_DEL.1
X a7 ¢ FEOMRYI ALC_DVS.1

BRFICLATA TV A I LVETLOESK | ALC_LCD.1

A ER ASE_CCL.1

R VR — 3 NER ASE_ECD.1

ST A% ASE_INT.1

X2 VT 0 ¥ =2y Nl X UT o xR E ASE_OBJ.2
RAELEZEF =2V T ¢ B ASE_REQ.2

X2 T o TR ASE_SPD.1

TOE ZLH AR ASE_TSS.1

TR L—T DT ATE_COV.2

_ T AR ARG ATE_DPT.1

T AR

HBET 2 b ATE_FUN.1

MNLT A K - T ATE_IND.2

TSR E sty AT AVA_VAN.2
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6.2.ITEFa) T4 EHIBEHM
6.2.1. ITE¥X ) T 1 HEEEHRAL
6.2.1.1. HhEM

X2 VT kR GEE IT B 2 U 7 ¢ BEE OISR E TRISR T, IT B =2 U 7 ¢ e
FBHENDRL EDH 1 DU EDOEX2 )T 4 PR GFEHIZHIE L TWNWDZ EE2R LTS,

XS5 EX1VTARARAHIIHTDITEF2) T HEEHOESHE

X271 ®EAE

INIdd-1dAdD3d 'O
JLIHIMEINO O
ATIN-OLdAHD O

OLdAYD-TIVIN'O
NOIS-TIVIN'O
ALITEVdVYO-INd'O
TOHLINOD-XV4'O
ulpe19s X
90INIBS19S 3¢

ALINEYdVYO-01dAdD'O

tFa )T o HEEEN

set.admin
set.service
FCS_CKM.1 [
FCS COP.1 [ J
FDP_IFC.1
FDP_IFF.1
FDP _RIP.1 [ J
FIA_AFL.1[1] [ J
FIA_AFL.1[2]
FIA_ AFL.1[3]
FIA_SOS.1[1]
FIA_SOS.1[2]
FIA_SOS.1[3] @
FIA UAU.2[1]
FIA_ UAU.2[2]
FIA_UAU.6
FIA_ UAU.7
FIA _UID.2[1]
FIA UID.2[2]
FIA _UID.2[3] (]
FMT MOF.1[1]
FMT_MOF.1[2]
FMT_MOF.1[3]
FMT_MTD.1[1] [ J (] (]
FMT_MTD.1[2]
FMT_MTD.1[3]
FMT_SMF.1 [ J (]
FMT_SMR.1[1]
FMT_SMR.1[2] [ J (]
FTA SSL.3
FIT CAP.1][1] (]
FIT CAP.1]2] [ J

7£) set.admin. set.service i, Bty FE2RLTEY., (@) BNERENAMSEERHD & END
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Yo )T X GTENT. Mt X set.admin, ¥ set.service & THST I H b —HOEfE
v IS, YR ) T /R FHICHRELTND Z & ERT,

6.2.1.2. +5 1%

X UT xRS LTINS IT X 2 UF o BBEEHICHOWTLL FICHAT 5,

® O.DECRYPT-PRINT (ST UY FI72 71 ILDES)
Atx 2T KNI, BTV o T s AR B R AFBH LTV,
O.PKI-CAPABILITY (2 L W @B &= IC 1— REHWT, BE(L7 U > b7 7 A W6 5 H]
Rl EMN TS &, O.PKI-CAPABILITY (2 X 0 IC I — Kb BLT U o b7 7 A L&
T H7ODOE L HiEgt (K58 2 ftEi, FCS_COP1LIZLVWKERLT Vv F 7 7 A LV DIE
FAEE N ENET B,
Lo ThREX 2 U7 4 /RIS b,

® O.OVERWRITE (L& =HIRK)
AKX = VT xR I7EHE, HDD ICRAF SN D IRFEE PE O MG T — X Sl A HRIE T 5 . HIBRICES
BT DHEMENMETH D,
FDP_RIP.1ICL VD, b5 ETHHERMPHERIEIC L - TLRTIO EOFBEHRONE LA T
T HILEERIET D,
KoTAREX 2V 7 4 R GEITW =S b,

® O.CRYPTO-KEY (RS @4mk)
At x o UT 4 kP EHE. ASIC 25 LT HDD (23 X ALl 7 — & 25t T 5 72012,
B RE S A AT 2 & L TR Y | B HA ISR T D2 E A LETH 5,
FCS_CKM.1 (2 kv, o= ) VEEGHRIEEICES>T-a =0 I /v % HDD W 5#t kT
NT Y RLEFIF L, 256bit ORFS8E2 LT 5, 708, BEHIIER ON THEMEAEY TH
% RAM EIZfEpcs4v, B OFF IC L WiHkT 2,
ORI Lo TAE X 2 U T 4 RIS S5,

® O. MAIL-CRYPTO (S/MIME MFIA. ES1k)
KX VT xR IFEIT. MFP 2R L CEFOHTAX v o LEZEBRE A — Nl Ca—V B
IR ETABRICHE S LT 2 L2 HELTEBY ., BT 23BN LETH D,
FCS_CKM.1(Z £ ¥ | FIPS 186-2 (2t o 7= FLELE LRk 7L = U X A& R L, 15758 (128 bit,
F 7213 168 bit, F 721 192 bit, F7=1% 256 bit) & ERKT 5,
FCS_COP.1iz2& v, FIPS PUB 197 ® AES (W4 : 128 bit, F721% 192 bit, F 71 256 bit)
ZRHLTAS vy LG E2REB{LT 5, (2 SIMIME ORET— 22742 5,) F-REM
IZ X v SP800-67 @ 3-Key-Triple-DES (K5 5## : 168 bit) ZFIH L TA ¥ ¥ L7-Hifg & i =1k
T5, (ZNLFEEIC SMIME OXET —ZI1Chb,) Zhbdkms () 11X,
O.PKI-CAPABILITY (Z kv #kBl &tz IC #— FZ MW\ T, FCS_COP.1 2k V., &5%D
S/MIME FERAE D 2ABHSE (1024bit, £ 7-1% 2048 bit. F£7-1% 3072 bit, F7-1% 4096 bit) Z{EFH
LT FIPS 1862 ® RSA IZ X W E{b &N D, EkFET 2 ) XA EILZ FMT_MTD.1[1]
WLV EHREICRESND,
IR OBEETIC LI VALY X 2 U T 4 xR FEHIM S5,

<EHEFEELX 2 TIHERFT B 72 DI A B >
= set.admin &
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<Y —bE AT V=T %2R TICHERT D72 DI LB 7 Ei g >
= set.service

<KEHDOT-HDOEE|, EIREERE >

TN OERELT O &E Hi FMT_SMR.1[1ic kv H—v 2=z v =7 FMT_SMR.1[2lic LV

HE L LTHER ShD, £ bEEEIL, FMT_SMFE1ICE W RESND,

® O. MAIL-SIGN (S/MIME QFIFH. 84)

.
i

Kexa VT 4 (R GTEHE MFP 2Rl L TEDETAF ¥ o LCHif A A — M Ca—HH Y
[CEETHBRICEL 2T 5 2 k%ﬁ:*ﬁnibt YR —UHA V= A NEERT DL ERBEL

TEBY, AvE—UF ATV NIBETHIHEEHNPLETH D,

FCS_COP1ick vy, BANMFUIMNETHD A v —F A4V =X %, FIPS 180-2 BNHET 5
Ny a2 B (SHA-1, & L<IX SHA-256) I X VW AERT S, Fl-Ave—VF 4P A MR

DR EIT FMT_MTD.1[11IZ X 0 BEREIZIRE 415,
ZOMREEMIC L VAR X2 U T o R EHI T & D,

<EBHEZVX 2 TICHERFT 572000 B B>
= set.admin &R

<Y —bERZ V=T X a TR T 572D LB B>
= set.service

<BEHEOT D OKE, EERE >

CTNHEH AT O EEL, FMT_SMR.1[1JIck v —bv 2 Y=7_ FMT _SMR.1[2]ic k¥

HEL LTHER SND, £ bR, FMT_SMFE1ICE W RESND,

® O.CRYPTO-CAPABILITY (HDD EEE{t#eEZFAT 51=-HDYHR— FEhE)

.
1

KtFxalT 46K G#HE. TOEHNDT T 47 4 ThDH ASIC 2LV, HDD RIZRFSND
T =2 AT 27D OEEL TOE WY R— 2L LT ST 17 1 OEEZ Y

K= 422 L2BETOREMFDPBLETH D,

FIT_CAP.1[1]ic £ v | ASIC »35£813 % HDD K5>{bF&REIZ % L C, HDD WO &7 — ¥ %2 HDD
WS LS EE CULBL X5 720 DY R — MEREE BT 5, T FICHAWVWDREE LY — FiX
FIA_SOS.1[3lic £ v SE A MEES L, FMT MTD.1[1Ic X 0 R EIZFOEHEEICRE SN,

ZOMRREMFIZ L > TAREF 2V 7 4 R GEHIR - SN D,

<EHEFEELZX 2 TIHERFT B 72 DI A B >
= set.admin &R

<P —bE R V=T 52X o TICHERIT 2 72 DI B A g >
= set.service &

<HBEBOT- O OBEH], EEHLE >

TN OERELT O &E Hi FMT _SMR.1[1ic kv —ev Rz =7 FMT_SMR.1[2lic LV

HEL L TR SN D, 2 6EEEREIX, FMT_SMELIZK Y RESND,

® O.PKI-CAPABILITY (PKI#EEZFIRT 5= DY KR— FEIE)

.
&

Copyright © 2013 KONICA MINOLTA, INC., All Rights Reserved.
41 /53



bizhub C754e / bizhub C654e PKI Card System Control Software ¥z /77 F—5"wF

AKX VT 4 /R ITEE. TOES DT 47 1 T D FIA_UID.2[3lic L v ikl & iz IC &
—RICkY, TOBETAF v LEEBRT —ZICkT584., ROBES(LT) v v 77 A LV E&HE
BT o EHOE EEOEEL TOE XY AR— 4+ 25L LTEY IMB=T 17 4 OFEE R
— N T2 ERETIHEMHNLETH D,

FIT CAP1[2lic kv, IC H— RN3FEHT 5 PRI BEREICK LT, A% v LIZETE., KOSk
TV N7 7 A% PKIERE CULE S H 5 720 DR — MERER BT 5,
ZOMBREEMHIC Lo TARER 2 U T 4 IR GEHTM - SN D,

® O.FAX-CONTROL (FAX =+ k)
KExa T x5 FeHT. AREIEEEND FAX ARFEROZE L T, 4% MFP 38k sn T
WAHRNER Y bU— 7A®77tx%§¢¢é_k%ﬁmbfwéo;ﬂi&%@ﬁﬁﬂ%éﬁ

i, MFP %4 LTW%Z — 7 \CEIEE SN D BT — X 2RV EEE (RERBFEa~y
) 2, WExy b %ééﬂ@w EEERLTEY, FAX 2=y Fo 7 o —HlfEIz B

Té%?@ﬁﬂgf%&

FDP_IFC.1, %O FDP_IFF.1 & . ARERDN D OZAGHERENZAE Lol T — # LSt oT

~&%Vﬁw%ybU~¢Md%mLﬁbQﬂ\97m~ﬁWﬂ%%ﬁﬁé
ZOMREEMIC L o TARE R 2 U T 4 /R FEHIR =S5,

> setadmin (EBEZ# X 7ICHBETH-HICRELZEHDEY )
<EBLE O FERE >
FIA_UID.2[2]. FIA_UAU.2[2lIc LV . 7 7 B AT HRHENEHE TH D Z & ZikBERiAET 5,
FREICIE, FIA_UAU.TIZE D, NRVICRESINT-T7 4 — RNy 1A 1 XFT LT “%7
PRL, Bz R— 75,
thAFLl[N Lo, REANLRITLER %thﬁ®ﬁ‘*i KGO REE 5 FPR SR D
FTRTCOANZZHES L, FIA_AFL.1[2IIC X 0 | i U CRIRPIFEFES LRE (1~3 [a]) |
$¢é&\m£$f%him77ﬁkb u% @%Ax7~%%ﬂ%¢éﬁmf@m£%
oy 745, Zowy 2k, B OFF/ON 72 X2 L % TOE OEE)C & » THEBRMEREN 21T
SYOR ﬁﬁ%mﬁ@%WﬁEm%ﬁﬁﬁ%%% BRSNS,
EHE RGBT D AR ERAE ORI TEIER T b 5 SRR IR A 0 B O 3% & K OVE HLE ZRRE D 1
VERE 1L fRIRIFRT 028 812, FMT _MTD.1[1lic X v . BEEZFIHTEN 5,

<RBIRSRES N EHEOE vy v a VOB >

FRBIGERAE SN EHE OF v v a Y OFHRREIX, "x b u /A v LEEYE1E FTA_SSL.S
LD, XA — bl Ty MEEARR LR, By arEKTTAD & ZXoT, ~
ety v a VERICHE ) RO S5 2 EICHEIL TWD, B <\x vt —ta s
77 M OZ T L, FMT_MTD.1[111c L v FHEEICHIR S5,

<EHHE OFIEROEH e &>

BWELE SA T — KX, FIA_SOS.1[2lic kv, WMEBRIESND, FEE AT — KOZLT X

FMT_MTD.1[2]ic kv, FHER Y —E R V= 7*%@3%5Mﬁ%ﬁME%NXU—
RE2ZEFS585481%, FIA_UAU.6IZ LV HBIESN D, ZOHERIECHBWT, FIA_AFL.1[2]iC
L0, i U CARRRIRRGES LRE (1~3 [[]) _%Té&\wwﬁ¢f&ﬁLim77ﬁ7bb LIR%
ﬁﬁ%®mn% EXfRbr L., BHE AU — REHHT 2T X CORMKEEZ2r v 755, 20O
oy 7 fkBEIE, B OFF/ON 72 X2 & %5 TOE ORENC L » THSHREN EIT S, R RG
@%Wﬁiﬁ%ﬁﬁﬁ%ﬁﬁ R EN D,

<KEPD T DYEE|, E IR RE >
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CNHEH AT O ZEL,. FMT_SMR.1[1JIc L v H—bv 2= P=7 & FMT_SMR.1[2lic L v &
FEICTHER SN D, £ 6 MEREIL. FMT_SMFE.1 I L v #E S, FMT_MOF.1[1].
FMT MOF.1[2]. FMT MOF.1[8lic kW 2D 5B EFVRNEHIND,

> set.service (W—ERIVC 7% EXaT7ICHBETI-HICHELEHDOEY )
<P =V RZ T =T OFRBIFEEE >
FIA_UID.2[1]. FIA_ UAU2[1Jick Yy, 77 24T 30HHEN Y — A P=T THHI %
uﬁi@%” FORET D,
FREEIZIX, FIA_UAU.TIZEYD, RNRVICRESINTZ T 4 — Ry ZJIZAJ1E 1 XFT L “*7
L, RiEEYR— 75,
FIA_AFL.1[BlIZ £ 0 | RO, 5 B SH AN OTRTOAT) %A a4 L, FIA_AFL.1[1]
W20 e U CARKENREREDS ERRME (1~3 [B]) (2T 5 &, it Thiixrn 77 v h L. CE
NRAY— REFAT 5T X CORHEREEZ 0 v 745, Zon v 7 ikiEIX, CE BiftkiEn v 7
FEBRIERE NN FAT ST, CE PRI D ERIEES I fRBRIER 2 R 32 LR S 5,
P— AT V=T RIAICEIT A AR O RITEIEL T b 5 FWEF IR o BE O % E 1
FMT _MTD.1[1]iz & f@?iﬁ%‘t IR &N D, CE FBGE D H (AR Ik iR B o 3% 1,
FMT MTD.1[8lic LV, V—E R =T PIFICHFAESN 5,

<Y —bL R P=7 ORIHFEROEHI L >

CE 27— iz, FIALSOSI[IC kb . MESKIESNS, CE S2AU— KOLEHE I
FMT_MTD.1[8lick v, y—bv R V=7 C%UBE%#’L}Z) F 72 FIA_UAU.6 (2 i@ﬁmuuﬁéﬂ
%)o ao)ﬁmun ?SIZ\T FIA AFL. 1[1] @‘(fji L“CTEEIJJWWE#J:IEFE (1’\’3 IE[)

TAHE, B—E R V=T ORELIRHE %Mﬂfbf CE /\zv~b%%uﬁﬁa“éﬁ“«f®mmé
Hb%m‘/y‘é—éo \—0)‘2‘/7&(:&;@ j:\ CE nmuft*%% m‘/?ﬂ#‘&%*)& bﬁ)i?j*éh(\ CE ntunﬁo)i@ﬁ'ﬁz
AR FRBRFEE 2 R T2 SRS D,

<KEHDOT-HDOEE|, EIEREERE >

INLEHEELT O KE Jli FMT SMR.1[1lIck W —b 2= P=7 L LTHFI SRS, £7-2
NS EFEEREIX. FMT _SMFE.1 (X v e s, FMT_ MOF1[1lick v 255 VW NEH SN
60

6.2.1.3. 1T £% 11 7 1 BEEEHOKEH
IT £ %= )5 ¢ BSAESEHE = o — o N DIKAFBIR S FRICRT, CC <— b 2 THESNAIK

EMEZG - S 0EA . TR ST 2B 2KFRMR] oficzofim 2k 5,

K6 ITEXa )T HEEHIVR— U FOKEFRE
N/A : Not Applicable

A ST DHRERM CC/k—Fk2 .
2 R—% b DT A5 S Il S e
FCS_CKM.2 or FCS_COP.1, | FCS_COP.1 (—#H5DH)
FCS_CKM.4, W72 LTV D HEG B RELEAER T VT Y ALY
RSN BET S 2 L
FCS_ckM1 <FCS_CKM.2 or FCS_COP.1 % —&Biii 7= L T 72 EL
B>
- A=</ /% HDD W AER 7 VT Y AN LD
AR ST R WIS EIL FIT_CAP1[11IZ &
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CC/N— k2
DIRFFHE

A ST DHRERM

aVR—R b A ST IZE I+ 2 kEFERF

D IT BREEZ L > TTDI D, TSF 1T Dse ) =FIA
TLDOHRTHY, Bl KOS HAED LSBT0,

<FCS_CKM.4 % L7g\WEH >
CERIELEER T LT ALY AR S s, —
FERIC T D & 5 SRR SEIRICEE T 5 23, MG
TR AT HMENELS | HEMICHIE SN D 72D
R EES D LENEIT RN,

ca=#3I /% HDD K 58AERT VI XAIZED
ARS8, —FICERMEO & 2 5 E R ICTF
TETBM, SN T 72T 2 MNENES BEIRIC
WIIND7-D, HIEEBET DB RN,

FCS_CKM.1 or FDP_ITC.1
or FDP_ITC.2, FCS_CKM.4,

FCS_CKM.1 (—Hidigmnar)
ifi7z LW HES : SIMIME #57 — % Ol 57
DOIWEEE AR T D Z L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 % —#ii7= L

TR UWEE >

BT N T A NDIE S EAT O @
FIT CAP1[2lic k0 o1 v R— T 570, gAERL. 4+
BN DA R — b OB IR,

+ SIMIME #(8 7 — & O b 7= O Ii@gk oW 5k
1T 9 ABEEIT FIT_CAP1RIICE W B R—bEND
728, SBERK., SN DDA AR — FOMEMEIT R,

FCS_COP.1 Ay —UH AV A NDERICHND A v E— U
HRREHDLET—FZZDOHEDThH D=0, HAR,
SIS DA R — N OREMEIT R,
<FCS_CKM.4 Z5H L7323 >
+ SIMIME {57 —# O 5t ROWEL7T Y o~ b7
7 ANVDEFIZHN D8, —REITEER D B DT
TERIRICEAET D03, SN D T 7 & A 5 LB
<. HEIWICHEES WA - OWEEL BB+ 5 LEMEI
720,
-+ SIMIME %57 — % O 5k D72 OILBEHFEORE (b
ZAT 9 ABRIIABREHR TH Y . BB HEAEEO LB
R,
FDP_IFC.1 FDP_IFF.1 FDP_IFF.1
FDP_IFC.1, FDP_IFC.1
FMT_MSA.3
FDP_IFF.1 <FMT_MSA.3 % ffl L72\ Bl >
X2 VT o BRSNS TS b S D T8, REL:
CR L ERAYAS LB
FDP_RIP.1 L N/A
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[1]. FIA UAU.2[2]
FIA_SOS.1[1] L N/A
FIA_SOS.1[2] L N/A
FIA_SOS.1[3] L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA UAU.6 L N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1], FIA_UAU.2[2]
FIA_UID.2[1] L N/A
FIA UID.2[2] 7L N/A
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AR ST OHEEEH CC/S—F2
. Bl %
aAvkR—%y b DIRTFH K ST IZH 1T+ 5 1&FEF
FIA_UID.2[3] 2L N/A
FMT_SMF.1, FMT_SMF.1.
FMT_MOF.1[1] FMT_SMR.1 FMT _SMR.1[1] . FMT_SMR.1[2]
FMT_SMF.1, FMT _SMF.1.
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MOF.1[3] FMT SMR.1 FMT SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[1] FMT SMR.1 FMT SMR.1[2]
FMT SMF.1, FMT_SMF.1.
FMT_MTD.1[2] FMT SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1
FMT_MTD.1[3] FMT SMR.1 FMT SMR.1[1]
FMT_SMF.1 2L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FTA_SSL.3 2L N/A
FIT_CAP.1[1] 2L N/A
FIT_CAP.1[2] 2L N/A

6.22. ITE¥X ) 71 REEEHRAL

A TOE i, WELH) - N8« BRI 072t 2 U 7 ¢ 2 ffh L7CBREEICRRE S VR S0 % 28,
A TOE zHIM4 2 BREC BN TR I RGEST 2 BN H D, R nL e LT

FERELAR, TOE G EITHES < T A b BREETREE /AT, MEBsTEDIRKR PR SN TV L BERH Y |
FIZBHREREOHIE, TOE OMEER, X7 REMFHRELPMOENATVD ZENEEND, 1
S T RGE L~V gk S 5 EAL3 OERITZ Y TH 5,

IRE. RAEEMHEAFIESHT I,

R 7R,

Ny r—=UTh2 EALBERSNTNDTZD, Y THDHELT
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7. TOE ZE#ft#k

HDEwt%;)?4%%E#iD%wMéTOE@t%JU?4%%%uT®%7K1*£%%
T, ALRRREAN. BB OEICTHBET S,

K7 TOEDEF21UTAHRERMEHNFO—F

Hi% TOE Ot ¥ = U 7 ¢ Hhe TOE Fa#AYHiH & B4R
7.1 | FADMIN (& HLEHERE) B AE

7.2 | ESERVICE (#—t Z%— REfE) P—E AT U= TR

7.3 | ECARD-ID (IC »— RilkpIF&ne) FEAERE

7.4 | EPRINT (Hi5{b~7"U » M%#E) N

7.5 | FOVERWRITE (i F2& X f| brikae B R

7.6 | FCRYPTO (I =4t/ pipkhe Z D OFERE

7.7 | FRESET GEiERMIEHY ¥~ FERE) BHEIE, bR U= TR
7.8 | FS/MIME (S/MIME I 5-4LBRKE RE N

7.9 | ESUPPORT-CRYPTO (ASIC ¥R — hHfE) Z DI OFERE

7.10 | FSUPPORT-PKI (PKI #&— k&) Z D OHEBE

7.11 | FFAX-CONTROL (FAX === b #HIfH#&6E) Z D OFERE

7.1. FADMIN (EIEE#EE)

FADMIN &L, X nn T 78 AT 5FHE T — NICBT 2 EHEE RG4S RE, & HE A
TJ— ROEFEREDEXR2 ) T EHMEL VW EHENMET S~ X2 U T 4 HEETH
60

7.1.1. EEREEAIFEEI#EE

BHET— F~OT 7B RERIZH LT, 727 BRI HFHELZEHE TH D Z & 2B KOG
T 5,
® K BIIREINDAX YT/ EANOLRLEHE/NAY — RIZXVFRRET 2 EHEEIEA = X L%
g5,
omﬁ%NxU~PAﬁ®74~Pﬂy7 1305 %7 ZiR,
® HFEICHThT D & RRERMIEEE Y By N T D,
o iNi ,%%#5&/vwwmgmﬁﬁ%5ﬂﬁixTﬁiﬁb\
® EPRH AT — REFIHT B A IRV T LT 1~3 [\ H & 72 DRI ARET 5 &
BHENSAT— REFIAT 5T X CORGTHEREE 2 v 735, (FEHEET— K~DT7 7 B RAEESRT
B
> RIEEEEEIL, RIET 7 & A8 B EHRIC L0 AN EET 5,
® RiFfksEm 1 v 7 1%, FRESET 2 EhE L TR 5,
UL EIC kv FIA_AFL.1[2], FIA_AFL.1[3]. FIA_UAU.2[2]. FIA_UAU.7. FIA_UID.2[2]»33H
b,

712 EEEE—RFOA—+OT 7o MR

NENADLEREE— NIZT 78 AP TR A— a7 7 7 NEEILL RS OB E2 = T4+

Copyright © 2013 KONICA MINOLTA, INC., All Rights Reserved.
46 /53



bizhub C754e / bizhub C654e PKI Card System Control Software ¥z /77 F—5"wF

TR0 oG aE. BBNICEREE— N4 e 27U M5,
VL B2 &Y FTA_SSL.3 BWEIH SN D,

F 8 NRRT—FRICHEBEIhBXYS9 42 L4 °

& Ik *r50%
HERE SR T 8~64 fi S A RE 161 SCFO H10 b IR AT RE
‘CE 2V —F 8~64 Hi FAS AR 161 RO A b BN AE
il bl 20 RS2 83 SCF O i b AT HE

7.1.3. EHEE— FICTIEH I B 1R

BEEE— F~DT 7 & ZAERITIWCTE LA HRRREMRAEIC L 0 EHEE & L CGRAIRBRES L D
&L FIHEZRITT 2 2 27 IEHE RBIENSBEE ST i, UT@ﬁW\%%®ﬂ%ﬁﬁTéﬂéo

7.131. EEBENRT—FOLERE

NREVEVERHETHDH L ZHRGES N, B OFBRES NG SA T — RRME 272 LT\ 5
BA. NAT—REETT 5,
® £ SILTRENDEF YTV XMBRAEHENRAT — NI L) Flil T 2 HERIEA =R L%
%,
® FHFGEICHRIT 5 &, FERKEHEZ Y By M5,
® FFNAETIL, ﬁ@%Ax7~hkﬁ@74—lﬂy7 13XF4m “%” AT,
® HHIH N AT — REFIHT 5 KRRV THEEE LT 1~3 [H & 22 3 LW A HET 5
L RNRAMNLT VAT HEREE—FEun s T U ML, BHEARAY—RFEAHTLTT
DORGEEREZ 0 v 795, (FEHET— R~OT 7B AEERTS,)
> RIEIEEEMEIL, RIET 7 & 28 B ERRRIC L0 ERE P EET 5,
® Lifgfem v 713, FRESET 23@hE L TR 5,
® M EINDEHENAT— RILUTFTOMEEMHIZLTND I EERIET D,
> R SOEBHENRAU— NIRINDHHNE, ¥¥ T 72 EREINS,
> 1O0F v 77 X THERINRD,
> BIERESNDMEE LR,
YL bz X v FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6. FIA_UAU.7 . FMT _MTD.1[2],
FMT_SMF.1. FMT_SMR.1[2IREH N5,

7132 FET YV ABERDERE

& RE7/V v ARBEBEDHRTE

FAFHRAEELILMERE I BT D RIET 7 & A HBE 2 1~3 BIE TR ET 5.
o FHEZIMDIFFERLMBIRBEDOERTE
EEERILDRIEEILAZRREFE 2 5~60 4> TRRIET 5.

Uiz kv FMT_MTD.1[1]. FMT_SMF.1, FMT SMR.1[2l:3FEH &5,

2% 81k, k¥ VT AL LTRADAAY— REMERT O TH D, Lo THARAT— FRICH LT D5
FRAVSNTVDF Y T 7 ZPIRENTWVDN, B T 7 Z BRI ATRER 7 — A TFFE SN D,
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7133.A—+bBT T FEBEDRTE

= T U MERBICBITARET—F THDHY AT LA — My MR A DL T ISR
HHTHRET 5,

® AT AA— hUEy MEEMH 1 1~9 %

YL Bk v FMT _MTD.1[1], FMT _SMF.1., FMT _SMR.1[2]1»EHEN 5,

7.1.3.4. HDD R S L BERED BMESRE

<HFBALD — RZEFE >
ek —RE2LET 5, FIHRESNLIES(LY — FRREZMZ L TWHEEICETE L,
F.CRYPTO REf7& N5,
® THIRRE SN DHEBLY — RIZLL FOME 272 LT\ 5 Z & 2 MEET 5,
> £ 8O LT — FIREINDHHE, ¥ 77 XDk Ins,
> 120X % 77 X THRINRN,
> BUERRESNDMEE —E LA,
YL ElZ &Y FIA_SOS.1[3]. FMT_MTD.1[1]. FMT_SMF.1, FMT SMR.1[2]23 B I 5,

7.1.3.5. SIMIME £ {EH#EED R TE

EWHE DN EET S S/IMIME G BIMR T 2 B6BEIZLL F D@ Y,
® T UXNELMNEGORE

S/MIME HREFIHEF O 7 2 X VB ZEICHAR), BERERIN, R OVE IS H & B4R Al 6E
® S/MIME i 5{bshfE (K571 =) XA) OEE
® SIMIME A vt —U XA P2 A MOFROTNTY XLEE

PLEIZ L W FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2] 38 X 5,

7.1.36. ¥ )T BRILHEEEICERE T HHEE

BEENRET 8% 2 U T ¢ BCEEEOBE IS BT DEEIZLL T O Y,
® k= U7 ¢ sREARRE DENERR E
XU T o s EBERE DA R, BERh ARk E T DHKRE,

k=2 VT g sfbERE O ENER EUSMC S, HDD el 7 + —~ v MEREC R EFH = AR
FrFTTHIL T, bXa )T 4 B OREZ T DL ENTE D, T DOBRIETET
BEEIIRE STV D,

PLEIZX v FMT MOF.1[1]. FMT SMF.1. FMT SMR.1[2]RFEH Eh 5.
7.1.3.7. NRAT— F{EAL#EEICBRE T S HEEE

EHENBIET 52T — ROWHHLICBER T 28521 T 0@ v,
PR b X HI BRI RE

FEHIR D EEEHIROFITICL Y, FEHE SATU — N & T OMEICHRET 5,
2L Eliz X v FMT _MOF.1[2]. FMT MTD.1[2]. FMT SMF.1, FMT SMR.12IMEHR s D,

o
eSS
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7.2. ESERVICE (¥ —EXE— Fi##E)

7.2.1.

7.2.2.

F.SERVICE &%, "RZANLT 7 BATEHH—EAE— RIZBIT 5 —b R =7 i#AE0G
HEBE. CE XA U — ROLEHERGHERAT— ROLEREOEX 2 U T  BHBEL WoT-—t
AT V=T REET L EHOE X2 U T A HEETH D,

H— EXI: -~/ V 7uﬁkﬂlj DIL\HIE*%ﬁE

SNEAMEY—ERAE— RADT 7 L RAERISG LT 77 B AT DRME L — AP =7
ThDHZ EZWHILORIET D,
® K BIIREINDEXFY TV ENELAS CENAU— RICKVERIFET S CE #REEA B = X b &7
%,
® CE RXRU—RANDT 4 —RKN\o 721 XFE “*%7 2T,
omn WZEhT 5 &, REERIEIEZ Y By b5,
® FREEIZKMT 5 & /\Z\/I/#E@)\jj% SR EAPEREDRANAN
® CE AU — RE&FIHT 2 KRB O THER LT 1~3 B H &R 55852 RmT 2 &
CE "AU—REFHT LT XTCORGHELZ vy 7§56, (M—ERAE—F~DT7 7 ALZER
T5,)
> RIEEEEIL, RIET 7 & A8 B EHERIC L0 AN EET 5,
® HiFfksEm 1 v 7 1%, FRESET 2 EhE L TR 5,
L EIC & v FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»33#
b,

Y—ERE— FICTIRHt SN DHi¥EE

P —ERAE— F~DT 7 EAERICBW T — b A o P =7k LY  — 2
T ELTTHRIEERES D &L LT OBREORIH TR SN 5,

7221.CE/NRT—FKDZLEHRE

P—bERAT V=T THDHIEEFHFIEIN, OB ESNDI NNA Y — RRNME 272 LTV
57ﬁm Wﬁﬁ—é
® K BILFREANAF YTV EMNDLARD CERAY— RIZL Y FHHFET 5 CE FEFA 7 = X L& #H{ik
T 5,
® FHFGEICRIT 5 &, FERKEHEZ Y By M5,
® FERIETIL. CEAxv—hﬂﬁ®74~IAy7a11*”“*”%L¢
® CE AU — REFHT L ERIERRICE O THEEE LT 1~3 B H &R 5585 EZ BT 5 &
N*ww%77ﬁxﬁé%~tx%~l%m77vlLCEA17~h%ﬂ%¢5¢«f®mn
Hrexz v 2735, C%—Ex%~F«®77ﬁz%%€¢éJ
> REREEEREIL. RIET 7 & AR M ERMEER EHRIC L EEENEET b,
® FPiERkRED 1 v 7 1%, FRESET 2 EifE L CHEERT 5,
® il ESIND CENARY — NI FTOME AT LTWD Z & A REEd 5,
> F 8D CE/NART— RIIRENDHHNE., T¥ 77 2ok Ehb,
> 1O0F v 77 X THERINRWY,
> BIERESNDMEE —~FH LR,
YLkl &9 FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT_MTD.1[3],
FMT_SMF.1. FMT_SMR.1[1IREH &N 5,
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7222 EEENRT—FOER

BWEE NAT — REEWT 5, i E SN EHENRSAY — NI FOMEEMIZLTNDH I &
ERRAET B,

® % SOEHME NRAT— NIRENDIHNH, F¥ 774 0bHERIND,

® 1 ODF v T X THERINZ,

® BIEHEINDEE—FH LA,

Lz kv FIA_SOS.1[2]. FMT_MTD.1[2], FMT_SMF.1, FMT_SMR.1[1]3EH S %,
7.2.2.3. CE B DB F 2 1L BRI DS E

CE FBRED AL ILAEFRIFH &2 5~60 73 TRRIET %
YL B2 &Y FMT_MTD.1[8]. FMT _SMF.1, FMT_SMR.1[1]»E#H x5,

7224 F )T ¢ BICHEEICERE T HHEE

=AU V=T REET DX 2 U T o BUEHEREORRE I BT HHERBITXLL T O Y
® HDD #&H 7 +—~ v MERE
HDD&774w/X7ATﬂ%Té£ﬁT Z DYz & S IATHKREE, Z OB 4+ —~ > b
DEITIZHEN, X2 U T ¢ B{LREORR E & BNz 5,
® HDD W7 —~ v ~ERE
HDDIZ b T v 7 &7 ¥ —1E@RR EDEZINEZDTT 4 A7 BEERE Y — 1 [ERER
A, ZOWELT +—~ v b DOFET ﬁw\t#1)74%m%b®&m%ﬁ@_¢éo
® (=% 71 AtknE
NVRAM K O} SSD (2 %Liﬂé%@mﬁm%I%mﬁ%%:ETK@@%%Q:@4:V??
A AHEBERFEITTHZLICL Y, BX = U T 0 MIBLBREDRE X EIICT 5,
Pl k2 kv FMT_MOF.1[1], FMT_SMF.1, FMT_SMR.I[ ImEH D,

7.3. ECARD-ID (IC 71— K RI#48E)

F.CARD-ID &3, WE5{b7" U o MMERE. KT Scan To Me #éie 2 F| 3 2 Al MFP 28k S
TV ICh—F% MFP BT DRERETH 5,
PLEIZ XY FIA_UID.2[B]AFEB &b,

7.4. FPRINT (BESET U > F#EE)

FPRINT &iX. B 517V o MEREICB T 28X =2V T 4 #iETH D, HIRBIEIEICK L T,
F.SUPPORT-PKI (Z X » AF L7- i@ (K554 (X0 E 5 AEmmpREET 5,

WEk7 Vv N7 v A NVEE ST oo mgE (K58 (168 bit) 1X, FIPS186-2 THIE X
D RSAIZE-~THEFEIND,

LIz X FCS_COP1 NEHIND,
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7.5. FOVERWRITE (&8l EZ = HIPRsAE

F.OVERWRITE & (X, HDD (ZfR7F SN D WG T — X & teT — X fEIRIC EEEHIRE RZITT 5
L JE1Z NVRAM KO SSD IC#E STV A /SA T — REO B EM 2T 5, G, 7139010
{LENDHBRIZILLTO®EY TH D,

<HIfgENHxR : HDD>
® LTV N7 AL
® XXy HEBET AL
® (RIFHEIET 7 1L

<k BHFE : NVRAM - SSD>
o HHHENRAT— R
® HDD K 5{bikre o EhERE (OFF) c s BB BT — FREESIND,

HDD (2F ZiALeT —#, EZ AT EEZ EHIER) AL, FADMIN (Z3WTROE S 5 i -
HEHIBRBEREDTH T (R 9) IS L THITES NS, HDD W bireiZ@fEk e OFF S b
ZEICEo T, BESH TR ZY — FAFIHTE <25,

PLEIZX Y FDP_RIP.1 NEHIND,

® 9 LEHOLEZHIROS A TELEEEDAHE

F LEEXINDT—E LA T L ZDIEF
Mode:1 0x00
Mode:2 fild = &3 = 0x00
Mode:3 0x00 = 0xFF = {il¥ = #ir
Mode:4 filZk = 0x00 = O0xFF
Mode:5 0x00 = O0xFF = 0x00 = OxFF
Mode:6 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = OxFF = fL#&
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = i

7.6. FCRYPTO (H55S 4 Ali%RE)

F.CRYPTO tiE, 2=#h =3 /) VHAEBHEEREIC L > THESND 2 =4 3 / /L% HDD K5
AT VT XLEFIH L HDD ICEZAEN S EBET — X W 5L 5720 Ol 58 % AT 5,
FADMIN (ZBWTT 7 & AR =75 HDD Wb RE D EMERR EIZIB WV TIE b T — R3S RGE
EnbdL, a=h3I ¥ HDD BE8AERT LT ZAEZHWTHE{LT — Kb 256bit £ DR
AR KT D,
Pl bk v FCS_CKM.1 NEH S5,
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7.7. FRESET (ERFF&EE$) v FHEgE

FRESET &%, EHEFGE, CE fRiECHE W TT Ay by 7 LIZGEIC 7 v b LIERRRER
Jam a2ty bLT, vy 7 2RI OEETH D,

@ CE FREE#EE D v & MRRRALIEHLRE
FrE BAEIC L0 AT &, CE SBRED AR IEAEERIFHI 12 1 CE RBRED KM mIEZ 0 7 UV 7425 2
kv y 7 2RERT D,
PLEIZ &Y FIAAFLANREHR SN D,

© EBEERIMEED v U AR EEREE
FEIRO OFF/ON X0 T30, EHRETRREDO B EEE (R fRERIFR % (O BLE RO KRB EEL 2 0
JUTTHLICEV ey 7 E2ffET 5,
YL 2 kv FIA_AFLARINEREN S,

7.8. FS/IMIME (S/MIME F&& ALIE {8 gE

FS/MIME &%, (205T) A¥ v Lc#ifgz SIMIME Ca—HHHIZHEET LB, A¥ ¢
v UIZHifg 2 b, R OEA T DHEETH 5, B4 AKIT FSUPPORTPKI (2 &Y IC 7 — KT
DM AREICBWTELAIIHN DA v =V F A V= A M EERT D,

<W5 5 HEAE R >

® FIPS 186-2 NHIET AEIELI AR T L TV XL X0 ZAFx v o L-EB AT 57200t
i (Wodk) 24T 5, (B8R iX, 128 bit, 168 bit, 192 bit, 256 bit DTN TH 5,)
PLEICE Y FCS_CKM.1 NEH S5,

<A v BB ORE S >

® Xy L7=EHiL, f@mdt (BFE4E) (128 bit, 192 bit, 256 bit) Z AT, FIPS PUB 197
WX THESNS AESIZ L > TH B b,

® Ay L7-HEEGIE, HimE (K8 (168 bit) #HW T, SP800-67 Ik~ THEEIND
3-Key-Triple-DES |2 k& » CTHs B{b &N 5
PLEIZ LY FCS_COP.1 MEH D,

<5 EEORE 5>

® XXy LW ars st b= 0IEmgE (554 13, FIPS 186-2 N HlET 5 RSAIZ XV,
Wb b,

® ~ O F.SUPPORT-PKI (Z L W M &+ 5 ABHSE DR (X, 1024bit, 2048 bit, 3072 bit, 4096
bit DWW NINTH B,

UL EIZ& Y FCS_COP1 REH END,

<Ay —UH AT A MNER>

® XXy LM%, FIPS 180-2 WHET /vy v = B% (SHA-1, & L <I¥ SHA-256) 12X
D, Avb—UF ATV A MRERESND,
VL EIZE Y FCS_COP.1 BNEHREIND,
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7.9. EFSUPPORT-CRYPTO (ASIC H#7R— K

7.10.

7.11.

F.SUPPORT-CRYPTO & (%, TOE 725 ASIC IZ & %5 HDD W5 S{b#RE 2 8i{FE =& 5 72 O OFhE
HD,

HDD (2 %Li#’bé 7 — 212t LT, FCRYPTO (2 KL 0 Ap S ieif 584 ASIC 12k v b
L. ASIC [T CHE B LA 21T 5, £7- HDD o @At Sh D5t S Bg T — 21Tk L
T. R FECRYPTO (I XV A s/ 58tz ASIC (2t v kL, ASIC ([ TIE S ATt
%o

LLEIZX v, FIT_CAP1NIAEBR S D,

F.SUPPORT-PKI (PKI H7R— k#&gE)

F.SUPPORT-PKI & (%, TOE 75 F.CARD-ID (Z L V&l S 72 IC A — R EES 5720 Dk
RETHD,

<AE S AL B >
Wb Szt (58 % IC 7 — FIZEf L, IC 7 — Fio Tl (B 58) o8
Mz Thoy, IELES Lcdmgt (R 2205,

BRI >
® FSMIME IZL VAR LIZA v E—VFH ATV =2A N (A=Y v afl) 2 1C 1— RiZk
L, BARHEZITOE, AvE—UF AV A MIRTHELWEAZZITIND,

<N PR ISR
® IC I — FiIZHIWADLEEITV, IC 1 — FNORBH#E (572 AGERE) 2% Tm5,

P kizk v, FIT_ CAP1RINEBR SN S,
F.FAX-CONTROL (FAX L=y k#l|{EH%RE)

FFAX-CONTROL ¢ %, FAX 2= b Z# U T, MFP IZ8ft SNT=NERy NI =T ~DT
A%, TOE N4 25 Z Lo L W EIE T 2HRETH 5,

TOE (%, AREFERMENSZTIEIND T —X = WEN LAN (Z52 T EIHERE 2 Hlf 35, TOE Ol
N X0 ANEERENLNE R Y N —27 ~DOT 7t A (HRT — & 2R F— % OEYE) OIE4E
B35,

PLElzX Y, FDP_IFC.1, X O'FDP_IFF.1 REH N5,

___uj:___
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