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1.  ST#ER (ST Introduction)
ARETIE. STSEB. TOESHE, TOE#IE., LU TOE sEbICOWVCERHR TS,

1.1. ST = (ST Reference)
AEITIE ST OFAIEFRZRLR LTS,

Xerox D136 Copier/Printer
HAR: TFa)T18-4yh
N=3v: VvV 1.0.3
178 201348 A 23 H
ERLE: EXCOVvIAMK &1

1.2. TOE B (TOE Reference)

AEITIE TOE OFANTEHREZE R TS,
TOE (& Xerox D136 Copier/Printer ELTEI1ET %, TOE [FLLTFD TOE ZEN—JaV THAIT S,

TOE 4 Xerox D136 Copier/Printer
-Controller+PS ROM  Ver. 1.200.6
. o -IOT ROM Ver. 113.27.0
TOE ®D)\N—23Y:
-IIT ROM Ver. 13.1.0
ADF ROM Ver. 13.17.1
BRE: EXPOvOAK%A S

1.3. TOE#ZE (TOE Overview)
1.3.1. TOE#ERIHIUVEZELF1UT1#8E (TOE Type and Major Security Features)
1.3.1.1. TOE ®#&%| (TOE Type)

A TOE (3 IT METHN. AE—HERE. TIUA—HEE. A v —#EEZE 37 VB EH (Multi
Function Device B&¥s MFD)T#% Xerox D136 Copier/Printer (LAf%, B(CTMFDEEET) T
Hd. TOE (. MFD £{&0H|#H. TOE £VE— FMEIORERYMI)—D EZFRNSIXET—AH. Y3770
—BERYIA TOE BET 4SSV X 1IUT(BEENT T IEBENORETILHOBESILEE
TORVUCLZBIET - ADREICHETIHATHS, Fo MFD [CLDLESNE . REN—FT4
ADEE[CERINSINET A FIREHXET HETRERRENRETILHDOREEEL TOEILE
INd.

1.3.1.2. TOE m&gefEAI (Function Types)

Tablel [C TOE MR T IR MDHAETERIEECR T B,
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Table 1 TOE 4Rt S AEL HE AEFE R

HERERE R TOE W2t 9 3845
RENRIVIEEE

-JE—HERE

OV

- AF v —¥EE
SR ES V] -1

-CWIS #4gE
N=FTAADERT A LEEHERRE
N—=RFTAADER T IS L HRE
-1 - —FREE R RE

- VATLEBEECF1UT BB
TXa1UT18E HANI—IVIZ TR VEFIPRHERE
-EX1UTAEEEOTHEE

CRERRY FI—DTF—R{R & AE
AVTAR—ayIO—tFa) T HERE
‘B TAMERE

Nt

- TUVA—EEERFE AT BHICIE. TOE AD—EFIAEDIA 7Y MBSV I ATLEEEDFM7 U
[ZTUVB—= R4 NDBA VA= ENTNBZEN L ETHS,

- - -FREIREREICIE ARRFRRLE A EREREL D 2 FEFEDFRRE A RXABN. B FE(CLD TOE (FEBLHD
REAXTENMET D,
AKSTHTIE. CO 2 FEBHEDRIA A X TEMENELDIZSEBAREEIND, o, HICBARELTEES
(F. EBLDRAARTLRIVEIMEZ TR EEEEKT D,
SVEREREE A ZIC(E LDAP F2EiEE Kerberos FREEN $HB M. Kerberos FREEDIG&(ICFI A& KX EIEL
TSAATLEEEIER) 2SR EI 3581 LDAP Y —N—t b ELE S,

1)
- A TOE 0 USB Uy M1RBEATVavFsHEDHERICEENTIVEL, #-T[Store to USB]E
[Media Print]ORAV R4 SRILICERNEL,

1.3.1.3. TOE MERZETELF1T1HRE
(Usage and Major Security Features of TOE)

TOE 0EBFERZEELUTICRT .

- JE-HERECIRAE) SRIVBEREICED . BRI oD — M FI A E QR RICHEL. IIT TRIEZHHA
& 10T LNENRIZEIT. FEIAE-BBEMEECLTHREHNAT -0 IOT AOHIRIERFRE., HLU
BHORKRENAIETHS,

- A—REROEHEOIC-NIERSNLIGE . IIT THRMANZXET—4SE. —B MFD OREN\—
RTAADEECEESN., FEEMHKE., AEN- T/ ADEENLHH HSNTHRIENS,

- TUUA—HEEICID. RIREDIM7Y Mo ESNIEIRIT—5& 71 IR—ALTHIRIT .
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- CWIS ##EICED. MFD [CR LTAF v —HBEICENAF v LT BRINYDAICH SN X ET—
NeRREDIATY MOEDHT,
SHICVATLEEER, Web J50H%Z#N MFD [CX LT, TOE BET—ADHERLESRAZT
Yo

- AF v —HEECIRVEIRIVIEBEICED., BRI DRI AEDIERICAEL., IIT TRIE\ZFHHAH .

MFD OREN— FTAADEE(CEONIERBRYDACERT B,
ERSNEXET ARG, —iR#I%G Web T35 EEALT CWIS hoEDH T CEL ATRETH S,

© FYRD—DAF v URELIR R IR IVBEICED . BB IR DRI FAE DERICHEL IIT TRIEE
FtHIAHEIC MFD [CRESN TR IERICHEST, FTP Y—)\— SMB %—/)\— Mail —)\—AX
ETHDEEETY

TOE BLLTOEF1UT B ZIRIET S,

(1) \—FF1ADERBT I LEEHEHEE
IE—. TIVA—BLUAFv T —FDOREEEOBEL. N\— FTAAVEBCEBSNLFAZH DX
ET SN LEEFHEETITOEEETHD,

(2) N—FF1ADERT-IESLhkEE
JE—. TIVA—BLUAFv T —FE DR RO B ERF PR IERBER ERF IO\ — FT1ADEBICETES
NEXET—HDIESILEITIHEETHS,

(3) 1—Y—REIHEEE
A SNIAF EDFIFABE LT TOE ORERE AT ERZIFLEILDIC. BIENRIVELIE.
CWIS hp1—H—ID &1—H—)SAT—FE A HSBTHAIER TIHEETHD,

(4) VATLEBECX1UT BB
BENRRVFZROATLEBEIZATY Mo, BAIBLUREESN VAT LEEREN, TOE DT+
1UTHEEICAAT AR EDSBELUERZVATLEBREDOHNMTASLOICTIHEETHD,

(5) DAMY—IVIZTIEEFIRRHEEE
NARR—IVIZPN TOE DEF1UT4HREICAAT IR EDSRELIUVEEREETCERCI I VATLE
HEDRTEWEETHD.

(6) EF¥1UT1EEEOTHERE
WD, BN, EDLIBIEEEITOENEVIBRPEZGAAV MHIASEEPERER. -1
ERE )R, BRI T BT DIEETHD,

(7) AERYRI—DT—S{REREE
REBRYII—DECHEETIXET A, J3770— BRRYIA, tF1UT1BEEOIT-ABLU
TOE BRET—AEVIZBIET A RETIHEETHD.
— BB S S1E@{E S0 R L (SSL/TLS, IPSec, SNMPv3, S/MIME)IC® T 3,

(8) AVT7AA—Yav7A—tFa)T14EE
SHERA VA=D1 —AERERRY FD—DRAICH TR AT SN B LES EHIR T2 8 THD,

(9) BCTAMEEE
TOE @ TSF 71— FBLU TSF T—ADELMERIL T 12HDHERETH D,
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1.3.2. TOE #|ARE (Environment Assumptions)

ARTOE [, ITHBELT—RIIBRIBAT1AIL, T7A 704 -V BETHERY I -DDEB BN HIRES
NEREBRYII-DELIVRAEBED A7V beEBSN TRIASNSEFEEEL TS,
TOE 0BETSFAREER 1 (BT B,

- -~~~

l/ VAS: ™
‘\ *‘\Jl“'j_}j ,l
\~_I__”
—IRRIREDSATVb ! . e
i N |
j%éﬁ%g%ﬂ"‘ P, —WFIEEDSATUE
! 1
— RIS L TPAT - FUUB— k54 )~
L r—)l !

usB

g} TOE
Y27 LEBEE SN ==
=S ' =]
A ZAT2L NESICE A P 7
YATL | -Web F5Y -7 —
wEE =

A
[ Mail 4—/{—
s
[ sMBH-)-
[ LDAPH-){-
[

—

Kerberos #—/\— —RFABE HANY—  IVATL
IVIZ7 BB

—

1 TOE 0B FET3FRIRE
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1.3.3. TOE LSADN—RII7HEREY T oI 7# K (Required Non-TOE Hardware
and Software)

-1 [SRTFAREOFT TOE (& MFD THYD, TELd TOE USNDN—-FIIPHELVVIT MIIPhiE
"9

(1) —&RAZBEIZMTH
N=FDI7ZRARAD PCTHN. TUVA—FSANBA VA R=IENTEN. MFD ICRHULTXET -0
VY PEREITHIENTES,
Fz. Web 7509 ZEALT MFD OAFvF—HBEICEDAF v LI X ET-ADEDE LEKREIT,.
F—REFIRAEN MFD [CEERUVEZRBAYIADRIDAL TR, NAD— R POERHIR. BLUXE
DEEHIRIEEDHRELEENH KD,
USB TO-NILEHRSNTLBIEE . TIVA— A NI VA M=ILENTED. MFD [ LTXET—
BDT )V EREZITICENTES,

(2) VATLEEBEDI(MTUL
N=FII73AAD PCTHN, Web F50HEERULT TOE (LT TOE BHET—ADSHPER
ZITOCENTES,

(3) Mail H—)%—
N—=FD17/0S ([ZAFA®D PC 3T —)—THD. MFD [ZA—=)L.7ORILZRANT, Mail —)\—¢&
XET-INEZEEITI.

(4) FTP H—)\—
N—=FD17/0S (A PC (35 —)\—THD. MFD (& FTP FOFILZAWT, FTP H—)1—(C
XET-ADEEEITI.

(5) SMB H#—){—
N—=FH17/0S (FRB®D PC £(EH—)1—THN. MFD & SMB 7O FJILEA VT, SMB H—)\—I(C
XET-ADEEEITI.

(6) LDAP H—)\—
N—=FH17/0S (ZRABE®D PC £(EH—)\—T&HN. MFD (& LDAP 7O FILEFHEVT, LDAP H—/\—
W oAl FREEEHROERIGZ1T ). FLAABRZRINELTO SA HHREEGF TS,

(7) Kerberos H—/)\—
N—=F217/0S FRAD PC£FH—)\—THN. MFD [ Kerberos 7O MIILZEALVT, Kerberos
F—N—h o R R EROEIGFEIT 0 o

(D). RQO—&FNBEEDFATPV I ATLEEEDSM47 Y D OS [ Windows XP, Windows
Vista. Windows 7 £9%.
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1.4. TOE &t (TOE Description)
AZETIZ. TOE OF| AEKE]. TOE OREREEHE. BLUMBMEEREICOWTEEHRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOE[CRULTEETSFIAE®REIZ Table 2 [CEEiRT B,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—1#8E% D TOE HHE
OFAE,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIV, LU Web 7
special privileges that provide Y EFEALT, TOE #3%
capabilities to override portions of | DENMERENDSHR/BH. H
the TSP. LU TOE t¥1)T1H8E5%
ENSB/EHETI,

TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.

HAMNI—IVIZ7 - NAMR—IVIZTPERADIY

A—J1—AZFEALT. TOE
DHBREMEREEITOE

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0iREHMEE I TOTILDEHEETHD,
2 [CTOE MimEHIERMEECR T D,

-6 -
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& 222 A 5 ]

—RFAEISMTUE (WebT50H, TUUE—FIA))
*VATLEBEIFATUL (WebT50)
== (FTPY—/)\—, SMBH#—/\—, Mail}—/\—, LDAP#—/){—,

A

Kerberostt—/1—)
—RFAE. VATLEES

TOE BBV RE

-CWISHgE

-JE—#8E

- TR - RE

s AF v —HEEE/ RV DD AF v U RE

“N—FTFAADEBT I L EEHEEHRE
Input ‘N—RTAADEET SIS Liae Output
Channel(s) - 1——FREE A RE Channel(s)
- VATLEEBE X1 T/ EEREE

NANR—TIVIZ PR EFIRRERE
X1 TAEEOT R

-RERRY FO—DT R REEWEE

AV TAA=ayIO—tF1 T HEEE

-BETAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protected || Confidential
Data Data Data Data
WNEN— RTF1ADEE/NVRAM/SEEPROM

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [CIZLLTD 4 20581 Thi$H3,
a) Private Medium Interface
BHOFREBEBINRFICIILATEEDTERIMEENRILPO-NIAVE—T1—A,

b) Shared Medium Interface
BHOFRENRFCIICATEIEDTER XY NI —DFEDIVRI—TI— A,

-7 - Copyright® 2013 by Fuji Xerox Co., Ltd
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c¢) Original Document Handler
N—FIE—D User Document Data % TOE (CERiX T3 AN L
d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE OSMIERETEIANZX L

1.4.2.1. TOE hR#t93E KHERE (Basic Functions)

TOE Z—#&FIAFICK LT, TEE Table 3 DLIICIE—1AE. TUVA—H#EE. AFvF—H#EE. XV D
—DAXvUBERE . BAENRIVBERES LU CWIS H#AEZIRIET S,

Table 3 TOE OEAKHEHE

tHRE Bm=
JE—#ae AE—-HEEeE . —RRFIRED MFD DR4ERILDOIETRET S E(CED, IIT

CTRZHH D I0T NoHRIEITIHAETHS . TLIE-BEHAELLTE
HART 50 IOTAOERIERFRTF . BLUBH NRRENTRETHD,
FERBESNEHRBRNYIZANDIE-XET R, X—JHIBR/ A H#EA/X
ESHRORENTAIEETHS,

Bl —REROERHOIE-MERSNTGE . 1T THRARDAVEXET R
(. —B MFD OREN-FTAADEEICETRSN. f5E AR ME. RERN—F
TAADEENGHH HSNTHRISN S,

TUUR—HRE TUo5—taeld. —RFIREN—BRFRAEIS(PVMOTIY METRET S
EFNRIT—5M MFD AN&E{ESN . MFD REDRIT -3 LEY by T T—43
(CE#(TFIVR—X)LT, IOT hoFIRIZ{TOH#EETHS,

ENRl T —213 78— 54 1\&fr LT PDLICEELTES A iEE CWIS ho
XEIPINVEEEEELVGESAENHD,

FETVUA—HEEICIE, B IOT hoEIRIZITOEETIV b EVIyTT—
BE—BFRICRERN— FTAADEEICERL T, —RFIAEMEEIIDD
ENfmIE R & L2 R C IOT D oRIETIEE TV M.

A%y —HERE. AFvF—HEaEE . —AFIAED MFD OIREIRIVD DI RET B CEICEN.
FYRI=DAXvUBERE | IIT TIRIBEHRH N, XET - HELTREN-FT1AVEEICETET S
Thd,

BENEXET A, —RFIREN—RFIREISM17Y M eE>TCWIS
HREICINERDIE T CENTES,

FeRY I —DAFvU#EEIX MFD [CERE SN TL\BIERRICHELT, — i FIA
EHHMFD D4R bRIEEHRS MORICEEBHIC—RFIREIS(Y
Vb, FTP —=)3—_ Mail #—/\—_ SMB H—N\—AE5iX T HHEETHS.

B4E) R RE BAENRIVEEER—RFIAE . VATLEEE  DAN-IVIZ7H MFD
DHREERI AT SEHDIRECHERI - Y- UA—-TJ1-AHAETHD,

CWIS #8E CWIS #aEld. —MFAEN—RFAEIS17V D Web T30 ENLT
RIETIHAETHS. .

FEVATLEBRER., YVATLEBREDIAT7V D) Web T50YNHYAT L
EBEDIDENAD—FEASLTMFDICRREENSE, YATLEEE LT
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UTAEEEEECSED TOE BRET—RCPIEALCT—REEH T HEMN XK
%o

1.4.2.2. TOENMR#ETIEF1UT(#8E (Security Functions)
A TOE GRAFICH LT U TFOEF1UT(HEEFIR LTS,

(1) N\—FF1ADEBEET - LEEFHERKEE
REN—FTAADEBICETBINDIXET AL, FIANER T UTHIBREIN I BRICE B IFIRE(THEI
BrEN. BESNEXETHBERBHIBRENGD, COLHAEN-FT(AVEEBE LICFIAZEH X
ET7T-REVTEREFLLIREEICES, CORBEZMAERTBEHIC. AE—HEE. TUVA—1EE. A¥v)—
BERE. RY M) —DAF v UBBED V3T E T RIC. RERN\— RFAADEE(CER N RBZIXET
—RIHLT, LEEFEEET.
ERRICMAT, VATLEBENRE UEBLFEFLEII_17IIE R CERXERHIBRLTLEESEE
3 5H#HEE(On Demand Overwrite)£i249 3,

(2) N—FTAADERT—HESbHkae
REBN—FTAADEEICRFERRNYIARNDXE T - ADLIICERNA TSN TEEDE(TET—Hh'H
%, COMBEZRRRTBIHIC, JE—HHE. TUUR—HaE. AFvF—HEE. RYMI—DAFvUikaE

==

ERF PRI AERERCAE N - FTI AR EBICERINSGXET SO SLET,

(3) 1—Y—-B5EHAE
TOE (&, BFRISNIREDFIABELFIC MFD O REEFE R T HHERZTHTZEBHIC. BE) IR,
BLU CWIS Bo1—H—ID 11— - )N\AV— F2 A NSETHAIRIL T EZH I 5.

FEED RN LIZFIREOH W T LD REEE AR 6EEB 5.
a) AKEESRIVTHIEISN D HEEE
OE—-HEEE. AFvUEE. Ry MD—DAFvUikEE. BB RYOAIREHEE. TV —1EE(TY
V8= FIANTHORELEE DR EN KM THOENRIEFICIRME)NRIVTEREET D)
b) CWIS THlflsndtkae
EHKEOR TR, Va7 RE-BEORT. BERNIANLOXET— S U#EE. 7710
HEICLDT IV Miae

TFI)THEREELTOI - R AEL . MBEHNEROFAZCBNTELTREN-FT1AD
RERNOXETHEFEICHHHTCEMCHEETHD. LERDFRECLNFEHSNIHEETD
KRR RID SRS BI5 S DBEIRT VY MERE(TI1R— MUV MERE) B SUBRRIR VD AR
fEtkRe

-CWIS 1ofZ2GE T 3158 OHRINYD AN DX ET —HEH U RECRERINYD 21 EE).
CWIS hoDT71IVETEICLBETET )Y MERE(T 1 K- MUY MERE) I e F 1T/ HBEICER ST
3o

TIAR— TV MgRe, BRI AR RE. Y37 70— EEDREEN—%K 3 ([CRY,
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FIREZBEDDIAT7 L
POVE LR IA Web 7594
(1—H—1ID &&HE) (CWIS)

VAN

et

Ya7on-

BRERYDA

BAENRIVDDEREE

!
\_ a8 -

B 3 AR TV PERBRINYDANDFREETA—

BIET) MERE (T34 K- MUV MEEE)

MFD TI 734 R— )V MCRFIDREE LSS . FIRENFIREISM7PV bOTIVE—RAN
TRIIEEERTELIIV MERETSHE. MFD FEIRIT—4%EY by F—AICE#(FIVR—X)L

TIFAR= P TUUPELTA——ID CEICH 4R b'CW"‘B/\ RTAADEEIC—FEET 5.

F CWIS ho1—H—ID &ENAT—FEA AL, FBEERICFIAEDSM17Y FRAD TP IVEEICEINTY

YMETRETRIHEELEKRICI—Y—ID CeDTIARX— TV FeLTREN- FTAADKREIC—FE

B‘ns.

FAZER—RBEBEINCTVY T —SZHERTS12HIC. MFD OERERIVDL1—H—ID &)IAD—

FeABU, BEESNBHEI—Y—ID (SIS LUV MESDUA IR RENS FIAERIDUA
MONGENRIE TR FEIXBIBROIE RO AIEE S,

BRRYD AR EH AR

3 [CRRIRENTVR IIT MoBERYDACAF v T =B LU IE—T— &R N T 2 EN T RE
THhd.

AFvUTRFLEIE-T-RERBNVDAARMNT B(CE. FIAEN MFD Dig4E)Sr)Lhn1—
—ID &1—-Y—)I\AT—FEANSET. BEESNBEIE—HEES LU AT v U BEEDFI AN AT BEICHD.
BRIV IE-BRILLE ATy U ETRETHILLLN IIT HRETEZHR A B0 REN—FT12D
RECEHETD.

FFSN1-Y-ID CEOBEABRRYIAR. FIREIEE RIVEZIZ CWIS ho1—H-ID &
NAT—FEANTSHE MFD FRERICERSINEZI—Y—ID £ AAT— I —ET 9 EFIVIL. —

LEIH B D BEEN I UKD AR DT — 3 R T et el Recis . Bt L PHIBR. R DR 1E
MR BEETS B,
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Y3770 1#RE

J3770-tld. AF v XEREEITIEHIC, SMB/FTP 5k A—ILiEERED, T-ADEIE S E
[EBREXRBE—EDVREDFRN(FIR)E. Hoh UHiIFICRELZENT, ERMBEERFICER
9%,

J3770-(ETE)IFEEORBRNYIALEFRFIHIET, ERRVIACKET D&t
B R CHBIMICEEORENRTINI AL BRNYDACERNLEXET - HERRULTESE
DILEEIE TR Y SHBEERITI HENFIHETH S,

(4) YATLEBECX1) T EEKEE

A TOE [§. HHFEOFIRENFRGEREFLEILHIC. VATLEEET-FAOT7ILAEVA
TLEBEICOHCHRLT, BIEESNZVATLEEEDHIC, BENKIDOTEOTF21UT(HERE
DSREFXTEEITOEREFRIT S,

s N—=RFYRDEET I LEETEEBEDSBERTE

- N—RFURADERT IS LBEEOSREETE

- N—RTAADEET IS IEF—0F%E

« RENRIDHDREERD)S AT — RMEREEENS BERE

- HMEIEE ID &IAD-RORTE HHEEEDH ATRE

- SA. —&FIAE ID OSBERTERLIVENAT—FERE  NMAEELFOH
- VATLEBEBIARRICLZTICAIEEHEEDS BERTE

- A—H—NAD—RF(—&FIAEE SA)DXFHFIBEEENS BERTE  AERAHOH
- SSL/TLS BIEHEEDSRBERTE

- IPSec BIEHRENSRERTE

- S/MIME BEHEENSREETE

- On Demand Overwrite #4E.DSBEHRTFE

- A-Y-RAREEDSRERTE

- BRETVUMEREOSBERNE

- Bft. BRIOSBERTE

- BENRIVA— M) THBED S BRERTE

- BETAMEREDSBENE

- LiR—ME HHEEDSRBERTE

FLARTOE BYATLEEEDIA7Y b Web F50HZEUT CWIS #EE(CLD, BREESNE DI AT
LEEEDHIC, CWIS H#EEICINTENEF1UTHEEEDS BER T ZITOHERZH IS,

- WWEEE IDEAV-FORTE HEMEEEDH WAL

+ SA. —&FIRE ID DSRMERTES LIV IAT-FRE  RKZFEROH

© VATLEBERXRBICLIS TV AERHAENS R TE

« A-Y-)1AV-R(—RFIREL SA)DXFHHIREEDSRERTE  NMAZAROH

- TR TAEBEOTREEOSRERTE

 SSL/TLS BIEHAEDSIREERTE

- IPSec BIEHAENSRERTE

+ SNMP B{EHAEDS IREERTE
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- S/MIME BEHEENSRBERTE

- X.509 FERRE DR/ 7y7O— K/HD00—F
- On Demand Overwrite #EEDS BERTE
- 1-Y-FRAIREEDS LR T

- CWIS Z#— MUTPHEEDNSRBEETE

(5) DAMI—IVIZPIEERIRRIERE
A TOE[F  DAMN-IVIZ7PH(4)DVATLEBECFIUT EEKAEICETIREOSRELY
EEMNHERLGVLIIC, BEESNE VAT LEEEDHICIE/E)IRILE CWIS hMb, DA -TIVIZY
RAEFIRBEEOE N/ BHNDSREKTEEITIEREFTT S,

(6) tFa1UTAEEENTHAE
ATOE &, L2, 3D, EDLIBEEEAT NI FRPEERERAAY MBIZXESLERER.
I1-Y—BERE) e, BRI ILHOTF1IIT(EEOTHAEZRETS, COMRERIATLE
BEOHFFARRETH). EE LT OLHIC Web 505 ERUT CWIS (LENATRYINOTF A+
TPAIVTHAIYO—-RTBENTRETHD . YATLEBRENEFIUT(BEEDTT-AZAYVO-RY
BIHICIE. SSL/TLS BENERCRESNTVEHFNELLEL,

(7) REBRYII—DT—R{RERRE
A TOE &, REBRYMI—DEICHFEETIXET A, YaJ70—-  HERVIA, £¥1)HEEODTT
—ABLU TOEBRET ALV BET HZRETILHOUTO— ML IESLRAETONIVIC
XIET 3,

« SSL/TLS 7Okl

- IPSec 7ORJIL

- SNMPv3 7Ol

- S/MIME 7Or1J)L

(8) 1V74*A=vay7O0—tFa T ke
A TOE (&, 5V 884 V3—J71—AERERY M) —DRICH TR HF A SNIEVEEZFIR T 5882 E T
%,

(9) BT TAMEEE
A TOE (&, TSFE1TI-FBLUTSF T—HDEL M ERITTILHOBECTAMEREERITTHCL
WAl BETHD .
1.4.2.3. wFaUT(HREZAMCTBHDERTE (Settings for the Secure Operation)
1.4.2.2 OtF1UTAHEEE AT IENICVATLEEEIE TOE LU TOREETIENBETH
B

o N—FTAADERET I LEEHEMEE
[1 [E]HBWME[3 [E]ICERE
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N=RTAADERET -FES{Eikee
[Bah]ICExE

ARSI EDFBEERF D/ VAT — R AT RE
[BR]ICERE

VAT LEBERERMICLISTILAER KA

[5]EICEETE

SSL/TLS &{EHseE
[B#h]ICEE

IPSec @ {EH##E

[BR]ICRE

S/MIME & 1E#k8E
[(BEM]ICEKRE

On Demand Overwrite #%&E
[B#h]ICEEE

1—-Y 325 EE
[AIRERRE ) E(X[HY BREREE] (SRR E
EHET)U MR

[F34AR= TV MREF ISR E
ZA— DT HEE

[(B#]ICEKRE

EEOTHEE

[(B#h]ICEEE

SNMPv3 B{EHERE
[B#h]ICEEE

DA =TIV IZTPIRVEHIR A& L
[BR]ICRE

B2 TAMERE

[(B#]ICEKRE
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1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE KSR THS, B 4 (CMFD ADE 1=y MERE. TOE O IEREE %

EREUNE RS
«— | — MR AE
: : AARI—TIVI=7
ADF _
AD,;\ 3 N FFAR : ] AT
S UDERT-5 1 8 ||| NVRAM || — BRI BEDIFATY
Aol X 1 EEEEE | =41 Mail &—/)\—
ot L B Rien 2 e FTP 51
_ D Ty 7 eieielelsiniriet E 7":77 X @l i SMB #—)\—
o e i at N N— I‘j_"fj\i : VIZTE : LDAP H—/){—
IIT I:::::b:::::I WDEBET- 1’E%ﬂ|}ﬁ*§§ ! — Kerberos #—/\—
TFiesime e L 1| SEER |G
PO IITR=F | L5 ;(_jj%ﬁa | § — BEEEUCE ’?TJ.
T ([ e | oA EELTR: =i [—BAmEsA7L
: || |IROM SSCOUR B U0— 258 St ] | D (USB)
i CWIS |ia1UT/#8E: ~---z7-55|| DRAM |[=]
: | Mg » ! :j—__-lj-_ul- !
== 3 Lol EEMgEE
g ETRER ey
| imEa) | AEAE]
IoT | |- R R
IOT iK— K| | A, D e o PREEMREE
,I,\%TM Controller+PS ROM
| CPU | e
4 TOE %
REBN— RTAADEE

4 MFD Q& 1=y & TOE QY3 i & B

MFD (Z3Y bO—5R— R, IIT. IOT. ADF LU ENRILDDIER NS,

IV bA—ZiR— FHRENRILOREIE . FIET—3DBEZITOINEAVA—TI—ATHEBTIN TS, F

Jv bAO—ZiR— RE IIT iK— RO, BLUAY FO—FiK— RE IOT K— FORIE . XET—ABLUHIET
—RADBIEZITIEHD. EROAERA V- JT1—ATHEHESIN TS,

JvbO—5R— K&, MFD OJE—#8E. TUUA—HEEE. AF v —HEEOH B LU X1 ) T 8D
HOEIFFEMRTH., 2y MI—D13—TJ1—A(Ethernet), =AM V3—J1—A(USB)&#5, IIT
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R— B 10T iR— FHERE SN TS, 705 LI& Controller ROM [CEE&EN TV,

B A AF—IFIL(IIT)E., 6=, AF v —HEEOFI AL, FREHAAH. BRIEFHREIY MO—

SR—RABLETRANT M ATHD, TOTS LI IIT K—FRD IIT ROM (THEHFHIN TS

E{&H A5—3FH)L(IOT)IF. IV FO—3R— FhoERE SN B ERIEHREH N TET /)M ATHD. TOY

S LI IOT In—FR® IOT ROM [CHEEFH SN TLVS

HEIRFEEDEE (ADF)E. RiEEBEERIICIIT (% T3T M ATHD. FTOYS5LIE ADF iR— KR
M ADF ROM [CE&EHIN TS

BAENRIVIE MFD OOE—#8E. TIUA—HEEE. A v —HEEDIRER LU EICRERIRIY ., 5V
T B9F RN TAATVI D EREBEEINL IR THD,

TOE 1M NVRAM EREN— T4 ADKE IS LA RETII G LVERIE A TH S,

4 347® Channel [$ TOE f TTFEENHE LT3,
e Private Medium Interface
##4E) RV, USB
¢ Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.4. 544V (Guidance)

A TOE ZHBH T3 HAIVAXER L TDEENTHD,
e Xerox D95/D110/D125/D136 Copier/Printer User Guide
e Xerox D95/D110/D125/D136 Copier/Printer System Administration Guide
e Xerox D136 Copier/Printer Security Function Supplementary Guide
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLUTOED CCHEEERIE, LTOESENTHS,
STETOE H#E&AEERYT S CCDN—Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XEiE./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
Version: 1.0, dated June 2009

ADFREEEEZERT D,

2.2.2. )\w5—3JEiE (Package Claim)

EAL3 [C ALC_FLR.2 ®;BH0(EAL3 augmented by ALC_FLR.2)%#FiET 3,

7= PP SRk ;&R el 8Efs SFR Package WA, D/ \Wwh— %/ \wh— Y& (package
conformant)eLTEET %,

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment A
Package Version: 1.0, dated June 2009
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Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment A
Package Version: 1.0, dated June 2009

2.2.3. #EEIRH (Conformance Rational)

A ST (&, 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
[CEBiR &N TLVvd Common HCD Functions & Print Functions, Scan Functions, Copy
Functions, Document Storage and Retrieval Functions, Shared-medium Interfaces
Functions Z#8# L L T— &b REZ B MU TREB SN TLVS,

7K ST [CHhd TOE OFERNE. AE— 1L, TUVA—HRE. A v —HEEER T3 T JRIEEH(Multi
Function Device B&# MFD)T®h. PP @ 4.1 Typical Products (Ci2at &N TL\3 Hardcopy
Device ERIZETHNERKEEZTLEL TS,

FETRICRTOCEFITREEE. tF1)Tx KA., tF1)T1EHT PP B L CERike
nTa,

o PPTHRELCLSETOER/OSP/AHREHENBEEEERT(CSIASNTSD, BMOER
/OSP/RTRSFE MGV CENHE BL/OSP/RIHRE ML PP DL F1UTIREERDAT— AV bEE
EThb.

e PPTHRELCVSGERIRRDXEAE DN, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE O3 KA #EL TS, ZDMIERBELEE
BFICEIASNTHI. BMDERRED KA HEBBWIENERRED KA, PP OEF2
UTARRAEHDAT— AV FERIF LT OFIRTHS.

o PPTHRELTCDETOH TOE OXMEKAHNABELZERTICSIASNTHN.
O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED. O.CIPHER %i&
Moz EAEHEL TS, O.CIPHER BREN-RFTAADEENDT -IDEESIETHI., thDdx KA
BRI LTHENFEEEAB, TDMBRBREEELTICSIASNTHN, TOE D F1UT13%K
AEHE, PP OEFIUTAHERAFHDOAT— FAY EDFIRAITHS

e PP THELTLVS SFR & ST TEALTLVS SFR MEE{%R%E Table 14 (CSRULTLVS,
CCT& R0 SFR RO L. SFR MEMABTERRLTLD,
Common Access Control SFP DX ETF—ANEFIREDEMIE. PUEAEHFASNERAEIIC
HIFRLTHN. FDP_ACC.1/FDP_ACF.1 (X PP LNHIRAITHS,
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+SMI DEF1)T1BHEREZRL TG, FPT_FDI_EXP.1 DX ZHIR T 3 DIRERFE
LBzt PP DEREFF THD

D.FUNC 075t A%!{# SFP Mgl D.FUNC OERREZFRICEAL., PO AZEF RIS ZRIAEIC
FIBRLTHN. FDP_ACC.1/FDP_ACF.1 (& PP LDHFIREITH S,

PP TIHREL TSt SFR [FERERF THN., 181D SFR (CED, TOE ZLDHIRAIICLTLVS,
COZEICED. AR ST M SFR (& PP O SFR LDHFIRAITHS,

i@, & ST Tld PP O SFR (S LT, BIRE A EIREH L, TOBIRAREA 3D TR LTS,
TDERAEL PP DERLTCVSABRZEECHRLTLVD,

FLRRICEMTER D 2R EH L. Z0EITREE PP THREE LTS ALEHTI3UYD TR LT
%o

PP TRELTVS EF1UT I KA ERMDA, P.AUDIT.LOGGING DxtK A &t
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED [CEZ#:ZT\3,
7z T.DOC.DIS & T.CONF.DIS Ox33 kA &(C O.CIPHER ZEML TS, ZDMIEHNBEEEE
FCPP DERLTVBINBEEL B U THNRIESN TV TEZRHE LTS,

TV TAHEREE M ARIML, ERBAE B AREETRBE LTS,
BNENT TOE x5 #t& SFR [CEILTIEEMDERBAE LTS, EDAth(E PP DERLTLVBNEE
SRk L THDREESN TV CEZRCR LTS,

PP THRELTL'S SAR [FNBZZEEETICPP OERLTVSHRBETHRL TV,

#ICA ST 2600.1, Protection Profile for Hardcopy Devices, Operational Environment
A ICEHEEE LTS,
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3. tFaUF1EERETEE (Security Problem Definition)

AETIE. BE. BEOtF1UT A E. AHRFHICOVNTEERT S,

3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE HRH#T 3 & E LU TOLHNTHS.
Table 4 FIRABT-HICEATIREEE

Designation PP Definition BRMGREEE &

D.DOC User Document Data Ja7RBOLHICE | FIAEFEHN MFD 26—, TUU K,
consists of the information | #EI3XET—A AFvVEDHMTHRATSCE
contained in a user’s BUNEPEE. EETV MO
document. This includes the WICAEN— FTFAADEEIC—BF
original document itself in BICXET-INEEIND, F
either hardcopy or CWIS BREICEDFIAEFEIZM17
electronic form, image data, v Mo MFD OB RYDIAIC
or residually-stored data EENEXETHAORNEL
created by the hardcopy WAE[EETH B,
device while processing an | YaJUEZOFA | FIAEN MFD 236—. A¥vY
original document and FHXET—NH ZFNHWTHRAYTSEEZRLE
printed hardcopy output. PREIE. BEFET)Y MOTZHICHER

N—=FTAADEEC—FFRIICX
ETF-AINEESN, VaTOET
PErU L EREREHIFR
TINT—RIEFET S,

D.FUNC User Function Data are the | ¥3770— AF VU XEDONEZITIEHIC.
information about a user’s AFvF—BRERBOPEMRIF—Y
document or job to be v, TRDEIE S E/ERIELT
processed by the TOE. E—ENNEDFRN(FIB)E. H

P UhHHSRICERTE LD,
HERYDA REBN— FTAADEEICERRE
N, AFvF—HeEb LU -1
BEICENFEH AFNEXET %
ERTREBEMALGRYIA,
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE i R &R EA
D.PROT TSF Protected Data are TSF 7—A(Table | H{HEZERBRFIVATLEEELS
assets for which alteration by | 34 & Table 35)0 | VT4 EEB#EECLIND VAT LER
a User who is neither an T &t D.CONF LUt | BICRESNSH . BREABICD
Administrator nor the owner | D&%k WCIEERARSNTHEEF YT LD
of the data would have an BRCRoBVER,
effect on the operational
security of the TOE, but for
which disclosure is
acceptable.
D.CONF TSF Confidential Data are MABOSRD—F | V2T LEBEFVATLEERE
assets for which either & , 1T EEEEICLD TOE D
disclosure or alteration by a -ERAY (Table TX1)T1HEEDER EN . MFD O
User who is neither an 1}5\)_ Ep—— BIESRIPIAT LEBE DA
Administrator nor the owner =5 %7.:7_.&,%;; PV OEIRETHID. BFRET—H
of the data would have an ‘HEpRyrI—HF | [E TOE RICREFSND,
effect on the operational —RREF] — R RE IR RE
security of the TOE. [Z&D. BH®D ID &)SAT—RFDE%
EN, MFD DIEVESRIVD DT EE
THN., F/ET—HE TOE AICR
FEnd,
VATLEBEICFIVT(EER
YT AT LEBEDZ(7
VBN URTEETHN. tFa
DT1BEENVT—AR(E TOE WICR
FEnd,
Table 6 Z0ithD{REEE
Designation PP Definition BRMGREEE i R &R EA
Functions Functions perform MFD D#8E Fral SN EOR AE LGN
processing, storage, and TOE OOE—#ERE. TIVA—H#%
transmission of data that AE. AF v —HEEEEFEATEC
may be present in HCD envarge,
products. These functions
are used by SFR packages.
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Cenmnrt | o e

IATLEBEDISATUE ‘\ ;'f; yRI— 1; 1 RESE
'7')‘/’5‘7 |‘"5'"le _____________________ ,
Web 7594 REARINAE |

|
|
|
\_ EERT S | /& R
7747 e )

1
mEmxyrI—DERENGX | 1 PA XE—%
%7_-"._@\ TOE EQ}HE-'T 3. D s pi ] '*UE%%K%‘TJ—’B
FA)BENIF—5 iy
\ | ‘TOE BRET—H
RSN -J3770—
©o, ME N || EERYIZ
iy bo—nEgn] S P77 oeaT
3TOEBEF—H8 | oo | ZOMORET -S|
— ERY FO— DB
LDAP #—/§— :_*_L_%f___’iqg‘f%___?
Kerberos H—/){— [
NEETET—4 | —#DIATUE
leq_rf[‘___*_ﬁ_j_'_ _?_.' b")c?U“)L =
W"BEE% 5

5 REEELRERNRNEE

F)RERY I -DAICHFEETE—MRIFMPU ISV - N-REBOBFET A PREIBRY FD-DER
— BT AIREARNOEETHS,

Table 5 @ TSF 7—A(3. (REN— FTFAADEETHEMN)EHD LSS, IV bO—FR—FO NVRAM,
SEEPROM [CRFSNTL\S,
LEUVB R -BZIERERA LY —0/9 51 LEREBHRE TN NVRAM [CRFSNTVS,

ECIEZATD NVRAM & SEEPROM [CId, TSF 7= DT —HEAZHASN TS H ENODERET—
513 TOE OtF1UT1#REICEAR LB LVEDIRER RDEE TIERL,

EFXIVTAEEDTT—AF. —FHIIC NVRAM [CEEIESN S, I71ILELTIERERN— FTA ADEE(C
REFESND,

3.1.2. BEI—YIVt (Threats agents)

ASTTRTRA4BEVERI- VIV MEREBFEEETS. WITNHELXIOKERNEFOETH
N TOE OBEIC OV T ARSN TVSIFHmA M Z TS ERET 3,
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a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &RB (Threats)

A TOE (T 2ZE%. Table 7 (5819 %, unauthorized persons (& 3.1.2 DEBI—JIV
THICEET D,

Table 7 FIAET—R £ TSF F—RICxTREE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. #AMotx1U71A%t (Organizational Security Policies)
A TOE NMIESF LA IFNE B0 EEOEX1UT1H &% Table 8 [CEBiR T3,
Table 8 ANt *1)T14%t

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect unintentional malfunction of the TSF,
procedures will exist to self-verify executable code in the
TSF
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P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

3.3. HIR%EMH (Assumptions)
K TOE OEE. ER. BLUFIAICRIT $RT1IR K&, Table 9 (L2 T %,

Table 9 BIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to

follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for

malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETIH, TOE tFaUT kA &t BERRREOCF T4 R A&, LUV EF 1) T4t KA EHRH

[CoWTERiR T3,

TOE OtFa1)71xt5k A& (Security Objectives for the TOE)

TOE Ot F1)T1xt%K A #t% Table 10 (CEE T 3.

Table 10 TOE t¥al)T4xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective Definition

O.CIPHER The TOE must provide the function to encrypt the
document data and used document data to be stored
into the internal HDD so that they cannot be analyzed
even if retrieved at disposing MFD or its components by
the maintenance.

4.2. ERAREOEX1UT xR AE (Security Objectives for the
Environment)

ERRENEF1)T1x KT 4% Table 11 (CREhT B,

Table 11 ERIEHZOEFX1)T1 x4 KA #t

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFITARE, EFAVTREERTRE LCAIREGHCH G TILHOED. HBNIBBEICH i
FBREHDLD, HRHWNIHBBOLF 1T A EHERBETIHOEDTH S, TF1)T AR A EHERIST
BREMREM . MMT B BB ERITMBOLF1UT( A SO GEFRZ Table 12 (SRY ., Fe&t+
WIFREERN T TR A ECINREAESN TS EE Table 13 (CRE T B,

Table 12 tF¥aUT1 KA SERNTIER. MBBOCF1UT(A#H R URTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

T.DOC.DIS

S lo.Doc.NO_DIS

S lo.CIPHER

T.DOC.ALT

<

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

STSTESS ]SS lo.USER.AUTHORIZED
STSTSTS TS S loE.USER.AUTHORIZED

P.USER.AUTHORIZAT
ION

AN
AN

P.SOFTWARE.VERIFI
CATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £FaUT REFEERICHIETIEF1) T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential

- 27 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.

By O.CIPHER, the document data, and used

document data in the internal HDD are
encrypted to disable the reference and
reading-out of the document data, used
document data.

0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from

Copyright® 2013 by Fuji Xerox Co., Ltd
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

Data may be
disclosed to
unauthorized
persons.

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

- 28 -

unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.INTERFACE.MANAG
EMENT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 29 -

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)
AETE, CFITHSEES . tF TR ER S LT R EHRICOL TR TS,

BH. RETHERATIAEOEEIIUTOESITHD,
- $JUIDHH
£ ¥ &
Key Operator HHEEED 1R uIEb‘ﬁJZIjJ UREE TR ARHEE. HE
DA, BRIV Mk T %184

SA

SA D15 —-FBEEN R Th LT: 'U( ECOERHERE. BERYIA,
ZERETIUMIRTBRE

U.ADMINISTRATOR

Key Operator, SA 11— —ZREEN BT LI AKRBEE TOE KRB

B BERYDA BETU M T B1RE

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EXHeE. HERRVIA BRIV M T 51R1E

U.USER U.ADMINISTRATOR, U.NORMAL ®1—4%—REEN RN L
TARREETOEARKERE. BRRVIA, ERTVY MR TR

- ATIIHb
£ &
Mailbox Personal Mailbox. Shared Mailbox D#F#TH3.

Personal Mailbox

—f&FI A& (U.NORMAL). SA MEARNICERATES NI,

Shared Mailbox

FRTOFAEBEN LB LTHEATESRYDA,

Store Print/Private Print

TUUB—HERE(CH VT, FIRIT—3ZT IVR— AL TR LEZEY
bYTT—R%. MFD ORERN— FT4ADEEIC—BEEIEL.
SRERESNe— MR FI AEMRE) IRV EDIER T B THIRIZ 6
1wIBTIV N,

Job Flow sheet

Personal Job Flow sheet. Shared Job Flow sheet M#&
MCThd,

Personal Job Flow sheet

— & FI & (U.NORMAL). SA iMEABIICERTES Y3770

o

Shared Job Flow sheet

FRTCOFAENHFLTERATES V3T 70—,

Used document data
stored in the internal
HDD

MFD ORERN— FTAADEECERSNLR., FIANKRT LI
1VZBIBRENSD, REBN— FTAADEEBERNICI> T 5803 %
FLTLBREOXET S,

Document data

—leiFllFFJ%‘(U NORMAL). SA h* MFD OIE—HERE, TUVA
%ﬁbs A v —#eEEFI T 3MEIC. MFD A& %5EiET5E
EBRIEREECT 3%, #

Security Audit Log

AU TXET - ERELT S,
LD, HEN, EDLIBIERETT th‘tL\5$%’(‘-’E%U4N‘J k
(BIZEEEPERERE. 1I-Y—1ELE) . BIFEEERINE

j_-"_go
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- BRI

A

E =

send scanned data

AF v UEXET B BNICRIREISAPY N FTP H—N
— A=Y =N—_SMB ¥—N-AE{ET S,

retrieve BERYIANOXET AT TREANEATEL
BRI (AF vy XET-R. IE-XET—H)
RENRITOTILELI—(RAFPrUXET—H. IE—XET—H)
-CWIS hoFAEBEDFATY MDIDAR— M AXr U XET—
)

edit BHRRAYDZANDIE-XET-HERETI L
- R—JHIB&
-EHEA
‘XEE

Execute a Job Flow
sheet

BRRYIANDAF v XET R TS YT I0-DFEIT
TEAHATEENAEETHS,

modify the behavior

- ENRI

H—N—ADE5%

s A—JLiEME

11— —FREERE (AN S ER). %#ﬁ?‘)‘/ M BE (R AL K B RS
DEFE. BIFR). NEBRY F)—DF—REHEEGRII A K. 15

HiEAR). N\~ F?%Z’J%#ﬁ?—’ﬂt%%ﬁ%*ﬂé Be(LEEE
. EZFFH. On Demand Overwrite {&#R). Lik—~H
HEE(VATLEEEDH . FIAE)DHSFEVDER

modify TOE RET-IDRELESLUF1UT(BIE(FI RE R
B, HAEICH IS T 2R AEBAIIER) DL R
- ERIUTRI

AR

—1= =
EFE

General User role

— & FI A& (U.NORMAL)H TOE ZFIFA T 3MRICHEHER
ERY

SA role

SAN TOE &F AT 3R ELERERT

Key Operator role

HHEEEN TOE EFRATIRICLEGHERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier D THD

General User identifier

—h&F A& (U.NORMAL) & AIFREE T 37chD1——1ID

SA identifier

SA & AR A T 372D 1Y —ID

Key Operator identifier

R EEEEHARAT 01— 1D

User identifier for each
function

AE—-#Eae. TUVA—HEEE. A v — BRI IS LIEP DR AR
Relz1—Y—1EH. EAKIROER

Owner identifier of
D.DOC

BRINVDIA, TIAR- IV FRAOXET - RSH G LT DT
ARRERR - —1E$R
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Owner identifier of
D.FUNC

BRARYIA, Y37 70-CRB LTI AR fElg 1 - —1F#R

- SEOIVTATA
223 &
Key Operator MFD O EEE® TOE tX1 )T HBEDREETIEEE,
SA(System WWEEE HDVIBRCHERSNEZ SADTIVV MERK TS

Administrator Privilege)

CEMTE, MFD O#MEEY® TOE tF1UT(HEREDEREZ
ITHIEEE,

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA O#FF.,

U.NORMAL (General
User)

MFD OOE—#8E. A% v —#ae. HLUT ) A—-HREZFI A
ERE-P

- EOMORGE

A

E =

The Fuji Xerox's standard
method, FXOSENC

ELUOVIAREOESRER?ITUZLT, EBFFICER
hd,

AES

FIPS 12D SL I TVZALT, N—RFTF1ADT—40
EEbEERLICERINS,

Access denial due to
authentication failure of
system administrator ID

VAT LEEZE ID ALK RN FTE BIEICE LZRRC, #8458
RIVTIIERCIN /XA LS QBB Z (F431F78<T0, e
Web 730U TRAKDEROIM /1R AZTRIEEFERZT
H1373<B 5815,

Data on use of password
entered from MFD
control panel in user
authentication

TOE BRET—ATHN . RAKNRIVDODFBEERF D) SAT— R
FREREDH M/ EIDIFHR.

Data on minimum user
password length

TOE BRET—HTHD. SA/—MFAED) AT — FERERD
R/ FHOER

Data on key operator ID | TOE ERET—3THN. M EEEH A OLHD ID 153K,
Data on key operator TOE BRET—ATHD. M EEREZRLDTZHD)IAT— FIF
Password #

Data on SA ID TOE BRET—HTHN. SA BRI D=HD ID 1ER.

Data on SA Password TOE BRET—ATHN. SA RELDTHDINRAT— FEHR

Data on General user ID | TOE s%ET—3THN. —A%FIFHZE (U.NORMAL):E A DI=shH

o 1D 15k

Data on General user
Password

TOE BRET—ATHN., — i F A& (U.NORMAL)ZEEED7=
DINAT— FIE$R
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Data on access denial
due to authentication
failures of system
administrator

TOE |RET—HTHD. YATLEESE ID FRFERKICEFRT
SHBEDH R/ EDIEIRE KRB FR

Data on Security Audit
Log

TOERET—HTHN., L\2. N EQLIBIEREITOILDED
IERPEZERINVMBIZLEEDEREE, 1-Y—1#1E
BE) &, BIELERT SHEAEDH R/ EHDIEHR.

Data on User
Authentication

TOE BRET—ATHN. MFD OIE—1#RE. AFvF—1#EE.
JUTVUA—HEEEFI AT BMRIC, 1Y —FREEIFHICCEER
THHAEDE D/ BNSLUREDIFH.

Data on Store Print

TOE BRET—HTHN., TIV T -RZERICTIAR- TV
MCBRSEINEIRISES D DR E H .

Data Protection

Data on Internal Network

TOE BRET—HTHN, AE Ry I -V EICHFEETEINET—
B, EFIVTAEEATT-ABLU TOE BRET—REVVTRIE
THERETIEHICHIST 5 —RHBESEBEETO NI
DA/ ENBSLURENEBRHLVELAZE. FBAERA/ESE
NNAD— R, #8520 FIER,

Data on Customer
Engineer Operation

TOE BRET—HTHN. DAY —IV I ZFEEHIRIEENE
2/ BADEREVRTF)IAD - FOIER.

Restriction-
Data on Hard Disk Data | TOE ZRET—ATHD. N\—FTF1ADEBE T —IESL#EREC
Encryption BRI DHERED B R/ B DB REBE S L F—1EHR.

Data on Hard Disk Data
Overwrite

TOE BET—ATHN. N\—RFFIAVERT I LEETHEY
HEICRA R T D1 EE DB X/ |’MDIFIHRE L EFEEIER. &L
Uf On Demand Overwrite #8ENH 3/ ENOEHRE B
EEEH,

Data on date and time

TOE BRET—ATHD. 3A LY —V/YI—34 LER EH|HER
HERZT-THD.

Data on Auto Clear

TOE BRET—ATHI ARENRIA—MUPHEEDF =/ &
DELUDITHREDIEHR ., HLU CWIS OF— MMUPHREDH
N/ EHDER.

Data on Self Test

TOE BRET—ATHD. BCTAMEREDE N/ EDDIEH.

Data on Report Print

TOE BRET—ATHN., Lik— M NWHEREDRE IFH.

tF1UT HEBEEH (Security Functional Requirements)

A TOE MR T tFa1UT e EHZ A TICEERT B,
A STT, ERIHEEHD—F%, Table 14 (TR,
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Table 14 #EEH—8

BEREEHIVR—2 Vb PP &3k FIRARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE (ZdhH1E T Auditable Event &
BRMICERR, BMLTNS,
FAU_GEN.2 User identity association | Yes PP Mo ZEIL
FAU_SAR.1 Audit review No —® SFR MEMICEN VAT LEERED
FAU_SAR.2 Restricted audit review | No HCEEOTT-A0G5H i U EEEIR
EEER
FAU_STG.1 Protected audit trail No O SFR MEMICLNEENTT—4
storage Z. FELHIBRPBENIRET S,
FAU_STG.4 Prevention of audit data | No 0 SFR OiBMICLNEEEOT W EFFIC
loss BOlZRFIC, R A VEEOJICHLL
BEEANVIMELEEETD,
FCS_CKM.1 Cryptographic key No COSFRDEMICENHEN-FT1AD
generation HEDT-AEESIETS,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®f2i =5 L.
EHICTOE [CHNHET Delete. Modify
DRVEDFFMILEIREDEMZLTL
%o
FDP_ACC.1(b) Subset access control Yes Access Control SFP % TOE [Z&Hh
BTERLTLVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (3 PP Ofgi %5 L.
FDP_ACC.1(d) &5IC TOE [2HHET Read DIRHED
(SCN SFR Package) HMIEELTLS,
FDP_ACC.1(e)
(CPY SFR Package)
FDP_ACC.1(f)
(DSR SFR Package)
FDP_ACC.1 (g) Subset access control No Z0 SFR MEMNICED D.FUNC M4k
. &$%0 Access Control SFP %
TOE (ZHHETEEHR LTV,
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control

Control rule IZ PP @iEdi %51 AL,
EHICTOE [ZHNHET Delete. Modify
DIRVEEFEMIEEIREDEMELTL
%,
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BEREEHIVR—2 Vb PP ZE3K FIRARE PP EDE
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (3 PP Ofgii =5 FL.
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) HHMEL T,

(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(DSR SFR Package)
FDP_ACF.1 (g) Security attribute based | No _0 SFR M:EMNICLD D.FUNC D1
access control . &80 Access Control SFP %
TOE [CHhETEER LTS,
FDP_RIP.1 Subset residual Yes TOE [ChDHETEF LTIV,
information protection
FIA_AFL.1 (a) Authentication failure No Z®M SFR @L?JD(:J:U%HZ“"‘IE%E"“
FIA_AFL.1 (b) handling FIE. SA FRREDEFRRERBRICLB 7 DA
EEHAEZIRItT S,
FIA_AFL.1 (c) Authentication failure No —® SFR G):JJD(;J:VJ REFIFAERR
FIA_AFL.1 (d) handling FIE. SA FREEMFRRE K BRBFIC, Avt—
JERRLVTINAT-FOBANEER
THMAEZ IR T B,
FIA_ATD.1 User attribute definition | Yes TOE [ChhETEIF LTINS,
FIA_SOS.1 Verification of secrets No TOE [EZHHETENFTLTIS,
FIA_UAU.1 Timing of authentication | Yes TOE [EHNETEIFF LTS,
FIA_UAU.7 Protected authentication | No 0 SFR MEMICLNEREE 71— FIN\wD
feedback &R¥EITB,
FIA_UID.2 User identification Yes FIA_UID.1 o EGIREETHD
before any action FIA_UID.2 [CEELTLVS
FIA_USB.1 User-subject binding Yes TOE [ZHNHETEIFLTIS,
FMT_MOF.1 Management of security | No C0 SFR MEMICENEF1UTAHERED
functions behaviour BEE. VATLEEEATLZHICREY
%,
FMT_MSA.1(a) Management of security | Yes tF¥1UT EHOERKE|% TOE CH

FMT_MSA.1(b)

attributes

DETENTLTLVS,
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
FMT_MSA.1(c) Management of security | No X1V T BHDEEZ TOE [CHhE
FMT_MSA.1(d) attributes TERLTLVS,

FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.3(a) Static attribute Yes TOE [CHNHETEIF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [CHHETEEHR LTS,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MTD.1(a) Management of TSF Yes TSF F—A01gEYAME TOE [CHNE
FMT_MTD.1(b) data TRHBLTLS,
2L FMT_MTD. 1(b)l D.Conf ®
&M
FMT_SMF.1 Specification of Yes XAV TAEEBEEDYANE TOE ICH
Management Functions HETERLTLVS,
FMT_SMR.1 Security roles Yes TOE [CHHETEIF LTS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEELL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP hoZERERZL
FPT_TST.1 TSF testing Yes TOE [ChhETEF LTINS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEELL
(SMI SFR Package) | channel
6.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation

Hierarchical to:
Dependencies:

FAU_GEN.1.1

No other components.
FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the

following auditable events:
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- Start-up and shutdown of the audit functions;
- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and

- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]
- not specified

[assignment: other specifically defined auditable events]

- all Auditable Events as each is defined for its Audit Level (if

one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
information

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).
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FCS_COP.1 None - - a) Minimal: Success and
failure, and the type of
cryptographic
operation.

b) Basic: Any applicable
cryptographic mode(s)
of operation, subject
attributes and object
attributes.

FDP_ACC.1 — — — There are no auditable
events foreseen.

FDP_ACF.1(a) deletion of <hot Type of job | @) Minimal: Successful
Mailbox. specified > requests to perform an

operation on an object

FDP_ACF.1(b) | Job completion covered by the SFP.
and cancellation b) Basic: All requests to
of Print, Copy, perform an operation on
Scan, and Job an object covered by the
Flow. SFP.

FDP_ACF.1(c) User name, job ¢) Detailed: The specific
information, and security attributes used
success/failure in making an access
regarding check.
execution of Store
Print.

FDP_ACF.1(a) User name, job

FDP_ACF.1(d) information, and
success/failure
regarding access
to Mailbox.

FDP_ACF.1(f) User name, job
information, and
success/failure
regarding access
to Mailbox.

User name, job
information, and
success/failure
regarding
execution of Store
Print.
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FDP_ACF.1(g)

Creation of
Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

FIA_AFL.1(c)
FIA_AFL.1(d)

Authentication
failure from
control panel and
CWIS.

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF
of any tested secret;

¢) Detailed:
Identification of any
changes to the defined
quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

Attempted
user identity

a) Minimal:
Unsuccessful use of the
authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.
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FIA_UAU.7 - - - There are no auditable
events foreseen.
FIA_UID.2 Success/failure of | <Basic> None a) Minimal:
identification and Unsuccessful use of the
authentication user identification
mechanism, including
the user identity
provided;
b) Basic: All use of the
user identification
mechanism, including
the user identity
provided.
FIA_USB.1 Registration of <not None a) Minimal:
system specified > Unsuccessful binding of
administrator, user security attributes
and changes in to a subject (e.g.
user registration creation of a subject).
data (role) b) Basic: Success and
failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).
FMT_MOF.1 Changes in <Basic> None a) Basic: All
security function modifications in the
configuration behavior of the
functions in the TSF.
FMT_MSA.1(a) | Registration of <not None a) Basic: All
FMT_MSA.1(b) | system specified > modifications of the
FMT_MSA.1(c) | administrator, values of security
FMT_MSA.1(d) | changes in attributes.
FMT_MSA.1(e) | registration data
FMT_MSA.1(f) | (ID, password,
FMT_MSA.1(g) | access right) of
system
administrator,
and deletion of
system
administrator
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FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications

FMT_MSA.3 (b) of the default setting of

FMT_MSA.3 (c) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the

FMT_MSA.3 (g) initial values of security

attributes.

FMT_MTD.1(a) | Changes in <not None a) Basic: All
registration data | specified > modifications to the
(ID, password) of values of TSF data.
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) [ Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > | None a) Minimal:
system required modifications to the
administrator, group of users that are
changes in user part of a role;
registration b) Detailed: every use
data(role), and of the rights of a role.
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > | None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > | None a) Minimal: Termination
from remote. required of an interactive session
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Log-in timeout

by the session locking

from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
trusted required trusted channel
Communication functions.
within a specified b) Minimal:

period of time,
and client host

Identification of the
initiator and target of

failed trusted channel
functions.

c) Basic: All attempted
uses of the trusted

data (host name
or IP address)

channel functions.

d) Basic: Identification
of the initiator and
target of all trusted
channel functions.

FPT_FDI_EXP.1 | — — — There are no auditable

events foreseen.

FAU_GEN.1.2 The TSF shall record within each audit record at least the
following information:

- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and

- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,

[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

FAU_GEN.2
Hierarchical to:

User identity association

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

Dependencies:

FAU_GEN.2.1 For audit events resulting from actions of identified users, the
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FAU_SAR.1:

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Xerox D136 Copier/Printer ZF¥zl/714—ovf

TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records

in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
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Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “ignore audited
events”, “prevent audited events, except those taken by the

"\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits

FCS_COP.1 Cryptographic operation
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Hierarchical to: No other components

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.USER Denied,
from Table | - Delete the document except for
17 data in Mailbox and his/her own
Private Print documents
-R1
-R2
- Register the document | U.USER - R3
data to the Mailbox
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Object Attribute Operation(s) Subject *Access
control rule
D.FUNC | attributes Modify; Delete U.USER Denied,
from Table | - Modify and delete the except for
17 data his/her own
function data
- R4
-R5

*Details of Access control rule

R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to
register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Mailbox is permitted.

R5: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Job Flow sheet is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier
- Owner identifier of D.DOC

+SCN Indicates data that is associated with a scan job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.
- User identifier
- Owner identifier of D.DOC

+DSR Indicates data that are associated with a document
storage and retrieval job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a
shared-medium interface.

- none
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Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)
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Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assighment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
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Object Attribute(s) Operation Subject | Access control
rule
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.
panel to user client,
FTP server, Mail
server, and SMB
server
Print (F.PRT, - User identifier - Print(*) the U.USER
F.SMI) - User identifier for | document data in
each function Private Print from
control panel
Mailbox - User identifier - Mailbox operation U.USER
Operation - User identifier for
(F.DSR, F.SMI) | each function

*Job abort for Print function is restricted to the control panel.

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

FDP_ACC.1(c)
Hierarchical to:
Dependencies:
FDP_ACC.1.1(c) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table1l9

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP]

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.
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Table 19 PRT Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +PRT Read U.USER Denied, except for his/her
Print the document own documents
data in Private When the owner identifier
Print of D.DOC matches the user
identifier, print operation is
permitted.
FDP_ACC.1 (d) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (d) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule

D.DOC | +SCN Read U.USER Denied, except for his/her
- Send the own documents
document data to - When the owner identifier
server of D.DOC matches the user
- Execute a Job identifier, send operation is
Flow sheet permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,

execution of Job Flow sheet

is permitted.
FDP_ACC.1 (e) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 22

[assignment: list of subjects, objects, and operations among

subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table

22
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Table 22 DSR Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +DSR Read U.USER Denied, except (1) for
- Retrieve and his/her own documents or
edit the (2) if authorized by another

document data
Mailbox

- Execute a Job
Flow sheet

in

role or mechanism if such
functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval and
editing operations are
permitted.

- When the owner identifier
of D.FUNC matches the
user identifier of D.DOC,
execution of Job Flow sheet
is permitted.

FDP_ACC.1 (9)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (g)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects

and objects in Table 23
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Table 23 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the Job | U.USER When the owner
- Owner identifier | Flow sheet to identifier of D.FUNC
of D.FUNC Mailbox (Mailbox) matches the

user identifier,

operation to register
the Job Flow sheet to
Mailbox is permitted.

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
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Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox and all Private Print is permitted by
On Demand Overwrite function.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
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based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
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subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
Access Control SFP in Table 23

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the D. FUNC Access Control SFP in Table 23

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

FDP_ACF.1.4 (g) The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none
FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of

a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1(a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1(a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- 63 - Copyright® 2013 by Fuji Xerox Co., Ltd



FIA_AFL.1.2 (a)

FIA_AFL.1 (b)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (b)

FIA_AFL.1.2 (b)

Xerox D136 Copier/Printer ZF¥zl/714—ovf

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall

[assignment: list of actions].

[selection: met, surpassed]
- met
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[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- U.NORMAL authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive

integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]

- 65 - Copyright® 2013 by Fuji Xerox Co., Ltd



FIA_AFL.1.2 (4)

FIA_ATD.1
Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_SOS.1
Hierarchical to:
Dependencies:

FIA_SOS.1.1

Xerox D136 Copier/Printer ZF¥zl/714—ovf

unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with remote authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

User attribute definition
No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

Verification of secrets
No other components.

No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
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is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the document data delivered from printer driver

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password
characters

User identification before any action
FIA_UID.1 Timing of identification
No dependencies

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition
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FIA_USB.1.1 The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf

of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]

- none
6.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 24
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[assignment: the authorized identified roles]
-the roles listed in Table 24

Table 24 List of Security Functions

Security Functions Operation Roles
Use of password entered enable, disable U.ADMINISTRATOR
from MFD control panel in
user authentication
Access denial due to enable, disable U.ADMINISTRATOR

authentication failure of
system administrator ID

User Authentication

enable, disable, modify the | U.ADMINISTRATOR

behavior
Security Audit Log enable, disable U.ADMINISTRATOR
Store Print enable, disable, modify the | UUADMINISTRATOR
behavior
Internal Network Data enable, disable, modify the | U.ADMINISTRATOR
Protection behavior
Customer Engineer enable, disable U.ADMINISTRATOR
Operation Restriction
Hard Disk Data Encryption | enable, disable U.ADMINISTRATOR
Hard Disk Data Overwrite | enable, disable, modify the | U.ADMINISTRATOR
behavior
Auto Clear enable, disable U.ADMINISTRATOR
Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
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SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 25

Table 25 Security Attributes and Authorized Roles

Security attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query U.ADMINISTRATOR
modify
delete, creation
General user identifier query U.ADMINISTRATOR
modify

delete, creation

Owner identifier for D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.DOC (all delete SA
document data in Mailbox)
Owner identifier of D.DOC (own | query, delete, U.USER

document data in Private Print)

creation

Owner identifier of D.DOC (all
document data in Private Print)

query, delete

U.ADMINISTRATOR

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Job Flow sheet, Shared
Mailbox)

query, delete,
creation

Key Operator
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Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR

delete, creation

User identifier for each query, modify U.ADMINISTRATOR

function

FMT_MSA.1 (c)
Hierarchical to:
Dependencies:

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
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FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(PRT)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Private Print) creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

FMT_MSA.1 (d)
Hierarchical to:
Dependencies:

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].
- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(SCN)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify
delete,creation

U.ADMINISTRATOR

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Job Flow sheet, Shared
Mailbox)

query, delete,
creation

Key Operator
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Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles(DSR)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Mailbox) creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared creation
Mailbox)

FMT_MSA.1 (g) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- D.Func Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30

Table 30 Security Attributes and Authorized Roles(D.FUNC)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC

(Shared Job Flow sheet, Shared

Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

- 76 - Copyright® 2013 by Fuji Xerox Co., Ltd



FMT_MSA.3.1 (a)

Xerox D136 Copier/Printer ZF¥zl/714—ovf

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 31

Table 31 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (b)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]
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- permissive initialization property for basic functions such as
copy, print, and scan as the default of security attribute.

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32

Table 32 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization
No other components.
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FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
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FMT_MSA.3.2 (f)

FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (g)
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default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
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- D.Func Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 ()

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 34

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator
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Table 34 Operation of TSF Data

TSF Data Operation Roles
Data on key operator ID modify Key Operator
Data on key operator Password modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR

creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR

from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | U ADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (b) The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].
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[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 35

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 35 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID | query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following
management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by
the TSF]
- Security Management Functions listed in Table 36

Table 36 Security Management Functions Provided by TSF

Relevant SFR Management Function Management items defined by
CC
FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.
FAU_GEN.2 - There are no management
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activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the
group of users with read access
right to the audit records.

FAU_SAR.2 - There are no management
activities foreseen.
FAU_STG.1 - There are no management
activities foreseen.
FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.
FCS_CKM.1 - There are no management
activities foreseen.
FCS_COP.1 Management of data on Hard Disk | There are nho management
Data Encryption activities foreseen.
FDP_ACC.1(a) |- There are no management
FDP_ACC.1(b) activities foreseen.

FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)

FDP_ACF.1(a) |- Management of user identifier a)Managing the attributes used
- Management of owner identifier of | to make explicit access or denial
D.DOC based decisions.

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

FDP_ACF.1(b) |- Management of user identifier
- Management of data on Store
Print

FDP_ACF.1(c) |- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print
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FDP_ACF.1(d)
FDP_ACF.1(f)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_ACF.1(g)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

FIA_AFL.1(c)
FIA_AFL.1(d)

none
Reason: The function is fixed and is
not managed.

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.

FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.

FIA_UAU.1 - Management of data on use of a) Management of the

password entered from MFD control
panel in user authentication.

- Management of data on key
operator, SA, and general user

( password)

- Management of data on user
authentication.

authentication data by an
administrator;

b) Management of the
authentication data by the
associated user;

c) Managing the list of actions
that can be taken before the user
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- Management of data on minimum
user password length

is authenticated.

FIA_UAU.7 - There are no management

activities foreseen.

FIA_UID.2 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.

- Management of data on user
authentication.

FIA_USB.1 none a) an authorized administrator
Reason: action and security can define default subject
attributes are fixed and are not security attributes.
managed. b) an authorized administrator

can change subject security
attributes.

FMT_MOF.1 Management of data on Customer | a) Managing the group of roles

Engineer Operation Restriction

that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1

There are no management
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activities foreseen.

FMT_SMR.1 none a) Managing the group of users
Reason: The role group is fixed and | that are part of a role.
is not managed

FPT_STM.1 - Management of time and data. a) management of the time.

FPT_TST.1 - Management of data on Self Test. | a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;

b) management of the time
interval if appropriate.

FTA_SSL.3 - Management of data on Auto a) specification of the time of
Clear. user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1 - Management of data on Internal | a) Configuring the actions that
Network Data Protection. require trusted channel, if

supported.

FPT_FDI_EXP.1 | none a) Definition of the role(s) that
Reason: The role and transfer are allowed to perform the
conditions are fixed and are not management activities;
managed. b) Management of the conditions

under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an

allowance.
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorized

identified roles].
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[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

FPT_FDI_EXP.1.1

FPT_STM.1
Hierarchical to:
Dependencies:
FPT_STM.1.1

FPT _TST.1
Hierarchical to:

Dependencies:

FPT_TST.1.1

Restricted forwarding of data to external interfaces
No other components.

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assighment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

Reliable time stamps

No other components.

No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.
No dependencies.

The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
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conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF]
- [assignment: parts of TSF]
- TSF executable code in program ROM

6.1.7. Class FTA:TOE Access

FTA_SSL.3
Hierarchical to:
Dependencies:
FTA_SSL.3.1

TSF-initiated termination

No other components.

No dependencies.

The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer driver.

- 89 - Copyright® 2013 by Fuji Xerox Co., Ltd



Xerox D136 Copier/Printer ZF¥zl/714—ovf

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between itself

and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, and D.CONF over any
Shared-medium Interface
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tX1)FT(RIEEH (Security Assurance Requirements)
Table 37 (CEF1UT1REEEHERLRT S,
A TOE OFFHMEREEL NIUE EAL3 THd, EBMUEZELF1UT(RIEIVR—RV ME, ALC_FLR.2 T#H
D,
Table 37 t¥a)T1{RIEEH
REEDIA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Functional specification with complete
Development ADV_FSP.3 summary
ADV_TDS.2 Architectural design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC_CMC.3 Authorization controls
Implementation representation CM
ALC: ALC_CMS.3 coverage
Life-cycle ALC_DEL.1 Delivery procedures
support ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures
ALC_LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_0OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE: ATE_DPT.1 Testing: basic design
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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i) T4 EHRR (Security Requirement Rationale)
X1 T HEEEEHIRML (Security Functional Requirements Rationale)

Table 38 tXa1)T(HREEH LX) TR RA HOX ISR

Objectives

SFRs

0.DOC.NO_DIS

O.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

FAU_GEN.2

< | < |[O.AUDIT.LOGGED

FAU_SAR.1

AN

FAU_SAR.2

<

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACC.1 (g)

FDP_ACF.1 (a)

SN XXX

FDP_ACF.1 (b)

FDP_ACF.1 (c)

AN

FDP_ACF.1 (d)

\

FDP_ACF.1 (e)
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O.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0O.CONF.NO_DIS

O.CONF.NO_ALT

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_ACF.1 (f)

FDP_ACF.1 (g)

FDP_RIP.1

< | &| «]0.DOC.NO_DIS

FIA_AFL.1 (a)

FIA_AFL.1 (b)

FIA_AFL.1 (c)

FIA_AFL.1 (d)

NIRNIENEN

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.2

FIA_USB.1

NIENEN ENENEN AN RN ENEN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 ()

FMT_MSA.3 (a)

D NN N B N B N BN

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)

FMT_MSA.3 (e)

FMT_MSA.3 (f)

FMT_MSA.3 (g)

AN N AN AN
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O.DOC.NO_ALT
O.FUNC.NO_ALT
O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.AUDIT.LOGGED

0.DOC.NO_DIS

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

AN
AN
\

FMT_SMR.1

< | < | <[ «[O.PROT.NO_ALT
< 8| 8| «|0.CONF.NO_DIS
<SS S[O.CONF.NO_ALT

AN
\
\

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA_SSL.3

FTP_ITC.1

Table 39 tFa)T4 KA FHICLD X 1T BEBEE AR R

¥ T R &

TFIT R R AR EL

O.AUDIT.LOGGED
(BEEAXY bOELERE
RAISNETIER)

O.AUDIT.LOGGED (& TOE OfER - £F1UT4([CENZII ARV bOOT Z AL -
HEFL EROBVFERRR -BREAEHRCRH R A THD,

K1) TR RAMEERT DI,

FAU_GEN.1 [CENEEERFAAY MR LTEF1) T EEOT TN ERE
nd.

EREUVTF R OMAEER I TRIEBRCINEEITETHS,

FAU_STG.4: t¥1)T(BEENTT-S0HRHHIEEETHIEMN. BEFEE
ERICAE SN,

FCS_CKM.1: S #AEMDOKLRIFBERFICIS—EHD
FCS_COP.1:BEBLDKKIEVITAT—ARELTEEBIND

FMT_MSA.3: 774V ME. IL—ILDZE B (L FEL

FAU_GEN.2, FIA_UID.2 [CINBEBENEZERE. TORELBZFIRAED
R ERICBEE T3,

FPT_STM.1[C&D TOE O#F & EELGIOVIERNT, BEER ANV peH
(ZRM LARVTNEENVICER RSN,
ULDEFIUTAHEBEEHICENTI R A S EBLTENTED,

O.SOFTWARE.VER

O.SOFTWARE.VERIFIED (& TOE B&0OXE{TI1—-FOB RN FIEZR

- 94 - Copyright® 2013 by Fuji Xerox Co., Ltd




Xerox D136 Copier/Printer ZF¥zl/714—ovf

TXaT R & THIT R E AR AL
IFIED HIBIHAKRGTEHTHS,
(VIPII7eeM0 | KeFaUT KA HERRTHHICE,
RELE) FPT_TST.1(CLD TSFE4TI- FELU TSF T-ADT LRI T 572D E

ETAMEREEREENRCRE LRITI SN TES,
L EDEF1 )T H LI R AR ERBT ENTES,

O.INTERFACE.MA
NAGED

(A ERAB—T1—AD
EIR)

O.INTERFACE.MANAGED (FtFaUF4R)I—(CH->THERS VA—T1— 2R
DRFEEETIRRAHTHD,

AKeF1 )T R RAHEETRTHEHICE.
FIA_AFL.1(a)ICknHE & & SRS DR AL R BRBFIC. FIA_AFL.1(b)IC&D
SA DR R BB (AR R FRRERF ) ICEREE R BRIC LD 7D EAE B B $ 5 DEREEIC
KB ULIZE . BiR OFF/ON K" BIZRD, EHE UK BEC,

FIA_AFL.1 (c)IC&N—AFI FAE RELRF DFREE R BUBF(C. FIA_AFL.1 (d)IC
&0 SA SRELRF DERATE S BB (S EREREERF) (. /S AT — ROVIE LKLV B DAY
t—IRRLC. NAT—FOBANEEKRT S,

FIA_UAU.1.FIA_UID.2 [CINEELG—RAAESLVVATLEEEEH
AT B0, CWIS ADTHEARFIC - —HA RN THhND, F=,
FIA_UID.2 [CENE LB —RARABESLUVATLEBEEZHANTIEHIC. 7
JUB— R34 oD 7Ot ABC - —E RN ThN 3,

FIA_UAU.7 [CENI1—H—FRREICRALTEREE 71— RO RESND DT, /TR
D—FolRBIETS,
FTA_SSL.3 (C&D, CWIS [C—
BRMZEKRTS,

TUUR— R4 NNy aVv R BT FICERNBRREEB(CEYVaVERTT
%o

FPT_FDI_EXP.1 (CLD4 &R VA= T1— AW BDZIET—HDAERRY FT—DA
DOF A SN VEREEHIRT S,

L EDTX1)T BB S ICIDR R A S ER/LTENTED,

ERREO7I AN EMES AT VEDUTL

0.USER.AUTHORI
ZED

(—RF EEEEEE
0 TOE f#FADEET)

O.USER.AUTHORIZED (3 TOE O %Al 34T, EAENEF1YT4
R I—CRHTHERZ(T 5 SN THN., FDERELEH AN ZRHDIFI R FEH THD .
REX1UTARERAHERRTILHICE.

FDP_ACC.1(b). FDP_ACF.1(b)IcdD1—H—# R R EEMHETBCET. 3
A[SNTZFIABDH CEREEEDIREZEF I T3,

FIA_AFL.1(a)(c &Nt & & 505 OEREE 5 BUAH(C. FIA_AFL.1(b)Ic&h
SA DFRETE % BRBS (AR SREERS) ISR R BRIC LB PHEAIE B E# S DEREEC
KB ULEIHE . IR OFF/ON DA ZEICD, E# UEREBZRLC,

FIA_AFL.1 (c)IcEnD—ABRFI f & SRR OERET £ BRBS(C. FIA_AFL.1 (d)IC
&0 SA REERFDEREE < BABF (S EREREERF) (S, “INAD— FH IEE LB LV B DAY
t—IFRRLC. AT FOBANEERT D,

FIA_ATD.1. FIA_USB.1 [CIDHMEEEREl. SA RE. —RABER
B &MEIF T LI, FFAISNERIAEOH (CHT IV M EEINH TS,
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TXaT R &

THIT R E AR AL

FIA_SOS.1 (24D, SA E—RFIREBE DR/ AT FREHIRT 5,
FIA_UAU.1,FIA_UID.2 [CINIEHB—RARESLIVIATLEEEEH
AT BLHIC, RENRIVD DT DL ARFIC I -3 A FREENTHONS
FIA_UAU.7 &N —5'—ZRREICRAL CRREE 71— FINWDIRREESNB DT, /1A
D—FOifRRIZHEITS,

FMT_MSA.1(b)ICENtEF1)T1BIEDENEDE . RE. HIbR. /EREERE
EECE

FMT_MSA.3 (b)[CLDEI LT I4I MEZEET B,

FMT_SMR.1 [C&DHMEEE . SA, YATLEERE, —RAAZEORESH
FSNT, 20BN BEEM (ToN5,

FTA_SSL.3 [CINEENSRIVC—ERFE DT I L AN E MG & (3R IRILDER
EEDV7UBRMEERT B,

L EDEF1 )T e G LI R AR ERBT ENTES,

0.DOC.NO_DIS
(FIREXET-530
T ERTRE)

O.DOC.NO_DIS & TOE ##ER DI LA IERRENMD User Document
Data Z=Fd X R A& TH3.

A1 )T RRAHEERRTHEHICE.

FDP_RIP.1 [CEDAEBN— FTFAADEBICEESNZFAEHXET 0. L
AIDEHRONBZFIATERT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACF.1(a),FDP_ACF.1(c), FDP_ACF.1(d),
FDP_ACF.1(e), FDP_ACF.1(f), FIA_UID.2 [C&D1—Y—#AI=EHET S
CET. Faleni=FIAEDHIC. User Document Data D& T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),[C&DEF1VT/ BHEORINEDE . HRZE. HIfR. (TR
33,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f)ICEN#E T 74 MEZEET S,

FMT_SMR.1 [CENHHMEEE . SA. VATLEESE . —RFIAEORE|H
BT, 20&EDBEEF ToN D,

FMT_SMF.1 (C&D TOE CF1UT1 EBHEEZ VY ATLEEENRH TS,
FTP_ITC.1 ([C&D TOE & IT FO4D MEDAERRY FD—H L &N % User
Document Data #ZBh H{RE T 27H(C. BIET—HEELTOFIUTH I
33,

ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

0.DOC.NO_ALT,
(FAEXET-50
FEHSHIRE)

O.DOC.NO_ALT (. TOE ##R DB WA EZHXSAHH User Document
Data Z=FdX KA TH3.

AKeF1 )T R RAHEERT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.2 ([C&D1—H—-#AIEEET S
CET, HA[SN=RABEDHIC. User Document Data DiEEEHA T 5,
FMT_MSA.1(a)lcENtFaUT(BHMBWENE., RE. Bk, FREEE
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TXaT R &

THIT R E AR AL

33,

FMT_MSA.3 (a)lcLDi@ti T 74 MEE S ET 3,

FMT_SMR.1 [CENEHMEERE . SA. VATLEEE . —RFIAEOZEIH
BN T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE £¥1)T1EEMEEZ I ATLEEBENRETS,
FTP_ITC.1 [CLD TOE & IT 04D MDA ER %Y FO—D L &N 5 User
Document Data 2 ZEh bR ETZHIC. BIET—AESLTOMIVICH G
33,

LU EDEF1UTBBEBEBICEDR R A S ER/IZTENTED,

O.FUNC.NO_ALT
(FIREHEET 30
FEHSHIRE)

O.FUNC.NO_ALT (. TOE ##BR DI WA ELZHEAh b User Function
Data #5F3* KA THD.

AeF1UT R RAHERRTHHICE.
FDP_ACC.1(a),FDP_ACC.1(g). FDP_ACF.1(a),FDP_ACF.1(g),
FIA_UID.2 [C&NI1—Y—# A ZEET ST, EFrISNLEFIHAEDHIC.
User Function Data DiE{E%HRIT 3,

FMT_MSA.1(a) ,FMT_MSA.1(g)lc&ntF 1T BHOBLEHE . KZE.
HIER. (EREEHET D,

FMT_MSA.3 (a),FMT_MSA.3 (g)IC&DE T 74 MEEEET 3,
FMT_SMR.1 [CINHMEEE . SA. VATLEERE . — A AZEO®R B4
Ban T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE E¥1 T4 EEBBEEEZ VAT LEBENRE TS,
FTP_ITC.1 [CLD TOE & IT FOAD MEIOAE %Y FO—5H L &N 5 User
Function Data 2B BN o RETILHIC. BIETAEFELTIOMIVCHIET
%o

LU EDCFIUTHBEBEHICEDR KA ER/ZTENTED,

0.PROT.NO_ALT,
(TSF F—HOREH
ShiRE)

O.PROT.NO_ALT (& TOE Z#ERDBVARIELGHS NS TSF Data E5F5 *d
RAHTHS.

AeF1UTdRAHERERTHEHICE.

FIA_UID.2 [C&N1—Y—HAERETHET, SFRISNE VAT LEBRELY
(C. TSF Data O#EZEFRI T 5.

FMT_MOF.1 [CENTF 21T HEBEDEERZ L. SIUHBEDERE L. VAT Ls
EEELHCRELTNANT, YVATLEEBLZFCHIEINS,
FMT_MTD.1(a)Ic&NtF1) T REDIEREER E (L. VAT LEBEELFICR
ELTCWBNT, TOE BRET—HOHEE., YATLEEELIFICHIRINS.
FMT_MTD.1(b)ICEN—A&FIAE ID OFREF. VATLEBEEMERICRE
ELTWS,

FMT_SMF.1([C&D TOE CH 1T/ REDEEMAENDRTEE. YATLEEEA
=RIET3,

FMT_SMR.1 [C&DHMEEE, SA, VATLEERE, —RFIAE ORI
FrenT, 20REINEEM(ToN S,

- 97 - Copyright® 2013 by Fuji Xerox Co., Ltd




Xerox D136 Copier/Printer ZF¥zl/714—ovf

TXaT R &

THIT R E AR AL

FTP_ITC.1[C&D TOE £ IT 704D MEIOMER R Y FD—D L &N % TOE B2 7E
THEBENLRETIHIC. BIET-FESILTARIICHIET B,
L EDEF1) TR CINM R A B ERBT N TES,

O.CONF.NO_DIS,
O.CONF.NO_ALT
(TSF T—5DOFEK
ShBIUFERTR
i)

O.CONF.NO_DIS, O.CONF.NO_ALT (3 TOE #ERNDG A IELR#EPHR
S D.CONF Z5F3 R R A THBD.

AKeF1 )T R RAEHERRT NI,

FIA_UID.2 [C&N1—Y—#AIZEETHET, BFaISNZRIABLIFIC.
D.CONF D&{E&EFAI 7%,

FMT_MOF.1 [CEDEF 1T HBEOBMERE L BLURBEDERE L. VAT L
EERELZFICRELTNVDDT, YATLEBELZ(FICHIBREIND,
FMT_MTD.1(a)IC&NEF 1T HEREDIERER (X, VAT LEBELIFICR
ELTLBNDT, D.CONF OfLWENDE. HE[. YATLEBEELFICHIESN
%,

FMT_MTD.1(b)ICEN—&FIAE)ISAT— ROEREF. VATLEBELFFEE
(CBRELTLS,

FMT_SMF.1 (C&D TOE EX 1T REDERMEEDR EZ . SFAISNFIA
BENRETS,

FMT_SMR.1 [CINHEMEERE. SA. VATLEERE ., —RFARAEORETH
BFEnT. 20HRBINEEM TN,

FTP_ITC.1(Z&D TOE & IT FO4D FREDAERRY FI—D LEFRNZ X171
EENJT—3BLU D.CONF #ZEhHhiRETZLNIC. BIET-IES1LT0
D P o
ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (8 & HFEHERDLBT V7D LA - HIkR-
EENOTIRKRAEHTHS,

AeF1UTdRAHERERTHEHICE,

FAU_STG.1 [CINBEEOT 771V MHSN TS X1 )T BEENT T-3%.
FIEBHIBRPHENRET S,

FAU_STG.4 [CLNEENTHEMICHOLEFIC, REE VI LAY TTHRIRS
NEENTZEEEHIBRLT. HILLERARY M, BEEOT 771 INABIKT
3o

U EDEF1)T BB S CIIM R A S ER/ICT ENTED,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B EREHFNMERDHEIEICLLTD
#. BENBEFIITERERINTIAHLCTTEINDLIICTEIRERAHTH
%o

AEF1UTIRARAHERERTHEHICE.

FAU_SAR.1 [CIDEFRISN TS VAT LEEEI, EEOTI71ILh o0+
UTAEEOT T 305 tH U REE IR T 5.

FAU_SAR.2 [CINEFRISN TS VAT LEBE LN OEZODIND7IE A%
#it93,
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TXaT R & THIT R E AR AL

U EDEF1) TR B M (CINM R A ERBITENTES,

O.CIPHER [FREN— FTAADEEICEBIN TS XET 3. FIAFEH# X
ETAERNHUTHEITI R VLI, REN-FT1ADEE LICERES
N3T-REESILT IR RAEHTHS,
AEF1UT AR AHERERTHEHICE,

O.CIPHER FCS_CKM.1 [CEDEE SN 256 BV MORES B K(CHEST, BSRNERS
ns.

FCS_COP.1 [C&NRHONEEESPIT)ALEESRET, XET-IERNED
N=FTAADEENERT SFFCHES b SN, Fidr H URFICES LSS,

L EDEF1) TR H IR AR ERBTENTES,

6.3.2. {&kIFHEDREL (Dependencies of Security Functional Requirements)

TFIVTAHBEEHMRFLTCV SRS LIRFEFRERR LGV RELL KFRFRNE
IEENBTEHRMEN G VR HLE . Table 40 (L2 T 3.

Table 40 t¥aUT/#EEEHIVR—R Y bOIREFH

BEEZEHIVR—2UF IRKFHEOEEEHIVR— Vb
BEHUHIUEHLT HmEULCLVSEH REFHEHELVCVVEVEHLEDIE LU
FAU_GEN.1

] _ FPT_STM.1 —
Audit data generation
FAU_GEN.2 FIA_UID.1:
User identity FAU_GEN.1 FIA_UID.2 (¥ FIA_UAU.1 O LGifERBORREE 4
association Dz, FIA_UAU. 1 ADIKFHEIEEEEND,
FAU_SAR.1
Audit review FAU_GEN.1 B
FAU_SAR.2
Restricted audit FAU_SAR.1 —
review
FAU_STG.1
Protected audit trail FAU_GEN.1 —
storage
FAU_STG.4
Prevention of audit FAU_STG.1 —
data loss

FCS_CKM.4:
FCS_CKM.1 EES#(E MFD O EEIFFICERM SN . DRAM(EH 1t
Cryptographic key FCS_COP.1 AR MSND, CORFFHEIE MFD RADER
generation EUIMI B HRTINT. S REWETINLEN
AR
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

EUHBIUEHET FRULTVPESRE (REMEHEELCVEVEHEEOE S
FCS_CKM.4:

FCS_COP.1 &S 83X MFD DEENFFCAE RSN . DRAMIER 4

Cryptographic FCS_CKM.1 AR MSND, COREFHIE MFD RADER

operation ZUIT 3L HRT DT, B REEEITILEN

DL,

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(q)
Subset access control

FDP_ACF.1(g)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (¢)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute
based access control

FDP_ACC.1e)
FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 ()

FDP_ACC.1(g)
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

Security attribute
based access control

FMT_MSA.3(g)

FDP_RIP.1
Subset residual
information protection

3L

FIA AFL.1
Authentication failure
handling

FIA_UAU.1

FIA ATD.1
User attribute
definition

3L

FIA_SOS.1
Verification of secrets

3L

FIA_UAU.1
Timing of
authentication

FIA_UID.1:
FIA_UID.2 (& FIA_UID.1 O L& B DR E 4
Dfz8h. FIA_UID.1 AOIRFHEFE SN,

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.2
User identification
before any action

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions
behavior

FMT_SMF.1
FMT_SMR.1

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.1(d)

FDP_ACC.1(d)
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEHUHLIUEHLTH HELCVSESE (KEMZHEELCVEVEHCENES M
Management of FMT_SMF.1

security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute
initialization

FMT_MSA.1(f)
FMT_SMR.1

FMT_MSA.3(Qg)
Static attribute

FMT_MSA.1(g)

o FMT_SMR.1
initialization
FMT_MTD.1
FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
3L
management
functions
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FMT_SMR.1
Security roles

FIA_UID.1:
FIA_UID.2 (¥ FIA_UID.1 O EHifEE D REEH
Dfsh. FIA_UID.1 AOIRFEEEHZSN5,

FPT_STM.1
Reliable time stamp

3L

FPT_TST.1
TSF testing

3L

FTA_SSL.3
TSF-initiated
termination

3L

FTP_ITC.1
Inter-TSF trusted
channel

3L

FPT_FDI_EXP.1
Restricted forwarding
of data to external
interfaces

FMT_SMF.1
FMT_SMR.1

6.3.3. tFaVT/IRITEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE BB T3 LF 1T (OB HHAR OV TRA T B,
t¥a)T71888E (Security Functions)

Table 41 (2 TOE t#1U5 (et tF17(AEEHORTERT
AETHITTS TOE tF1UT (AL 6.1 BICRBINZ LFUTAREEREB LT EOTHS,

Table 41 TOE tH*a)T4#e X1 ) T4 B BEE 4 DX G B &R

¥ UT1HERE

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_RIP.1 v
FIA_AFL.1(a)
FIA_AFL.1(b)

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

SIS S S ShrsE Fau

AN

N AN N N N AN A AN AN ENEN AN RN RN

AN

<
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t¥a) 18R

TSF_NET_PROT

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_INF_FLOW
TSF_S_TEST

THX1UTAHEEEH
FIA_AFL.1(c)
FIA_AFL.1(d)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.2
FIA_USB.1
FMT_MOF.1 v |V
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1
FMT_SMR.1
FTA_SSL.3
FTP_ITC.1 v
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v

S8 S SN SIS S SIrsE USER_AUTH

N ANEN AN ENEN AN

<\

NENEN AN AN AN AN AN VRN AN

AN N NEANIN

LITF T34 TOE a7 aE(CEIL T REM IS T 1) TR EH(COLVTERBAT 3,
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1.1.1. N=FFT4ADERET A LEEHEMEE(TSF_IOW)

N—RTAADEBT A LEEHEERRER. VATLEEBEICINIATLEEE T FTEREINELIN
—RFFAADEET AL EEHEMEERT ISR, JE—HEE. TV —#EE. v —#EE. RV D
—DAFVUBEEDNE JITDE T RIS, AEN— FTAADEBICERB SN REFHS XET AT
T.AEN-RTAADEEBEOXET—HEEE. 1 BFEE 3EOLESZCLINEETD, NFEEHED
FRIRECEUT, DEBOMEHZEXRTIEEE. CFIUTEEEEETIEEEERELTNDEND
Thd.

WEBDHEZERETIEER. LETHEOBHE1EEL, EX1)TREZEETSEEE. £E
THEORIFZE3MEETS, 3EDOLEEFEEREIL. 1BICEATUEREIETTSH. LDEEL
LEFHERB(HRIE)THS,

SHIC, VAT LEEBENRE UL RIFE LRI a7 e R CERXEFHIBRLTLEEEETS(On
Demand Overwrite #8g),

(1) FDP_RIP.1 Subset residual information protection (Y 7ty NEFIERIEE)
TOE [FF VTR THRODLEFTHEAMAEOHMELT, LEFE% 1 @("0(EN)"ICLE LEE)E.
3 EI(ELE-ELE-"0(EN)"[CLD L EE)DERNE KD, FEREN\—RFT(AVEE LI, LEE
BEFEOFAFHINET-IN—E5ES, TOE BEHFIC—EEFIVILT BEERTOFARFK
HIXET-INEHETIEEE. LEETEENEERITTS,

1.1.2. N—=FT4ADERET-IES1L1#aE(TSF_CIPHER)

N=FTAADERT —FESEHEEL. VAT LEEE(CLN VAT LEEEET-FTERESNEIN-FT
AADEET IS ICMARERE J(CHEL, JE—HABE. TUVA—HERE. A v —HEE. Xu D —DAFv
VR B IBAER E R ICRE\— FTAADEBICER NS XET - IDESLEIT,

(1) FCS_CKM.1 Cryptographic key generation (RS54 mk)
TOE [FYATLEBECLIDFZEEINLIN-FTAAVERT - IBSILT—12FEAL. EFRICE
TEAYYAEEQD FXOSENC AR PN TUXLICEST 256 By FOREE @ AERETI([\— KTAAY
ERTABESIEF—INRELTHNE. RUESRIEREINDS), idH FXOSENC AKX 7TV L
&, TR BEREEF X1 7RT7ITVALTHS,

(2) FCS_COP.1 Cryptographic operation (BE&S21E)

TOE FREN—FTAAVEBICXET—HIETRTIMIC. EEIFFICHE SR AER(FCS_CKM.1)(C
SNERLUE 256 EYFROES#HE FIPS PUB 197 (CETCAES ZIJUXLEICENIXET 5D
ESILZ1TI. FEBRUZXETIEHEAHTIZELRKIC, EEIFFICAERMLEZ 256 EVvFRD

EE#E AES 7IT)ZLICENEBILZIT.

7.1.3. 1—H—5BsE#AE(TSF_USER_AUTH)
1—H—BEFASEER . A AN ORI FERTIC MFD O S AT HERER L3RI, 1§
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ENRIV. MIAEDFM47V 0O CWIS hp1—H—ID £1—H—)NAD—FE A NS THEAIGREE T 54
br%éo

MFD S EROY —)i— LB SN TS 1Y — EREFIAL T, RIEETI.

1—H—IERDEERSEKICLOT. XD 2 TEFEH BB,
a) ARIKEEE
Kﬁsnu HEU: TOE W(‘-ﬁfibr 1— U'—'T $&§1EFH lJ_Cnl.. nﬁﬁgfi’éﬁi

b) #&RER:
SMERDEREE Y — N — (X U CEREEZ1T 9. TOE RICI—H—1FEHIFEFZINTLVELY,

SV EREREEIE . S ERDEREEY —/\—(LDAP % —)\—. Kerberos H—/\—) TEEIN TS 1-H—1F
|EFEALT, RT3,

RN LRI AZE DS N T IO REEE AR e,

a) AFBRENRINTHESNS AL
JE—-#EE. . AFvUEE. Ry RD—DAFvUHkEE B RYORIREHEE. TV HEE(T V-
RS54 NTOEELEE DR FE N FE M THIENRIEFIRVENNRIVTRIET B)

b) CWIS THl#EIcSN5HERE
HHIKEBOR TR, VaTRE-BEORTR. HENIANLGOXET - U#EE. J71IUEE(C
£B7) MkEE

c) FRAEIFMTVIDTIVE—RIANEERT HHEE
FAEIIM7V b LEDT—H%, MFD h'EZIRATEl3 N — YLk 5 58 (PDL) CHE SN FN R T — 31
L TOE LTIV T —REEBHETH (TIMR-TIVUM) , FIRENFIAEDISM 7V DTV E—F
FANTRABEEERE LRETTIY METRETHE. MFD BRIET-REEY VT T-RICE M
(FAVR=)LTA—H—ID CECAIMN—FTAADICEET S,

FEABBEMRERNBLUV VAT LEBEEDF(7V Mo TOE EX 1T HEREDSREBRTELEE

ITHERZIFLEILHICOATLEESE ID &/NAT—FEANSBETHBIZRLTIEDTEHS.

(1) FIA_AFL.1(a) Authentication failure handling (F23E& BB DENHRLY)

TOE (VAT LEBEE— VDL ATEHIC. VATLEBEDZI 2170, REIFFDREI LK
SISHEREEIRIE LTS, MBS ID ALK EREE L. P7VEAEB R THRESNTS 5
B DERFTERISETBE. BIESRIVTRIEIRUIBT/ 3% A LN ORI Z T (F3<RBD, Web 7357

YTt MFD RADERDYIM/ % AFTEREHEE X Z (M3 3135,

(2) FIA_AFL.1(b) Authentication failure handling (F2iEk BB DEDELY)

TOE BYATLEEEE— RATPDEARATBHIIC. YATLEBEEDFRI 217N, FRRERFDERAE KX
CHEEEIRH LTS,

RIRFRIEBFICSA O ID AR ERH L7V EAESRIM THESNTS 5 E0ERHLKIET

B BENRIVTIRIER I/ A LN DR ZFFTEEN, Web TS99 Tt MFD RADE
ROYIM/ % AFTEREHE > Z (3 313<1 5.
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(3) FIA_AFL.1(c) Authentication failure handling (F2EE & BBFDEIDHRLY)

TOE (3 MFD O#seaERAT81C. FIAZEOI—F R OH>N . ESL—RAAENEELL
NAT—Fe—HUBWMGE RENRIL TR RBIDN RO EDAvE— IR RALTA-F—1EHR
DBEANEEKRTS,

Fo Web I509TEBANEEKRT S,

(4) FIA_AFL.1(d) Authentication failure handling (FREE&EXFEDERD#RLY)
TOE (3 MFD O#RERER T2 HIIC. FIRAFEOI—Y—RELE1TO0. SN ERERAERFIC SA W'k E L
NAD— =B ULEWGEE R BIENRI T RBANT RO §DAvE—JERRLTA-—Y—IF
HMOBANEERT S, T Web I35 TEBANEERT D,

(5) FIA_ATD.1 User attribute definition (FIF&EBH4ES
TOE 3t EEE . SA LU —BFIAZEDRINEEER LRI S,

(6) FIA_SOS.1 Verification of secrets (DKL)
TOE (3 SA. —#sFIAED AT - FERERICR/IMXFHICELBIMGEIEREZIES T,

(7) FIA_UAU.1 Timing of authentication(ZREEDAR13Y)
FIA_UID. 2 User identification before any action (79 aVaEi0O# AEH# )
TOE (241 %IV, LU Web F50H%EUT MFD ¥AEDIZEREFRI T HI(C, ID &/SAD—FE
ARNSET, AASNEZID ENAT— RN, TOE B ET—AICEFZSIN TSI IAT— MEHRE— TS
CEERREET %, SREE(FIA_UAU. 1) EERAI(FIA_UID.2) (&, FIBFICETINER - B0 A DR
U DHEENEFAIEND, TIMR— IV DB ER . FIREFEIZAT7V DTV —ES4)1\h
piELNTZ ID W TOE [CEFSN TSN EREIL, UV MTF—A% ID CEIC/H$EL, TOE [C—BETE
33,

(8) FIA_UAU.7 Protected authentication feedback(fR#Esniz74—F)\vD)
TOE 31— —FREEEFIC. NAD—FEIRTHIC. NAT—FELTAASNEXFHERHD ** X
Fz.BENRIL® Web T50Y(CRRTIHEEZIRIET S,

(9) FIA_USB.1 User-subject binding(FIF& -7 Y10 MER
TOE (FE2EESN 7z ID hh ot EEE . SA BLU—RIAZOREZH T ITHMIEINE TS,

(10) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g) Management of security
attributes(C¥1UT1 BHENEE)

TOE (& Table 42 M:@N, t¥a)T1BHEDEFEI—Y R REIC DRI FRRE SN FIAE(C
HIRT 3,
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Table 42 L1 )T1EBHENEE

t¥iUT1EHE 1BR1E &2
A B A B I R WE B EEE
SA A TER BUOEDE., HE. HIBR. | RREESE.
YERL SA
— AR F FAE BRI E R BUOEDE., HE. HIBR. | RREESE.
YERL SA
WEREICKT IG5 A& BB 1E R BUWEDHE. &ZE W EESE.
SA
D.DOC(EABBRYDANDAAEXET—A)IIx | FLWEhE., HIkk. fER | —REFIAE.
9 R A & HATER SA. HWE
BE
D.DOC(H AHERYIANOARAXEZET—8)ICx | BLEhE. Bk, fER | —fEFAE.
S92 E&EHAER SA. HHE
HE
D.DOC(HERYIARDIARTOXET—H) T3t | FLWEDHE. Al MW EEE
IR E & HATER
D.DOC(EHEBRYIARDIARTHOXET—AR)ITxIE | BIF& SA
I OB EHAER
D.DOC(FFMR—= MV FRORAEXET—R)IC | FWEDHE., ARk, fER | —RBRFAE.
xS g DR E & HAER HHEESE.
SA
D.DOC(FFAR= TV MADIATOXET—H) | BILWVEDE. HIEx HEWMEES.
(CXIS T BRT A EHAIFHR SA
D.FUNC(fAAY3770—. BABERRYDR)IR | FUWEDHE. ARk, fER | —RFAE.
9 R A & HATER SA
D.FUNC(fAA Y3770 EAABRERKRYIR)IK | BLEDE. HIBk B EEE
9 R E & HATER
D.FUNC(ERY3770—. £AERRYIR)IR | FULEhHE. Ak, fEk | BHEESR
9B E & HAER

(11)

FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF F—40) & &)

FMT_SMF.1 Specification of Management Functions (EE#EEDHTE)

TOE [FFBERESNEELBRAZEDH(C, SAT—FE

=1 —]

ax ;&

31— —(U3-TJ1-2&R TS,

HHEEEZED)\AD—FREIEMEEEIC. SAONAT-FERERHMEEEL SAIC, —E&FIA
BONAD-FRER, YVATLEBRE—RFBERALHRINSG,

(12) FMT_SMR.1 Security roles(t¥1JT11&Zl)
TOE G#HMEERE. SA. VATLEBEEBSLU—BFIAEORBIEMHIFL. Z0RBNEELLF A
FHICEERITTNS,
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(13) FTA_SSL.3 TSF-initiated termination (TSF #2&(Ct3#T)
TOE (& Web 750Hhn CWIS [C—TERE(20 23 D7H AN EWME S (EATA VY (EREEEYYaY)

EOUT7 LB EERT B,
FIARERIVDDO—TERE (10~900 ¥ TERTE AIAE ) DIRMENEIME S (3 1BIERILDREDD
U7 SNREEEENAR S,

TIVR—FIANeDEyaVv e RkFET. TV MOBERDBREIZEICEYVIVER T T,

(14) FDP_ACC.1(a). FDP_ACC.1(b).FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f), FDP_ACC.1(g) Subset access control (47t
bPDt A1),

FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) Security attribute based access control (£¥1Y
TARBEICLE 7D AT )
TOE (& Table 43 [CRTEHD, 1Y —FREEHREICLD MFD OEKXBEETHEIE—. AFvy, TV
VhOBREEHBIFRRESNZFIREICHIET 2,

Table 43 EAREREAND YDA

W RE FFRISNDIRIEERRAN FAE

OE—#ae WRECH IS TR AEH A FMEF AEHANFRS —HL | HREEE
HE. BE RN LOIE-BE. BHART-2QE-X | SA

ETH OREBRE. BLUBHHARENEFRISNS, —&FIRE

A%vF—HERE. HERE(CXT IS T S FI A& R R F AE A FHmN— L
2YRI=D2Fvy | IGE . BERIUDLDHERINYIANDAL v R E (AF v
tRE XET-BLTIRENRIVDOFIAEDISA PV M FTP Y
—N\—, Mail ¥=)\— SMB 4 —N\=ADAF v T—REEN
FRISND,

TUUS—tERe. B | HREEICK ST SR AEBAIFHREF| AEH A FHRN —EL
BRvD AR E EA.FABIATPU M oDT )Y M T —RETIAR—-+T)
YIRE. TV T -RROXET SO, RERYI
AXET-SOWMOH L/ fRE (X 1)DEFRISND,

TOE (I Table 44 [CRTERN, FIAE T —ANDIEEEHRIFZRIESNZFI AE(CHIRT 5,
Table 44 FIBET-3INO7 DA%

FRET—H RSN B1RECIRA FRE
Ya7RITHOX | D.DOC (LT BFTAEBAFEREFIAEHERN— | MREESE
74 BULGE. IE— A3 v, IV MDY TRITHOXET— | SA

SOHIBROZENEFRISND,
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FRET—H

PRI SN B IRECHRA

FRE

HERYDA, #
BRYDARND L
E27-48

D.FUNC(FRTOHRERIRYIA)ICHIST 2 FTH E BRI EHRE
FIREHANFRN—BLUGE . IXTORBRYIADELE
EHIBRMEFRISN S,
D.DOC(HEBRYIARNDIRTOXET—R)ICHIETBFH
HHAEREFIAEHANERN—BLIISE . IATOHRE
RYDARDXET-INE . MOH U/HwE(*1). HIBRHEF
AISN B,

HHEEE

D.FUNC(EABRBRYDR) L3 IS T B AT & 3 1R e F
REHANFERN—HLSE . EARBRNYDANEIECH
BROEFRISND
D.DOC(HERRYIANDAAXET )T EE
HAEEREF AE BN BN —HLUEE . BERRYDAA
DFARBEXET-H0EHF. MK U/HwE(*1). HIFRDEFAIS
ns.

—HRFIAZE. SA

BANEREISNE VAT LEEE(E,. On Demand Overwrite
HEREICLD D.DOC(HEBRYIANDITARTHOXET—R)DH|
BEROEFRIEND,

HREEE
SA

TAR— Ty
FROXET -5

D.DOC(FFM1R—= IV FRADIRTOXET—H)ICHIET
PITAEHAIFRCF AEHIFERN— BB S, T34
R=+rTVY PADTRTOXET—HOR, BIRNEF TSN
%o

HHEES
SA

D.DOC(FF1R—=rTIV FRDREBEXET ) ICHIST BT
BEHBAFRA AEHAFRN—BUIFE. T31RX-
TV MADFREXET DR, AIBRDEFRIESNS.

—RFIAE

HANBIESNE VAT LEEZE(L, On Demand Overwrite
HEEEICED D.DOC(jﬁ’fN— Sy V] FWUJ?&T@X%?—@)
DHIBRNFF TSNS,

HREEE
SA
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FRET—H RSN IRECIRA FRE
Y3770— (A%v | D.FUNC(IRTOYITIA-)ICHIST AT EEHAERE | MMEES
UT—H3DdH) FIREHANERS —BUEEE . IATOYITIO0-DEIEE

BIBRNEFRIEN D,
D.FUNC(FARTOERBIRYDA)Cx ST BT A & #H A EHRE
FAEBNFERI—BLEZBE. TATOIYITIO0-OHER
YDANDE FRDIRENEFRIEN D
D.FUNC(FARTO Y37 7A-) I G T B A & B 1EHRE
D.DOC(HERYIARNDTRTDAFvIXET—H) T T
PATEEEANERN—BLEGE. TATOYITIO-DEFT
hEFRIEN 3,
D.DOC(HERYIARDITRTDAF v X ET—R) BT
PATAEERMNEREA AFRANERNA—BHLIEE. Y377
A—DYZa7IETICENVRBRYIZAADTATORAF v X E
TAOENE L. EENEFTSND,
D.FUNC(fAAY3770-)(CRIET IR A EHATEREFIA | SA,— A AE
FEHRAERN—BHULEE . BA Y37 70-0EELHIBRN
G N

D.FUNC({A ABBINYDR) KT BT H & A FHREF
RE#RANERN—BHULIEE. J3a770-0FERKRYIAAD
EBROBRENFRIEND,

D.FUNC(£AY3770—. BAY3770-)CHIETIFE
F#HA1EHRE D.DOC(HEBRYIANDA B AF v XET—
R CxET B EEHAMNFRA—BLZEE. Y3770-0
ETHFAIIND,
D.DOC(EBRYIARNDFABEAF U XET—R)ICXHIET D
AAEEHNFREF AERNFRNA—BLEIEE. Y3770
—DRZATIETICENBRBRYI ANDIAR B AT XET—
BOENE L. FEENHFTIND,

TOE (& Table 44 [CRTEHN, 1—F—REHEREICLDBRBINVD A, TIAR—- TUV b, Y3770-0
BRAFEREISNIZRAECHIRT 3.

BT MERE(TI1R— TV MRE

MFD Tl 754 R—= UV MCRTFIDREEITOE. FIREDNRAZEDSIMT7V DTV E—RIANT
AL EEERE VKBTIV MERETRIHE . HIRIT -2y by T T —RICEH(TIViIR—
ALTTFAR- TV beLTA—H—ID CEICHTELTREN- FTAAVEEIL—HFEIRT 5, T
CWIS ho1—4—ID &SAT— FeA AL, FBERERICFAEDISM17Y RADGTPAIVEEICEITUV b
HETRZETIEELRRICI—Y—ID CEDTIA K- UV FeUTHREBN- FTAADEREIC—FREE
hd,

FAZBR—RBEINLCTVY T —EHERTS12HIC. MFD OEE SRV H1—H—ID &/NAT—
FeAAU, BEEENBHEI—Y—ID (SRS LUV MESDUA M IINRRENS FIAERIDUA
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MGENRIFE TR FEIEHIBRDIE RO RIREE 3B

o HERINVIIRIEHERE
3 [CRERESNTVEWIIT EhoBIRYIACAF U XET-ALIE-XET-AERMNT L
WAIEETH Do
AFvUHREFIIIE—HEE(CIN N ET BB RV AR INT BIC[E. FIAEN MFD O
FIhH1—Y—ID E1-Y -V — Fe A NSE T, BEESNHEIE-HEER LU AT v EEDFI A
DRTRE(CTD. BAESRID o IE - BRI BAF v UIERET LI IIT HiREFaEEeH BN . NED
N=FT1ADEEICEIRT S
FFeniz1-Y-ID Ctn@EABRBRNYDAL, —RFAENEE/ RV, CWIS ho1—H-ID &
NAD—=FEANTEHE MFD BRERICEFRSNLI—F—ID & \AD— I —ETdhZFIvIL. —H
LEiH & DH BRI I LRI AR DX ET - A &R T HEN AT RRERRN, ERH U/#REE (* 1) HI
PROIEIENETREE D,

e Y3J70—
Ja7 70—kl AX v XET-AOMEEITIRHIC. SMB/FTP 5k, X—)LiE(E. EIRICRET 3T
—SOERIE A E/BIEXRTBE —EDLEDTRN(FIE)%E. HoMUHEIRICERELLLOT, ER MG
BIEEHICHERTS,
J3770-($8RE) IR ENTEAZEICIERK. FIRNATRETHD N M EBEEMER LE YT
JO—(BRE)IHATHEATE, FeINEIE—FTEETEANRICHEI/ERTIENATHETH
B,
Y37 70-(1BRE)IHENHEBRYIALEZRTTEET. BERVIAIXET SN EMINE
B R CEBMICEEDNEBENRTENIHEEL . BB SNZFIABENRBRYIAICEEIN X E
F—hEBIRLCERIEONIEEIERT BN HD .

*1) *AFvUXET R TBIRE ENRI. TLE2—, CWIS DoFIAEDFM7Y MMDIDAR— b,
IE-XETAICHTBRE EIR. TLE1—., #R%

71.1.4. YAFLEBEELL1UT(EE#EE (TSF_FMT)

VATLEBECFIUTIEEKEER. HIBFTEDFRAENFANGERERFLEILHIC, VATLEE
BE-RADOPOEAEVATLEBEDHCHIRLT, FRAISNE VAT LEBEZEOH (EERIELY
VAT LEBEDSATY M TOE tX1 )T EEDS RERE LB EITIEREF T3,

(1) FMT_MOF.1 Management of security functions behaviour(t¥1)71#8ED5%F
VWOEE)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30EE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)

TOE 33 AN REESN VAT LEEEDH(C, TELD TOE tH1 T4 RE(CRIR TS TOE RET—

ANSRERTELE . BLUSHKBEOR N/ BIERET S 1YV TJ1-A&RHT S,
FEINOLOMEECED, ERSNZEF1UTIEEHEARREIRET D,
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BAE)NRIDDIITEED TOE tF1) T RENDREES R L. RELEEITIENAIRETHS,

* N—FTAADERT I LETHERBOREESRL. H3/EY. LEECEMBORTEEITO

* N—FTAADEET HESE DR TEESRL. BN/ EMOREEITO

* N FFAADEBT RS EF-—DOREETY

© KRS LOZEEERED) AT - FEADREES R L. AN/ BEINOREET

© VATLEBERRRICLS VI AEERREESRL. A2/ B, EERIHMOKREEITI

- WHWEESE ID &SAD-FOREEIT) HMEEEDH T4

- SA. —EFIAE ID OFREESEL ID £)SATV—-FOREEITY  AMEARIFRFDOH

- A-Y-NRAD-R(—BRFAEL SA) DRI FHFIRESBUREZIT)  AKERFDH

+ RERRYRI)=DT-HREMEED SSL/TLS BIEDRE 2SR, A/ EMHLUFHMITROKE
11O

© AERYRD=DT—H{REHAED IPSec BIENR TSR L. A/ EINSLVFMBEROZEE
15

- RERYII-DT-HREHEED S/MIME BEDREES L. B/ EDHLUFHMIFTRNERE
11

- On Demand Overwrite #EENREES R L. B3/ BNSLVHIBREZIDREEITI

+ 1Y -SRI REDRE TSR U, IR/ S ARG/ BB LUHMIE RO EETTO

- BRIV IMEREDSREES R L. BHE/MRIOREETTD

- Bt BZIESRUREETD

- BENRNA - IUTHREEORTEESR L. BN/ EDBLUVDU7RREOREEITI

- BETAMERROFREESEL. B/ ENOREEITI

© LR—+HADEREESEL, VATLEBERE/FAEDREETD

FEVATLEBEDIATY Mo Web F50H&EUT CWIS #EEICELD. TEED TOE E¥a1UT(4HkE
NREESRU. REEBETOENATRETHD

- WWEEE ID E\AV-FOREET)  HMEEEDH FTEE

- SA. —REFIAED ID BREESEL. ID EART— RO EEIT
+ VATLEBERMLRICIZPICAEERREESRL. B/ EY. EERHMOREEITI

- A=A R(— BRI AEL SA) DRI XFHFIRESRBUREEZIT)  AARIFRFOH

s PRI TAEENTREEDR EES B LA S/ EBDDEREEITD
(DL, tX1)TAEEOT T8 TRYNDTFFANIPAIV T, YATLEBEDS(TV b PC
E(CAYYO— KT BIENTTRE, )

- NERY NI —DT—RREWEED SSL/TLS BIEDETEES R L. B/ BUHLUFMBROFZTE
&112

- RERRYRI—DT—RREHEED IPSec BIENREESEL. AR/ EDHSUFHBIERORTSE
)

© RERRY D -DT-SREMEED SNMP BIEDERTEES R L. AN/ BNSIUVHHIBROZEE
113

- RERRY D -DT-SREMEED S/MIME BIEDREESHL. B3/ FEIBSLUHMERDORTE
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'O
- X.509 FEERER{ER/7y7O0—R/AD00—- K93
- On Demand Overwrite H$REDREZS R L. B/ BV H LUVRIREFZIOEREZITO
- A-Y-RAIREEDEREES R, AAFREL/ B EREL/ BB LU MBEROZREEITD
- CWIS #— M) )7HEEDEREES R L. AR/ BUOREEITO

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g)
Static attribute initialization (E8IEE#HA1E)
TOE (FEAXBRETHIIAE e, TIUA—HERE. AXvF—#EE., (CRHLEFIUTABEDTI4ILE
EELT BRI ERET D,
%7z D.DOC. D.FUNC [CELEF1UT1BHEDT 74V MEE LT, FrE & #H AR ERICVER LIZFI A
FHHAEREF ARG AERAERERTES S,

(3) FMT_SMR.1 Security roles(t¥a1J7/1&%)

TOE [I#MEEE . SA. VATLEBEZEORENEHIFL. TORINEE LA AECEEMFTTY
3o

1.1.5. DAMI—IVYZPEEHIRIEE (TSF_CE_LIMIT)

NANR—IVIZT7REFRIREEEL . DA —IVIZ 7RV AT LEBE 1T E 1AL
(TSF_FMT)[CEAT 2R ENSBELUVEBENHELGVLIIHAN-IVIZTDVATLEEEE-F
ADREZHIR T SHEETHS,

COMEBEICED ., DAMNI—IVIZTICLB R ELE BN HERES,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1)T/(#RED 55 F
VWOER)
FMT_MTD.1(a) Management of TSF data (TSF F—ANEH)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
TOE [FEBEESNZVATLEBEDHIC, BIERILE CWIS MDA M-IV IZ 7R VEHIBRBEREIC
9% TOE /RET—ANSBERTE LR (HEEDH N/ EH)DEHDI—F—( VA—TJ1— A% 1R
EIGH
FECOWEEICINERSINZ L1 T EEMEEZIRIEE T3,

(2) FMT_SMR.1 Security roles (£¥1)71#%Zl)

TOE ZYATLEBENRBEH L. TDREEIATLEEZICEEMTTNS,

1.1.6. t¥1UT1EEOTHEE(TSF_FAU)

ERIVTAEEOTHREL., VATLEBECINVATLEEEE - FCRESNIEEZOTREICH
L\, IATO TOE MABCHULT, L2, 3D, EQLIBHERETIDELVIFERPEERIAY MHIZ
[SFEFECEREE., 1I-Y-1R4ERE) e, BHRRIILHOTF1IT(EEOTHEEEZRIT S,
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(1) FAU_GEN.1 Audit data generation(Bs&ET—34£RK)
EET-HNERIT. ERINEEERNFRIAV M., EEOVI(CRBZINIEERIITS,

Table 45 [CBEEEOT DMz RT

Table 45 BE2&NT DE¥HA

EEOIRFAIAVME, UTOEERT—AEHICEHIND, :

Log ID:EEENY@EAIFELTORELES (1~60000)

Date: Bf+7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\Fnh)

Time: BZl7—4% (hh:mm:ss)

Logged Events: /XY & F (K 32 HIDEEXFSI)

User Name: f|&E & (&R X 32 HIOEEXF3I)

Description: /XY MIBETERNAEDERHA (B X 32 HiDEEXFIITHMII TELESHBOIL)
Status: 1AV FMOALIELFERE LTKEE (R K 32 HIOEEXFIITHMIE TERSRBOIL)
Optionally Logged Items: #@R7F1EH UNMNIEEEOIANRESNSEMIGER (FTI0 MERITE
H]E)

Logged Events Description Status

T AADREEE L

Started normally(cold boot)
Started normally(warm boot) | -
Shutdown requested

User operation(Local) Start/End

System Status
Scheduled Image

. Successful/Failed
Overwriting started

Scheduled Image
Overwriting finished
Self Test Successful/Failed

Successful/Failed

1-—i

Login Successful, Failed(Invalid
UserID), Failed(Invalid

Logout
J Password), Failed

Login/Logout -
Locked System Administrator

Authentication -
Detected continuous (RBEHLERF)
Authentication Fail

BEERNI-LE

Audit Policy Audit Log Enable/Disable

JATAT—HA
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Logged Events Description Status
Print C leted, C leted
Copy c-)mp ete ! omplete
Scan 1 with Warnings, Canceled
Job Status . *1 by User, Canceled by
Mailbox
] 1 Shutdown, Aborted,
Print Reports
Unknown
Job Flow Service
TIMAREER
Adjust Time
Create Mailbox ™! | Successful/Failed

Delete Mailbox™!
Switch Authentication Mode | Successful
Change Security Setting (REEHLRRE)
View Security Setting Successful

Device Settings

TIA2ET —INDTHEA

Import Certificate
Delete Certificate

) Add Address Entry ]
Device Data 1 Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

Failed
(FAFVEBEXERE)

Communication Trusted Communication

*1)Mailbox [FFHBERYIAERT

(2) FAU_GEN.2 User identity association(F| & #5158 0B EF(7)
TOE [FERINEEENRIRY MEEENTI71 AT BEEC. ZOREEL T F HE DA
1ERICAEE T TTERERLTLS,

(3) FAU_SAR.1 Audit review (BE&ELE1—)
XA TABEBOT T RICREFRSNEIANTORRE. KA HEIEZRET D,
FE"TEARIPAWVELTRETB"ELODBTRDRIVNHD . COMBEICEINEF1)T(BEEOT T 4%,
ATRYINDTFARTPAIVELT, Av0—-RTHEN KD, TFIUT(EENT T84 U0—
R385, Web J50HEFIBATBHEIIC, SSL/TLS @BIEEEMICHRESNTOEIFNEELEL,

(4) FAU_SAR.2 Restricted audit review([REE&ELE1-)
X TMERENTT-ADGHHELE, RSNV ATLEBREDHICRET S,
TXIFAEBRONTT-INDTHEAL, VAT LEEEN Web 595 DA FERATTEET. #8245/ 1%L
Mo7OEATRERERLBL, YATLEEEN Web I35 % @ELTTOEADS 1 Y LTWVEIFNIE,
VATLEBEORI(OTMV)RICERTTEEICES,
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(5) FAU_STG.1 Protected audit trail storage({R#& SN =B & SE A& HH)
EFXIUTAEEENT T-RE5H H U EEDH T HIRMERE P EREERFE UL REBHSAP
BRENMRESIN TS,

(6) FAU_STG.4 Prevention of audit data loss(B&ET—3B% 0 1E)
TXIUTABEENTT-ADER T VA VM LRIV T CRBESINEET—AICEEEL
T.HULVEETANMERTHIERCEEEINS.

BEEOTREDANY ME, 31 LARYTEHIC NVRAM [CRESH 50 #(3ZELEHES. NVRAM £
OO % 50 B T—20T771 I (LT, TEEOYI7MIVIERES)ELT, RERN— RT1ADEEA
HREEZLT. &K 15,000 OIRY M REFTHENE KD, 15,000 42#2358E. — &S
WA LARY T CREERSNEEEOT 771U DIBREE LT, #DIRLTI AV MYEEEREN D,

(7) FPT_STM.1 Reliable time stamps(&{E8EA1 LAV T)
EBRNLEERIRINY MEEEOT 771 IARET B, TOE A>T IOYDEEEIC LS54
LRV TeRITT A ZIRIET 2,
BFETDEREZL BIL TSF_FMT (CEND VAT LEBEDH N AIEETHD,

1.1.7. RERYRI=HT—3{REMEE(TSF_NET_PROT)

RERRY M) —DT - REEWBER . YATLEBECINVATLEREE-FTHRESNIZTE 4 207
OFVREDERICED, AERRY FI—DT7 —S{REHEEDN R EIND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF EE{E@EFvRIl)
TOEETOE #EEE5E IT AR TEF1 7B T 3@ EMRIENIBELERETOMIUCLD.
XE7—R(User Document Data). Y3a770-HBLUEHERYIA (User Function Data).
F1)TAEEOIT ALY TOE BRETHERETIMEEZIRMTE. COBEEFrRIVE., it
DBEETFrRIEHEBHICK B SN . EZDIHRDRIESNIZH AN B LUHELREBN L. BIET 5%
RETIRENEFHOCD,
BRMICIE TOE ERRAFDFA47 Y b —)—[ED Web (CLZEIE. TUVA—FIMNDEIE. .
E-mail ME{E. XY bI—DAF vV DEIE. MIB DREZRETIHEETHS,

a) SSL/TLS Zarail

VATLEBEICIN VAT LEBEE - FCEREINEISSL/TLS @EIICHREL, ARy FI—DLEE
FNBIXET—A, tF1T(BEEODT TP TOE RET—HEFRETDI—DOELT, tFa7BT7—4
BIEMMREEENS. SSL/TLS 7O PSS LTLVD,

TOE h'st i 9 2 HEEE(CLD . SSL/TLS H—/3—%k (3 SSL/TLS D54 7Y FeLTEMET 3 H Sk
%, Ffo SSL/TLS FOMICHKIETBEICED. R TOE EYE— MEDT—HEE L. BEEPHS
DEADLRETIENH KD, RENODREL., TEREOHEEEICLINBIET HZIEEILT S
SOTEET?, BPBESRETLIIVDERIBRICERSN ., MFD RADEREVIMTSH. 3t
AV T ERBFICEHRT S,

- SSLv3/TLSv1 FORIILELTE RSN S B DRSS 2
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BAFRMICE, FROESIEAM— RN IDRIRENS.

SSL/TLS ORESALA(—F HEREs AR/ By X N1 AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evh SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3KeyTriple-DES/168 £+ SHA1
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Ewh SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evh SHA1

FSANbDREEL. SSL/TLS BEF&E70J)LO HMAC(Hashed Message
Authentication Code — IETF RFC2104)#4ae %R T3 E(CLOTERT D,

Web 95472 b ET SSL/TLS BIEEBECTIE. D47V MoDERIE HTTPS &L T, 218
LEIINEBoEL, SSL/TLS @&{ElL. IPSec, SNMPv3 | S/MIME &ty 7y /9301, =3
ATFLEBEN X1V EENTT-ES U0 R BRICEDICERESNTOEITNERSE,

b) IPSec 7ardlb
VATLEBEICINVATLEBE T FCHRESNEIIPSec @IE IR L. ARy -0 L&
NBZIXET—H, tF1UT(EEDT T8 TOE BET—HERETZ—DELT. EF17BT 48
{EWMREESNS. IPSec 70 PLICHIE LTINS,
IPSec 7AORILIE, TOE EUE—METEDLST IPSec BIEEITINEL VO, EF R PEE S 7ILTY
ALBEDNNGA—REEETIEHD. CFX1UTAT7VII—2aVDMEN T D, 7VII—Yav0OfEL
BIEESNZHED IP 7 RLABOETO@EIET—4(E. TOE OEJR OFF FLEtEy N3 ET
IPSec M MoV AR— FME—RICENIEBEEND, GHBEESRIITIIVORRIFICERSN . MFD X
AOBREUIMT 2D, B IaVORTERBISERT S,

-IPSec 7O FJJL(ESP:Encapsulating Security Payload)eLTA RSN EHE B0 S 2
BAEMICE. FTROXERBEAXL)\v1AKXOHEAEHEORINIDEREND,

HERES A/ BRI Nyoa1AR
AES/128 Evh SHA1

3Key Triple-DES/168 Ewk SHA1

c) SNMPv3 7Ok
VATLEBELCINIATLEBREE FCHRESNRZISNMPV3 BIE ISR, RV MNI-DEETO
LD SNMP #FI AT 38D, TF1)T71VYa—2av0—2&L T, SNMPv3 70O USRS LTLY
%, SNMPv3 7OMIJUE IETF RFC3414 THRESNTWR LT, T-ADEEFILDA 130T | &
SNMP Xytz—JZEREET 37zHICFEATNS,
COBEBERE AT, FREENAD— FETIANY—(BEBAE)N\AT— ROl A%, TOE £)E— MY
—N=0mACEyPyTLBIFNERLEL, FENARAT—REHEIC 8 XFULTERLBINELS
B,
SNMPv3 DF2:EIE SHA-1 Ny aRE#EERL., FEBS1ElX CBC -DES ##HT3, LHES
BT IaV0BRRICERSN . MFD AEQEREZVIMT $h. FLEFE Va0 T EREFFITHIRK
335,
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-SNMPv3 7O RILELTE RSN IEGEDR S 3

HERES A/ BY(4X NwaA=R
DES/56 Evk SHA1

d) S/MIME ZOokail
VATLEBEICINVATLEBEE - FTEREINLIS/MIME &1 JICHEWL. RERYrI—D6 L
USNERY M) —DEERNBIXET—HERETEI—DELT. LF17LBA-ILBENMRIIENS.
S/MIME 70 FLICHE LTINS,
S/MIME BEBA—ILDiEZIEWEEICED. HEEBF AN TEETIIHEDA—IERERFIR L TO
XET-ADEEER, £z S/MIME BRAA—ILDEZIEBEEICLD. XET-HDZEPRENVERHLE
EE
REESREIA-ILDOESLBIBRFICEMRIN . MFD RKIADEREVIE TN, FEEA-ILOES
LT ERFISERT S,

- S/MIME 7ORJILELTERSNS A—ILEB OIS i
BRMICE, FTREOEXERES AR \WI1AXDBHEDENRINIZEZIRT S,

HERES A/ B4 Nyoa1AR
RC2/128 £yt SHA1

3Key Triple-DES/168 Ewk SHA1

1.1.8. AVI7AA—=Yar70—tFa)71#88e(TSF_INF_FLOW)
ADTAXA—=av70—tF1)T1#EElL . external interfaces(S4 &4 VA—DJ1—2A)E
Shared-medium interfaces(R &Ry FI—D)RICHFEEFRISNBILVBIEEHIR T 214EETHD.

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE &, 4 &4V 3—TJ1— AW 0 Z (TE LN T —AZANIBB{NERRY M) —DAERIE T B EZEHIRT

P TEREENERET D,
SERA VA—T1—A SMI(RER Ry bD—0) @ 1S HI PR # B

USB(F/¥1R) TV NTF—AZIERIVI—TI—ATHN., DA VA—T1—2A
DEREFFFRIEN I,
GE: UV b IaTETIAR—=FT)Y PAETESND)

Ethernet T TR ZE LG &R MMDM VA —T1— ANDERE S EF
AIENILN,
HDR1—Y—FT—REFBEEIIMTV MY —N—hoRETSC
EFEFRISNTLVEL, BmE SN B CEld iy,
GE: UV b IaTETIAR—=FT)Y PAETESND)
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*llﬁi%’ﬁ*f TR AIERELEREZIELLEE. :L—b‘"—
RETHEREN AV EREREEICERE SN TLVBE, TOE (X3 A FREEH ¥R
% LDAP H—/)\—ZF7=ld Kerberos H—I)\—A1£{ET 3,

BRI

BIENRIVDOOBREF BICE LT HAN RN B ETHD,
FARESRIDDDOA AT —HEERELICHDI VA—T1—2
’\imiﬂ'%%% R yA{AN

:L—b‘ SRELHEREN AV ERRREEICER ESN TLVBE. TOE (3385
SREIER%E LDAP Y —)\—F7z(d Kerberos H—/\—AZEIET
B

1.1.9. B2 TAMEBE(TSF_S_TEST)

TOE (X, TSF

BETHB,

A—FBLU TSF T-ADZEE M EIRAL T H/HDE S TA MERE

(1) FPT_TST.1 TSF testing (TSF FA})

TOE [$¥2ENBF(C NVRAM £ SEEPROM O TSF T A% ST A EBE L. 28
5—5‘%7?\3-50

EELEEDT T4, OB BTN EENE D REDRELEL,

F7= TOE (J#2ENBFICH T A MEREN SR EINTLBE, Controller ROM OF1vo4 LEEHE LR

ENEE—HT N MR LEERIIBENRICIS-2RTT D,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
A ST [CHIIBREEELIFICHATS,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17403—2y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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FEE (Terminology)

ELUTICERBAT 3,

A ST TORE

EBENE

AF v /Y RI=D2
Fry
(Scan / Network

TOE M#&4E/ IRV D TOE NOBMBRYIAN, FerybT—H
(SMB/FTP/SMTP 7O FIL)EEHT, NVIAVDHFIAIA— FTP H—/i—,

A=W —N—AE XS ORI 88, F/ZMEEFIC PDF, TIFF, JPEG FADE

Scan) B EN AT BE,
BERERYDALEFHS AREAF v X EPIE— X E% TOE WICERET 315/
.. e,
ARRITA FEAXRY X ERRETIEITHEBRYD A MEINEXEEA—IEE
LED. Ry RI—5 EDIVE1— SN BENH T CENATRETH .
BRIV MEREEEIICRETIETEE TV MIEMCED, E=FICR
Tyt BNECENKE, R EELEEH 51U MB AT HT—4% TOE MIC—BS
E*ﬁbs %R SREEL(CH N ERIAT BAAE, EH0 KE1AY FEREBIEEN
CHEBMEOE D RFaAY M ANERTED,
N Y37 IN—EFAF v X EDEIE F A DS £ HE—BOREDHNEHHN
Ut TOE [CERTEULTHCETCER ML EREMEEERIL TIHEEE,
B TOE (30 Web H—/\—T0. FIBEDF1 72 +0 Web T304 EA LT, TOE
A=k gﬂ?’él{ﬁ% RURELEERE. XEORNHU/FRIZERNTESY—EATH
TTEACWIS) | cWis (1. Windows D Web F55H TRERT3oEHTES,
1—H—E2EE TOE D& BEERFE AT 3aI1IC. FIAZEDHEANEIT>T TOE OF| AEEE CHIR
(User ENMNTBEHDHERETHD,

Authentication)

ARRBREESMERFRRED2DDE— RO B, EBOhDE-FTENMET D,

ARIREEE
(Local
Authentication)

TOE 0)1_-& nn.. nEE MFD ‘L
:E_ Fo

JUE1-Y-1EHREERAUGRLEEETD

y*nBDL Y=}

TOEO):’-_-U- n:anE&g*anhnIE-'j /\ (Lﬁfibrl ﬂ_'lﬁﬁﬁ1§mbrmuu

(Remote BEEETIE—FK,
Authentication)
LEFEE . " - —
(Hard Disk Data AEBN— RTAAVEE LICEBSNEXETAZHIBRT R, TDT 418
. HERFETACTLEETEIEETRT,
Overwrite)
On Demand REN—RTAADEE LICEBSNEXETHEYI17IET. BRIEESE
Overwrite ITICENEIBR L., SHIC EEEZEETIHEEE,
— Vi EFE(PDL T=ENRIT— 2 L. By MY T FE—ARICE
Sy A A ERR ( YCRERSNZENRIT—3 2@ L. Ev by TT—RICE
m?é*%ﬁbo
— . TAVIR—ZAREEEICED . R—JFER FFE(PDL) TR SN T — A% 4T L. EY
FAVR—X

FRYIT-RICEMTBE,
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& ST COREE EENE
AT LG EEE—
(’S i:tenf FEF | nmima s MFD O EEERIRT 3B FE— FERBIC. VAT LEEEY

administrator
mode)

TOE OFERIRFEICENE T, TOE HBRNDENERE® TOE tX1UTHAER
ENSR/BHE, REEDEEEITIBNMEE-F,

ZA—MoUPHRE
(Auto Clear)

BAENRIBLY CWIS Dot BFELE I VREEC—E QRN A LIE
&, BEIMICEREENOT 7 FENBHEETH D BIE\RILDZ R T - MUY
FrfADEX E N FTRE,

DAMR-IVIZ7

(Customer MFD QRSF/MEEZITIIVIZY,

Engineer)

ses WEEEIE. TOE iﬁ:(atﬁ'féé‘c“n'cuéﬁﬁi(:*E?%Eﬁ’éEﬁ UT7OtAT3

(attacker) BTHd, WBEICF, RFBESNZFIAETEHEN, ZOEXKZRLTIIEA
I3ELEEND,

BENRI

(Control Panel)

MFD OBEICHERRAY . 50T B9FNRINTAAT VAW ERESN ) IR,

—RFIREDIMTY
k

—RFAENFATEIIIMTUE,

UA5 LEEE Y25 LEBENFIATINFATIE, VA7 LEEER Web T390 EREL
DTV MFD 28U T, TOE 87— S0RRDEEEAET,

—BHS A +

Ufjﬁ’ IFEE | TOE 0B S LB 7Y Y- ER T

TVBR—= RSN
(Printer driver)

—RFAEDIMT7V L LDT 3%, MFD h'EIRATREG - YECik 555
(PDL) TR SN T —RCE#T IV I MITITT, FIRED A7V FTE
AY%.

MFD DERATREB R — VLR E 55 (PDL) TR SNTZT—4, HIRIT—4(3.

FNRIT—4 TOE OFIViR—X#EETEY by T F—RICE]EN D,
P MFD E*ﬁﬁfi_‘a“é/\— ROI7ZI1Zy MEITITONGBIEDHS. AV FEZDL AR
VAELTEEIND T4,
AE—BEEICEDFRARAENET A BLUTIVA—HEEICIDRIRE DA 7Y
EybIvTIT—4 MOEESNEERIT -3 T IV R— A EETER LT 4, EVvMNYTT—

S3MBEAXTERERL RN FTAADEECIRHIND,

RERN— BT ADE
B bDHIR

REN—-FTAADEENLOHIBREE B LIZIES . EEFEROBIBFROEET
¥o TBHE. XETANREN-RFTAADEENGHIFRSNEE S . JiET
PEEFERNEIBRSINDLY. SHEBEMICHIBRINEXET AR LTPIEAT
PEIHELTEE, LHAULXET-HABKIDIPENTOEIVREEERD, X&E
TRBEWKE. BT AR UEEICEESAFNIT TR RFHXET R
LTREN-FT1ADEEICTEZS,

[FH
(Original
document)

AE—#EET IIT hoDFH A B DR REBIXEPRE ., BEBEETY .
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& ST CORE

EHNE

—R&FIAED MFD OOE—#aE. TUVA—HEE. AXv— e, 2FIATD
BRIC. MFD REfERBT 22 TOEBRFERES LT 3. BIFLTXET 4
ERETD, XETHRBLUTORLBMNEEND.
AE-#aeEE AT BRRIC, IIT THRAHAEN., IOT THIRISNSHNREN— T
AADEEICEREINSEY YT T—4,

TR ERIR T IMRIC. —MRFIREDSM 7Y M oEESNBEIRIT—4
BIU, ENETIAVIR-ZAUAERERSNZEY IV T T4,

AF v —HEEEFIRATBMRIC, IIT Noid AFNREN\— FT1ADEKEICE
BEnsEy by I T4,

AE-XET-R

IE—HEEIC LD BEAYACRELEXET 5,

A% X BT

AFvUBEECED BRRVIACRELEXET

FMRFEHXETH

MFD OPE8\— FF(ADEBICEREN . FIRNE T L7 LIZEIBRLE
1, BB\~ KT ADEBAICIE . F— S5 BEL LB REOXET -4,

tFIITMEEDTT

EEPERER, -8R TIMANTREVEEELRSERE. M)
DUTRIGGE)N L, TESLE L, TEDRER 1ELVOB KX THRRIICEERLEED,

—MROSA TPV IBLUY—N-FB—RFIBEDSM 7V MAICER SN TS,
TOE OHREICHEDI LN DT —E,

AERRY FI—DZFN% TOE OBREICEHRNDB U D T4,

TOE &%

it
91
N

TOE (L& THER SN TOE [CBIL TR SNZT —ATHN, TOE OtFaY
TAHRBEICH EEE AR DH IR TET —Ho

NIE TSF T—A0—ETHD. BRI TEDT—HTHS:
N=FTAADERET A LEEZEEE®W. N\ FTAADEBEET HESLER. YA
TLEBEFER. DA -IVIZPREGIRER. AEK SR HOZEEERED
NAD—FERER. 1-Y— A0 RFOR/PMXFHIER. FIFAHE ID £)IA0
— FiEHR. YATLEEEZRIXMCLS P AERFER. RERYII-DT
—AREER. tF1UT(BEEOTRERR. 1Y -RELER. BEEIUVE
B, 47— MU7ER. BETAMER. LiR— MHAER. B BER.

ESb¥—

FAENANTS 12 TOEHF, NN FTF1AVEEAES LB
(2. ZDT—AELEICEESRBEERN TS,

ESEF—ELECBBERSINS 256 EVbDT—4, AEN—FT1ADEE
NESIEEDROXET - IDREFRIC, CORT-AEEALTESILET
Yo

AN

NERRYFI—DERER RV -DERETI—RMICERTIEEORE,

SERRy RD—D

TOE 2 EE I MM TIEENHRLG L. RERYFI-DUNDFRY R —D%
EED

REpRY D=0

TOE H'5%E SN EOAEICHD ., S8 2y bI—-Ih60EF1)T1DBBIIC
X UCIRESN TS XY MI—DAD, MFD & MFD A7 ANRERYE— MO
SIEBBYT—N—PDO3147V PCHEDFrRIVEET

AEEAE

ITU-T #)&D X.509 [CEZRSNTHN., AN FER(FTEMAR. BRl4. &80
%), AR, AREIR. YIPIFVN YTRFYEREFENTVSIER.
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s&&% (References)
& ST MBS OB ERMEUTIRET S,

BEFR

RFatrv b4
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Part 1: Introduction and general model (September 2012 Version 3.1
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BT CF I TAFMOLHDOITLI4T)7 N—U3Y 3.1 HETE 4 [k
N—=F1: BERE—ARETI 2012 4F 9 A CCMB-2012-09-001

(ER 24 %11 ABERE 1.0 b MILTBUE N IFHRQIEHEEREE

X T1EVE— FHREFIUTAREEE)

[CCI\=} 2]

Part 2: Security functional components (September 2012 Version 3.1
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BT CFIUTAFFMOLEHDIELIIM4TI)7 N—T3y 3.1 HETE 4 R
N=F2: EF1UFT4#EEIVR—2 Vs 2012 £ 9 A CCMB-2012-09-002
(FR 24 F 11 AFIEREE 1.0 hk MIIITBUCEANIBIROIEHE ERE
TX1UT1EU8— FHREF)TAFREE)

[CC)I=} 3]

Part 3: Security assurance components (September 2012 Version 3.1
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ERFTAMCFIUTAFMOLHDIEIIZM4TI)7 N—T30 3.1 HETE 4 R
N—=F3: EFaUT(REEIVIR—%VF 2012 %9 A CCMB-2012-09-003
(FRK 24 F 11 AFIRE 1.0 R HILITBUE N EHROIEHEERE
TX1UT1EU5— BFREF)T/FRRE)

[CEM]

FHREM 2T EHEOZHDHELESE N—U3ay 3.1 RETE 4 bR
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