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2T OBFHSERE N AT RE Vg 7T 2 ER 0 7 2 AR L iude by, £7-,
EH7%%Titi&%T5%@%%%LKP%# XA T 7 AR Li@ﬁ%%ﬁ#é%iw
a7 #ETE5 X2 LT /e,
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4, X2 T4 WNEKGEH

ARETIL, 3 BTy SRR, &l kot x =2V 7 4 F#t 2% T, TOE LU TOE
DOFFREN THE Rt F 2 U 7 4 RGOV TR T 5, LT, TOE Dt ¥ =2 U7 4 65K S5
B REORF U T 4 ARG ENTOE L TRRRT 5,

41. TOE X2 T4« XK AE
AETIL, TOEDEFx 2V T 4 xR GEHZOWTHAI L, Fi3 5.

O.REGISTERED-USER (§fala1—H D F|A)
TOE 1%, #kBIZRAEIZEL D) L7m 2 — Y721 F12 TOE O#E# S 1v7- MFP oFH 2714 %,

O.PRIVATE-BOX (AARY I X7 & XHil{H)
- TOE X, =—¥7ETIC, FO2—FRHAETLMEMAR Yy 7 A0 2 —FEREZFF AT 5,
- TOE I%, =—H7EFIc, Z2O2—FRIATLHMAR Y 7 ANDOKR Y 7 27 7 A4 VD a—H
BEZFFAT 5,

O.PUBLIC-BOX (XHARY Y X7 = XH)
* TOE 1%, #BFEREICRH) LIz — W72z, AR v 7 AOMEBEEZTF T 5,
*TOE L, #OHERy 7 AOFHEHF A ENT-2—F 722, TOEEHR v 7 202 —FHHE
AT D,
*TOE X, ZOHHHFRy 7 ZAOFNHEFF Al ESNTo2—HF 72, TOHRFERY 7 ANOR v 7 A
T 7 A ND— WL AT 5,

0.GROUP-BOX (FI—THRy I X7 R F#)
* TOE 1. 2O MOFMEFF s Nz2—WF Iz, ZOHEMTIA SN I NV—T Ry 7 A
D —FEREZ AT 5,
- TOE 1%, ZOMMMOFH L2 ENT-2—FETIC, ZOEMTIHASIND T IL—TRy 7 X
DRy 7 AT 7 A VD2 —PHEREZ T+ 5,

O.SECURE-PRINT (X2 UTA4XEI 7M., BEKT) Y FIT7ALILT Y X H)
*TOE X, Z0tFx=2 VT 4 LE7 7 ANVOFHEZTF SN2 —FEH, 208X T4
NEZ 7 A NO2—THERELZTFT 5,
*TOE (X, BFE& TV v F 7 7 A WEARIFE LIz —H 7212, YERE& TV v 7 7 A LD
—HERE A FF AT 5,

O.CONFIG (EEHMRE~NDT 7+ A HIMR)
TOE (%, BHE U FIORTHEEEOBIEL T[T 5,
« SMTP #—/NZBEHR T 5 i EHERE
+ DNS H— 2B 2 % e EE
« MFP ©O7 KU R TR T 5% EREGE
Ny I Ty T EE
< U A NTHERE
- FETET v RKREERR E T — ¥ D% ERKEE
+ SIMIME ##8 CHIH 3 2 REE, G587 — ¥ F O ERKRE
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- TSI %15 & E e

- PC-FAX A5 e AR

< AU B

- AfEik b X HIBR AR

TOE i3, HEH KO — ATy V=7 2 IS LA T IOR T HREOBRE 2 7P+ %,
X a2 VT o i EHRE O E I BRI D HRE

O.OVERWRITE (EZEZHIK)
TOE (X, MFP N HDD IZfR1F S A REE PE DGR T — Z SEiicxt LT, HIBRAT — 4% ¢ k&
=L, HIHAFRRRIZT 5,

O.CRYPTO-KEY (HEBB4ER)
TOE (%, MFP N HDD IZE X AT NI EBR T 7 A VDT —Z W55k L TIRIFET B 72D Dl 5
AR D,

O.TRUSTED-PASS (EEfEF v RILOFA)

TOE (X, MFP £ 7 747 bk PC DM TEZESNALUTOWEBR T 7 A Vi, @E#HT ¥ RV E
It LCBfET D RE 2 2T 5,

<MFP 527 747 s PCERFESNDIENER T 7 AL >

ARV T AT AL

<7 FA4T v FPCHEH MFP ~%E &5~ 7 A L >

RV I AT 7 ANE L TRGFEIND Z EICRDEET 74 L

X VT A LET AN E LTRESIND Z LR EEB T 7 AL

AR TV U N T s ANE LTIRIFESND Z LT D EER T 7 A L

O.CRYPTO-MAIL (BEBEA—ILDFIA)
TOE iZ. MFP 26 A —MIZTEEENDR Y I AT 7 A V| IELVHTIEA~RE S L TEET
HEERE AR 2,

O.FAX-CONTROL (FAX =+ 4%i#)
TOE 1%, A%E#MEN S FAX A%EIFE O 28 LT, 4% MFP BN SN TWARNEHE Y F T —
T ~DT 7 R IR 5 AR A Rt 5,

O.AUTH-CAPABILITY (A—HEBi#EEMAT 5=-HDHK— FEiE)
TOE (%, ActiveDirectory % i\ 7z 2 —IERE B — N2 K D 2 — W REGEEREZ I 32 721z
VB EEE YR — b5,

O.CRYPTO-CAPABILITY (HDD FEE{E#EEZRIAT 5 =D Y KR— FEE)
TOE 1%, ASIC (2 X% HDD K 5{bHRE 2RI 3 2 7= DI LR EEE R — 35,

O.AUDIT-LOGGED (BEED/ nm#E. EH)
TOE (L. & TCORIHERRN R T &g JICHET I A V2 AR L, BhAn 7 2R
F TN T HHEROBENE S (TR 0 7 (R#ET DR AR 5,
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42 BRBREOEX 1) T4 xIEAHE
AEITIX, TOE OEAREDO X2 U T ¢ R ITEH 2T 5,

OE.FEED-BACK (X a7#H/RTV—FRRETZ7TIU5—a v 0FA)
BHERR2—FT, 7 I T FPCIZTMFPICT 72T 51-0IcfIlEND T TR e
DT TV r—a 02, ANWERDHLZ—PF AT — R, Ry 7 ZARNZAT— R #HHRAT— R, &
HHENRAT =R, B¥ 2T 4 LERZAT— K, SNMP /X2 U — Rkt U CHR#E S -@ e 7
4= RNy VAT 27 7Y r— a3 U EFIHT %,

OE.SERVER (A—H1i§#EEY—/\OFA)
BHEIL, 2—HFOTH T MERICEWT, MFP TlidZe < AN oo — W15 S B — X 2 i
954, Active Directory |2 L 52— EHREZFHT 570X EELT 5,

OE.SESSION (Dt vy>a>D#8T)
BHEIL, 22— VI LU PR TEZFE S5,
X VT A LET ANDOEE, BHE& TV N T 7 ANVDORE, Ry 7 ARy 7 AT 7
ANDBIEOIK THIZe 7T 7 MMEEIT I,
R IR, LFIOR T EM 2 ET 5,
- HHEE— FOBBREEZBRIER TRICe 7T U MEZIT O,
=R U=71%, DLTFICRTENE ET 5,
s P —EXE— NO#ERRBLZEER TRICe 770 MUEEZ1T O,

OE.ADMIN ({E¥ETZ5EEHE)
MFP ZFH3 2O EEH 1%, TOE 2N EH S5 MFP OEMICE O CRbE S - &El & E
WCFEITT DN EHEIRET D,

OE.SERVICE (H—ERI VL =_7DREE)
- MFP % fR5FE BT DM O FHLE 1L, TOE OFE, £y b7 v 7L TOE 23M&#H = v 5 MFP
DERSFIZB W T DN EE 2 BEIZFETT L LI — A V=T 2 HET 5,
CEHEL, PR U272 LD TOE BN EH S D MFP O A 7 F 0 AEEITSIE 9,

OE.NETWORK (MFP D#E#d 51w F 7 —YIREK)
- MFP #FIH 3 2k OEMLF L. TOE 5 I 5D MFP #%iE 3 547 1 A LAN (28T
5 R AR OISR R R 2 BB T 5 70 & IRIEDS Ik R & LS 5,
- MFP ZFIf 4 2O BEF L, SMF %~ b T —27 15 TOE BE#i S D MFP ~D7 7 & A
W D107 7 A T 7 A —/L7 EOMIR R E L CUAMNE S ORIER AR KA i+ 5,

OE.FAX-UNIT (FAX =y FDOFIA)
F—E R V=TE. MFPIZA L a v/ 3— Y ThHAFAX 2= F2## L, FAX 2= I
DOHEREAFIATHT-0ODOREET 5,

OE.SECRET (MZERBOAYLZEE)
BHE L, =PI LU TICRTERZEESE 5,
s 2= PRRAT =R X2 VT A LEANRT— RERET D,
s ARy I ANRRT — R B RY — Ri3LFECHAT 52— O CTHET 5,
s 2P RRAT— R B X2 T 4 LEARAT— R Ry 7 ARAT— RICHER e 7 fd &

e
il
i
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AN
s A=Y RRAT— R Ry AR — ROWMELEFEZIT I,
CEHENZ—PRAT =R, Ry 7 ANAT— REERLEEAIT., EONIETSES,
BEEIT, LFIORTEREZ L 5,
CEPE SR T — R B RA T — R, SNMP SR U— R BFEAL T — RICHERI RTRE 7 (il & 2%
L7,
CBPRERAT— R AR T — R SNMP SR U — R 5LV — RERET S,
CEPENSAT — R, SR T — K SNMP SAU— R BE(L T — FOMEEF 1T,
=R V=TI NIORTEAZFET 5,
« CE /" A U — RICHERI TR 708 2 5% 8 L 72\,
+CE XRU— FERET 5,
- CE AU — RFOWMEEEEITH,
R VT NEHEANRAY — REET LA, BEHEICHESCHICET ST S,

OE.SETTING-SECURITY (%21 YT+ BEERE. ##F. 8#F)

EHE L, 2—VICFHSEDLRNC TOE IZx L, &F = U T ¢ BCHRER S de A X 2 2 DR
WIS TR EZITV, TOE Z2F AT 2 MITRENHERFSND KO ICERT 5, /2, FHFIT
MFP % U — 2&H), BEFET HEUZ TOE okt L, WA X v ADZEITIn > TEMAT 5,

OE.AUDIT_STORAGE-PROTECTED (BsZ&E N5 #£#)
FHEL, EHETE S IT "R 7 AR —F Lizu IV REEHEREZ R LW ENSL T 7 2 A,
HIBR, thEZSnisnk 2 ER o 72 %#T 5,

OE.AUDIT_ACCESS-AUTHORIZED (BE&EOJ~ND7 5t XER)
FEEIL, BECTE 5 TG AR — b Lica VP EEHEREZ RFFT 280D ORT 7 & A
TELLOEHT D,

OE.AUDIT-REVIEWED (BE&EQ 4 OFE®E)
BFHAZ, EX 2 T BECETIREEZRET 572012, @URME CEEn 7 OE %2 it
Do
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43. X2 T4 /RAERAEHBER

431 HEM
BITRSE., BB, AOWFEOEXx =) 7 2 8t =2 VT 4 iR GOSN EEE FERITRT,
X2 T AR FEND R L b 1O EORHESME, B, MO X2 U T ¢ HEHITHE L

TWHZEZRLTND,

® 1 AHREH. BE. BEOEF 1) T4 ARITHI S EF 1) T HAKAHDESH

HEOEXa )T 1A
[i0¢73

EZH

NINAVY'V

3DINH3SVY

MNHOMLIN'Y

13403S'VY
ddN-ddvosIa’l
FOVHO1S-1N0O-ONIHg'L
X08-31VAIHd-SS30IV'L
X04d-0I7dNd-SS302V'L
X0d-dNOYD-SSIADIV'L
INIdd-34NO3S-SS30IV'L
ONIL1L3S-SS3DIV'L
FH01S3H-dNHMOVE'L
V.1vVA-NOILVOINNWINOD'd
ANIT-103r3d’'d
ONIDOO01-11dNv'd

NOISSINSNVH1-d3103dX3aNN"L

txa) T WHEAEH

O.REGISTERED-USER

O.PRIVATE-BOX

O.PUBLIC-BOX o

0.GROUP-BOX o

O.SECURE-PRINT o

O.CONFIG (A BNK BK )

O.0OVERWRITE [ ]

O.CRYPTO-KEY o

O.TRUSTED-PASS

O.CRYPTO-MAIL

O.FAX-CONTROL o

O.CRYPTO-CAPABILITY o

O.AUTH-CAPABILITY o e e o

O.AUDIT-LOGGED [

OE.FEED-BACK

OE.SERVER

OE.SESSION

OE.ADMIN o

OE.SERVICE o

OE.NETWORK o

OE.FAX-UNIT L)

OE.SECRET [

OE.SETTING-SECURITY o 6 6 6 &6 6 o6 o oo

OE.AUDIT_STORAGE-PRO o
TECTED

OE.AUDIT_ACCESS-AUTH o
ORIZED

OE.AUDIT-REVIEWED [

Copyright © 2012-2013 KONICA MINOLTA, INC., All Rights Reserved.
2717110



bizhub 754 / bizhub 654 / ineo 754 / ineo 654 £&#I#/ 72z 7 A55V0Y0-0100-G00-10 EFzY7rZ—7 vk

4.3.2. BHREHIZHT 5+ 721
AESRIFICRTT A8 X 2 U T 4 IR FEHZHOWTLLFICRAT 5,

® AADMIN (EEEDAEHE)
AL, BHENEEZHZ2VIEEHELTWD,
OE.ADMIN /%, MFP #F|H3 2##%75 MFP 2R3 288k c B W CEEDIBIT 5 A&
FHIHRET D120, FHEOEHEENERIND,

® ASERVICE (H—ERIT VT =7D ANIEH)
AREMEIT, V=R V=T REEERFERWI L EEEL TV,
OE.SERVICE (%, MFP #{#5FEH T 2MIcB N T — R V=T 2 HETH, £-EH
FlL, Y—ERZ U P=T DT AT T U AEEICNL LR ) ZEBRBESIN TS T2, —
EAT YU =T OISR S D

® ANETWORK (MFP DXy k77— M)
AREMIE, A7 4+ AN LAN OEFEITA, SMBR Y N T — 27 b RRFESEOFIZ L 5K L
TNV EEZRELTWD,
OE.NETWORK /%, &7 1 AN LAN IZK 5ALE{E 21T 9 72 O ORE- O IR i e 2 iR 95
RN EY WHEOBIEEZRE L TWD, ET4MBR Y FU—27 026 MFP ~0O 7 7 & X % W7
BIDICT 7 AT T4 — NI EOMMERET S Z LICE VSIS DORERADR L& HE L
TEY, REMHFEFEHRSND,

® ASECRET (BEEHICEHY 5 ERFH)

KA, TOE OFAICB O THH SN D E /AT — K, e T — RASFIZE L0 R LA
WIZ EEBEL TS,

OE.SECRET I, BHENZ—HFICH L TEXF 2 V5 4 LERT— R, Ry 7 AT — R,
= PNRRAT— R P RAT— RIS 2 AR E S5 2 2 e L, BEENEH
HNRAT— R, SNMP S AU— R BE{bT — R, #9820 — RSB 5 @R &2 £+ 5
TLEEBELTWS, £, —b RV =7 R CE 2T — RIZET 5 EHBRIZ EHE L .
BEREIC L, BEE XA — NICEAT2EMAMANZE RS TS 2 L2 HEL TR, REMH
TEBEEND,

433. ZERIZ®T B+
BRUCRHT 5% 2 U T 4RGN DWW TLLTICET 5,

® T.DISCARD-MFP (MFP D) —R3EH, EXE)

KEBIL, =5 EIRENZ MFP X 0 EHRIRR T 5 fgetE 248 E L T\ 5,
O.OVERWRITE (X, TOE 7 HDD (& 2% {Ri#& PEDO MR T — & kI HIBRH 07 — % % F#EX
T HREREZTREL L, MFP AU S D RTNICHEREN FEIT SN D Z &I & » T, B A ek I T8
&b, £7-. OE.SETTING-SECURITY /%, TOE 73 4#2fit3 % HDD (2 & % 1 E FE D Wi T —
HEBICHIBRH O T — % % EEE T 2HEEOERIEZ R L, MFP 28BS L5 ANCEIER TS
ZEIZEoT, BEOFREMITIERES NS,

L7 o TREBEIZHaxsthi & Tn s,

® T.BRING-OUT-STORAGE (HDD A EL#FHHBHL)
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AEIL, MFP ZFH L TWAEMBREE) S HDD NEAHEN D, £7-I13RIEZ HDD 23 HY
FFon<, LT —2nEfani-s Z2ATRELBHENS Z L1k Y, HDD NOW#ET —#
IR T B AREMEZ A E L T 5,

Z AU LT O.CRYPTO-KEY /%, TOE # HDD ICE XA EN LT — X 2Bt T 5 7= D&
&R L. O.CRYPTO-CAPABILITY (2 X ¥ ASIC T HDD W 5{Hhe 2RI % 7= 0 @)
Wﬁ#f~%éh,OE&HNNGSMRRHY@?%JU?%%M%%%@@ﬁ%ﬁyx@ﬁﬁ

WIS TeRRTE & OMEFFICEET 2 A MT b 729, B ORI S N5,

L7z o TR ot shTn s

® TACCESS-PRIVATE-BOX (A—H#EEZFIALEBEARY I AANDFELZT7 I ER)
AEREIL, 2 —FEADEE 7 7 A VORFICHHATHEAR v 7 A% LT, 2—FHEREZF)
H L CARIEZRBEN TN D AREEZ BE L TV 5,
O.REGISTERED-USER %, TOE 23#BIFRREIZAEN L7z = — %7217 23, TOE O#5# X7 MFP
ZRHT AL E2HFATHELTEY., &5 0.PRIVATE-BOX (2 & » TE AR v 7 Z K OME A
Ry T ANDR Y 7 A7 7 A )VOBER, ZOFAETHL2—FEFITHIBRI ., &EOATRE
PEIZBRI SN D, B0 2 —FIFRE RS — 28 HT 55413, 0.AUTH-CAPABILITY
\Z &Y Active Directory & V7o 2 —WIFERE IS — NI L 5 2 —VRGHEREZFIH T 2 720D
BERHS AR — b &, OE.SERVER X V&2 L - T Active Directory (2 & %):L‘—"j:mfi%ﬂ
HT 27200 ENTHIL, 22— OBBIFRGENTHOI D Z LI L - TEBO ATREME TR S
%,
OE.SETTING-SECURITY Tt %=V 7 ¢ f{LREZ G Te A X v ADFERITIN - T-5RE L %
DOHEFFIZBET 5 EM 3T /2 o, OE.FEED-BACK (%, == —H¥ DFIE kmfﬂﬁéhéﬂzv
WL TIRESNTE 7 A — KNy I 2iRTT 7 r—varwBRATAHAELTRBY, £72
OE.SESSION 2 L W #HE& THICIZ., v 7 7 v N T 2 EANER IR S0,
O.REGISTERED-USER }; O} O.PRIVATE-BOX (I 5 HHR—F&n T3
Lo TAREBITIHoxsEshTnd

® TACCESS-PUBLIC-BOX (A—Y#EE#MALHEERY IV RAADFTELRT I ER)
AL, 2—VNEH L CRAT 2087 7 A VOREST THLIEAR v 7 AT LT, =
—WHEREZ R L CARERBIEN TN S ffetk 2488 LT\ 5,
O.REGISTERED-USER i%, TOE 23iBIFRAEIC ) L7z —H 721 28 TOE O4#; & 7= MFP
ARMT DL AFAT5LELTHEY, 512 O.PUBLIC-BOX (T & » THAR v 7 2, HA7R
v 7 ANDR Y 7 A7 7 A )VOEIER, FFa] Sz —V7ZHCHIIR S, B o ATRENE 138K
ENb, B O2—PIEREHY —ANZRHT 55515, 0. AUTH-CAPABILITY (2 £V
Active Directory % 7z —IFHAE Y — NI X 52— VRGHERE 2 R 3 2 72O OEhEN
PR — k&, OE.SERVER LV EHHEIZ X - T Active Directory (2 L 52—V EHEZFIHT 2
72O DOFENTOIL, —FOFBBEEIENI T D Z &2 X - TEE O FRENE i%iﬂiéﬂé
OE.SETTING-SECURITY It ¥ = V7 « {bife s G A 4 v ADOREICIh o o E & £
DOHEFFICET 22377224, OE.FEED-BACK i, n—%@mﬁﬁof/axwmuckm
TANESNENRAT =R L TR#ESNTE 74— NNy 72 RTT 7 r—a Uy E2FHT5
L LTHH, £72 OE.SESSION (Z XV HfEKR THIZIZe 7T ¥ T 2ERANERS D729
O.REGISTERED-USER }; ! O.PUBLIC-BOX I+ % & — & TV 5
Lo TAREBITIHoxsEshTnd

® TACCESS-GROUP-BOX (A—HH#EEZFIALI=IIN—TRY I AADTELTIER)
RZBIL., FOEFAOFANGF SN 2—FNFHAT 2B 7 7 A VORTESFTCTH D 7 L—
TRy 7 ZARZDOPDOR Y 7 27 7 A MK LT, 22— FHEREZFIN L TRERBMENTbILS
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AlREMEAZABE LTV D,
O.REGISTERED-USER /%, TOE 23#kBIFRFAFIC D) LTz — #7213 23 TOE 04# < #17- MFP
FRATHLEEHFTHELTEY, &6 O.GROUP-BOX (CL-o T N—THRy T A, 7
N—T Ry T ANDR Y 7 AT 7 A VOBLER, FFral Snica—FEFICHIR S, BB OFTHE
RIS D, BRBANRO 22—V IFREEY — 2R T 585415, 0.AUTH-CAPABILITY
\Z &Y Active Directory & V7o = —FIFEREYS — NI L 52—V REHEEEZFIH T 57200
BER Y AR — S, OE.SERVER X Y BE 2 X - T Active Directory (& L 5 = — W B 2 F)
AT 572 0DRENMTbIL, 2—FOBMPERIENTTHOND Z &I Xk - TEE O R REME TR S
Do
OE.SETTING-SECURITY (It & = U 7 ¢ ff{biiER ST A & v A DRI TRRE LT
DOHEFFIZEE T 2 EH 23T 72 oi, OE.FEED-BACK (%, n—#@mﬁﬁommwmu ZBWTA
HERDBNAT— Riz%t Lﬂ%u%ézht7 4= KRy 7 ZRTT T r—arZRf+5E L
THEY., £7 OE.SESSION [Z LW #{ER THRIZIEIn 7T U T2 EANEREIND D
O.REGISTERED-USER &U O.GROUP-BOX {F+4or#hAR— h &N T35,
Lo o TREBIIHoxtiiEnTnb

® TACCESS-SECURE-PRINT
(A—YHEREERIRA LX) T4 3E I 7M., BI&T) Y R IF7AINADRELT 1 R)
RGBT, 2—VPEEZFIH LS 2V 7 ¢ XE, ROGRIE& 7Y v Moxt U CRIEZRBIEN
ITOITLE ) alREEZEE L T\ 5,
O.REGISTERED-USER /%. TOE 23#kBIFRAFIC LY LTz —H 721723 TOE D4#k < #17- MFP
ZRATH L A2FT5HLLTEY., &5 0.SECURE-PRINT Ik~ T, ¥ =T ¢ 303
OEE, RUGRIE& 7'V ¥ N OBIENFF I SN2 —FRTFICHIB SN D 720, o alFErET
B S D, RBINBO—FIFREERY — " 2FHT 55515, 0. AUTH-CAPABILITY (2 X
Y Active Directory % H\\ 7o 2 —FIEWE LY — N\IC L 52— VERGHERE 2 FIH T 5 7= O EE
NP R— k&, OE.SERVER X 9 FFHEIZ X - T Active Directory |2 & B = —&H %2 F 9
D12 DOFENMTOI, 2—FOFBIFRGENTON S Z Lk » TEBO RIS 5,
OE.SETTING-SECURITY It %=V 7 ¢ {LfEZ e A X v ADEHRICTIN -~ T-5RE L %
DHERF BT 53EH 277241, OE.FEED-BACK (%, = —HFDHIAKPNEF 2 U F ¢ LE~D
T EATBIEZEB W T AN SNARAT — Rz LTRSS 7 4 — RNy 7 2 RTT 7
— g EFTSELTEY, 72 OE.SESSION (2 X W #ER THRICIZn 77w M+ 5iEM
NEREN57-®, O.REGISTERED-USER ) (! O.SECURE-PRINT (&4 H R — kS TV
%,
Lo TAREBITI o EhTnd

® T.UNEXPECTED-TRANSMISSION (ZBENFREANDEZE)

AREBIL, EEICERTLIRY NV BREEZRAEICERINTLEIL, Ry 7 AT 7 A NVEE
X L7\ s ~EifE LT LE 5 iTREM: 248 ELTW%O:ﬂimifEmmﬂ®%é\EmM€f
k95 SMTP — 3D 7 KL A ZRIEICEREIND, £01E KA AL 4 ORFRICE > T SMTP
Y—=OT7 RLRAEZFHT 25EIC FAL v A& B WEDES DNS *7“—/\@7 FL A&
ERINDHZEILE-T, BEZROENF Y NV REMSKEZEZTIC, AECHEESIND
P RAR Y T AT 7 ANVPRIEESNTLEI ARERHDZ LEHEL TS, FIP XETH
FUE, BRI R AL 4 ORBOMAIAZFIAT 2550150 . E-mail [AEEO FEEESBE SN
5,

IHIZ, MFP O7 RURIZERT 5y NV =V REAZRNEICEL I N5 . TOE Th 5
LESTHAT 22—, RERTZT AT 417 T7A4T 2~ PC B ) v M%E%ﬁ‘é%ﬂﬂﬂb
TLEIAREMZEEL TS, FIA 7 4 ANDOIMO 2 —F|ZxF L CHOMEMENRER IS &
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ADR 7 AJEME & — T HERRESND,

<EHEZ VX 2 TR T 52O E R B>
= set.admin &

<HP—ERZU V=T X o TICHERFT 5 72 DI B2 >
= set.service &

<BEEDOT- D OE, EEERE >

;ngﬁﬁ%ﬁiﬁﬁm FMT_SMR.1[2]ic & » &#E . FMT_SMR.1[4lic L 0 #DIFER v 7
ZAORHEFFA S NTa2—Y L L THEFFSND, £/ 6B EMEREIL. FMT_SMFE.1 12Xk 9§
EINb,

TN OEROBREEMRR - SND 2 LIZEY, KieFx 2T 4 R GEHTM S D,

® O.GROUP-BOX (FIL—TFKRv o X7V XHI#H)
Kt%;)?4ﬂ%ﬁ%i IN—T Ry s AOBE L, ZOHMOFRI AT S —H72
FIZFFA T %, FAHEIIREETRWEMDO 7 V—T Ry 7 AORE, FNV—T Ry 7 ARND
*/7R774w@3~%%b®%¢%%@7w—7t/yxmﬂ%%ﬁﬁéntn—#t%u
HfRL TR, 77 AHIENCERT 2 EZ N LETH D,

<Ky 7 AT 7 2ZHIH (FNV—TRy 7 X) >

a—H L UTHBIERIES D & FIA_ATD.1, FIA_USB.1 (IC X W FIHAZRITT 5 % 2 7 |\2a—W
ID 3BEEAHT SN D, E-EMERIES S &, FIA_ATD.1, FIA_USB.1 (IC X W FIHEZRITT 5
A Z 72 ID 2B T S5, FDP_ACC.1[1], FDP_ACF1[1lic kv . FIHEZRITT S
BRI, 7V hOtXxa )T 4 BIEOFTBEEM G ID) &% 52— BEIENERE
ENDRY I A (TN—THRy 7 R) 1T L TERREENTFISNS,

FEILRE TR WEM D 7V —T R o 7 ANDR v 7 A7 7 A MV EBIET HI2iE,. TD 70—
TRy 7 ADOFAEHAI SN2 —FTHILEND DM, HFRGESF N MEARFRGESFX] ©
B4 . FIA_UID.2[6]. FIA_UAU.12lIck Y., 2O N—T Ry 7 ZOFMEFTFl Shiza—Y
THDHI L EMIERIES NS, MR [ —VRGEES T TH D54 THEHIAM
BEESNTWRWERIE, ZOHMOFHEFTF SN2 —FThHhdH Z L%, FIA_UID.2[6],
FIA_UAU.1[2lic X v | #&BIFRRET 2,

FRREICIX, FIA_UAU.TICX Y, NSRS NT=7 4 — Ry Z I A 1 LT 8T “%x7
L, PBiEEYR— 15,

FIA_AFL.1[SiC £ 0 /R A BERIT LI RRIEEREDSG A1, RIROEE, 5 B Sx b0
TRTOANZAZHEG L, FIAAFLA[TINZ X0 REBhEEER 1~3 [BIZET D &, LIE D
Mk 2R A 2 v 7T 5, Zou y ZIREE j:ﬁﬁ%@%%@w Fo TR N D,

FOITN—T Ry 7 AORNAEHA SNTz2—YFThD I & ORFEITHIT D AR AEO R T]a]
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BTH DA RBEEOMMEOFEILZ, FMT_MTD.1[8lIc kv, FEHESFICHFETESN S,
FIA_ATD.1, FIA_USB.1 {2k V., FIHZRITTH X A 712K v 7 2 ID BB#EMIT HRD &
FDP_ACC.1[1], FDP_ACF.1[1lick v, 7Y =7 Fatko#MID, Ry 27 2 ID & —#HT 54
TV MNEMEREORy 7 A7 7 A MK LT, BB, #Yron— R, £%(E, B#), av—
DOEMENFFA S D,

<TN—T Ry 7 ADEH>

FMT_MSA.1[3lic kv, T#[ ID) BRESNDHR v 7 AD2—F@IEOEFRIEIL, TD /v
—7 Ry 7 AORRAEF I SN Toa—W, BHFICHFATSND,

Ry 7 277 ANDRy 7 A@MIL, FMT_MSA3[BIIC LV, (REMRE L GRIRENTZR v 7
ADR v 7 A L — BT HENRES D,

<TN—TRy 7 AR T 67V =7 MNEthoEE >
FMTNWDHHLFMLMHMHNK;D\%WID&U%WNXU—F®§ﬁ\ﬂﬁ@E\&
OFEBIL, BEESTICHRENS, £72 FMT_MTD.1[8IC X V. #F9 ID OGBS A T — R
OWEX EEHELZFICHR SN D, 2—PIC wétEhéﬁﬁﬂﬁm ﬁiFMTMHﬂhﬂ
WX VEBRE R OZOHMHORHZTF I SN —EIFIChHRE 5, FIA_SOS.1[1]iz
RS AT — RO SE R RAES NS,

< EBPHRERE ST D BE >

FMT _MOF.1[8lic L v | HMFEGEMEE (EBEE ) O5 5 T WER, (I EEITE S 721

IZHIRE N5,

FMT_MOF.1[3Jic B\ T, FHEHENHIRGEEE (FHEER) o#EFX%s (2 —VEICRET
ICEIRT 5 Z Ltk T, %Wmﬁw @@Wﬁﬁ X, EBPERGEHERE (== — V) OEMES

KOBRIZEROBND, FMT_MOF1[51ic X v, MGG (=—VH) 0525 FWFHEIT

%®%W®ﬂ%%%ﬂéﬂkn—fﬁﬁ%ﬂﬁfééi9 ZHIR &4 5, 7272 L. FMT_MOF.1[5]

X FMT_MOF.1[B]o% 7+ > hTH Y| HENBNHAT D I &idlau,

<EHEIZEX 2T IHERT 57O E R B>
= set.admin &

<Y —bP R V=T X o TITHERFT 27200 LB 7 3mf >
= set.service &M

<KEHEOT-OOEE], EHEE >

INHER AT O %&ENL, FMT_SMR.1[2]ic L v &#i#. FMT_SMR.1[61IC kW =D 7 L—F R
v 7 AR EHFR ENza—F L LTHERF SN D, T2 o BRI, FMT_SMFE.1 12X
DEFESILD,

TN HEROBREEEDNRTZIND Z LITLY KieFx 2T 4 R FEHTN - S D,

® O.SECURE-PRINT (X2 UT4XEI 7M. BEEK TV LT 7L IILT VX HIE)
KXo VT X EWFEEL, X2 VT 40 LET 7 AT 523 LTV 5
i#ﬁ%:)74i%774wkowff%é@\ﬁ%:)74ié774W@WM%%@k%
2 VT A XET 7 ANVORHAEH SN2 —FEFICHRLTBY ., 77 & AHEICBERT S
HEMARMETH D,
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<EX2VT 4 XLET 7 ANT 7 & AHKIHEH>

a—H L UTHBEEES NS & FIA_ATD.1, FIA USB.1 IZ X W FIHARITT D% 27 |2a—W

ID 2 EdfT i 55, FDP_ACC.1[2]. FDP_ACF.1[2lic kv, ==—H ID Z£-oFf|HE 2 R179
HEAIIE, HodDHEXa VT 4 XET 7 A MK L T EBRREBENT TSN D,

X2 VT 4 CET A NVEHIBT D2, %@f%:)f%ii774w®ﬂ%%ﬁ7éﬂt

A=W THHLENDH DM, FIA_UID.2[4], FIA_ UAU2[BlICEY, Z0otx=2U T4 LET 7

4»@%%%#Téhtn~%fké L EHRBIRRRES D,

SRERICIE. FIA UAUTICE D, RNRMITRESNTZ T 4 — R ZICATH 1 X5 L “%”

ZiRL, BiEE YR — N5,

HAAHA[];@ KDFE, 5B B SF A5 DT _RTOANZ N EIHEE L, HAAHJB]
TRV, RERDHFRGEN 1~3EICET D & Uikt F 2 VT 4 LET 7 A )UKk 5 R RE
/7#6 Zowy ZREEIT, EHEE OMRBEC L > THERS LD,

X2V T A XET 7 ANOFAZH A INT 22— TH D Z & ORI B RNEEFEIEOR

1TIE%CC & 2 RAERREIE O BE 0% &1L, FMT_MTD.1[3]ic X D\ﬁﬁ%t IZEFR &SNS,

FIA_ATD.1, FIA_USB.1 12 XY, FIAZRITT 22 A 27128 % = U T ¢ SCENERHIE ID 235HE

fHirsn s & FDP_ACC.1[2], FDP_ACF1[2lic kv, 7Y =7 NEtotvx =V 7 ¢ LEN

HHEIEID & —BT 547 V=7 NEthERotxa U T 0 XET 7 A Wikt LT, FIREAERFF

END,

RBYXa T o SCENEHIE ID X, FMT MSA3[R]1 LV X2V T  TET 7 A )L OMRAFRE

=B EN DR 2 b TV,

<ﬁ%19?4i%NXU~P>
FMT_MTD.1[8lic kv, FZFRCHHAEN DX 2 U T ¢ LEAARAT — ROBREIT—V 72027
XD, FIA_SOS.11ick VX2 7 4 LERRAY— FONEIIMIES 5,

WICFAE& TV F 7 7 A MIZOWT TH LD, Wak& 7V > b7 7 A )V OFIR % € DFRFE& 7
Vo "7 7 ANERE L2 —YEFICHIRL TR Y, 727 & AGIEICBRT 258 B F R LET
o5,

<HBFE& TV v N7 7 A VT 7 2 AHilH >
FDP_ACC.1[4], FDP_ACF.1[4lic kv, =—H ID o FAHEEZRITT DX A 71X, ZD2—
PID &~ T 22—V EEEZ AT HRIE& TV v b7 7 A MKk L C—E R, BIRERIES AT
ENnb,

RBHRIA& TV v b7 7 A MTEESN D2 —VEMEIL, FMT_MSA3[4lic kv, 4i%7 7 AL
DRIF SN DBE, BRI T2FIHFEO—F ID B ES D,

nunE&7 U ]‘*gé @éb'ﬂz%?fi>
ZO#ET— FOFEEHIL, FMT_MOF.1[2lic L v, BEHEZTFICHBIA TS

<BHZE VX 2 TICHERFT 57D B 7 >
= get.admin &M

<Y —bE R V=T X2 TICHERIT 2 72 DI E A B >
= set.service &

<KBHLOT- 0 OFE|, B
INHEBE AT O &ENL, FMT_SMR.1[2]@:J: D EFE . FMT SMR.1[8lic Lk —% & L THft
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Fahd, FInoBEREIL. FMT_SMFE1L XV RESND,
CNOHEBOBRBEMENMIZSIND Z &Ik, Kex= U T xtlEHTMZIh D,

® O.CONFIG (EE#EE~DT ¥t X FlR)
AEFx a7 4 MEGEL, SMTP % — NZBERT 2 3% E, DNS h— NICBRT 2% E, ¥
U7 ¢ S LSRRI RAR T D% E. Ny 2 T v TR, U A N THERES 2 EELE ICHIFR L TR Y,
— O EHERE S PRI X L CT 7 B A ZHIRT 272D OHEMERLIETH 5,

< v hT—7 O EEHE >

FIRZRITT 2 2 A7 I EE BIENE#E ST 55 & FDP_ACC.1[3], FDP_ACF.1[3lic X v |
FIRZEZRITT D2 2271, SMTP 4y — RN —F 477 h DNS b — TV —TFF 7V
2 e MFP 7 RLAZN—FF TV =7 b, PCFAX ZEREA TV =7 b, FEET — 24
TV MIRT AR EBRENTFAI SN D,

<Ny 7T w7 URNTHEEEDOERESRIR >
FIA_ATD.1, FIA_USB.1 ({2 X W FIHZRITT 2 ¥ 27 ([ EERENEE ST o b & FIHE
ERATT DX A7,
- FDP_ACC.1[1]. FDP_ACF.1[1lick W Ry 7 277 A )V
- FDP_ACC.1[2], FDP_ACF.12lic kv &x=VF 4 LET 7 AL
- FDP_ACC.1[4]. FDP_ACF.1[4lic X W #EFE& 7V > v 7 7 A b
ERBRLELT, Ny T v TRENTFTEND, £
- FDP_ACC.1[3]. FDP_ACF.1[3lic & ¥ SMTP % — T N—FFT V=7 b,
DNS h— NI N—FF7 =7 v, MFP 7 KV AT N—TFFT7 =7 b, PC-FAX Eh{E
EﬁjyI?F %E%%?~5j7917}
EXRELT, VA NTEEZFAIESND, HIZ
FMT_MOF.1[1]ic i@t%n)74%mmm7—&
-FMQMmmmL_ PR RE DEMERR ET — ¥ |
MWME%%K%H%% BEREEE T — & . SNMP /X2 U — NERAEREOBIER ET — ¥
- FMT _MOF.1[3iZ L Y @G T v FUERER ET — ¥ . Kb T — K,
R PERAERE D BN ERR E T — &
- FMT _MSA.1[1]. FMT MSA.1[2]. FMT MSA.1[38lic kX v R v 7 2D 2 —H¥ @k
- FMT _MTD.1[2lic kY 22— H 20— |
- FMT_MTD.1[38lic X ¥ ==—H# ID, SNMP SZ2U— R, ¥ 25 L4 — kUt v FERH,
PRGERRI SR, B2 U T 4 LEARAT — R, A — SRR ET — 4 . B9 1D,
HH S2A T — R S/IMIME GERIE ., PR, 5 PR GRRE O B VEEE I Al BRIR
TSI ZERET —
« FMT_MTD.1[4liIc kW Ry 7 ZRAT— R
ERRT L L TEHEEZ TV A NTHRE (T2bb % E®RE) RSN D,
FMT _MTD.1[7]ic X » SNMP /XAU— R, 22—HFRAT— K Ry 7 ARAT—K %27
A LEARRT— R, AT — ROy 77y THE (TRbbRWGbEEE) »NEEETR
FIZEFr S b,

<X 2V T 4 iRACEERE D ERERIPR >
¥ o VT o b REDEIREREIZ. FMT MOF1[1]ic XYy, HHELOY - R P =T
FICEFR TSNS,
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<BgEEA{LY — ROEH >
FMT_MTD.1[8lic X 0 | B 5LV — Nicxt T 2 A BIENEFHRE L TICHFAI SN D,
FIA_SOS.1[B8liIc X W KB U — FOENBRAES L D,

<MIB A7 ¥ =7 MIkT D7 78 AT E />

SMTP $— R N—TFF 72 b, DNS =T )N—FF 7= ~, MFP 7 FL A 27 /L—

THAT 2l ME MIBA T V27 & LTHHFET D728, SNMP (IZ LD 7 7 A2 bl R

PVETH D,

FIA_UID.2[2]. FIA_ UAU2[2lic kv MIBA 72 =7 M7 72T 5HMAENEHRE TH D

Z L EFRIRERET 5,

FIA_AFL.A[BIC LV | RETHBFEN 1~3 [ElZET S L MIBA 7Y =7 MIT 78R+ 57280

DR EEZ T v 7+ 5, ZDn /Mj: X, EEFIC L D ey 7 RBREMEIC Ko TRfBR S L D,

SNMP /X2 U — KR L 7= B BE F8RE ?ZDTEJZTJJMnﬁ@atﬁlﬁld;jzf&pémﬁﬁiﬂﬁlﬁliﬁmﬁﬂfﬁ
DOFEIZ., FMT_MTD.1[3lic L v . Jﬁfﬁ%‘t IZHIBREN D,

FMT_MTD.1[3]ic X » SNMP /R 2 U — ROZEH T B BE IHIR S 15, FIA_SOS.1[2]ic

SNMP /SR U — KD FEBIRFE S5,

SNMP /R 2 U — RERiFRED %, FMT MOF.1[2lic kv, EHEZFICHIRES 5,

<TEEFET v FVKERERR BT — ¥ OHRVERIFR >
EEHETF ¥ ZNAERED 55 F VR OMEIRREIZ, FMT_MOF1[8lIc kv, BHEZFICHF TSN
%o

< S/MIME H&6E D 7= 8 D EI R >

S/MIME FEFEOXERIT, FMT _MTD.1[11J1c & 0 FEE 2 FICFF Al S, Biksivd SIMIME
FEFAEOZE T X, FMT _MTD.1[3]ic L 0 BHEE L FICHF AT SN D, 253507 — X O%EIL,
FDP_ACC.1[3], &' FDP_ACF.1[3lic & 0 BEE 2T ICFFal s ivd, SIMIME HRED 55 F 1
X, FMT_MOF.1[2]ic L v | BEHEZFICFFI S D,

< FAX BERE D 7= 6> D EAEHIFE >

TSI ZEIZB N TS ILD AR v 7 A2 (TSI ZAFERE) OXEkiX, FMT_MTD.1[11]ic X v F %
AT S, BEkES N7z TSI ZEFREDOZLF L, FMT MTD.1[31i2 X 0 BHEE - &
N5, F7- PC-FAX ZGRHZRGT kO E (PC-FAX Z{57%E) X, FDP_ACC.1[3]. &
O'FDP_ACF.1[3lic X v EHE I FITHF T &N 5,

<HDD 7 —# EE X HIREERE DT % 5 o B EH| R >
HDD F—4& EEXHIRR#EEE 0 EHRUT. FMT _MOF.1[2112 L v | EEE - T ICEER IR S
Z)O

< ApEi b E X HIBREERE O BRERI IR >
AEI FEXHIREEEORENX, FMT MOF.14lick v, FMEFIFICHFTINS,

<BEEE v 7 OERAER| R >
R o 7 ORWE bR OEIREEIZ. FMT_MTD.1[14]ic kv . EBEFIFICHFTINS,

<BRAR v AR O B EBE O BRI IR >
By v 7 AR O BERR E O#AEIX, FMT_MOF.1[21IC kv | BEELZFICHFT s b,
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< H REEH O BAEHIBR >
HEpE RO, FMT MTD.1[150ic kv, EEEFICHETEN S,

<EHEIZEX 2 TR T 52O E R >
= set.admin & H

<HP—ERZU V=T %X o TICHERFT 5 72 DI B 2R >
= set.service =M

<KEPRD T DOEE], E SR >
BB AT O %ENT, FMT_SMR.1[1JIcE Y —v 2z v=7_ FMT_SMR.1[2]ic X v %
BE L LTCHEIND, -2 6EBEREIX. FMT_SMFELIZXVFEIND,

TN OEROBREEMRR - SND Z LIZEY, KEeFxa U T 4 R GEHTM - S D,

® O.OVERWRITE (EZEZHIE)
KXo VT xR FTEHEL, HDD IZRAF SN D RFEE FEO WG T — X FHi A HIE 3 5 . HIBRIZE
R T 56BNV ETH D,
FDP_RIP1 LV, Znbx& & T HERDIHERIEIC I > TLHIO EOFRONE LFIH T
T DL EEIET D,
LoTAhREX2 U T 4 1R S5,

® O.CRYPTO-KEY (BB 84
KXo U T xR ITEHT, ASIC 25 LT HDD IZEZADE®R T — X i 5L T 2720124
BRI FEEART DL LTEY, HEEAMICERT D EFDLETH .
FCS_CKM.1 (2L VW, =% ) VA SGHEREIC -~ Toa =X /)% HDD K84k T
NF Y RLEFA L, 256bit ORF S8 LR T 5, e, FESHILEI ON THEREMEAETY Th
% RAM EIZfER s 4v, IR OFF I L W HKT 5,
COBREEMIC Lo TARE R 2 U T o IR GEHTR - SN D,

® O.TRUSTED-PASS (BfE#EF v RILOFIA)
KX T 4R RGFEEL, R 7 AT 740, EX2 VT4 LET7 7 A0, BIFE&TV v b7
TANDEZFBICBWTEEET vy 3V EERT S ELTEY, BEHET ¥ VBRI 2 ZE
NULETHD,
FTP_ITC.1 i, o EEHE IT i 6 0ZRIE U CREBET v * L2 4AmkT 5L LTED,
Ry I AT 7 AN X2 VT A LET 7 ANV GBIAE& TV b7 7 A VOEZEITHEHA SN D,
ZOMREEMHIC L > TRE X 2 U 7 4 R F ST - 3 b,

® O.CRYPTO-MAIL (EEEEA—ILDFIA)

AKX U7 4R GEHE, Ry 7 AT 7 AN A= M TEET IR v 7 A7 7 A VEH;
FETHZEERELTEY, BTICHET HEHNLETH D,

FCS_CKM.1 2 LV (FIPS 186-2 {29t » 7o EIELEER 7 /L T U XL AFIH L, 58 (128 bit,
F 7203 168 bit, F7=iF 192 bit, F721% 256 bit) Z AT D,
FCS_COP.1 {2k v, FIPSPUB 197 ® AES (K74 : 128 bit, F7-1% 192 bit, F7=1% 256 bit)
ERRALCR Yy 7 27 7 A VR 56T 5, (20 SIMIME OFET — 21272 5,) F-[R%EH
1250 SP800-67 @ 3-Key-Triple-DES (K574 : 168 bit) ZFIHL TAHR >y 27 X7 7 A V&K 51k
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T 5, (ZHNHREEKIZ SIMIME OE(FT — X127 5,) I biEE#iE, FCS_COP1I2Lbh, &
565D SIMIME ZEFHEO AR (1024bit, £721% 2048 bit, F£721% 3072 bit, F7-1% 4096 bit)
ZfiH LT FIPS 186-2 ® RSA IZ L v 5Bk & 5,

INHEBOMBEEENH-SNDZ X, Aexa T oK sHit-sns,

® O. FAX-CONTROL (FAX =+ NiltH)
AY X = U T 4B HEHNET. ARERRE S FAX A% O 2 LT, 4% MFP B’k S n T
WHRNEEFR Y NT =7 ~DT 7B A&EIETHZ L2 HEL TS, ZIITARBEIRRED S 2T
L. MFP #0 L CHERR > BT — 7 |[ZHRE SNV D IR T — 2 Z R\ - lfE (EIRZEIEEEC R
ERBEa< R B, ARy N =27 ZBEISNRNWI E2EKRLTEY, FAX 2= D
7 v —HlfEn Béa“é?&%#mx\gf% D,
FDP_IFC.1, %O FDP_IFF.1 2LV, AXREEI O OZEHENZE Lcmg s — 2 Uo7
-&%W%W?y%Uwﬁwr%mLiM\kwo:Nﬂ%ﬁﬁM£§%¢é
COMREEMIC L o ThRE X 2 U T 4 (RGN SN D,

® O.AUTH-CAPABILITY (A—HRIHMEEFRAT 5-00HK— F8E)

AKX = VT 43K GEHE, TOESND= T 47 4 THLHA—PHEREH —EFIH L2 —
PRBREHEEL TOE S Y AR — h T 56 & LTEBY W= T 47 4 OEfEEY R — 552 L 28

mTé%E#ﬁ%E?%&

FIT_CAP.1[1)iz . 2 VPIREFEREHY — SN EH T S ActiveDirectory (2 L B = — VR RE

kLT, &%'anixf%%@l%*f (2R B RERETE WA DO HEEE, FRBIRRRER SR D = — Tk}

T 2 RAEE RIS RE & BT 5,

OB Lo TAE X 2 U T 4 kRTINS,

® O.CRYPTO-CAPABILITY (HDD F§E{c#gezFIRAT 5= DY KR— FEIE)
KXo T %KL, TOEANDO= T 7 4 ThDH ASIC 12XV, HDD NIZRFEIND
F =B e b T B0 O8EELZ TOE RV R— b5 L LT AN T 4T 4 OEEEZY
A= T2 L EHETIHBEMHDRLETH D,
FIT_CAP.1[2]ic X b | ASIC 2 B3 % HDD LB IZ %t LT, HDD N E{% 7 — % % HDD
s SV RE T S B 5 72D DY R — Mige L2 EHLT 5,
COMREEMIC L o TRE X 2 U T 4 RGN SN D,

® O.AUDIT-LOGGED (BEER/JOmE. EE)
AREeFX 2 UT xR ITEHE, TR TORBIMER VERTRE Vg T ICBT 2 EEn 7 & Ak
FL., B0 V2R EIIWE T AHEROENE NS ITEEn V2 {R#ET 5L LTRY, B

R 2 EAENRMETH D,

FAU_GEN.1,FAU_GEN.2 (2L Y, TR TOBEREN VERTE Vg 7 ICET sEAn 7/ %
Rk % BERE % . FAU_SAR.1,FAU_SAR.2, FAU_STG.1, FAU_STG.4[1], FAU_STG.4[2]ic L v .
Efo VBRI SET DHEROENENSITER e (BT DL FHT 5, BEE
WICHLE o — P IEH & B RE R AR 44 5 72912 FIA_UID.2[1], FIA_UID.2[2], FIA_UID.2[3],
FIA_UID.2[4]. FIA_UID.2[5]. FIA_UID.2[6] & FPT STM.1 |2k » CHHR—F&h b,
COBREEMIC Lo TAREX 2 U 7 4 R ITEHIR =S 5,

> setadmin (BEBEZ X1 7ICHBTI-OICBELEHDOEY )
<E B OFFEAE >
FIA_UID.2[2].FIA_UAU.2[2lic X Vv . 7 7 v 2 BRI HENEE TH D Z & ZikBIER uﬁﬁﬂé
FREEIZIE, FIA_UAU.TIZE YD, RRNVIRESINTZT 4 — KR JIZAJ1E 1 XFT LT “%7
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FIA_AFLA[S] FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2], FIA_UAU.1[1].
— FIA_UAU.2[3]. FIA_UAU.2[4]. FIA_UAU.1[2]
FIA ATD.1 L N/A
FIA_SOS.1[1] 7L N/A
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FMT SMF.1, FMT SMF.1,
FMT_MTD.1[4] FMT SMR.1 FMT_SMR.1[2], FMT_SMR.1[4]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[5] FMT SMR.1 FMT_SMR.1[2], FMT_SMR.1[3]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[6] FMT SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[7] FMT SMR.1 FMT_SMR.1[2]
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FMT _SMF.1, FMT_SMF.1
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FMT _SMF.1 FMT _SMF'.1
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UTIREEAR Yy 7 ZORMM 2T SN —FRYEAR v 7 ZADR v 7 ZAGRGEIE R A A~

(CBW TR SN DORETH D,

7522 HERY I RAHRDKRY IR T 7L ILIZHT B 79+ R

&

2—HFERITTHE AL, 2—FRBMICMZATEOR Yy 7 20 Ry 7 2 1D] AR v 7 A @ik
LCHEAZIZEESIT NG, ZOFAZZ,. BTV r NatEDRy 7 2@k s —8H+ 258y 7

ABMEESOR Y 7 27 7 4 Mkt L CHIRL E-mail 3 (S/IMIME 22 % & 7r) . FTP 345, FAX
%5, SMB {5, WebDAV (5, ¥ v ua— K MOKR v 7 A~OBE), OB > 7 A~Da e —,
AT ~Oa—#EEITO 2L EFTIND,

7.5.2.3.

7.5.2.4.

PLEICX v FIA_ATD.1. FIA USB.1. FDP_ACC.1[1]. FDP_ACF.1[1INEHR N5,
HERYIRADAI—YFEULEERE

VR AD2—YRIEEEET L ENTE D,

ik —HVE2EEL, Bk —FOAR v 7 AETT D,

® TP ID 48 L. Ui ORI HNF A SN2 —FNRT 72 AR[RER T NV—T" KR v 7 AT 5D,
PLEICX » FMT MSA.1[2]. FMT _SMF.1. FMT SMR.14]NFEH I 5,
HERY Y RIRAT—KDER

WHRY 7 ADR Y 7 ZANAT — R ZBHT 5, Y%A R Yy 7 2AOMM Ll shica—+Th

L2 Bt S L. HOBLSRESINDI AR Yy 7 ANAT — RRLLTFOME 272 L TV D55,
EHT D,

F IS ITREINDAFT XY T I EIMNERDR Y T ANRAT—RIZE VT HR Y 7 AT A =X
Lzt 5,

FRUGEICREh T2 &, RRFERMEEZ Y By b5,
ﬁmﬁfﬁxﬂﬁwﬁ6®7&tx®%é\ﬁ/&XNXU~FAﬁ@74~PNy7K1i$
ﬁ‘wﬁtéﬁﬁ‘

WEHIAR Y 7 2T DRy 7 ARNAT— REFIHT 24 7F0&EICBWCER 1~3 FH &
IRBRAERE AT D &, UHHER Y 7 ADR v 7 AR T — b%ﬂ%#éT&f®m£%
ey 735, UEEER Yy I A~Ou T A U EHEETDH, YSEER Y 7 ADR v 7 AR
U— RETEAELZIEGR T 5,)
> RIEEEEEIL, RIET 7 & 26 B ERRIC L0 ERE D EET 5,

FEFERED 1 v 7 12, FADMIN O3 R v 7 26t 5 0w 7 fREHSRENEIT SN D 2 LItk »
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THEBR SIS,

® HHIREINDAR Y 7 ANRAT — RN FOME 2T L TWD5E, BET 5,
> £ 13DOR Y 7 ANRRT — RIOREINDHE, ¥ T 7 X0 oEksh b,
> 1O0F v 77 X TR IR,

> BUERESNAHMHE —B LRV,
LLi:;.; v FIA_AFL.1[6] . FIA_SOS.1[1]

. FIA_UAU.6. FIA UAU.7. FMT MTD.1[4].
FMT SMF.1. FMT SMR.1[4IREH S 5,

75.3. FIL—THR v o A#aE

75.3.1. JIL—THRyH Rt d B 79t &I fHERE

ﬁa%”nu nﬁéﬂfpl%ﬁ%{ﬁ?fﬁ—é & A 7
T [EM ID) 28>, ZOXAZ|X, D
—ERRBENTF A SN D,

YL Elz &Y FIA_ATD.1, FIA USB.1, FDP_ACC.1[1], FDP_ACF.1[1IRFEH N5

T BBERRE SN — Y L BESIT AT EIR & L
W ID & —HT 22—V EMEEZEES I L—T Ry 7 A

7532. TI—TRY D RARDR YT R T 7AILIZHT B 7 5 & X EH|EHEE

BET DRy 7 A5 ERT DL, 2—VREMHIIMZTEDRy 7 2D Ry 7 2 ID] BAR v 7 A

BYEE LTHEAZICHEDST bMWD, ZOXATE, 7V =7 NEMOR Yy 7 Zgtt e —%T 5

v I ARMEERFFOR v 7 27 7 A W%t L CHIR, E-mail 15/ (S/MIME {5 4 &) . FTP %5,
FAX 3%#{Z. SMB i%{3. WebDAV %5, # 7o nm— R, DR v 7 Z~DBHE), oKy 7 Z~D
AT ~Oa—EEERITO 2 L RSN,

L ElZ X v FIA_ATD.1, FIA_USB.1. FDP_ACC.1[1]. FDP_ACF.1[1IREH S 5,

7533. 9IL—THRy O AD1—HEHER

a—YEEEETTHENTE D,
® MMOEMID ZI5ET H L. MOIHMANEOL—FNRT 7 B ARFER I N—T Ry 7 A5,
® HHAEET DL, WHRY I AT D, RNy 7 A/RAT— ROBEBLE, ZOEAZX, Ay
J ANAT — RPRLLTFOFEMGET =T 2 & 2T 5,
> £ 1SDR Y I ANRAT— RIORSNAHHER, F¥ 77 X oikshs,
> 1O0F % T 7 X THERINZN,
® Lt —VAEFEL, Bk —VFOBEAR Y 7 AEET 5,
Pl kiz X v FIA_SOS.1[1], FMT_MSA.1[3]. FMT_SMF.1, FMT_SMR.1[6] A EH S 5,

7.6. FPRINT (%2 71 XEHEE, T T > M)

FPRINT &%, &%=V 7 ¢ SCEMRE, MOGERE& T ) v MEREICB T A ICB 5% T«
BRETH D,

A —HTh 5 EMBERIE S Nz —FITx LT, /\z/vﬁ>%®ﬁﬂ%:)74j€i774'/lxmo>
TI7RBAIK L TEX2 VT 4 LE T 7 A NVORHETFAI SN2 —YFTH D Z & ZF85E L, ikt
rﬁéﬁélj%4ii774w@#”%r FIRZFF Rl 5 7 7 & A HIEFSRE 2 1495,

tFT:L’“'*j‘“Cﬁ)z) knjja}%ljn»hniéﬂfpl%ﬁ ﬂ“b“( /\Z/I/Z))%O)m_‘ nﬂz&7 ) Ve ]\77/])/1//\

0)77?1 2R L CHRE—FDMRAF LIERERE& 7Y & b 7 7 A VT2 & — B FR0R | FRIEAE 2 7 vl
27 7 & AHIERERE 2 et 5,
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76.1. X2 T4 XEHEE

7.6.1.1.

XA TF A XNEBENRT— FIZ&K BB 8E

A=Y ThHDZ EVHINBRESND & RNEANLEXF 2 VT 4 LET 7 A N~DT 7 A

RIHL T 77 82T R ELLFEE X2 ) T o XET 7 A VOMMAEFH A ESnN2a—FTHD
~— & %HLA Flfl:‘j—é

IS IRENDIF Y T I EADLRDEFX2 VT 4 LEARNRRAY—RICLVBIET 2 X207 ¢
CEEHEHE A ) = RN E R S,

X2 UT 4 LEOREBFIINNRANSDT 7B ADIRIIR 528, Mgty a s iERIcksE
F2 T 4 WEBHEA N = AL E ML LRV,
?%1)T4XEAXU%FAﬁ@74“FA/7 1305 “%7 &,
FREICER BT 5 &, AR A Y 2y b T 5,

PRREIC R B & NSO T 7 A% 5 REZ AT A,

BHEX 2V T A LET7 7 AR LT, @8E 1~3[E &2 50GERR A RamT 5 &, %%
2T 4 LET 7 ANMCHT DbasiEEZ 2 v 7 35,

> REREESEEIL, RIET 7 & AR HBERR EREel L 0 FERE DR ET

7w 7 REEIX. FADMIN IZBW T2 U T 0 CET 7 A V] ﬂbfm/ﬁmﬁwbﬁiﬁ
ENBZLICko BRSNS,

L EIC kv FIA_AFL.1[5]. FIA_AFL.1[8]. FIA_UAU.2[3]. FIA_UAU.7. FIA_UID.2[4]»3 35

sho,

7.6.1.2.

7.6.1.3.

XA TAXET7ANISHT BT 0 & AR

HiFEhD L, BXx 2T 4 XLET7ANT 7 ¥ AHIENEET S,
PRBRRRES NIz — P2 RITT H X A 71E, 77 A VRIS, it Xa2 VT 4 XE T 7
ANDEFX 2 U T 4 SCENEHE ID 25,

ZDEATIE, ZO77ANVENE BT 577 A NVENEZR O OEX2 VT 0 LET 7 A WK
L CHIkllZ#Frl S5,

Pl iz kv FIA_ATD.1. FIA_USB.1. FDP_ACC.1[2]. FDP_ACF.12]RFEH N5,

X T A XET7A4ILDEEREEE

X2V T A XLEFET 7 A NVORFERIZBNT, #Fal Shlca—F L LGRESND L, BF =2

TAXLENRAT = REMRLERLEX2 T4 LET 7 AN ERTRERT D2 27T D,

LX) TFANENRNRT—KFDZEEF

BirInNsx2 V7 4 LERAT— RBRUTORMGZMT-T 2 & ZREET 5,

> £ 130XV T 4 LERRAT— RIRINDIHNE, ¥ T 7 XN DHEREIND,
> 1O0F ¥ 77 X TR S,

¥ a T4 XERNEHIE ID DFE

X2 VT 4 LET 7 ANORGFERIZBNT, ¥X2 U7 4 LEARAT— RORIENTE T T2
ELBICHEA SN B2 U T o SCENEHIE ID 243X 2V 7 0 LET 7 A MIRET D,
ELt_iDIHASOSH]\FMTJBAB[L]mﬂLMﬂDﬂ&\FMTﬁMFl\FMTﬁMRJB

NEISND,
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7.6.2. FBAE& T v FHERE
7.621. BT U T 7 A ILDBEEHERE

RAE& TV N7 7 A VOBRFESRIZBW T Rl &N —H & L TRRES D ERBE& TV
N7 7 ANVRMRIGEEND,
® REFETHFHAEFED =V ID 2 4%t &7V o b7 7 A NVDa—HFEMELE L TRET D,
PLEICE Y FMT MSA3M4INEHRHENS,

7622 BTV R IT7ANIZHRT BT & RHlEHEE

FAEEND L, BFE& TV U N7 7 AT I AN EET S,
® HHFRIES N2 —YERITTHX A7 1E, 2—VEtks: L T=—H¥ 1D 2 FF>o,
® “DHAVIX, ZOa—VREMELE BT —EMEELFFORIME& TV 7 7 A XL T—
BRI, HRBMELTFA S5,
LA iz X9 FIA_ATD.1. FIA_USB.1. FDP_ACC.1[4]. FDP_ACF.14]0FEH S 5,

7.7. FCRYPTO (HES 84 pltdiae)

F.CRYPTO kX, 2=h I J VHBEBHFIEEIC L > TRESN D 2= / /L% HDD K54
A7) A LEFH L HDDICEZIAEN LB T — % 2K 5 b T 57O O S8 Z Ak T 5,

FADMIN (B TT 7 & R HR =415 HDD K 5{biaE OEER EIZIB WV TS Y — RB3RGE
EntE, a=h3 4% HDD B 584 7L 23U X A& HWTH 5T — K225 256bit =D
FEEART S,

PLEiz X » FCS_CKM.1 REH SN,

7.8. FRESET (FREE&LBEaE%t v FHERE)

FRESET &%, HFHEFRIE, CE SRS\ TT AU by 7 LIZGAIC 7 v b LTCFERER
fari¥cz ey b LT, vy 7 2T DEETH 5,

O CE RiI#aen v & fERR LR 4EBE
FEERRAEIC L 0 3T S, CE RGO BAELL LM FRIFF I 1212 CE BRRED R AZ 0 7 U T35 2
LicE ey s 2RI 5,
PLEICX v FIA_AFL.1[IAEHRH SN 5,

© BEHEEDIMAED v U ERNIEHEE
F&EJRO OFF/ON X0 EITIh, EFEEDIEOERIEES (M FRREM % (OB HE LD KM% 0
JIVTTHZLICL ey BERT 5,
PLEIC R Y FIAAFLARINEHR SN S,
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7.9. FTRUSTED-PASS (B85 7 v RRILIEEE)

7.10.

7.11.

FTRUSTED-PASS &%, 7 A4 7> ~ PC & MFP I CLL R DG 7 7 A NV Z2 a2 (2T DB,

SSL £721L TLS 7' v ha vz LT, SEETF v RV EZ AR, KOEBT2HIETH D,

@ Ry A7 574 MFPMNH27 FA47 > hPC~ODX T m—R)

@ Ry I AT 7 ANELTRFIND Z LI DEB 77 AN (7 T4 T s PCHo MFP ~D7
v 7 a—FR)

@ tX VT 4 UETFANLELTRESNDZ EICRDIEB T ANV (74T b PC 25
MFP ~DO7 v 71— K)

@ HFE& TV U N 77 ANELTHRIFEEND Z EIZR DT 74V (PCH MFP ~D7 v 71
—FK)
PLEICE Y FTP_ITC.1 NEH SN D,

F.S/IMIME (S/MIME REE IR EEE)

FSMIME &%, Ay 7 A7 7 A% SIMIME & L THETHERIC, Ry 7 X7 7 A V&b
FTHIODRETH 5,

<Ry 7 AT 7 A NVEESEA R >

® FIPS 186-2 WHET 2 BPELE AR T VTV XA LY Ry 7 A7 7 A VB LT 5720 DR
A ART D, (K5I, 128 bit, 168 bit, 192 bit, 256 bit DW\F I TH 5, )
PLEIZE Y FCS_CKM.1 RNEHEND,

<Ky 7 AT 7 A )VEEEAL>

® Ry I AT 7 ANEEFALT D72 B8t (128 bit, 192 bit, 256 bit) (Z X v, FIPS PUB 197
WX o THESND AES IC L » TRk & b,

@ Ry I AT 7 ANER LT D200 58 (168 bit) (2L V., SP800-67 IZXk-> THESND
3-Key-Triple-DES (= L » CHf 5k & 5
YL EIZX Y FCS_COP1 NEHHEND,

<Ko 7 AT 7 A NVKEFHROKE 6>

® RNy I AT 7 ANEW LT D72 OR S8k, FIPS 186-2 A H#lET 2 RSAIZL Y, Kk
b,

o ~ OBEFIH SN LR SHEOERE I, 1024bit, 2048 bit, 3072 bit, 4096 bit DWW\ THh D,
YL EIZX Y FCS_COP1 NEHEND,

F.FAX-CONTROL (FAX 2=+ b+ Hl{E4EE)

FFAX-CONTROL &%, FAX ==y F %2 U T, MFP I[ZH#i SNT-NERR v R T —27 ~DT 7
v X%, TOE B’HET25 2 Lk W EIET2ETH 5,

TOE 1%, ARERENOZITESND T — X 2N LAN ([ ETREREZ #1135, TOE Ol
BN X0 AREBNSHE A Y NT—27 ~DT7 7 v 2 (W T —Z 2R 5 — % Ofink) Ok %2 3%
Bd 5,

Pl bizck v, FDP_IFC.1, O'FDP_IFF.1 BAEHEND,
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7.12. FSUPPORT-AUTH 4\ &8 —/\EBEEENME Y 7R — M HEE)

F.SUPPORT-AUTH & 1%, ActiveDirectory |Z cté:l PG B — N b L C o — R
REZFEBTH-DDOMETH S, (FUSER &LICEIET AHERETH D,)

2 — YRR U TAMR T — \GRAE ] DR SN TV DA T, 22— Dk BIFEREALEE 2 Bk X
no L, 2—EREEY— N LS 2 — Ik T 2BEEE RO WS DY E21T 5, 2okt
L Ca—HEREEYS — "IN LIRS N HRAHERE G L, = — Y OB % B3 5,

PlEizk v, FIT_CAPININEHRH NS,

7.13. FESUPPORT-CRYPTO (ASIC H7R— #4gE)

F.SUPPORT-CRYPTO & (%, TOE 725 ASIC 1T L % HDD W S bine 2 8ifE <& 5 72O O EE
5,

HDD (2 %Liﬂé 57— 212t LC, FCRYPTO IZ X 0 A S - 584 ASIC (ICk » b
L. ASIC IZ Tl b 21Tt 5, £7- HDD /b S oM b S B 7 — Z 1Tk L
T, [ACL F.CRYPTO IRV AR SN 584 ASIC (2t > ML, ASIC IC TR S AT
60

PLEIZE Y, FIT_CAP1RINEB IS,

7.14. FOVERWRITE (HDD T—4% L Z = Hl|faH%RE)

F.OVERWRITE &%, HDD ORI R BT —# BNEFH S v K Hic, 7 — 2 fEik
(ZRF L, EESHIREZFTT D,

o FEXHIBRORIG LR DEGRT —XIZLLFO@EY THDH, 2B, LLFOEE Y 7 A /5 HDD L
DT VRT VHEBRAT v FHEBICRE SN TOWAIREDOL DL, EEXHIBONRE TS,
> Ry A7 7 AL
> EX2 VT4 LE T AL
> PREE& TV U R T 7 AL
> RIFHEE T 7 AL
® FEXHIFROERZ A I TIZLTO®RY TH D,
> TV RRAXR Y R EDY a T OET, (ZILEE
> HIBRBRIER Sk o T, T— X OB AREIT IR o T
> EE L WERA T OB OBRA OB, 7 VR T VIS A T TSI RS R AMEE
ERaL
® HDD (cHE XAy —4, EZ AT R FHIBR G AL, FADMIN [ZBWTERE ILH HDD 7
— 4% EEXHIRHIEOE LT (R 15) IS U TEITINS,

UL B2 &Y FDP_RIP1 A FEB IS,

® 15 —BT—2LEZHIROSA TELEZTDRHE

A FEXINDT X XA T L ZDIEF
Mode:1 0x00
Mode:2 0x00 = O0xFF = 0x61 = ®iF
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7.15. F. AUDIT-LOGGED (BE5Z& 0O 4 #48E)

F. AUDIT-LOGGED &%, %= VU7 ¢ BEOBEENRERNRE LK, BEdnfkchsrn s
BERTHMETH D, LU FOFELORERE ERT D,
O AX—F+ T Ty y MDY

MFP Of#) & T, A = ZHRED ON/PFF Oftskz B+ %,

©® (BT RX) vaToRBERET
MFP (288 L CTHARBEEETHAIR Y I AT 7 AN, X2 VT4 LE T 74V, BiE&
TV N7 7 ANVCET LB EOr 72 TGT 5, ZAOBENRERTRE a7 THY
ZTORMBLETORA I T OiekE BISET 5,
» Ry AT7A)L
Ry T AT 7 A MIET DY a 7L TFo@Y, LTV a 7oz BG4 5,
S RXxnvar
(BAEASZANEDa ' — AF xRy 7 ZE— N TOR v 7 ZRAFE)
S RIANR—+ Ry NT—I ARy 7 AEFEY a7
(FV U H RTANRKEOFR Yy hT =T BEANL DR v 7 AMRELF)
< USB - Bluetooth #HAR v 7 A{{fFEY a7
(USB & Bluetooth #2H DR v 7 ZA{R1FH1E)
+ FAXZERy 7 ARGFEV a7
(FAX ZfERHE DR v 7 ARAFHRIE)
S ARy I AMKTaT
(BAEASRANE DRy 7 AF— RTORR, BESFX VKR OR Yy N T —7 )
5DR v 7 AT — K TOEEERIE)
> X2 VT4 XET AN, BEE&T IV T 7 AL
X2V T A UE T AN, BIHEE TV 77 AT AV a TIXUTFTO@ED, LA
TV a7 OiekEBiGT 5,
S RIANR— Ry NT—I ARy 7 2E:AF5P a7
(FV U H RTANRKERFR Yy hT =T BEHND DR v 7 AMEAFHEE)
S ARy I AMHTaT
(BB V0 B OEIRIERAE)

@ TR TORGEHEBED RE) & K
> EHFE - CEfknIFE:
> o—WEREE, EPYEERE
> HHFR v 7 AFGE
» X2 U7 ET 7 A

Fo, nZBASEBE E LT THEE®R) =2—F ID) T¥a 74 (Pa7ZA7)) R MNickk
Ihd, ARERIL FADMIN CEHEENRET 5 ARFHFRNA TSR SN D, £z, BEE IRy MY
— BT 77 ANET I AR— T DHIENTE, =7 AFR— b LEBICe ZIZHIBRSLD,
%ﬁ%u%@l~fiﬂf@i71f~F&U%%®%W%£ﬁ¢é:kﬁ?%&woit\%ﬁﬁ
BRI s TG A Kb WERE e V) BIEIC EEEX T 50, TOE O#ifE% 2k 1E4 5, FADMIN

DFIEL mbf@¢¢é

LI kX v, FAU_GEN.1, FAU_GEN.2, FAU_SAR.1, FAU_SAR.2, FAU_STG.1, FAU_STG.4 73
EHLEh5,
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