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ol lzlo|Z| Z|lw|ln|lkL | a|S>|2|2|¥ | zT|5|0c|l9|lo|la|on
olo|5|x|9Q9|Oo|w|Dd|lolD|x | (<x|E|a|2|=|C|<|<<]|>
o e T T e L A B B B BTV B2 < |l w | W |w|S | w|w|2? || W | w|w
c|l|o|lo|]o|lo|lo|l]o|]o|lo|l]o|]o|o|]o|lo|o|]o]l]o|o|Oo|O]|O
T.DOC.DIS X X X
T.DOC.ALT X X | x
T.FUNC.ALT X X | x
T.PROT.ALT X X | x
T.CONF.DIS X X | x
T.CONF.ALT X | x| x
P.USER.AUTHORIZATION X | x

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

P.STORAGE.ENCRYPTION

P.RCGATE.COMM.PROTECT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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432 HtFal) T4 xEAER

PUFIZ, a7 o5 R G EDVE ., AR, LU OB 27 ¢ F #2723 Di2@L Thd
RIERT,

T.DOC.DIS

T.DOC.DIS I%, O.DOC.NO_DIS O.USER.AUTHORIZED OE.USER.AUTHORIZEDIZ X > TxIHi T&
Do

OE.USER.AUTHORIZEDZ XY, MFPE B B4 1T O EF 2V T4 RY S — o FNEICHED R # (2xt
L <. TOEZFIH T 5HE[R% 5 % . O.USER.AUTHORIZEDIZ LY TOE | IHH & Ok BIZFE2 Zsk L, &
F 2 U7 4RI —ZhE-> T TOERIHFF AN IETE > TR A M RFES 115, O.DOC.NO_DISZLY TOEIE
WEE ul A a—Y—=ZEb 20 BHHNE, n A — =L (T o TV ARZNHD SCEA~
DT 7 AMERE L 12720 H L > TRIRESNAZENDLIRH#ET D,

ZNHOXE S EHILY, T.DOC.DISICHHI TED,

T.DOCALT

T.DOC.ALT /%, O.DOC.NO_ALT., O.USER.AUTHORIZEDQ OE.USER.AUTHORIZEDI(Z X > Tx#HL T
EYAN

OE.USER.AUTHORIZEDZ XY, MFP&E B B4 13RO £ F 2V T 4RV — L FNEICHEHFI A #1255t
L <. TOEZFIH T 5HER%E 5 % . O.USER.AUTHORIZEDIZ LY TOEIIHH & Dk BIZFE2 Zsk L, &
X2V T 4R =12~ T TOE FIHFF AN A2 » CRHIHE S R8RES D, O.DOC.NO_ALT iI2kh TOE
. CENaS A a—P =L 5L T2 WE . HDEWNE, u A — =13 o TWBRFE D LE~D
T IR AMERE G T2 W ICL > TR AESND LB #E TS,

INHOE ST EHTIY, T.DOC.ALT IZxHTITES,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZEDR OE.USER.AUTHORIZEDIZ L~ Tx#t
TED,

OE.USER.AUTHORIZEDZ XV, MFPE BEFAT A 13k D& 2 U7 4R o — R FMAIZHEFI I (xt
LC, TOEZFH 4 HHER% 5% . 0.USER.AUTHORIZEDIZ LY TOE |34 Ok BIFEBREAZ ER L, &
F 2T 4RV —IfE > T TOE FIHFF AN SE 72 - TR ASRERES 115, O.FUNC.NO_ALTIZXY TOE
BRIAFE a7 B, nr Ay a—F—2E2b720E LWL, 7 A a—F =L 3R> TWDLIRZED
FIRFE a7 ~OT 7 AHERE S T2 WE I Lo THRESNDZ LT,

ZRBHORERITEIZEY, TFUNC.ALT IZxHI &5,

T.PROT.ALT
T.PROT.ALT /&, O.PROT.NO_ALT, O.USER.AUTHORIZEDQ OE.USER.AUTHORIZED &> Tk#t
TE5D,
OE.USER.AUTHORIZEDZ XY, MFPE B B EH XD X 2V 7 4 RY L — L RNEICHE R F 1TxT
LT, TOEZF 3 2HER%Z 5% . O.USER.AUTHORIZEDIZ LY TOE [ 3FI & Ok BIFRAEZ EsRk L, &
F 2T AR —IZHE-C TOE FIHFF AN Se 72> TR #E 3RGES 115, O.PROT.NO_ALTIZXY TOE
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1T TSFERETE M, nr/ A a—P—La2bl-0E . HDINE, v/ 2—HF —Z 3R> TWENRZED
TSFIRETFIRA~DT 7 v AMERZ L T2 N E I L TR AESNAZ LT,
ZHHDOREFEICEY, T.PROT.ALTIZKHTITE D,

T.CONF.DIS

T.CONF.DISI%, O.CONF.NO_DIS O.USER.AUTHORIZEDQ OE.USER.AUTHORIZED.Z L5 TxH1C
&2,

OE.USER.AUTHORIZEDZ XY, MFPE L EEF 1T DO X 207 4 R) o —FNEIHEFI #1256
L. TOEZFIH I 5HER% 5 % . O.USER.AUTHORIZEDIZ LY TOE [ IH & Ok BIFRFEAZ ZsR L, &
X2 UT 4RI —ZhE-> T TOE M HFF NS 72 » TR # DSFRFES L5, O.CONF.NO_DIS|IZLY TOE
L TSEFRUETE M, n/ A 2—F =2 5L 0E | DL, ul A a—F —4 3R> TODRZED
TSFRE T RA~DT 78 AMERE L T2 72N F LS TRI/RENDZ E1T 720,

ZHHORE FEHIZ LY, T.CONF.DISIZXHi T& 5,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED OE.USER.AUTHORIZEDIZ X > Txf#iL
TE2,

OE.USER.AUTHORIZEDZ XY, MFPEHLEEF 1T DO BX 207 4 R) o —LFNEICHEDFI FH#E 1 2%F
LC. TOEZFIH I HHER% 5 % . O.USER.AUTHORIZEDIZ LY TOEIH & Ok BIFREEEZ ZsR L, &
F 2T 4RV —Z0E> T TOE R HFFAIZHETE - TR #F D35RFES 15, O.CONF.NO_ALTIZLY TOE
WL TSFRUETE M, /A 2—F =L EHT R 0E | HDOHNNL, ul A a—F =43 > TODRZED
TSFRABETE R A~DT 7 B AMEIR AL 72N E IC L THRAESNDZEIT 720,

ZNEDOXRER T EHILY, T.CONF.ALT IZXHL TX 5,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION /%, O.USER.AUTHORIZEDQ OE.USER.AUTHORIZED(Z X > Tx{HiT&
60

OE.USER.AUTHORIZEQZ XY, MFP&E HE BT H TR DX 2V T 4R —LFNEICES R V%)
LT, TOEZFIH 4 54E[RE 5% . O.USER.AUTHORIZED.Z XY TOEIZFI & Ok BIFEFF2E R L | &
“}\":L)T/Uj_\‘) v \—T}:E/)T TOE *IJ EtFT \—5‘1‘371/)«(%1 %ZJ‘WLA niEéj/le)

ZNHOXRER T EHILY . P.USER.AUTHORIZATIONA IG5 TX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATIONZ, O.SOFTWARE.VERIFIEDIZ L > THHLTE S,
O.SOFTWARE.VERIFIEDIZ &Y TOE X TSFOETa—R% H CMRGECEH FEA I 5,
ZORRIFEHZEY, P.SOFTWARE.VERIFICATIONA IHSF C& %,

P.AUDIT.LOGGING

P.AUDIT.LOGGING [ N O.AUDIT.LOGGED N OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTEDOE.AUDIT_ACCESS.AUTHORIZEDZ L»> T TE D,
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O.AUDIT.LOGGED (Z&V, TOE |& TOE Offi HH k OEF 2 U7 B 2 F G on s 2iEdn /LT
RIRICRRERAMERI L A BHEREL TR VWEIZE > THRGIWVITWESN A NWEIICEH T,
OE.AUDIT.REVIEWEDIZJY . MFPEELE(T-H 13, Z4 LORFESLRFERREBEAR M 3272012, A
H U ADFEIRIHES T, B n 7 OB R & YRR TR,

—7J7. OE.AUDIT_STORAGE.PROTECTEDC LY, MFP & BB L4 1d, S5 1T B IC=F AR —hX
NI 7 DRI DFENLDT 72 A HlkR, ZE %P L . OE.AUDIT_ACCESS.AUTHORIZED
IZED MFP FBRE LT, @58 1T B IC = AR — SN EEn DS HEREL DHICO BT 712 A
SN, TREMEOH DX 2T (EMAIT AR TED,

INBORF T EHZID, P.AUDIT.LOGGING ZJIE5F T& 5,

PINTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (&, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (ZJ~»
THPLTED,

O.INTERFACE.MANAGEDIZ LY, TOEIZEF 2T 4R — 25t THNEA L BT = — A0 8 U A5 PR
95, OE.INTERFACE.MANAGEDI|Z XY, TOE DAERA L Z T == A~DEFEN TN T 7 B A% B
132 1T BREEAHEE T 5,

INHDORER S EIZLY, PINTERFACE.MANAGEMENT#% JIHSF T& 5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTIONZ, O.STORAGE.ENCRYPTEDZ L» Txf L TE%,

O.STORAGE.ENCRYPTEDZ XY, TOE |3 HDD ITEXiATeF —# &M E{bL . HDD FIZIIREE{b3n
T RO RS NADZ LB RGET D,
ZOxH XY . P.STORAGE.ENCRYPTIONZJIESE TX 4,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECTZ. O.RCGATE.COMM.PROTECTZ L~ TEH T&5,
O.RCGATE.COMM.PROTECTZJY, TOE | RC GatetDi#f{ZI23\ T, TOE & RC GateDilifs &%
FIChDET =25 MWEL, S AZRETHIEZRIET D,

ZOXFE ST #HT LY. P.RCGATE.COMM.PROTECRJIESF T& 5,

A.ACCESS.MANAGED
A.ACCESS.MANAGEDI{Z, OE.PHYSICAL.MANAGED (Z& > TGEH T 5,

OE.PHYSICAL.MANAGED |Z&0), HA ¥ AZfE->T TOE &2 TRAL FICBIT 25 TC R EL | M
IRAFF/ IR NE BRI T 7 B RSO R 2 IR 52,

ZOXEFHFEHIZLY . A ACCESS.MANAGEDA EH TX 2%,

A.ADMIN.TRAINING
A.ADMIN.TRAINING /%, OE.ADMIN.TRAINED (ZJ> TE#EH T2,
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OE.ADMIN.TRAINED (249 MFP T TLH X, BEEDMBEO X 2V T 4RV —0F DO FIAE 7K
FILTWAEINTT D, ZDT-0I2, BHEIIHAX L A > TENLDRI L —RFNE N T 3% ES
VN CELIHIHESI.,. TORENEL DL, £ OB A2 219012 MFP B ETE N T{TE2H D,
ORI EHZID . A ADMIN.TRAINING ZFEH T3,

A.ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTEDIZL»> TiEH T 5,

OE.ADMIN.TRUSTED (2XV, MFP HFHE(EH 1L, TAX L A TEDRMERTEA LW E B
HEETTD,

ZOXEFHFEHNZLY . AADMIN.TRUST ZEHTX5,

A.USER.TRAINING
A.USER.TRAINING %, OE.USER.TRAINEDIZ X > Ci#EH 9%,

OE.USER.TRAINEDIZLY, MFP FEIF(LE 13, FIAF IO X 2V 7 4R — L RIAE R T2
JOHAZ L A THB L, AIHZ IZTFNLDOR) L —LFNEICIR > T5,

ZOXEFHFEHNZLY . OE.USER.TRAINEDXY EHL TX 5%,
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5 HRIAVAR—FR 2 FER

AREETIE, JRLIZ B 2D T B RE B 2 E D,

51 4&bA 2% 7 1 —X~DHIR S h =158 ERE(FPT_FDI_EXP)

77D SHEN
ZO77IVNE, —HOINIA L FT 2= ZInBb D —TFDINRA L 2T == A~DIG MO E R %% TSFA
HIRR I 272D DU EZ TE T D,

ZLORMLE G OINBA L ZT7 2 —ATIEFREZE L, ZOHREMDOINLEAL H T 2 —2ANBIEETD
ANZZE L, A3 52 L2 HIEL T0D, — 5T, O NIKE 12, TOE X°, TOE OAMNTA 27 =
— AICEH SN TR DX 2V T A H R E T D102, INBA L 57 = — A% T DRe & el 3270
LU, DT | BIRDNEA L H T 2 — A OIBES VTN T — X D EERE, FF Sz
B PLE R ENC Lo THIRIICHF SN B A ZBRO TR IES D, FPT_FDI_EXPY 7VIXZ OFE DO FSAE
WA ET A DI EREINT,

aR—R ROV ~OVAFT

FPT_FDLEXP: #} i/ 2 DT —AAD &I R EN - 15 ERER 1% 1

FPT_FDI_EXP.AAMIGA L 27 2= A~DHIREN - HRER A, ERSNTAEBA L H T =— A TZIFL
T = 2% b HOIA BT 2= AL SNDHINC, TSF CHIEIS AL B A THZ A Bk 4
DREREVER IR T2, — HDINBA L Z T 2 —ANBMT ~D T —Z D E PR, FF S EEE &
BN XD R T Al 2 B R T2,

EH: FPT_FDI_EXP.1

LIFOT 7 a3 FMT ICBI D& R RE S & 2 b s:

a) BHETITACTAEFTATTHILEFFAISNDEEIDER
b) EEEEENCL > CEBEEED T A SO RO B
c) FFATOIUHEL

B FPT_FDI_EXP.1
FRENDEERRFRITI,

R
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LIXUIX TOE 1%, 29N A L 27 2 — A TG LIeT — XM DAL BT 2—ADLEETHOEFF A3
DRI, FFE DA LI ZITHIZENEESND, BlLT 7 AT U — IV AT NIED, AT — 2% 55
THRNNFEDT —7 70— BRI DHMO LV AT LALFEETH D, TOIH72(LBEEN THRW)T —#
D, BIRDNERA L BT = — AW TOEEEERIEIL, bLIFSNDR D, FAISNTZFNC LS TOHFFATE
D,

EREHR AL A SR E S N A CEDZ LA BRI DA E T DM Oa L R— R ke
LT, 2O 2R 2 LT A HER S5, ZOMREITZ<oR I HEm 35720, JLiEar R —x
VREERTADITHRE RSN,

CCIX FDP/FZAIZEBWCEMEICLDRIAE T —47n—%E&R L TD, —HTZO ST Tk, FIHET
—&L TSF 7 —#3%12, BHEICIDHEHOMRDIZEHE BIC L AT A RBLT 20803 H 5, FDP_IFF
& FDP_IFC Z#£A{bL T2 HAZED Z &I A Y THH EE 2 DD, o T, ZORREMEAZ D720
(YRR R — R MR T HIEELT,

ZOPBEA R — R NIFNHE T — 2 E TSFT — Xt Fa{Ri# L, D7, FDPH D MI FPTZZAD
WTNDICE END, 2O BN TOEZEMNNORET AL THAH-D, FPT/IRIZE D DD T
HHEEZDLND, WTNDOITATYH, BEFO7 7INI A LR 2D | A IR— DD HD i
77V EER L,

FPT_FDI_EXP.1 A BT 2 — A~DHIRS 7= fF iR

ERDACIER 7oL

IRAFHE: FMT_SMF.1 & HHERE D RFE
FMT_SMR.1 &% =205 ¢ DA E|

FPT_FDI_EXP.1.1 TSR, [Blft: AEFALF 72— RADYARN TZIT RS2 1E#H %, TSF (ZLDBMD
WERIE [ B SNERAL Z T 2—ADYRNICHZ LT D2 2RI D8 ARtk L2t
ERASYANAN
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6 EXaT1EH

AREL, B2V T AHEEEM, BFX )T ARAEEM RO EF 207 ZAAR I B <D,

6.1 ExalTsHEEH

COETIE A1ETHESNC X2V T R G2 EI 57200 TOED =) 7 e B4 5L

WD, 2286, BX2UTABEREEMEIT, CC Part2ZHE DX 2T AR E D, 51172, CC Part2
ICHESN QRN EF 2T B REZ 1%, PP(EEE Standard for a Protection Profile in Operational

Environment A (IEEE Std 2600.1-2009))(Z 8L E DYEFE £ 2V 7 AHRE D, Bl 375,

F7-, [CCICREFRS NI FIF LIRPIRAEAAT ST 5B 431, [RICFLFEI] Tkl 92,

HEHMLAAT T2 01X, GEAE:) TR,

6.1.1 #HIFRFAU: %) F1EE

FAU_GEN.1 BEE&EFT—ZA4RK
TR E: 7L
{RAEME: FPT_STM.IE{EHEL A LAK T

FAU_GEN.1.1 TSR, U FOEEMNBEROEEFGRL ENK CERTNIZ LR
a) B RED BN T,
b) Es & D[RR FERLIL DT RTOEE R FES: L
) [EIff: & 1112777 TOE DEENEES,
FAU_GEN.1.2 TSR, FEEREICRW TR EL LU OFHA e L e b
a) FHO B F- Kl FROMR], V7 V=7 MBI RGE S T55A) . HLROR R (R
FIIFIE); B
b) B HGHRNIKIL T, PPIST OFfEa L R — R hOEE X G HROE RIS
7=, [Blft: FDP_ACF.L(@IZBIIBVa7#A47 FIA_UID.1 (28T HH| AEERIZRA T
eTonsfra—F—4 WIM IZEX2BEOBEF M. WIM IZX5BELT7ANVF —iE
BIZBITZBEFELXD IP TRVA, XEBRFAA—NVBEFIZBITB5EEA—NLTRLV A, RC
Gate LDBEEDBEEF M, vy Ty NMRERER], vy 7T URE vy 7T U MERRKT
BE.
BERE BRIV T DI EE R G e T REFLARL VLT DT 73 a(CC ITBITHRIE) L, il
KIGT 5D TOENERKMG LT HHRER 11T,
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£ 11: EEXNBEHY X b

BREE EENRLTRET IV ay EENRER
FDP_ACF.1(a) | a) #&/I: SFP THibhs4 7 Y=/ M | JhH:
T OBEDOEITICBI DM LIE | SR ERORBMG L& T
K N ST O IR B b 4 T
b) FEA: SFP’C?%U’)ﬁ’Léﬂ‘j AN CEEROL T m— R OB T
MTORFORITIEBT DT STOR | gpemn v 7 2% (G D BIRELAE T
R SCE

c) FEM: T/ RAF =y RV
HRFED X2V T 1M,

WO SCEUF A=V EE OB bR E
%:T
EHMO T 4 VA —RE OBIRERT
EAHEHROHIFROBRAIGEE T
FLICBIT D ERE-FIR- XD rm—R.7
7V ARG  CERMA—NVEGF T+ F
— 15 BRI 2N, PP 2B W TRkdbND
BIMEHROY a7 247145,

><H<f

FDP_ACF.1(b)

a) ;/\: SFP T#&bhéﬂ‘f/“m%\&
KT OEAEDOFEATICHIT DL 2
K,

b) FEA: SFPT?&@%%%‘7?I7H
KT HEMEDFATICBITHT X TOHE
:J_\{o

) wEfll: T/ BAT =y IR VB
DRFEDEX 2V T 1 BTk,

MWE: kLW

FIA_AFL.1

a) f/ly RAHOFRAERITIC R 5
EA~OBE R NZ RN TELND
TIvar(Bl Xm0 ), b LEY)
ThivL, EFIREA~OEIT(F 21X
X@ﬁf@)

a) i/ By 7T RO A EfEER

FIA_UAU.1(a)

a) B/ RBREAN =X LD R

ST H;
b) A
H;

c) M R FREELLAT
FTRTO TSFpNT 7o ar,

FAREAT = A LD F~TOfE

ATtbhi

b)JEA: v A ARED L) & PR

FIA_UAU.1(b)

a) i/l RBIEAT =X LD AR
STfEH;
b) A
H;
C)REA: I FHE FERELLATI
XTO TSEf T 7o ar,

FBRREAT =X LD ~TOM

b9

b)EA: vl A ARIED L) EIAL

FIA_UAU.2

a) &/ BIFEAD = A LD
ST fEH;
b) JEA:

}EHO

PBREAN = A LD TR TOfE

b)JEA: v A ARED L) & IR
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FIA_UID.1(a)

a) fx/h: PEHLSIUD T F R BIE A
e, FIFHHERBIAD =X DD R KT
5 H;
b) JLA: FRULSIARI A DI A
Gie, FIHEFRB AT =X LDFTTD
.

b) FA: nr A AREO IR, 2
IZIE, PP IZBWTROLNLEIFERT
HOFMEHREbE L,

FIA_UID.1(b)

a) /v RS AF) HE B A
e, FIFHHFRBIAD =X LD R KT
15 H;
b) JeA: LSV Rk
Gte, FIAETRBI A =X LDFTD
i,

b)feAK: n 7 A BAED R LRI, Zh
IZIE, PP IZB W TROLNLEIFERT
HOFMEHR b E L,

FIA_UID.2

a) /v RS AF) HE B A
e, FIFHHFRBIAD =X LD R
15 H;
b) JeA: LS Rk
Gte, FIAETRBI A =X LDOFTD
A,

b)fA: a7 A BIED ) &I

FMT_SMF.1

a) i/ EERERE O

a) f/h: £ 29 EPRFERE DO RLER

FMT_SMR.1

a) &/ wEO—HEL2TRHEEZEDS
N—=T TR DL,
b) FEAH: ZHIOMHEROM 3T,

W2V D TREgRZ2 L,

FPT_STM.1

a) w/h: RO H
b) ZEHM: HADAK L T ORRA,

a) ;b FFA BRF OBE

FTA_SSL.3

a) /v Blarmy s AR =X AL D
$FEEE A OKT,

a) /b AA—harsT7TUMNIEA YD

T

FTP_ITC.1

a) i/l @EHET v R URRED RIR,
b) f&/hh: REAL Tz 5T v 1V RE
DPhRE L2 —7 > b ORI,

) A MRHET v rERED T
DO,

d) A TN TORGBET vV R
DBhRE L2 — 7 hOR,

a) i/ WIEHET v R EDIEIE DRI

FAU_GEN.2 F|R&EZBRBESROBEA T

LR !
A

FAU_GEN.2.1

7L

FAU_GEN.1E &S —& 4 Ak
FIA_UID.1#BlDZ A7

WANSHIRIRE DT 7 ar NLTebULTICEE R F LRI L, TSF 13, FEANRFRE, €
DIFR L 72 T-F I ORI B BE AT DT iuT7e bz,

FAU_STG.1 {RE#EIN7-EEAE B

T
TR A

7L
FAU_GEN.1 B35 — &A%,
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FAU_STG.1.1 TSR, B iEM A S N7 B A Rdi e R 2R HIBR D DARFE L2 7 B,
FAU_STG.1.2 TSR, BEEFEBNCAS IS NI EE R RS A~ DO R IEZ2 2[RI BHIE] Cxhidebizn,

FAU_STG.4 E&ET—FEKDOBIE

T FAU_STG.3EHET —X{HRDOBNFAERDOT I av
{AFE: FAU_STG.1 RSN 7 B A AEBME

FAU_STG.4.1 TSHI., BEIEMNIEMRIT/-T25E, DRI KL EITEMSN-EER TG~ D LEX]
KOEIf: BEERMRBERHIEONDZE DD T 73 a3 a1 T/ U7 b0,

FAU SAR.1 E&HFLE=—

T 3L

{AFE: FAU_GEN.1 B 5 — AR

FAU_SAR.1.1  TSFZL, [BIft: MFPEEE], [Bift: T _XToOulHB|ZERL DA HEDEI1C
Lt iudebreny,

FAU_SAR.1.2 TSFZ. FIFEICXL, ZOEREMRT 20100 LI CREA LA TR L L2 hud7e
YA

FAU_SAR.2 [REEELE2—

ERbATER 2L

{RAEME: FAU_SAR.1 L E2—

FAU_SAR.2.1 TSFIL, BH/RBRFRHL T 7 B A2 ARSNI R HE ZBRE T X COR AF AT~
DO LT 72 A% L2 huiE 72570,

6.1.2 493 RXFCS: BEEHYR—F

FCS CKM.1 REES@AEmR

TR E: 7L

IRAEME: [FCS_CKM.21s S8l i+, £721% FCS_COP. 1% 5 {F]
FCS_CKM.4l =4kl 5

FCS_CKM.1.1 TSFHZX, LA TN O[EIff: £ 12 IR TEENCA BT D, IBESNZE SRR T LT R L
[BIf: # 12ITRTHESRBAERTNIYR L)L TSN SHE BT # 121TRTH
BRE|NES T, 5 fa Ak LT e breu,

£ 12: BEERAEKDOY X b

SFEOFEH E HERAERT NVIVA L BERE
HDD 54 BSI-AIS31 TRNG 2562~

FCS_COP.1 HEE#/E
TALFESE: 7L

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 49 of 86

{RAEME: [FDOP_ITC.1 XU T (B RLFIHE T — 2 AR —h, E2iE
FDP_ITC.2tX a2 U7 4B A ORI HE T — 2 DA R —h, Fl2lk
FCS_CKM. 105 54 A= %)

FCS_CKM.4H5 7= gahil

FCS_COP.1.1  TSE., [#lff: R WBITRITIEEAET D, FrESNIHE 57 VTV X L[Ef: R 131
RTREETNIYR L LR S HER[BIM: R BIORTHREEREE]E- T [HIff: £ 131
N EERE] A FZT LRI U R B 2,

& 13: BEEHREDY X b

SOfEE EHE 2= w5 RE S HRM1E
TIVTYZ A BE
HDD i 54 FIPS197 AES 256 - HDD |[ZE XAy T — X D51k,
SN - HDD 25 iiATe T — X DE =5

6.1.3 4 S5RAFDP: fMIET—4 R

FDP_ACC.1(a) %7 &y 77224
AR L
AT FDP_ACF.1t¥x =7 ¢ BIEIC LB 7 7B A fH

FDP_ACC.1.1(a) TSFL, [Blff: & 14\ TRTYTV2Ib AT V2Ib, KOV T V2 IheAd TV MNE D
BEOVAN T L C[EIf: XET7 7 EREIH SFP)1Z I L2 T IER570,

R14: YTV b ATV b, ROV T V=7 b eFT V=7 FNEOBIEDY X 1 (a)

WAVAVZE/AN - EFHFE T mEA
-MFP & #FE 7 mt A
AR NP =T EE R
‘RC GateZ’'zt A

FT7 Y= SCEN R
HAHETa7
i meL
- HIl B

FDP_ACC.1(b) %7 &y’ 7725l
ERbAIER L
R A FDP_ACF.1tx =7 ¢ BIEIC LB 7 7B A fH

FDP_ACC.1.1(b) TSKZ, [Elff: & 15 IR TYTVx2Ib, AT V2Ib, KOV T V2 IheAd TV NE D
BAEDYANITH U T[EIf): TOE #8e7 7= REIM SFP)Z232ME L7221 IR b7,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

15 YTV b ATV M ROBT V=7 b eFT V=7 FEOBIED Y X | (b)

Page 50 of 86

WAVAVES/AN —EFIHE T e
‘MFP EHE 7 at X
« Z— = AP —T T X
‘RC GateZ'mt A

F 72Tk *MFP 77V —ay

(e LSEAT

FDP_ACF.1(a) X274 BHIZLDT 7 ERHIH

AOAETES 7L

IRAEME: FDP_ACC.1% 7 &y 77 & 2 Hilf#
FMT_MSA.3 ##4 J& 413k

FDP_ACF.1.1(a) TSRI. UL FO[HEIff: R 16 ITRTH T VoI MERIZAT V= K &4 ITxHET5EF
2UTA BN SN T AT V= NIH LT, [ XET 7RI SFP]& £ L7
AN ERAN VAN

K16 VTV "eF TV beEF2YT 2B

SR YTV NEIIA TV =T X7 B

YV7v=sh | BEAAHE T e A RFIRFEOR A=Y —4,
< H A

Y7V | MFPEHE T 12 B

PIOxIh | A NPT R B

#7v=/k | RC GateZmtA Ve

FTV=sN | CEER  SCEA R
SCEH AV AR

F7V=sN | MREYa7 s RFIEORT A =4,

FDP_ACF.1.2(a) TSR, ISV 7 P/ h RSN ATV =7 M TOBIEMN

FFENDIE DI

ET DO, ROBANZ TR 2T UTebewv: [Eiff: R 17 ITRTFTP=sb ey 7

V=7 NEOBRIEZ I3 B8R

R 17 XEFERLFAEFEY a3 7 OBELHIET 2 HR1E)

ATV | XEEREME | BfME UAAVEYA S BAEZHIET 2581

SCFEAE +PRT Hil B — WA 2 FRILARW, 72720 CEEWAE AL
A [ B e 02 4 Nl s =t O B

SCFEAE +PRT aeHL | R HE AL, 72720 CEEWAE AL
A -— R E e AR T 5,

Copyright (c) 2012 RICOH COMPANY, LTD.

All rights reserved.




Page 51 of 86

SCFEAE +SCN Hil B — R 2 FFAILARW, 72750, CEIFRAE AL
Fat A =R E 7 v A IEFF A5,
SCFEAE +SCN seHL | R HE FFAILARW, 72750, CEFRAE AL
Fat A 7= — R E 7 v A IEFF A5,
SCEAE +FAXOUT Hil B — R 2 FFRTLARW, 72720, SCEF A AL
“Fat A 7= — R E 7 v A IEFF A5,
SCE +FAXOUT meHHL | R E an_Iuocb\ 720, SCEERE AL
St A — xR E 7 e AITFF A5,
SCFEAE +FAXIN Hil B — R 2 FFAIL72\, 72720 SCEE o SCEF
Tt MEBEVAMIEGEISN T D —RFEHE
Dy Ay 2—WF—4 0 —fRFIHHT
D'IZX utFTﬁ—}:)
SCEAE +FAXIN el | R FFAI L2V, 72721, SCER o SCEF)
Tt A BV ANMIB I TOD KR H &
oy Ay a—WF—ZO—ERHE
a2 RIZITFFRI 3D,
SCFEAE +CPY AR — R 2 EfF_Iuocb\ 7272, CEEREAERL
St A 21 il = e Nl e i e e e
SCFEAE +CPY aeHL | R HE an_Iuoeb\ 7272, CEEREAERL
St A 21 Ear = e Nl i e e e
SCFEAE +DSR Hil B — R 2 FRAI LW, 72720 SCEAF oo SCEF
Tt MFEVAMIR GRS TOD —H A&
Dy Ay 2—W—4 0 —fRFIHHT
D'IZX utFTﬁ—}:)
SCEAE +DSR FeHL | R AE FFAI L2V, 72721, SCER o SCEF)
Tt A HAFBVANMIB I THOD —iKFI &
oAy a—WF—ZO—ERHE T
a2 RIZITFFRI 9D,
FIfE 2> LEERE | HIBR — R 2 FFAfL7aWn, 2L AHE a7 ok
MO E R A= 73 X2 )T @M CTHL A FE O
L A a—F—ZO—RFAAEHE T aA

IERFAT 2,

FDP_ACF.1.3(a) TSFL. &kOEMHAL, [Blff: R 18 ITRTHAT Vs Y7 V= I OEBIEL B3
HANHEASNT, AT P2/ MIH LT BT P2/ DT 7 2B RINCEF AT LT T

IRBIRN,

K 18: XFEFERLAAEFY a3 7 OBMELHIHET 5 BMOFRI)

P AVEYAN XEHFERBEMT B]iE WA BIEZHIET 28R
SCFEAE +PRT Hil B MFPEHE | Al 9%,

A
SCFEAE +FAXIN Hil B MFPEHE | FFral 9%,

A

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

Page 52 of 86

SCFEAE +DSR Hil B MFPEHE | FFral 9%,
AT

FfE a7 | CEEHRBEME | HIBR MFP & HLE | #Frd 5,
D ERL WA=z

FDP_ACF.1.4(a) TSFL. OBMBIHI, [EMf: R—rS— AP —FatREIL RC Gate 7ot ZXDHE
XEBREFIAE a7 ~OBEZET TR ESNT, AT Vo /NIRIL T T V=
rOT 7B A% BIRENHE R LT U670,

FDP_ACF.1(b) EX=V7 4 BHIZLDT 7 A

TR E:
R

7L

FDP_ACC.1%7 & 77 &AMl

FMT_MSA.3 )& M0 Hi1k

FDP_ACF.1.1(b) TSRL. U FO[&Iff: & 19 IRTH T V=IhERITAT V=l K21 THEX
2VT A BHENCIEADSNWT, AT V=M LT, [FIff: TOE 8RBT 7 =R HllfH SFP1 2 F L

DR ISR

R VT2 v e F TV beEFR YT 42 BHE®D)

Vag:! YTz E I T = X7 BM:
Y7V | —EFIHE TR R EORT A=Y —4,
FI HAEREY A
FIHFEEE
2 ) NPT I R <RI E
RC Gate”’'mt& 2% R HFE R E
CRTAVEN/AN MFP 7 7' V/r—3a HERERE

FDP_ACF.1.2(b) TSRZ. flfIS/- V7 V= SN AT V=7 Nl TOBIERFFENDNE IR
ET DO, ROBLANZFR L2207\ [Biff: £ 20 ITRTAHT P=IheHT
V=7 MNEOEIEZHIE 5 DA,

# 20: MFP 77V &r—3 3 v OBIEZRFIHET 55 A1Db)

FTT =Tk #BiE A BAEZHIET DRI

MFP 7 7Y r—ay AT —EFIHFE T v MFPEELE S, —FIHE 7 atAD

FIHBEREV AN CRFRILI= MFP T 7Y
—ar DEITETFT 5,

FDP_ACF.1.3(b) TSR, RDiBMAH], [Bift: BEEHERLEL CTEMET 777 AZEHEOEITIX, 4T
FRIENBNZFESNW T, AT VM LT F T VeI DT 7B AE R R L7

PO CANSYSAN

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 53 of 86

FDP_ACF.1.4(b) TSFL. kEMHAL, [Elft: R—/—AP—F e RF/2iX RC Gate 7uADHE,
MFP 77V —ar ~DBELZHRETBICHESWT, 7 V=M LT, 7 V=7
DT 7B R P RENTHES LT ide b,

FDP_RIP.1 ¥ 7 &yMEHEE
ERDACIER 7oL
{AFE: 2L

FDP_RIP.1.1  TSFi, [Blff: XE]DOA 7 P/ NBIR: HOOEIRDOEY THER] 2B\ T EIROLLAT
DEDHERONELFIH TERLTHIEARAELRT IR RB20,

6.1.4 HSRFIA: B3 &BEE

FIA_AFL.1  FREEFREFRFOEDH L
TR fE: 7oL
{AFE: FIA_UAU.1 #BFEDOX A

FIA_AFL.1.1  TSFI. [Blff: £ 21 IR TABRIEORGEERICBL T, BN [Blft: 1~5HNIicBiT
HEEHE TR E Ve IEOBEIE] Bl O A BFBAERI T RN AU b2 LT ud b7
U,

A VI I s DR i

ITAT N PCOH WIM % 9~ 2F] & 785
7747 >t PCOBHI B F) I 78
IFAT R PCOD PCT7 77 A%HI 3 HEEOF| 7

[N

Wi

ik

il
b=l

FIA_AFL.1.2 AR OFBIERIT A ER LIZERRIR: 1TFET B &, TSF X, [BIft: & 22 ITRT77
Ta)ELRITIUTRB7R 0,

# 22 BEELBEOT 7 a DY R B

FRRAEAR RN E REE R T 7 av
— R = MFP BB MR E LTeny 7 7 MEERE], HLLIE MFP B BLE 3 iR 35 £ Tr
TN
A S — MFP EHLE 3G E LTy 7 7O MER HL<UE MFP EEEE D MERR, HLX
BIROA 74— ERERETHETEY I T TR
MFP & B3 MFP EELE M E LTz my 7 T MR H LT A= S— S =3 iR H L
ITEBROA 714 %— ERFMRR T ETrY I TR

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

FIA_ATD.1 FIAERBHEER

LR ! L
A 2L
FIA_ATD.1.1 TSFiX. 42 OFHAEBICETHU TOEX2T7 4 BHEOUANHERE L2 T X257

W c[BI: R 23 0FBEZEEICE 23 DX VT4 BHEDYR M MR T3]

# 23: FIAEBEOMRELRTNIER b WXV T o BHEDY X b

FIAE X274 BIEDY R

—FIHH o RRIHFE O A 2= =4,
R
- M FHEREY A

A S NP K FHE R

MFP & B ‘MFPEHLEOrT A a— —4,
R HEBE

RC Gate FI S

FIA_SOS1 FUEEDORREE

AL 7L
AT L
FIA_SOS.1.1  TSRZ. & GEML AERGECHE A T 2ME) 03 [Hift: LTORERE|ICAHTHZE

1)

(2)

3)

ERRAET DAD =X LB LT e n7e 0,

i C&D LT DT HE
PER LT [A-Z] (26 L)
B/ NF [a-z] (2630F)
HF: [0-9] (10 30F)
L SPENR—RA) 1" #S% &' ()*+,-./::<=>2@[¥ _{|}~ (B3P
TREk RTREZ2H TR
—FHEOGA

MFP & BLE N E T 5/ 3N AY — R e/ IMT (8 75 32 #T) LA k| 128#7 LA T
MFP EHLE A — = AF—DH

MFP & B 358 E 3%/ N AY — R i/ IMIT (8 225 32 M1 A b, 32H7 LA T
HiHI

MFP & HLE R E 5/ AT — R IEMERE [CHEL 72 U O A TIERR L T2/ S AT — R O B k2 5

Y%, MEPEBRA 1T, /S AY — N EMERE I HMERE 1 B 2 235,

FIA_UAU.1(a) BRFEDZAIT
LR E: L
R A FIA_UID.1 #&BloX A7

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.

Page 54 of 86




R I CO H Page 55 of 86

FIA_UAU.1.1(a) TSFiZ, FIHBE MRFEGE L ARETGE COREGE) SINARNIR HFE ZITL TiTh b [El
ff: FIPFE a7 —BEDBR. WIM O~V TDBR, VAT LIREOBRB, AT ZDBR,
WA DLEEROSR, 777 AZEDFELT, EEEBBR] 27T T LTI b,

FIA_UAU.1.2(a) TSRZL, ZOFHHEERITTHMOTXTO TSFHNT 7 arZ7Fal 3501, KR HE
WZERREDS I T B2 LA FR U 2T AU B72 0,

FIA_UAU.1(b) FRBEEDFAIT

AL 7L

{RAEME: FIA_UID.1 i#&BlDX A7

FIA_UAU.1.1(b) TSFi%, FIHH SFRAEGEMLMFP FELE b2 — S — Y — D ARRFEFE CTOFRGE, KN
—F A # OIRFEREY — N —CORGE) SNH RN A Z 2 RAITL T Thn o[BIt
REVa7—BOBR.WIM O~NVTOBR, VAT LIREBOSR, AV 208, v
BOREBROBR, 77 7 AZEOFEIT, EBIKBEER] 27T FI LT ITRB70,

FIA_UAU.1.2(b) TSFL, ZOFIHFEERITTHMOTXTO TSFHNT 7o ar w7 al 3 HR1C, & FIHE
\ZRRRED I T D2 EZ BRI AR B0,

FIA_UAU.2 77 arminF|HEREE

ERDACIER FIA_UAU.1 FBFEDOX A

A FIA_UID.1 iRl DX A2

FIA_LUAU.2.1 TSR, ZORHBEERITTHMO TSEMI T 7 ar 3Fal T 5R0C, S HF ICRREGE

#M{k: RC GateDilifg AL 27 =—ZH TOERFI A LI LT 2# 123538 IJJ:E)Z) SpEh g
DB ERURT IR0,

FIA_UAU.7 {RESNTFBIETZA—R v
TR E: el
R AFE: FIA_UAU.1 FBIEDZ AT

FIA_LUAU.7.1  TSFiZ, #REATT->TCWDH, [Blft: FI—XFERIET A —R 3w 7EUTERR]IZTEFIH
FIRPEL 2T L7720,

FIA_UID.1(a) #&BIDEZAI T

ENDAEIER 7L

IRAEME: 7L

FIA_UID.1.1(a) TSFix., FIl 2 23380500 GEM b A RIRAE COMB) S D RN HZ 2 RITL CIEITSND
[Biff: FAEYa7T—BEOBHE, WIM O~NLVTOBR, VAT LREBOBR, by 20

BR. FVWEDREROBR, 777 AZEOELT, EEEKBER] 2 7F T L2 T b0
AR

FIA UID.1.2(a) TSR, ZORHAHEZMRITTHMD TSEMAT 7L ar 23 /AR, £F] BB
BT 22 EEFRLRTIIE B0,

FIA_UID.1(b) #&RDZA 2
T 3L
TR A L

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

Page 56 of 86

FIA UID.1.1(b) TSFZ. FIHZEDHEAGERL: MFP & EE L A— S — AP — D AR CTORIE, KO

—HRF A DIMERFEAE Y — /3 — T OB SN D ETNIH A 2T L TEITSNL[FIfT:
FIREFEVa7 —BEOBR WIM O~NTOBR, VAT LREBOBR, AV 2DBHR, [
WEDEEROBR, 777 AZEOFET, BEMEKEER] 27 7l LR g bien,

FIA UID.1.2(b) TSF. ZDORHAHZMRATTHMD TSEMAT 7L ar 23500, FF) B IS0

BRI A TR IE R B2,

FIA UID.2 77 arRinF|REH

ANVA =R FIA_UID.1 @RI DX A7

{AFE: 2L

FIA UID.2.1 TSR, ZOFHAZEERITTHMO TSF 7 7L a7 Al HR1C, SR HE B (GE
fik: RC GateDil{g A4 7 =—AbH TOEZFIHLLY &4 58 164 2k Bl) 28 ik th 3
BHIEEZRLU2T TR B0,

FIA_LUSB.1 FIAF-V7V=IMNER

TR E: 7L

IRAFHE: FIA_ATD.1 FI|H# J& & 2%

FIA_USB.1.1  TSFix. UL FORIAE X207 BiEE ., ZORHEHEEZRITLTEMET 207 V=7 M
AT e i, (Bl —BFIREZEORS (v 2—F—4  MFP EEEDOS A
va—F—4 ., FIRABERYRL, FIRERE]

FIA_LUSB.1.2  TSFIL. BL FOFIHZE EX 2V T 1 BAEO KA O BEA T ORI | 2 ORI HEZRITLT
HIET YTV VR ITHEREL 2T T e b7, ([Blf: R 24 [ZVRARLIZBHEOKRSA]
O BEAHHIZ BT BRI

£ 24 BYEOEFIOBEEM T IZEET 558
FIRE YTz Ih FIAZE X271 B
- UNEE — R HE 7 ez A - RRIHE ORI A2 — =4
<l 1
- FI g REY A1
A /R A — AR R P =T B A FIHEEE
MFP & B3 MFP & #H 7 X ‘MFP EHHE Dy A a—H —4
RS
RC Gate RC Gatg'mt 2 < )

FIA_USB.1.3  TSFiL, L FOFIHAFE X2V 7 BE~OEELEH T8 01% #OFHAFEZRITLT

[N (s RAWAAVES/A B ety (| DA pp gV = CANYAN AN 1 TS R B
6.15 “IRXRFMT: %2 F1EE

FMT_MSA.1(a) &= T/ BIEDE

ERDAEER

7L

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

Page 57 of 86

A

[FDP_ACC.1 %7y 772 A, £i-i%

FDP_IFC.1 %7y ME# 7 o —Hil )]

FMT_SMR.1 & =2U7 4 D&

FMT_SMF.1 & PREERE DREE
FMT_MSA.1.1(a) TSRL, X 2UT7 1 BIE[BIf: £ 25 DEX2UT0 BRI LRR: BWEab¥, %,

HIBR. [BIf: FTRUER] 2T DRED 2B R 25 OBIEEFFF 3 5F AEREIIHIR
TH[EIF: XET 7 BRI SFP 2 ML 22T TR,

#£ 25 X2 VT 4 BHEOFIRAERE()

X2V T 4B BiE BAEZ T4 2F A ERE
RV,
AR
EN N ;ﬁ ;; MFP % B
— fiuy D SN CaR 2N
RIAE OO A a—P—4 P
WAt WL R
RV,
SERFRFES— S —FRFERF D U, -
R DB A, Bt MFP
BrBLERK
A== N AP —Dul (L a—HF—4 :;j;‘:é\bﬁ\ B A A h/at
HHLERK MFP & H 3
(VAN
MFP & HLE Du s A a—H—4 AR 5% MFP B
g
AT eaA Ay R —
SCEE R FFAlS AR BT L L
SCERHEY AR
[CE®IEMEN . (+PRT). (+SCN), FFrSNAEREITIEL L
(+CPY), K ON+FAXOUT)D4A
SCEFIHFV AR WG, MFP & H4
[SCEIGEHREMED . (+DSRYDGA] g CEHRAERE USRI E
SCERHEY AR WA, s
[0 2475 B 23 (+FAXIN) D45 4] VoA MFP % 22
FMT_MSA.1(b) X2 VT BEOEE
T 3L
IRAEE: [FDP_ACC.1 %7 v 7 72 A, E7-1%

FDP_IFC.1 %7 & M~ v — il ]
FMT_SMR.1 =07 D& E
FMT_SMF.1 & B RE DR} E

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

FMT_MSA.1.1(b) TSR, X =2U7 1 BIE[EIf: R 26 DX 2VT 1 BHE]

Page 58 of 86

CHLER: vabt, WE,

HIBR, [BIft: BRIER)Z T D22 [BIMt: R 26 OBIEERFFAI32F HEZENIZHI[R
T 5[EIf}: TOE #EET 7 AR SFP1% e L7227 b7au,
£ 26: EX 2V T 4 BHEOFIHEREI(D)
X2 VT B BiE BEZ T2 HE&E

AR FRRERED EiASSR oRc N MFP & 2135
—BFAHEF O A a—Y —4 s

HIBR,

HHLERK

LAt okts Y — R
%%K EE'H“'_/\"— e ul‘EHjﬂ‘:m Fl:ﬁll \/El\b“t]_‘\ MFP %ﬂ%‘
—EFHF O (= —4, s

B[N

FTHVERR
FIFIFEREY A EiLAYEw s MFP & #3

Wz

VWGt Y — R E

(7171:_]\/ %DBELA fi ‘H_\'_/{”—

BAEF A THEHAL TS

Blx. WS DEIIART)
K& REFH FFrSNAEREIT L 7L
I HEAE FFrSNAEREIT L 7L

FMT_MSA .3(a) &R0 B o1k
TR fE: 7L
gedis

FMT_MSA.1 &&=V 7 )@t B

FMT_SMR.1 X 2U7 1O E|

FMT_MSA.3.1(a) TSR, £ SFP% %3578

oo tEx2 7B

XL CHBIR: HIBRE) 7 7+

NMEZ G 2 5Bt CET BRI SFP % I ML 72T iU 7eb7euy,

FMT_MSA.3.2(a) TSRL., 47 P/ MmN RSN X [Bif: R 27 TR T HFRESNBZIISh-#%
BN, 77 A NMEE EEXT LB OYMIMEZRE T DZEEFF AT LT IR B720,

K 21: 774NV Mix EEE TEHHFTWINIBR S i &E

i
[SCENG B VED . (+DSRYD &5

F T AETAN X2 VT B GBS (e HlEY etz
SCEE R SCEE R R EEIRY (Wit ViYWt | Eeaq B
S SCERIAFEY AR MFP & HEE

MRS R R LT — AR

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 59 of 86

SCEE R SCERIHAE VAR FFRT SRR S = BB 7e L
[ 3CE1E B P (+PRT),
(+SCN), (+CPY). (+FAXIN) .
K O(+FAXOUT) D547

M7 R E DR (> | BASLEEBISRIL
—F—4

FMT_MSA.3(b) #H B

ERDACIER 7oL

IRAEE: FMT_MSA.1 E¥=U7 @it nE
FMT_SMR.1 ‘&3 =205 ¢ DA E|

FMT_MSA.3.1(b) TSR, = SFP%&EiJ 572U T B U CRIR: HIR/] T 7+
NVMEZ 52 5[ B TOE $RE7 722§l SFP] A 32 L7 AT 77y,

FMT_MSA.3.2(b) TSFiL, 47 V= /MO BN A RSN D& [Blft RISzl S =& Eix /2 L) 25,
T 7 A NMEE EEETHRBROYEIEE R E T HZ A7 Al LT U 2780,

FMT_MTD.1 TSF F—Z D& H

LRS- 7L

A FMT_SMR.1 &¥ =07 1 DA E|
FMT_SMF.1 & BIHERE D FF E

FMT_MTD.1.1 TSFiX, [Blft: & 28 @ TSF T —ZDVANZ[ER: BVEbt, %E. HIBR, [Bift: #H
BAIERR] T 2HEZ[BIft: £ 28 OFIAHFERBNCHIRL 2T HUERB220,

£ 28 TSFTF—FDY Rk

TSF 1&# #BiE FIRERE
AKEREEMED BIRUERL, 2 MFP & H#i%
o G EAR = ST VAN U Zs E e LGl
b A A & e p) =/ (VAP IVES W A== )R —
g/ A A —
MFP EHEH Dy AL /AT —R BEUERL MFP & #3
i@y W% MFP & HRE
ARFRRED 0T A L 7S AT — R A FTFFE 1%k WA, MFP & B
AARBFED 7T 0 MRS A~ — 3R E WA, MFP & B
AAEEREE D 2 7 7 7 N WG, & MFP & 83
MG, & MFP & B3
FH BT O SRR ohcn A2 S —
— A E
AARFREED R AT — R /ML WAt MFP & B3
AARGRAF D /ST — R ME SRS skt MFP & H#i%
A Y e M=/ AN o | WG, & MFP & H#%

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

Page 60 of 86

TSF 1&# BiE FIRERE
WIM F—ha 27 o7 M WG, & MFP & 83
o= RVEbt, HIBR MFP & 8
HDD H =5 BEUERL MFP & 8
BFRAER. B, WA | MFPE L
. HIBR
fnabe — A E
SIMIME FI| 3515 (f_f_b O R — N —
FRAE S X THEAL TV D
Hix, 2 — Y —FEHEDOM
u\é\b)@i@%{’ﬁcixﬁf)
BFRAER. B2, WA | MFPE
EERTH N — . HIBR
HIASE Y eRcs — A E
BREZAE G —— fWEbE, g MFP & 8
o— W — GRS SRS eics MFP & B 3
IPSeca¥ &1 fnabhE, & MFP & B 3
@Remotex & 5 # GiAYEY sXt MFP & 81 27
B AR A Gig/s MFP & 83
FMT_SMF.1 HFEEREDORE
TR E: 7L
RAFE: L
FMT_SMF.1.1 TSR, UL FTOEHREREA AT TN TEART SRS, [Bif: £ 29128 T8H
B%RE]

£ 29: BEHEREOREDY X b

B

MFP & ERHE (21D AMRFERERF O —RFINE DA 2— W =2 OFHRAER, V&b, &,
B OVHIl B

L% R LB, AR - BRIAH Ony v a—F— A OB AbE

MFP & B (LD | SMERRRAE Y — N —RRER O — A I Or A2 =P =2 OFERL, FI &
b, B2 R OHIBR

A== NRAYP— 2L D, A== AP —Dul (2 —HF =L D H s

MFP EHH 1285, MFPEBLE Our AV o—H —Z OF R

Y MFPEHEICLD . MFP BB Onl (v a—HF —Z OFWA b LA

A== AP AT LS, MFP BB DR Z A 2 F—H O ED

MFP & B2 &% | ARFRAERF O — A DOu s AL /20 — R O B Rk & A

MR BRI I L . AR O — R I D1 s A SR — R O 2

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 61 of 86

A2 RAP— 28D A= AP —D S AL 7RAT — R DI

A R AP =28 MFP B HLE Oy AL /32T — R DA

MFP 5B 1215 MFP & HLE D1/ AL /S AT — N O FTHERL

W MFP EHLE 12X 5, MFP B EE DOl AL /R AT — R Dk 48

MFP &8 12 L5 . REFRFERF D SR — R e/ M D RIWE oE

MFP & 12 L5 . R DS AT — R MEEE O RV &bt

MFP & 1255 BE LA — el T MER O WA b2

MFP EHE 2 LD | RIRFEFERF DO AL /3 AT — R AJFFE B ORG-S

MFP & B (28D ARGRRERF DO vy 7 70 MR Z A~ — R E DR WE bR Lk

iz
e
iz
MFP & EEH 255, WIM A —ha 2 77 MR OO Al bk 4s
iz
iz
iz

MFP & B (28D ARGRRERF Oy 7 7 D M ORI W B Lk

MFP EHE 1285, LEFHAFIVANO WG LG E

WELZEBUL - RAAEICLD SCTERHHEVANDR WG DLW AE

MFP & 285, FIAHEREY ARO RV Gt L

% — AL D ARRFRRERF OF FHEEREY AR D WE

MFP EHEIZLD, £ H B B OBWEbEd bl

P e e L T

—RFIHE LD A B -REZ O WG

MFP & 255, BB 0/ ORWEHE LHIR

MFP & #3512 1% . HDD M 3-8 D B HERL

MFP EHE 1255, SIMIME FHZEHFROFIRER, WGt &, K OHIER

— R HFE LS. SIMIME FHE BSOS Y

MFP & E 28D, BI5 587 40 F —DOFBUERK, VGO, B8, K OHIER

—RFAHE LD AT AT — DRV EbhE

MFP & 1285, EHZE LEL—F —DMW bt E

MFP EHLF 121D, 2— Y —3RFEHIEORWEbE

MFP & #1215 . @RemotaX EFHO WG bE

!
o
MFP &8 2% IPSecik ETHFHMOM A LA
!
iz

MFP & #1285, HasaE I ZE DA

FMT_SMR.1 EX=2UT4D%&E

LR 7L

IRAEE: FIA_UID.1 #BloZ A7

FMT_SMR.1.1 TSR, &HI[Ef: —RFIAE, R——(P— MFP EEE RC Gate] ZAERFL7221T
FUTZeB20,

FMT_SMR.1.2 TSR, FIH#EZ &SN BHEM T 7200 iE 725720,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 62 of 86

6.1.6 45X FPT: TSFDE#E

FPT_STM.1 ®EWFALRET

ENDAEIER 7L

IRAEME: 2L

FPT_STM.1.1 TSR, S A LASZ L T 2R TERITHIE B0,

FPT TST.1 TSFTXhb
T 3L
TR A L

FPT _TST.1.1  TSFEFX. [BiR: [BIff: MFP Y7 =7, FCU #lfY 7 = 7|0 IEHEifE2 FEIE+5
72012, [BIR: FIHSE BT B T AD AL — e ETLART TR B2,

FPT_TST.1.2  TSHFL, #FAlFIAFIC, [BIR: [Bift: BEeS T —F77 ANV OEeMEMGET 58 1%
FEALL 2 uid e bren,

FPT_TST.1.3  TSEL, #FralFIAHE I, [BIR: [Ef: B TWB TSF ETa—NR]| 0L HRRET 5
Ak i A A = A YA AN

FPT_FDI_EXP.1 A BT 2 — A~DHIRS 7= F iR

ERDACIER 7oL

IRAFHE: FMT_SMF.1 & HEERE D RFE
FMT_SMR.1 ‘&3 =205 ¢ DA E|

FPT_FDI_EXP.1.1 TSEL, [BIff: #E/ 30, LAN, EEEERR] T W72 Ha . TSFIZLLEM
OMPLIELUIZ[EIMF: LAN LEFEEBRICIRIE T A2 IR T HHE 2 L2 hid e s
AAN

6.1.7 YV3AFTA:TOE7Y X

FTA SSL.3 TSFEZENZXAKT
ERDACIER 7oL
{KAFE: 2L

FTA_SSL.3.1 TSR, [&iff: #BEFVA— el TUrERRE, WIM Z—haZ 7o ERRE, 7V
VE—RTANR—DPODXEEFBROZIETET . 777 ARFAN =D XEFBROZERET
RC Gate LDBIER TR IKEE L a2 T LA ISR b0,

6.1.8 I SXFTP: GEENR/IFr¥RIL

FTP_ITC.1 TSFRM&EEF YV
TR E: 7L
A7 L

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

FTP_ITC.1.1

Page 63 of 86

TSKL, T H & oS EEIT "I, i@ ET v RV EREERIZ KBS, Z D
JROMRFES T3] M ORI BN OO TF ¢ R AE R O LT A BET v L
AL 22T e b,

TSHL. (BIR: TSF, o EHE 1T HE]2, BEEF v L2 L CGEEEZRGT0%
FERILZ2 T AUE 76720,

TSEL, [BIff: XEEH., HEEHR. REFR. ROBEFHRO LANRABEE, RC Gate
LD LAN BEBE]O7OIC, BIEHET ¥ L2 N L CGRIGZBRBLARTIIERBR ),

FTP_ITC.1.2

FTP_ITC.1.3

6.2 tEXxalTqsRIAEH

A TOE ORHfiffFEL ~LiX EAL3+ALC_FLR.2 Th%, TOE DIFEa R —3 e 3012737, Zh
I LRl ARFEL ~L D EAL3 IZX-» CEFRSN - R — 3 Dty MZ ALC_FLR.2 ZBML7=H D THh

60

# 30: TOE ¥ =2 U 7 4 {RFEEH(EAL3+ALC_FLR.2)

REEZ T A {REEa R—% b

ADV: ADV_ARC.1 X2 VTAT —FT I F virak

% ADV_FSP.3  SE47BHI% FEIMREI TR
ADV_TDS.2 T XTI F Xk Et

AGD: AGD_OPE.1 FIHEBRAET ALK R

AL LA AGD_PRE.1 Ml T

ALC: ALC_CMC.3 FEA D BR

FATYAZ AR = ALC_CMS.3 %o CM fifi
ALC_DEL.1 Bt Fiix
ALC_DVS.1 X 2T 4 OS]
ALC_LCD.1 BREIZELDTAT VAT NVET VDOER
ALC FLR.2 K Mahs Fhix

ASE: ASE_CCL.1 A EIR

EX2DTAX=T YN | ASE ECD1 friEoL A — o bER
ASE_INT.1 STHER
ASE_OBJ.2 X2 VT kbR T #
ASE_REQ.2 IRAELIZ X 2T o
ASE_SPD.1 X2 VT AR E R
ASE_TSS.1 TOBEKIf1:A%

ATE: ATE_COV.2 FISL— DT

7AR ATE_DPT.1 F Ak AT
ATE_FUN.1 BERET AL
ATE_IND.2 MWSLT AN - L

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 64 of 86

RREZ TR REE= A — b
AVA: AVA VAN.2 MaFF o3 HT

6.3 EXxalT1EHRH

AFETI, X2 T B ORPAE R ~D,
IR IO, T TOEF 2T AHEREEM M-S NIz h 6. T4 B a7 o7 it TERL
72 TOE D &F 2 U7 o3t G #HTZEM SN D,

6.3.1 BEME

TOED X2V T 4%k R #5827 B BE B O RSB E FitoF 3L RT, £ 3105
BRI, B2 T AHEREEE RN D7l 1 DLl BB 2T 4% R T EHTHIRL T D,

# 31: X2 VT 4 xEFE L HEEEG OBE

|_
o | o
a =
Al 8 0 £ | o
| < = > o
N <Z( o A 14 s
R O T I T i O T I TV B
Ll || 0| < || w|lu | Q| W|o
o < | | | | — O o O Wi O
| Il O o o O D I < O O Wi
©) @) Z zZ z pd < L = = b3 =
S| |ld|le|ly|le ||| F|E|a|Z
(@) (@] = o) 2 p T} w LL @) ) O
(@) (@) 5 x (@) O ) = (@) o) = O
&) a L o O O > = n < 0 o
O O O O O O O O O O O O
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 65 of 86

|_
o | @
)
] o) | [
o | o | W =2
L < L > o
N <Z( 4 a 14 =
O I A I I B B
2ol ||y |lw| Q@0
| | (@) @) O (@) ) < < O o wi
©] O b4 b4 z pd < w = = P2 =
Z |2 |0 |leElL|luL|led|lx | B |E|2|<
(©) (@] = @) z z w L LL o e O
Q 9|5 | |Q|9o|la|Elo|2|EF]|Q
|8 |Z|a|Q |0 |2|Z2|a|I|n|C&
©) O O ©) ©) O O ©) ©) ©) ©) ©)
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1(a) X X
FIA_UAU.1(b) X X
FIA_UAU.2 X X
FIA_UAU.7 X
FIA_UID.1(a) X X
FIA_UID.1(b) X X
FIA_UID.2 X X
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT _TST.1 X
FTA SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2 BEMEDIE Nt

LUFIZ, TOE BF 20T kR T E3 RIS T DIz TOE ©F 2 U7 AHEREE/FIC Lo THEILTEHTL
Zi 4%,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 66 of 86

0.DOC.NO_DIS XEDM~F#E

O.DOC.NO_DISIE, CEN, u/ A a—HF—A &b 720 E | HHWIE, /A a—F—4iFF->Twn

BLINEDLE~DT I AR EL 272 WFHIZL S TRIRESNAZ L E S EX 2V T xR 3 Tho, =

DX VT 4RI 2 FZBT DT, FreOx a2 LT 20BN D,

(1) XEFHA~OT 7RI ZBLEL IR D
FDP_ACC.1(a} FDP_ACF.1(a)c L~ C, SCEFMOFEH LT, SCEHHB LY CEEHRE4E
B U7z — MR 3 7213 S EAE o SCER B VAMIB SRS COD— R # 72Zme A H L
EHFA9 D, MFP B HLE | A—R— (P — N RC GatelZ kL I EEROFEHLEFFATL
720N,

(2) HIBRSIIZ3CE, —RFNR SCEHD NI OW T OFe LA
FDP_RIP.UZX - T, HIBRS = 3CE, — KRR SCEH DT DOW i of H LA,

Q) CEHFHMOEZBITEHEET vV EFIHTS
FTP_ITC.1IZE> T, TOE 7% LAN #H TiEZAE T2 L EH B RITR#ES LD,

(4) X2V T4BHOEH
By A=W =L U CRREZR B ECRT AL, W&o, &, HIlER) . SCERHFE VAN
KLU CTHREZR BE( WA b, )X, FMT_MSA.1(a)lk-»> T, TNZE D EafE% R & O F|H
FHIFITHIRL TD,
LENERA T V7N DOEX 2T 4 JBEICIL, FMT_MSA.3(@) k> T, SUEHFMN A RS-
(2 IRy RS LD,

INHDOXRICHE v F 2T AR BN L L Ti% 435 FDP_ACC.1(a) FDP_ACF.1(a) FDP_RIP.1

FTP_ITC.1 FMT_MSA.1(a) FMT_MSA.3(a}r k3524 C 0.DOC.NO_DISZFEE Tx5,

O.DOC.NO_ALT XEDULEIR#E
O.DOC.NO_ALT iE, CEMN, /(v a—F =L Ebl/enE | HHWE, nr A a—HF =41 3FF->T
WDNZEDLEADT 7B AR T2 WEIC L TR ESNDZEZ B EF 2 T 456 K 7 #CTh D,
ZOBF VT AR E EH T HIIE, TR E2 EhiT 50 ERH 5,
(1) XFEHWA~OT 7 EAGIEZREL TEMT S
FDP_ACC.1(ay FDP_ACF.1(a)z k> T, CEHFIMOHIFRCCEG B OMmMERIEITE )L, SGEF
WIBMEICIY, SCEH A AR U AT I SCERE RO SCER I E) AMOBERS TS
— BRI TR 5, SHIZ, MFPEBE IZHFF Al 975, A—/3— (¥ —L RC GatelZ*}L Tl
SCEE R OBIREFFRTLARN,
(2) HIBRSIIZSCE, — RN SCEH D NIZ OW O EEBLS
FDP_RIP.UZ x> T, HIBRS IS, — KRR SCEH DT ZE DO A AR H CERNIDICT 5,
Q) CHEHMOEZEFITHEET v EFHTD
FTP_ITC.1iZL~>C, TOE 23 LAN #H TES(5 75 L EE RITIR#EIND,
4) BX2UTRBIEOE
By Ay a— =T U CRIREZR B ECRTERL. IV & o, &, HIER), SCERIHFE VAN
SFUTCHREARBRE(fI WA b, W)X, FMT_MSA.1(a)2&k~> T, ZFNZENO#AEE R & OF|
FIZFITHIFRL T D,
LEIEFER(A TV =N DOEX 2T BIEICIE, FMT_MSA.3(a)l k> T, CEHMA LRS- K
(2 T HIBRAZRE D RS 4D,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 67 of 86

INHDORRIZN T 2X 2 )T A HEREE L L% 95 FDP_ACC.1(a) FDP_ACF.1(a) FDP_RIP.],
FTP_ITC.1 FMT_MSA.1(a) FMT_MSA.3(af #3524 T O.DOC.NO_ALT#EHLTX2,

O.FUNC.NO_ALT FIH&E Va7 DR ER#E
O.FUNC.NO_ALT (X, FH#E Va7 N, ul A a—Y =L &bl HHNE, ns/ A a—HF—4
ITFFo TSR ZDRNHE a7 ~DOT 7B AR E L T2 NE s THRESNAZLE < EX 2T ¢
KRG ETHD, ZOEX2VT AR R T2 FEBLTHITIE, FRLOXMREFEIET LML ERHD,

(1)

(2)

3)

FIRE a7 ~O7 7 Af#EE B EL TE/mTD

FDP_ACC.1(a} FDP_ACF.1(a)c &~ C, FIHHE Va7 OHIERIT, MFPEHE L L3RI HE a7 0
I B HEBR - >R F 12k U CRF Al 5, A— 8— (' —L RC GatelZxIL CidflfE Y=
T OHIBRETFATLZR, M, A TOE OFIHE Y27 DU ZEF. FIHHE Y27 OHIRIE T Tho,
FIAE a7 ORZECEEET Y1V EFIHT5

FTP_ITC.LIZL > T, TOE A LAN R H CTEZE TR HE Va7 13RS NLD,
X2V T B E

17 A2 — Y —Z TR U TR REZR B ECHT L ERL, WAt tZ . HIBR)IL, FMT_MSA.1(a)Z
Lo T ENENOBIEERFE ORI HAE T2FITHIRL TD,

FR#E a7 (A7) OeXa) T BIECIE, FMT_MSA3@ick-> T FIH#EY a7 &AL
T2, HIRAVRED Y b D,

INHORRIZHLE/2 X 2T HRE L Ti% 4 3% FDP_ACC.1(a) FDP_ACF.1(a) FTP_ITC.1
FMT_MSA.1(a) FMT_MSA.3(a k352 T O.FUNC.NO_ALTZFEH T&5,

O.PROT.NO_ALT TSF £ & EROLLIEE

O.PROT.NO_ALTX, TSFEEFTHOUEE X 2T A0 HEFF CEX AR BTS20 28207
AXPR G THD, ZORX 2T %K G2 ZIT DI, Tl REEMTL24ER D,

1)

()

(3)

(4)

TSF{REE & B

FMT MTD.1 @*—J:Owc z'iﬁguu ,]EU)/\XU N W/J‘*T@/{ ZIK{ZL(HLA ,]EU)/\XU F?E%th z'iﬁguu M
Dﬁ/(//\%‘j )\7‘7 uq:/@“@i& ﬁﬁiuu ul‘E@D/777]7}\ﬁﬂF|§?&/r?'—‘ Hﬂ? ﬁﬁguu uiEo)n/y?]j}\
REfE, 4 A B, KL, SIMIME FII G, L5702 — FREZ[E CE2—T — IPSeGX &
TR, @Remote;&“ﬁfﬁi& MEEREEBH & v A — b TSR], WIM A —ha 2 7 M
M. KON — P —38GE T O E B A MFP & B 722§ F el 475,

EHRERED R E

FMT_SMF.LIZko T, X 2T RIS L O B B B RE I3 ST,

B ORE

FMT_SMR.LIZE- T, FetzFr ORI FH 2R 32,
TSFIREFROEZFICEEET vy V2R T2

FTP_ITC.1iZL~>C, TOE 23 LAN #H TE32(5 95 TSFIR#EE HILIR#EIND,

IO RICHEREX 2V T RREE L T4+ 5 FMT_MTD.1, FMT_SMF.1 FMT_SMR.1,
FTP_ITC.1%3%/§52&T O.PROT.NO_ALTEZEHL TED,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 68 of 86

O.CONF.NO_DISTSF REE8M OB RIEE
O.CONF.NO_DISiZ, TSFRAERIFEM OB ~E , X 2T 40 HEFF CEX AR BT 52827
AXPR G THD, ZORX 2T %K G2 ZHT DI, Tl REETL24ERNHD,
(1) TSFREIEHMOE
FMT_MTD.1 I2k» T, —FHE Dar A2 AT — Rk 28E% MFP & FRE & 24 3% —iR F)
FHE 5, A== AP =D (L S AT =Rk T D A — R — S — TFF AT
Do BHLZE OOT AL /AT — NIk 28 ER A— /S — X — L 3% MFP B FLE I3 v 5,
a7z 258FE% MFP & BLE 72112 Rl 9%, HDD B 582 Ioxt 9 28:E% MFP & B35 7217
WZFRF A5,
(2) EHEREOH T
FMT_SMF.LIZk-o T, X 2T 4RI L O B B B RE I3 S CD,
() HHIDFE
FMT_SMR.LIZE- T, FtzFr ORI E 2R 32,
(4) TSFRMEBEHMOEZGEIZEEET v VR 5
FTP_ITC.1iZX~> T, TOE 2’ LAN #&H Tt 1595 TSFRE G HRITRESND,
ZNHDORRICHLEEREX 2V T RREE L Ti% Y+ 5 FMT_MTD.1, FMT_SMF.1 FMT_SMR.1,
FTP_ITC.1% #4524 T O.CONF.NO_DISZEH TX5,

O.CONF.NO_ALT TSF EIEROULIRE
O.CONF.NO_ALT iZ, TSF RO LR, X2V TR CE AR BT IS5 %2
TAK K ETHD, ZOEFX2VT 4% 5R F#HE2FZBLT D120, FRRORKREEE T L ERHD,
(1) TSFREE HOE H
FMT_MTD.1 I2k- T, —FIHZE DOrr AL AT — Rk 2% MFP & B & 24 3% — it F)
BT AT D, A—/R—= AP —Dr s L /AT — R T 2R A — /S — S — (ZFF Al
% BHF OO AL RAT — Rk T D EE A— S — S — LY 53% MFP & B CHF 5, B
Tk 58 EE MFP & HLE 720 CFF Al 9%, HDD K 5880 B VER R EE . MFP & ELE 72
TFIZFFRI 35,
(2) EEREREORFE
FMT_SMF.LIZE~ T, BX a7 HERRICRT L CH ERE BRI E S TD,
(3) HEIDFFE
FMT_SMR.LIZE- T, etz ORI N H ZHEFF T2,
(4) TSFRMEEHMOEZEICEHEET v V2R HT5
FTP_ITC.1iZL~>C, TOE 2% LAN & H TE32(5 95 TSFRMVE G HIIIR#ESND,
INHORRICHNE 22V T R EML L Ci%Y4 45 FMT_MTD.1, FMT_SMF.1 FMT_SMR.1
FTP_ITC.1% #4524 T O.CONF.NO_ALTA#FEH TE5,

O.USER.AUTHORIZED F|H#E D#RBIFRE
O.USER.AUTHORIZEDIZ, 1E472F #7217 TOE OREREZ R4 57200 D F 2V T 4R —ITHE
STHRIAFEOHIRE T HEX 2T %R IT# CThD, BAE SRV EI IR T —7 EOIT AT NPCH
5 TOEZFIHT 5 FIHE . MFPEHLE | Jf NA—/R— A — 2D TIE, RBFERREEO B0

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 69 of 86

EWBEDOKBEED EX 2T 4RI — OB MBI THD, 20X 2T xR T2 R 5121, Fid
DR R Z EHETHLEIRHD,

(1) TOEFIMHNIHIMH ZBIRERES S

(@)

3)

(4)

(%)

FIA_UID.1(a)t FIA_UAU.1(a}lk~> T, #{E Sx/L 720 1*%7—7L@7-74’7w PC/5 TOE
ERALIOET DL T AREGED 7 U LB RFES T,

FIA_UID.1(b)& FIA_UAU.1(b)l2 L~ T, #{E SRV EToi3 Ry NI —2 LD 7T ATk PCO TOE
ZRIALEDETEEN MEPE L F7- 132 — S AP DR A I AR EE TRk ZREE M T AL,
— R E OGA XN RREY — N — I LD BIRRRE M T,

FIA_UID.2 I2L~> T, RC GatelfE H A+ #7 =— A2k TOE R L L5 T 2F O AT/
AL, FIA_UAU.2 I2X-> T RC GateDFRIEN T b,

FRBIFERREDS R H L= F A TOE ORI HEFF Al %

FIA_ATD.1 £ FIA_USB.LIZE> T, TOERINIHHE OREEE~DT 7 EAFELEHIN,
AR FRAEC AP LR T3 L CBdEAH T B s,

FDP_ACC.1(b} FDP_ACF.1(b)2 k- T, #AIFEREIC A EI LT — A& 1T 52 Hiviz MFP 77
r—3ar OFAMERIZES T, S —BFIHFIZ MFP 770 —a ORI 7Rl 97 5,

07 AL SAT — R OfiE e R 35

FIA_ UAU.7 IZEo T X I—FERBIET A — RN\ 7 L TERRTHIET, Y A7 3AT —RDH
RER YD,

FIA_SOS.1iZk> T, MFP F B DR E T DAMKGRAED 2 NAT — R D fe/ T, ARARFREED 7S AT
—ROCFRMEEEM 2T /AT = RET ORGE T[T 526 Tal (L AT — RO HE | % [F
D, SMIBRERE T — N —F8RE Tl AMESRRREY— S — DR TR T 5,

FIA_AFL.11Z &> T, AARRFEDORRFER A — & IR IR U7 FHF 26 LT —EREfH TOE~
DT I B A RILI2N, SRR — X —3BRE T, JMBRREY— N — DR EIIKIF T 5,

nyAEHBTKRTT5

FTA_SSL.3IZ&-> T, v AAMREOEAE SV HDOWNIITAT U PCOBA— a2 T U2,
TVH—=RTA R —FI2 I T 7 VARG A= 5 SCENF RO A 58 T RHSUEE W E ou s (v
WA/ 7795, TOE X, RC Gatel Di#{E #& T HfZ RC Gatek Dt v ar w45,
X2V T B E

FMT_MSA.1(b)Z&->T, —fFIHF Ors A o2— —4 LR HBEREY ANE MFP & B 2L~ C
EHRSIL, BERERERIX. R I L CREA TR I L 2V,

FMT_MSA.3(b) 2k~ T, #REFERIZ HIfRAY 2T 7 4+ /L MEIZER E T 5.

L7ei3o T, 2D DR RICHER B 27 B Re B L Ca% 2 9% FDP_ACC.1(b) FDP_ACF.1(b)
FIA_UID.1(a). FIA_UID.1(b). FIA_UID.2, FIA_UAU.1(a). FIA_UAU.1(b). FIA_UAU.2, FIA_ATD.1,
FIA_USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1 FTA_SSL.3 FMT_MSA.1(b). FMT_MSA.3(byx i#
%9 52T O.USER.AUTHORIZED: EHLT& 5,

728, PPINBDEIR SFR Packagesdh 2600.1-SMIDHHE(F.SMI)%, FDP_ACC.1(by FDP_ACF.1(b)
& T, TR ETT 725 CODEERED I CEHENAERE ThH D, LT=A > T, F.SMI O 7 7 A
11X FDP_ACC.1(b} FDP_ACF.1(b)2 27 7 AHIfHNZ & THEIL T D,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 70 of 86

O.INTERFACE.MANAGED TOE IZLA/MBA &7 = —REH

O.INTERFACE.MANAGED (%, TOE 3 tF 207 4RV —IZft o THOMA L H# T = — AD @ &5 #R
BLETRIET AR 2T ARIR G THD, ZOBF )T AR K 2 EH A2, TR RE2HE
M9 DB D,
(1) #IE SR LAN A2 7 = — AR R 3 2 BIRRAE 5
FIA_UID.1(a), FIA_UID.1(b)\ZL~> T, BB SRV E2 3% b —2 ED 7T AT R PCh» TOEZ
%IJﬁH LEHET2E 0BT, FIA_UAU.1(a). FIA_UAU.1(b)IZ k- T, @Bl =R HE D
FRREDMTIOND,
FIA_UID.2 125> T, RC Gatelig (47 = —AI2X) TOEAZFIH L LI 2E DRI MT b
U, FIA_UAU.2 (12X o CRREEN T biD,
(2) BEAERSFNHDHNIE LAN AL X T 2 —A~DE5ia HE T T35
FTA SSL.3i12k~>C, —ERFMEIE R I BT LAN A2 F T == ZADBIENR 2 WA I 'Y
CEAET D,
(3) AL BT 2 —A~DHI RS NI Hin e
FPT_FDI_EXP.JLCJ:OTT*;T%VE/\"*/I/ LAN A Z7 x—R BahE#E CZE LT — %% TSFIZX
ZIEMOMPEILNZ LAN | SRR OEETHZE5BG 135,
ZNHDOXRICHE v F 2T ABRE BN L L TR 35 FIA_UID.1(a). FIA_UID.1(b). FIA_UAU.1(a).
FIA_UAU.1(b) . FIA UID.2 . FIA UAU.2 . FTA SSL.3, FPT FDI EXP.1 # E ik + 5 Z & T
O.INTERFACE.MANAGED#% 32 T& %,

O.SOFTWARE.VERIFIED Y7+’ =7 KiE

O.SOFTWARE.VERIFIEDIZ, MFP 7 k7 =7 & FCU $l#Y 7 b7 = 7 N EL O Y 7 b7 27 T D2
EERFET DX 2T AxI R T THD, ZOBX 2T K G #ERB T HI2IE, Fiiox K% £
TOLEDN DD,
Q) Brvr7Fxzvr
FPT_TST.UZk~C, EEHEIZ MFP il 7 7 & FCU Y 7 s = 7 S IE DY 7 Ry =7 ¢
DO LEMERT D,

OBV EL2eXa )T HEEERLL YT S FTIPTST1I2ER T2 T
O.SOFTWARE.VERIFIEDZ EH TX%,

O.AUDIT.LOGGED E#u/ g H

O.AUDIT.LOGGED (%, X 2T MR E LR T D7 DI EREA 07 OFLEkE L, S5 bﬁmﬁ“@

S W% MFP S B IZFF Al 5 X 2 U T (kR - Chd, 20X U7 %R H 2 EB 4512, T

LR R A FT DML ENR DD,

(1) EhEnsZiiektd
FAU_GEN.1X FAU_GEN.2IC ko T, BRI RET REFREAE AN G LT REFGORAERERF D
BITEHE LB IZFEERT D,

(2) EHnsE{RH#ETD
FAU_STG.1ICE-> TEERZ IS ENLR#ESI, FAU_STG.A4IZE-TEERS 77 AL i
WOIRRE CTE RN RO ERBRAELTIG AT, XA LAZ T Db W EErZ ZHIBRL, HiLv
M/ 25k d 5,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 71 of 86

(3) EEAREREA RIS
FAU_SAR.11ZE- T, MFP EHE DGE CE A A TR AR ZHi A 589121, FAU_SAR.2
\CEo T MFPEHLE A NE A 0/ 25t 22281142,
(4) EHHTEDLEGHARERM
FPT_STM.LIZE S TEFHTEDHA LAZ T DSy, B n /I3 TR A LT B
R A3 RRekEND,
INHOXRIZ LT EX 2V T M RE 2L L Ti% Xy 3% FAU_GEN.L FAU_GEN.2 FAU_STG.1
FAU_STG.4 FAU_SAR.1 FAU_SAR.2 FPT_STM.1%#Em425Z4 T O.AUDIT.LOGGED % %8 T
2

O.STORAGE.ENCRYPTED ii{&EER 51k
O.STORAGE.ENCRYPTED/Z, HDD (ZEXiATeT —X &M 5k THZEEMRAET DX 2T (%K 7
#Tho, _@tﬂe:Lﬁﬁf‘ﬁ%jiﬁ%s@%a“é X, FTREOXRAE LT 2UENBHD,
(1) LIRS S ia AR TS
FCS_CKM.1LiZk~> T, B B5AbD =D IR SN A RS b,
(2) WEEIFEET5
FCS_COP.12J» T, HDD (Z&RENDT — 4 51L&, HDD 2Dt SN T — X NE &
b,
(3) TSFF—4%EHTS
FMT_MTD.1{ZX» T, B 58T MFP F & 12 L-» TEHEIEND,
(4) EEHREREDORFE
FMT_SMF.LIZEo T, X 27 4HBERB IR L T B0 Bl R 1 L S T,
(5) 1XDJ0)LT2F/£
FMT_SMR.LIZE- T, FtEzFr ORI FH 2R 2
OO RICHE X 2V T A REE S L Ci% M T 5 FCS_CKM.1 FCS_COP.1FMT_MTD.1,
FMT_SMF.1 X (X FMT_SMR.1% %352 & T O.STORAGE.ENCRYPTER: 8 T& %,

O.RCGATE.COMM.PROTECT RC Gate ¢ D@IE1R#
O.RCGATE.COMM.PROTECT, TOEX RC Gateb D3 {5 (2B T, TOMWIE R LichdEET —4
EREL, WEAERANTHIEERAET HEX 2T %R T8 ChHDH, 20X 2V T %1 5K %58
TDITIE, TreoxtRE £l 35081355,
(1) RC GatekDiE(EIZHEEETF v 25
FTP_ITC.UZ L~ T, TOEIZ, RC Gate:Dii(E 123 T, TOEL RC Gatdt] D i {E #R Ik 12 & 2 i{
Tk BRI OIRET DIEE R T 5,
CORRBICHLEREX 2T EEEFLLTHY TS FIPUTCL Z#E K T52L T
O.RCGATE.COMM.PROTECH EH T&%,

Tujf

6.3.3 {REMHSH

TOE ¥ =2U T AHERE BT DOUWT, A ST TORIFMED T ok 321TR7,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

Page 72 of 86

& 32:TOE X = VT A BEEGFDEFESITHER

TOE &X=V7 4 ERINIARTEHE ST OHFT ST OHFT
BEREE WL Tnd WL Tz
RFFE KT
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 7L
FIA_UID.1 FIA _UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_STG.4 FAU_STG.1 FAU_STG.1 7L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 7L
FCS_CKM.1 [FCS_CKM.2F7-1% FCS_COP.1 FCS_CKM.4
FCS_COP.1]
FCS_CKM.4
FCS_COP.1 [FDP_ITC.1F7/-i% FCS_CKM.1 FCS_CKM.4
FDP_ITC.2%721%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) | 7zL
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) | 72L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 7L
FMT_MSA.3(a) FMT_MSA.3(a)
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 7L
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 L 7L 7L
FIA_AFL.1 FIA_UAU.1(a) FIA_UAU.1(a) 7L
FIA_ATD.1 L 7L 7L
FIA_SOS.1 L 7L 7L
FIA_UAU.1(a) FIA_UID.1(a) FIA_UID.1(a) 7L
FIA_UAU.1(b) FIA_UID.1(b) FIA_UID.1(b) 7L
FIA_UAU.2 FIA_UID.1 FIA_UID.2 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA _UID.1(a) 7L 7L 7L
FIA _UID.1(b) 7L 7L 7L
FIA _UID.2 7L 7L 7L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 7L
FMT_SMR.1 FMT_SMR.1

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

Page 73 of 86

FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 2L
F7-1%£ FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 2L
F7-1%£ FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.l(a) | 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) | 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 2L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 7L 7L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 7L
FPT_STM.1 7L 7L 7L
FPT TST.1 AL 2L 2L
FTA_SSL.3 7L 7L 7L
FTP_ITC.1 7L 7L 7L

LRI ARTEPEDN I 72 S Qe T IR OR BLE Gk -5,

FCS CKM .4 ~DR MR LT

K TOE @ HDD 5TV HLARE 58T, TOE O HBIAARIC MFP & HLE NAER L%, TD
HDD (2% L CREBEIIC S A T2 | HIBRSILDZE1T72\0, 65T AEHED J51E% IV - i - S pE 3E
DOFSREEMFIIRETHD,

6.3.4 +TXxal)T 4 FRIEZHEN

A TOE IZH I ELL D MFP THh 5, MFP 13— fRBY7e 4 7 4 A THEAESNAZ LA MEEL TEBY, A TOE I
AL FEAR L~V Ll EOBCEBEEE N A R O BCBEF TR EL TR,

F7-. TOE REFOFHl(ADV_TDS. 2 i S O 1IE Y% R~ DI +4 Thd, 51T, TSF % [ml#ED
DUNIERE T DI 72 BB IEE W IR RE )N BRI, 2T A RIOFHli O x4 Thd, T70b b,
— iR = — NI T AR R B R ) 2 R D BB A DD DB~ D XHL(AVA_VAN.2) TH43ThD,
— T, WA IVNEE T 572D BE G RO MEZTFLMLERHY, BHRERICO W THES 2T 72
BRI COHOHZELERGET DI, T70b b X2V 1(ALC_DVS.1)IEHE THD,

F72, TOE ZifkfeL CeX a7 IEM 35720 EH A% IS RS ic Rtz R E#RE TR
(ALC_FLR.2YZE-> TH#EUNMEIETAZLIZEETHD,

P> T, MM Ea AN B BT DL A TOEIZX T D HlifRFEL /L% EAL3+ALC_FLR.2723 %4 T
H5,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 74 of 86

7 TOE E#y{t#

AREIL, TOE Zftka a7 ABEREM IR T, ST, a7 AREIT IS T 52U 7 +BRE
BHEZ IR,

7.1 BEEEMEE

B HERE 1L, TOEDEH O HFG, KO EF 2T AICBEE T FRULT, B FRLES)) Dy hifn
7ELUTREERL ., Lkl n /A A TEO TR T (AR DL E 2 — )R ThH D, Lkl
f;%’;ﬁ‘jy i\ MFP h&ﬂ%ﬁ_ vn)b&'lbkﬁ”ﬁ?%fuq:j‘a—é

FAU_GEN.1, FAU_GEN.2

TOE L. £ 33T R TEEBEFERI/AERIC, £ IR TER2/THE% TOEN® HDD I[ZE8kT 5,
Ao/ TE BI2iE, E@n s EHEB HERe T E R3HD, Ll EHB X, B ATtk T AL 0T
ST AL T —XEETHY, BRI EHE L, £ 34 IR TEREnHE 25086 2B HERREARED
Hiedkd D,

FPT_STM.1
TOE L, Bs & u/\Z58k 75 HAH(FEH H) - R (R0 7)) & TOE OV AT AREEMLER T 5,

FAU_SAR.1, FAU_SAR.2, FAU_STG.1

TOE |Z. MFP EHE N T 7 EALTZEEO R WIM OEMICEE S OFH L OEA=a—%2KRT 5,
MFP EHE NEE e/ O LAY TOEIZf T 5L, TOE XA/ 27 X AMNEX T35,

FAU_STG.4
TOE i3, BEAins 7 7 A/WICE A n 7 2B IRk ¢ DBl 2 WG B I3, e OB AR/ 2 Rb OB
§D7 \—J:%%jqéo

*F 3B BERXHEHBY X b

EEER

BEASHERE D B AA(AL)

B AR RE DS T (*1)

07 A L AEED R Eh E(RC Gate b A L EILER)
RC GateDH{E AL 27 = —AnSDu s A AREDRE S & 2L
277 D B bk L AR

# 29 PIHERE DO

A BIRES ORRGE

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH

Page 75 of 86

F—has TN LS Ay O T

WIM Dif{E DI

TANE G

LERMA—VELE

Ky T —27% 4T LT=HIk

Xy T —2% T LIZ PCT 77 A

CENEROE

LEFROTHLER, FVrn—R 777 2%(F

 LERMA—NVIEGE, 7405 —15(F)

SCEE R OHIER

RC Gater DjaEfE

(*1): BEEMRREDBRIALHE T HRIL, TOE DEB FR TR T,

#£ 34 EFEvJEHEADY X b

E&nsEHAE

EEuSEHE ~DOREM

EEnS 2 DRAER

HROBG A AT K

FHEAERO TOE OV A
T LR FF O

HROMKT A AT Kl

FHEAERO TOE OV A
T LR FF O

+F 3BTRTRETCOEENRHER

DaygAra—P—4

.
Jg e B 5 S O T
| BTy N R ) o
H 7RI £7-13 TOE Dk
B
FEH(2) BEE S5 O 5 B (B Th £ 7
13 45K)
815 1A A5 J7 171 (INJOUT) “WIM Oi@fE
-RC Gate: D fE
WEYE IP 7R WESE IP TRLA ‘WIM D@fE
T ANH—EE
<R NI — 2% 4 LT IR
cF NI =% LT PCT 7 A
1 RC GaterDiEfF
B agr—nrrz CEIR AL EFIEOT | - XA A— L% (R
fa e R— LT RL R
H | wor7 o M) By T YRBEGE ay I T | cmy 2T N OB LR
MR % BT B 75 O
#
By I TN G By 7 NUERIREOR | cay s T hoBIE L RR
TAva—P—4
o T MR G By s T OMERUFIAE | a7 RO BIG L RR

(*2):

B F RN TWIM D5 ORI DA, iR e L CRIkZ LT 5,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 76 of 86

7.2

FIA

FIA

5B SR RE R RE

HOIFBREREREIL, TOE 2RI LIS L4 2F DT rI R A (MFP A BEE | A=/ — S — iR
K OY RC Gate)ledhom &M & DI L7l RRREN #A > TREEL | #F rI A SHlrs iz
I TOEDHI M Z T rl T DHERE T D, i, — A H OFIREREIZ X, ARRRREST LA ERRRAEY
—N=RBRE DD, BRERFICW)T IO S AZEIRT D,

_UAU.1(a), FIA_UID.1(a): A&EFRAEF X CEA T 57 —X

TOE 1%, FIAZE N AN LIl (v a——Z bl (L /RAT — R CilkBlidiE 24 %, 72720, FIHEY

a7 —EDOBRE WIM O~LVTOBRME AT LIRFEDO SR, 7317/50>#%HB fIWEDOEFHROS M,

T 7 I AZAZDFAT Je OME BAKFEHA HU X7 DFEREZ L72<CTh TOE ORI HZFF 1§25,

%Uﬂ%%ﬁ@é{”ﬁ/\wvif_ 1 Z7T4T7 2 h PCD WIM 2RI 285813, /A a—F—4Luar (R
—REANTHOOMEEER R, FIAERRT A a—F =L ul AL RRT—RE2 A NT5F

T‘@ﬁ%’:ﬁ%ﬁbﬁ 1%,

FIRABNR TV A —RTAN—FTX T 7V ARTAN=BFI T 55613, TOE (3K R T A3 —nBF]

BENANLTznT Ay 2—F =4 eal (L )RR —R & 575,

FIRHBEBN AN LIz A 22— =403 —KFIHF MFP B ELE | FIIA— /= AP —DGH

TOE 1, FIHEBN AN LI-aT A2 /RAT—RE | TOE IZ PRSI TNDERT AL/ AT — R — £

HIEETERRT D,

_UAU.1(b), FIA_UID.1(b): A FREEY — N —FRAE S R TER T —R

TOE &, FHE N A LIZnT A a— =4 bal (L 82T — N CilkBIRGEE 35, 72720, FI#EY
37 —EDSH WIM O~V T DB AT LIRIEOS IR, 72O WS b FRoS MR,

T 7P AAZFDFELT, R OMEERR AR TR BFRAEE L7e< T TOE ORI HZ7F 735,

FIHEDEBAE SRV EITITAT R PCHS WIM ZFHT 28581, n /(v a—F—4Lar (o
AT =R AT 5100l EEFR R, FIHERT A a—F =L ial A AT —RE A 1T5F
T E % F R UGS D,

FIRHE N TV = RTAIN—FTLT 7 IV ARTANN—=BRHT 556 TOE I1IERTA =R A
BANLTenT A a—F—Z a2 AT —R &% (555,

FIRZEDBATI U0 A 2—F —4 08 MFP & BEE H D\ NI A—/S— A —DI5A13, TOE 1%, FIH
FHINANLTen T A 7SAT =R B TOEIZ OSSN TVD MFPE B HHW T A—/ R — (P —Dn
TAL AT —RE AT 5, FIHBEDADLIznr A 2—F =413 MFP BEEH DL FTA—/I—
AP —=TIHENE AT, 0l A 2= =L el (L /RT =R BN ERFRAEY — R —(TEE L, SR

AEH— N —THRALTHH,

FRA OFE R, SRR B L7551, 3B SR B #&EI L L C TOE ORI HZEFF 45,

FIA_USB.1, FIA_ATD.1, FMT_SMR.1

TOE (%, FIA_UAU.1(a), FIA_UID.1(a). FIA_UAU.1(b), %X T" FIA_UID.1(b)?» & DOt F. FREEIC KL
LRI % | B SR BB (— AT, MFP &7 B3 %éb\ix~/\—/vﬁf~)kb“€ TOE

ORI EFF AT 5, u 7 A RRZEI Y TONTRHFEEENL, 07 TIN5 ETHER 775, FBFEICRHK
L7413 TOE ORI HEFF AT L7V,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 77 of 86

FTA_SSL.3

TOE L. FIFEZE DR E RV WebT T, TV H—RTANR— T I ARTA3— K INRC Gaten»
%Dﬁ‘/r‘/bﬂ\éiz%é\ PLFIORT SR 2l=3en s 7UMN 5,

BAE KV DA | BB SRR DB E D RGR U= R 28, BB/ SR VA — a7 7 o MR
(60~999 )1 _Lu‘_aéf- n7 TN,

Web 77U D85 Web 770 I3t T 2 B B E N DRAE L 72 IR R A3, WIM - A — ke 27 77 MR (3
~60 43I séutﬁ%i 1775,

TVB—=RIANR—=DIGE ., TV —RITAN—EOHIRIEHREZE L Kb EZICe TIN5,
777R]“54’/<~®%é} Ty IARTGA N =L DR REZE UKD BRI TIN5,

RC Gaten 4, RC Gate: DilE3#& T L7ZE %2 RC Gate: D&y ar 2425,

FIA_UAU.7

TOE L., #E LS TOEAFIH LIS LT 2 2130747 R PCOS WIM ZRIJHLES 5%
BANTDEET AL /AT —RZOWT, AN LT XFERRET ATy DX I— L TFhaR
T D,

FIA_AFL.1

TOE i, AMRFRAE ST N TEHL TWDIGA, —FIHE, MFP EHE | L ORA—/S— (' —pnr A

va— P2 L AFREE R NER LT FI A T R D, SN EREE Y — N — R SR CE A LTV S
Aci MFPE B | A=/ R—= AP —Du s A a2 — — | Z L D58RE I e L 7= Bl e
VD, i CRRAEICARI LB, a s AL AT — R AR AR -/ A a—F — 4%

vy 77N B,

TNl olon s A2 — =1L, LT OFREONNT DD T HETHT AL TER,
-MFP & HLE PR E LTy 7 T MNEM BT 5 F T

-3 35T TR HBEREEICED LNy T U MERE ICL>Try s T Ul ﬁ’if‘?éiﬂéi“@

-MFP & Bl L A— R — 3P — T MFP O &R OFF/ON (2 MFP 239217 AT RE (2725 TS 607D

i3 2FET

# 35: FIRAERBBOO v 7 7 U MERE

FIREZRB (Y7 TUKERE) oy 77U MERE
— BRI MFP & B
Ao S S MFP & B3

MFP & #i3# Y

FIA_SOS.1
FIHZEOuas A RAT—RIL, L FOSEMEHT-THET T8 TE5,
(1) HEHTELXFLEEDOTFE
FER LT [A-Z] (26 XF)
B/ NF [a-z] (2630F)

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 78 of 86

¥ [0-9] (10 3XF)
FEISPERN—AN"#$% & ()*+,-./:1;<=>2@[¥]_"{|}~ (B3XF)
(2) BEkFTREZMTEL
- —FIHE DS
MFP & 8 D3R E T 507 AL/ SAT — R /M8 75 32 M)A |, 128#7LL T
‘MFP & HLE A== AP —DGhH
MFP & B D35% TE T 5107 AL 7S AT — R i/ IMT4R(8 25 32 MT) LA E, 32 K7 LL T
(3) XFHEOMAET
MFP & B8 3R E 2 CF RO A E 55 (2 FELL B, HDVE 3FEELL |),

FIA_UAU.2, FIA_UID.2, FIA_USB.1
RC GateD i AIFERFEEHIL, FEFAETHS,
TOE(Z. RC GateD@E AL 27 2— A% N LT TOEIC T 7B AL LD &5 IT BB DZE L FiF I &
& TOE DMEEF+ A EAZRE T 5, BAOR R IT #4553 RC Gate Il TX7-347717. RC Gate
OFHFEAEIT TOE OFHETF Al 45,

FPT_FDI_EXP.1

BE RPNV HDNNT LAN A2 X T 2 —R25 N LI27 T4 T F PCOSDO AJIFRIL, 29 TSFIZLD#51
SRAFEAT T2 IEMASIOT 7 arw1797280  TSEO 522 UIC A IERPRIESNDZ 1320,

7.3 XET Ut AE#EE

XET 7B AL, TOE OFF aTFIHZE KL T, 2 OFHEHEOKRENZ G 2 DIVIMER, £33
BTG ZONIHERRICEE SV T, SCEIFREFINE Va7 ~OBIELTF AT 2 ETH D,

FDP_ACC.1(a). FDP_ACF.1(a)

TOE I3, A)CEE RO T 72— QR E a7 ~DT 78 ZH#HL— V- T, M E

& D SCENEREFIE Va7 ~DOEEEHIIRT 5,

(1) CEHFROT 72 AH L —L
TOEIX, ERECEEFIR, 7747 NPCA~DX v a—R | 777 AKG, SCERMNA—VEGE, 74+
=S HIER, M OVEHIBR T 57200 DA BT = — A% A IR 5,
LR EA~OBRENTFATSNDSFIHAF T, MFP BHE L RFIHF 2 T, A== —L
RC GatelZIZFFlL72,
MFP &L & — %R FHE S VB SRV TOE ~a 2 A £721377A4 7 h PCH5H WIM ~1
TATHE, BEEFF TS CED e TR T ABEFEIRI, ¥ Yrm—R, 777 AEE | X
BIRM A—IVIELG 74 NVE — 2515, HIbR, RHIBR)DA=2—%2 KR T 5, MFP BEE DY, #1E/ %
VNS TOE~Z A 72137 TA4 T R PCOBEWIM ~aZ A Lz 1d, £ cED &L,
HIBR, EHIBROERIEA= 2 —NRIREND, MFP EHF T, ERECEO—ENLHIBRLI- W CESE
RINUCHIBRZ AT T 50, RHIBRE RITTH2E8TED,
—WFRIFHFE DY, BB SRV TOE ~ar A 37747 h PCH WIM ~a 2 A Uiz 56
X, CERAB VAN A Ui —EFIHE Or s A 2—F — 4 PRBEFES N TV D EFECED
—BLEMEA= 2 — 3 F 36 ([T BRI TRIRESND, M, SCEFIHF VAN RS T DRI DU

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

Page 79 of 86

T, [7.8 X207 145 BRERE LR T,
F7z TOE %, FIHFE R’ —HEE, V2 —iEe, Ax v —HERE, 7727 AfRE. KON Fa A
Ry 7 ABEREAFIH IR ZE Va7 THOSCER BRI LT FIHE Va7 oA —F =725

LEHIBROEAEETF AT 2,
FHE a7 OF—F —2E BT H-DDAZT7 2 — A3t FIHE a7 OF v w44
DI DA BT 2 — A%t T 5, FIHE Va7 X x 358 Bigya7 B> TnACEIX

HIER 2,

# 36 —BAAFEOEECET 7 & X flEr—v

FMATSIF

R OF ke

—EBRRTHERCED
EESCERED

A=a—RKRNTH8(ME

(A

I A bR 2 AR

REF 2 ARy 7 A0

FIlJl
FIER

(A

R A MRy 7 AR RE

S SERE

FIlJil
FIIER

(A

VB — R

TV —E

FIl il
FIIER

(A

AT —HKAE

Ay —30E

TLERSA—VEE
TANE —KIE
HIIER

TYAEYY

7 77 ARERE

T 7 I ARELE

77 I AEE
SCERM A=V
TANE —E(E
HIlBR

(A

7 77 AKRERE

77 AR NE

FIlJil
FIER

Web 7' Z74

¥ A bR 2 AR

REF 2 ARy 7 Z30HE

FIlJil
FIIER

Web 7574

o A Ry 2 A

AFX YT —IE

SCERA A= VLG
THNE— R

Zyrm—R

Hll B

CUERMA—IVIEG, 74V F —i%
Bi%, AF v —HRE O F FHHERR %
Ffo T D — i FIH B ICHAEEFF
Ald5)

Web 7574

s e«

T 7 I ARELE

T I AEE

Zyrm—R

Fll

HIBR

(777 AEIRIE, 7 77 ARERE DT
HEFRZFF > TS — R 3 1
E&FF A1 975)

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 80 of 86

FI
HIIER

Web7Z7% | 7V X —HRE TV —

FI1 Rl

Zrm—R

GBS

(=72, — IR E AR F 2 A PR
v 7 ARERE DM MR ZFF > T D
Gt D LB EE TR %)

Web7'Z0% | 777 AkRE T 7 I ARG I HE

(2) FIHFE Va7 0T 72 AR —L
TOE i, BIE SR HuT A LTODRIHE D, FIHE Va7 DX xR FME a7
DA =T —HDNX MFP EEE DL AT BIE SR HIHE Va7 &%y eV T o A=a—%
ForT 5, MOFHFIIIRIAE Va7 ~OBEEFF A L2,
RI#E Va7 & wbd Bl X A SHIRINE Va7 2o T CERERITHIRS S,
112, FX B ASNIRIE Va7 B B0 T SCEF RSB CEOHA 1T, TOE MICERL
TeEFHIRS R,

7.4  FIFAEHIPRH#EE

MUl PREERE I A/ RRRES VIR AT MU OB K O 3 SR E ST RIS HE > T 2
—HERE. TV —HERE. A v T —HERE. R 2 A MRy 7 AR RE . KON 7 7 AR RE DM EAFF A5
HERETH D,

FDP_ACC.1(b), FDP_ACF.1(b)
TOE (%, =t —#4RE, 7V Z—BkEE, A% YT —HEEE. R¥a A MRy 7 ARERE . K OV 77 AR RE D A
ZPGEL IO E T DFF Al R OB 2 MEET 5,
BEIN— BRI B OLA L, — A E B ES DR HBSREY AN CHRUEN T AT STV D FERED
BAERS T EFF I35,
BE|2S MFP & FLE O-E1E. MFP O FITHYS 57 77 AZASHERE DB EA FF 795,
BEIPNA— 8= P — RN RC Gate2biE, W OBEEDEIELFF T L7V,

75 Ry NI—UFREHEE

Ky b7 — 7 {RFEMREIL, LAN FIHFRFIC Ry MY —2 EOE=FY 7D R A E ) 13 25 6E
WE AE T DHRE THD,

FTPITC.1
TOE MRt 285 B LEBfE 1%, BB LIV 75, TOE BRI AR B LiEfE %, & 37TITRT,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



R I CO H Page 81 of 86

# 37: TOE MRft4 2m5L@fE

S TOE 2328t 5 SL@fE
A=18=9,% BE7 LY A

2547 PC TLS1.0 AES(128bits256bits) 3DES(168bits)
ANERFRRE Y — /3 — Kerberos AES(128bit256bits)
RC Gate SSL3.0TLS1.0 | AES(128bits256bits) 3DES(168bits)
FTP#—/3— IPSec AES(128bits192bits 256bits) 3DES(168bits)
SMB #—/3— IPSec AES(128bits192bits 256bits). 3DES(168bits)
SMTPH—/3— SIMIME 3DES(168bits)

7.6 RBREFEHRHEMAE

FRAFH I EHEBEIL, HDD _EOHIBRSNIZCE | — R 3CEH DT Z OW IR LT, faE /7 —
Y7 =% bEESTHILTIVERAEROFR M E AR TR OAETHD,

FDP_RIP.1

L#EET2 HDD SEIROME B H BT, BRI EE - FEHEER DD, BRI £, HDD _EIZhH DT
WA OH O A TOEME T ffﬁb BAFIEMOGFEE R AL LIRS mER s &I
FiETHD, TOE 1%, FIHE OBRIEIC > TEEH SREZHIBRL72K:, HDD EIZH A CEEHROT 40
B IE RN EZAEILTWVARERICKL T, MFP &g N E L EEEX R T EEXTS, F7-. FH
FHVa7ETRIC TOE I, FI#E a7 03FITHICHDD _RIZAERSND —Rif72 CE . HHNITTOW
A NEZAEN TWDHEEIC L T, MFP EHE NEE L FEX AT EEXT5,

—FEH X, TOES HDD %45 T EEXT551EThDH, TOEIX, MFP EBEE N E LT EEX X
THDD % EE&45,

EEXOHFAUTIE, NSAF A, DoD F=, SLEEZIAL ST AN H5H, NSA KL, GLEc 2 EEXL,
Null(0)T 1 [A] #E&5%, DoD F=iZ, HAHME T LA LEXL, ZOHAMOME T 10 EEEL, X512
BT EEELE BEET D, SLBEZIAL G KT, MFP A FRE SR E R 3700 9[mDHbIFEL-
M A G C EEE TS, A ST CIIFRFIE RIE B E T — 2R EE A A TEM 5729
HDD % EEXT AT TH Z{bEhd,

7.7 BRT 5 REMeE

BT — 2R #EMRE L, HDD IZREHSN TV DET —Z B RV IDIR#E T D720 20T —2 %5
b3 2HEETH D,

FCS CKM.1, FCS_COP.1

TOE IZ. HDD ([ZEXIATe T —# &0 5k L . HDD 2>DbindrHULIRICT — 2 %18 595, ZOMER X
HDD (= %v&#/ AL THETOT =X L T Thid, BRIk 58 Ea 3 3817,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



7.8

RICOH

# 38: BT —HREOI-DDOEEEMEDY X b

Page 82 of 86

B ESBIEDON Y W S HRIE EHE 57 VTY XA #E
HDD ~DF — X EXiAH 51k .
—— FIPS197 AES 256 vk
HDD /605 —Z 5t HL BeE

TOE (X, MFP EHLH O#EEE21T T, HDD K5 58D E k%179, TOE 1X, nZ/ A2 L CWAH &N

MFP & B D354 . HDD s 5884 A k35 720 Ol i 2 B/ S L BRI 35,

MFP & B 3B/ S v )5 HDD KE S8 A kA e 358, TOE 1%, EMEELE AR AT k> Tl g

BSI-AIS31IZHEILL 7= ELE A AL Rl 3D,

t¥Xa )T« EEHEE

TRV T F IR, BRI E . MFP B | R AR — = AP —DFHEREN G 2 b7
FERR . F7- 13RI 2 5- 2 DIV HEIRIZZE ST TSE A A~ DO EAEIZB T2 I A1 TOMRE, %=
V74 G PRRSRE DR EA T — R . MFP 5B | R ONA— = A — DR EHE R T2
FERE, X 2T B YT 7 4V MEE % E

THOREN DR D,

TOE (I, TSEEF#HUT L TH 39Tm 4 BANIAE > THAEEFF Al 2,

# 39: TSFEHROEH

FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.3(a). FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

TSF 1&# BAESERT BiE FIRE
FBUERK
HEb, -
AR EE D BE SR 52235 2L MFP & i
—RAZF O (v a—F—4 | Web7 I m%\
[[HUAYEY SR<s R R
B LR,
ﬁﬁ%ﬁg@;yxﬂf?;_% TN YD RV A, MEP G5
1) Web7 74 | s,
IS
A== AP —Drg fra— | Bl ixn [GIAYEREeN T
¥t Web7Fw ¥ | s AT
HHAERK MFP & Bl
. o V(AL VA BV, i
MFP ﬁ@%@lﬂﬁ/f/i P—4 Web 54 ﬂj(ﬂkk W MEP ﬁfi%‘
WEihd A e N
BPERTRERI T | FF S NUDHERME
=k y
SCENE BN oy el 7oL

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

SCERHE VAR

Page 83 of 86

EROCERRN, FRa bRy | N MFP & Fi |
ASE, 2 r =, 7y | L | T EPe, SRR LN
AAZ SO E, TV A —SCERLT - s ES
FIRN DA
SCEFHEY AR B 3 N
SRR, 7 abi | | a P MFP 5%
EOBHA(*2) =~
MFP & EEE
(=} \o ‘\ L \A
CERRMEIAOF T ME | DL | RIGEDE, TER BRI
Web 7574 W
R
F'Fﬁl/ \/El\j/)ﬁ\ St
s MFP & H#i 4
WG d
Bl L (7=721L . FLERER
ALkl = N =4 =
FARCTHEHLT | YA HE
WA AL,
WA bOEEREIX
)
BRIERTREGRR AT | FFr T &L DH1E
=
FREFE R 1AL ITAEL L
p BIETTREMRA AT | SF TS DHE | 2L
=Ey
T 1% ) A [
L . FBUERK MFP %% FR%
ARIRTRAERFO WA SRL | g i
— BRI FEOOT AL /RAT—R Web 7774
* Y 42—
A== AP —Dua T A 3AT | #E L i@y A= /RS —
—K Web 777
g AN N P
. . . (VA Y% = -
pazes AN — KR < e
MFP & Da s A2 /AT —R Web 7 54 HHAER MFP & Bl
s W2 MFP & 3
ARAKFEFED BE RV HilAYew skcal MFP & H#i 4
AR AT —R A A R Web 7574 zs
EZSET - 77 VA s
ﬁiﬂjﬁ.ﬁ@uﬁ?%ﬁ#ﬁ&%v Web~ 54 LAY oRcal MFP & FLE
—REX B Eﬁ(’jﬁ
A Poris
RARIRAED T 77 N Web7 5wy | VAP, MFP B IR
W
HilAYe Y skeal MFP & H#iE
=] 9 E&Eﬁ
AR BAE T - —
Web > 774 [iUATETsXcx AR R
— R 3=
Hj{:?/“” ﬁ%{/’z/\o*/l/ ﬁ:ﬁl{ \/El\j/)Jé-_\ MFP %ﬁ%
i Web 754 Gy

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

Page 84 of 86

EilAY=w sXta R ) N —
— R
AARFRRED 7S AT — R fig/ M4 (A VIZ [SIAYEy okca MFP & ##
ANEEREE D /AT — R M i B v SIAYEY ska MFP & Bl
NA piren
B A b TN | ks | AP MEPRRE
N
NA piren
WIM o777 kR Web7 ey | MV EDE MFPERE
N
NA poren
ey webr sy | FVEDE MFP #5845
il B
HDD 5 54 BRI L BrHUERL MFP & ##
HBLERL. MFP & 2
ﬁ:ﬁl/\/a\b’@__\
Hl B
e [IAYEy okca — R
. U (F22L, L3R
SIMIME FIJH % 1 & Web~ 54 Mg
FRTEHLT
WO A L, =
— =W EFD
LAY e 2(E
[3ANA])
HHLVERL, MFP & B
PEIE HeT s — BTV ) oAb,
Web 7 774 Il
[SPASE > ohcs — R
gk = B S fnabE MFP & B
WEEEST = E g N
EEI*EX’TEIjC =L "j_ Web7'7'74}‘ Eﬁ%
o smEres LA V% SASE > ehcs MFP & #4#
2—F u}j\niEji(f Web7'7'74j‘
e ek B 1o EiLAYE ki MFP & #%
IPSeci & I Web 754 s
i ek B S SASE ehcs MFP & ##
@RemoteR & 1H # Web~ 54
- B v Bz MFP & #i
% BE = E=N
PRARIED @ Web 74

(*1): MFPEFHEE A3, TOEIZB GRS CWD— I FIHF v A o —F — L 20 BERR, S, & O]
BRL CHAMTRRGE Y — S — ICB g SN QD — IR FE Or s A o — P — LIRS0,
(*2): MFP FHENEMZE X E - —2 G E LR, ERESCERRINT 77 2% 15 L EITR->T

WOSLENEHROSLEMME VAN, ERZE L EHEL—F —OEICHZESND,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




RICOH

FMT_MSA.3(a). FMT_MSA.3(b)

Page 85 of 86

TOE . # 40IC T HANH - T, AT VI MY TV 2 7 O REIFICT 7 4 VMEZ R E T D,

% 40: XET 7 BREHSFP DX T 4 BEHEEHIELOY X b

A4 X274 B F74IVME

SCEE R SCEE R R +PRTZIA 7~ PC O EEEIRI ., HssE]
il AREEENRI, K OV UETRl S-S0
+SCN:MFP 2357 42 —Z | SCEIRAT A
—NVEETHLE,
+CPY:MFP CHEE 45 E,
+FAXOUT:MFP E£7/213279 47 '~ PCh b7
7 ARG THE,
+FAXIN: FBFEEREND T 7 7 AZELI-
+DSRa b —HEHRE, AF ¥ —RERE, Rk =X
VIR AKERE, 77/ A BRI RE RS T
TOE WICEML TWAXE, 7547+ PC
MERF 2 AL NR 7 ZEIRI . DT AETEE]
RICEIREN 7=,

LEER(EB R CEMR | SCERHEVAN —fRF BB S THNDSCER HEY

D, RFX 2 ARy 7 A ANDT T H )V DOAE,

= AXyS—xE Ty

JAEE L EOLE

SCEE R SCEFIHBEV AR LEEREEE L —RAHEOR s A2

(B CERERR, TV — =4,

A —LEOLE)

SCEE R SCEFIHBEV AR EHZEXEL—F—|ZVAIEN TS —

(B CERRIN, 777 WBFIHE OO A 2——4,

ARG LEDLA)

FfEYa~ —WFIRE O A2 | FIHE a7 2 FBER LT — AT E DO

— =% TA v a—P—4
& MFP 77U —3iar | KEREFED] ab—RERE D RERERE B IX o B —FE RE ARk

(=r—#Re, 7V Z—%
HE. AF v —HEHE. R
2 ARy 7 AERE, 77
J ZKKRE)

BT DM, R A PRy 7 AR RE D HE TR
BNTIERF 2 A MR Y 7 2B RE 23 1 3 %
filf, 7V 2 —FEREDOIRRERAINC 1T TV o —
FEREA R DAE A% T —HEREIZITAF
Y —HEREZ R M, 7 7 7 ARKREICIT
777 AR T D EN TN E R ES
N5,

7.9

Y2 by 7RI

VT =7 R REIE . MFP il 7~y =7 & FCU i)Y 7 80 = 7 D FEATa—R DR AMRGEL . £
NOPIEROL D THLHEZMERE T OHEETH D,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.




R I CO H Page 86 of 86

FPT_TST.1

TOE X, AN B ey 7 vy =7 Mgk 3347975,

MFP il 7 by =7 O 52 2 EORREEL, MFP §lf#Y 7 =7 D~y s 2 BEO Ll £ 7213 5E B E O RRGE
IZED, TOE 2379, BUGL7Ie Yy v afERELVEE B L7 G ERRGES N2 W&
TOE 1%, =79 —%FRLTEIL T, BUEELT- A YV 2 BN ELVEE —E L, »OREHENRGES T
Yty TOEVL, FIHAIREIC/2D, SHIZ, TOEIX, 5 & RS T — X7 7 A VD SE A FRFEL TD,

FCU I 7 by =7 D52 &M DRRFEIZ DUV T TOE X, 52 & MREED 720 DfE % H 45, FCU Hil{#
V7R =T OSERMEATER T 2. TOE T 258 BMEMRGED 72D DIFIREAT A2 ZALEIZFLHL
SN TWDEEMERRGED T2 O A L+ 592k, FCU MY 7 by =7 Osg &M 2 EE 45,

7.10 749 XM EEEE

77 ARI# Sy BERERE 1T BRSO D AN ERET 77 AZAZ DI IRIE T 2 FIT IV ERH DD
DIRANEB T DREREL AR 7 7 7 AD Rk 2 FL 1T 5 I LD ERERIR D LAN ~DRAZPIIET%
HRETH D,

FPT_FDI_EXP.1
BAEIEO AN FRICH LT, BEEERPLORINET 77 AZAFOZIHIRL, 77727 b=
JVZHERLL 72 B E B TON =S E 1, B E YW 25, TOE RERHIZ(E T 77 ADIRIEE LT3
HEEITHOTCNDBTD, BT 7 7 AINHRESILD T I,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



