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TMASQUERADE A user or process may masquerade as another entity in
order to gain unauthorized access to data or TOE
resources.

T.UNAUTHORIZED_ A user may gain unauthorized access to user data for

ACCESS which they are not authorized according to the TOE

security policy.

T.TSF_COMPROMISE

A malicious user or process may cause configuration
data to be inappropriately accessed (viewed, modified or
deleted).

T.UNIDENTIFIED_
ACTIONS

Failure of the authorized administrator to identify and

act upon unauthorized actions may occur.

* authorized administratori®. AKTOEIZEBIT AT AT A
EWEE N T D,
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P.ACCOUNTABILITY |The authorized users of the TOE shall be held

accountable for their actions within the TOE.

PROLES The TOE shall provide an authorized administrator role
for secure administration of the TOE. This role shall be

separate and distinct from other authorized users.

3.1.2.2 HgotxXa) T AEHIZHT DX ) T 1 BERER &
TOE IX. £ 3210540 2 V7 ¢ Feta - THEE % B+ 5,
(1) DX 1) 74158 TPACCOUNTABILITY] ~Dxtit
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4.1 FRARVIREICERT SETIREH

A TOE ZEMN T DEEOAHESRM AR 4-1 18T, ZALD DORHREMEI - S
e KTOE Ot X = U7 ( BEEENANCEMET 5 2 LIFRIES

xR 41 HHREH

Akt - RIS
A.NO_EVIL Administrators are non-hostile, appropriately trained,

and follow all administrator guidance.

* Administratorsix, ATOEIZH T 5 v AT AEHE T4
EERAE
A.NO_GENERAL_ | There are no general-purpose computing or storage

PURPOSE repository capabilities (e.g., compilers or user
applications) available on DBMS servers, other than
those services necessary for the operation,

administration and support of the DBMS.

A.PHYSICAL It i1s assumed that appropriate physical security is
provided within the domain for the value of the IT assets

protected by the TOE and the value of the stored,

processed, and transmitted information.

4.2 ERIRE E B
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CPU 1.4GHzLL EO LI F D CPU
AMD Opteron, AMD Athlon 64, Intel Xeon with Intel
EM64T support, Intel Pentium IV with EM64T support
RAM
1GB
Hard Disk #11500MB D 78 & flsk
Other DVD ROM drive, display at S-VGA, pointing device,
keyboard
® 43 YILDITER
0S Windows Server 2008 R2 Enterprise Edition (x64),

English version

Other software

NET Framework 3.5 SP1/4
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Wi Th s,
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Remote SQL Client, Other parts of SQL Server Platform, }* Resources of the
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Operating System Local SQL
Client
J
Other parts of TOE e 1 R © SaL
SQL Server Communication/ emote
Platform _ Command Interpreter Client

Relational Engine

Storage Engine

Task Memory
Management SaL-0s Management

=
4 -

Resources of the OS
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DT arR—xr FOMEZRT,
Communication/Command Interpreter
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Relational Engine
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Microsoft SQL Server 2012 Database Engine Common Criteria Evaluation

Guidance addendum Version 1.2 (2012-08-13)
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Server Books Online (June 2012)

(File name: SQLServer2012Documentation_dJune.exe)
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