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- SA. —EFIFAE ID OEREZSEL ID EN\AV—FOEREEITI  RMAREEFHFDOH

- A-Y-1AV-F(—RFAEL SA) DR/NXFHFERESRURTEET)  AAZAEROH

© RERYII-DT—SREMEED SSL/TLS BIENDREESR L. HN/EDNSIUFMIFEROFRE

175
© RERRYRI-DF-RREMEED IPSec BIEDREES L. B/ EDNHLUFHMITHROFREEIT
)

- RERRYRI-DT - REMAED S/MIME BIENDREES R L. BR/ENSIVFHMIFEROREE
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T
- 1Y -RAIERE DR EES IR U AREEEL/ SR EREL/ BB LU MIE DR EEITI
- BRTUVMERROREES L. ER/MRBIOREEITO

Bff. BRleSRUREEITI

=\

FYATLEBEDSAT Mo Web T30 EE LT CWIS #EEICED, TEED TOE 417148
NHREESRL. RELEETOCNAIRETHD

- BWEESE ID &) \AV-FOREETD HBEEEDH A6

- SA. —EFIFAED ID BHEEZSEL. ID &NAT—FOEREEITI  NMAFREFHFDH

© VATLEBERRRICISZTIVLAEERREESHL. A/, EERMOKREEITI

- A-Y-NAV-F(—RFAEL SA) OR/NXFHEIRESHURTEEITY  AMKZARFOH

- PR ATMEERNTHEEOREES R LA/ ENOREEITI
(AR, EEOTEATRUNDTFANIZAIT, YATLEBEIF(PV PC LICAYYO-FT
HTEN'ATEE, )

© REFRYII-DT-SREREED SSL/TLS BIENREESR L. AN/ EDNSLUFMIFEROFRE
175

© RERRYRI-DFT-RREMAEED IPSec BIEDREES L. B/ EDNHLUFHMITHRORZEET
P

© RERRYRI=DFT—RRFEMAEND SNMPV3 BIENDHREES R L. AR/ ENSLIUVFEMIBEROFRE
175

- SNMPv3 EBEE/ S\ AT — FDEREEITH

- RERRYII—DT—RREHAED S/MIME BIEDREZS R L. A/ EDHLUHMFRORTEE
15

- X.509 F;EEAEEMER/7yTO—F/AD 00— KT 3

- 1Y -FRAMERE DR EES IR L. ARGEEL/ SR EREL/ BB LU MIERDREEITI

FEARTOE FVYATLEEEDISA7Y b ApeosWare Device Setup @ U TR SN MM E
EEODH (SA [FHR— MV IC, TREOTFIUT(HEEENDS BEREEITOEREZIFAIT S,
- HEHEIRE ID ESAT—FDREEIT
- SA, —f&FIAE ID ZEESHEL. ID ENAT—FDHREEITD | MMAERIIFKOH
- KRN RIDDDERIERED)SAT— FE R RENS BERTE
- 1-T-FREAEEEORTEES R U, RARREL/ S B2/ BB LUFHMIBFROEZEZTD
Bt. Bz SRBUEREZITY

(2) FMT_MSA.1 t¥a)T1BHHEDERE
TOE @YATLEEEDHIC— MR AEHAIEHROBREERET S,

(3) FMT_MSA.3 &tBH4I81E
TOE FHRBRYIAEEE TV MIBELEFIUTABHEDT 74 MEELT, R EE B AIERICIER U
FAEBAEREN ARIBELF AEBAFERERET D,

(4) FMT_SMR.1 £F1UF({&El
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TOE @YATLEEEDRENEHEFL. ZORENEVATLEEEICEIEMTTNS,

1.4, DAMI-IVIZT7EEHIRMEE (TSF_CE_LIMIT)

DA —IVIZTPRAERIREAEEX . DA IV IR VAT LEBRELT1UT EEH#AE
(TSF_FMT) (LT R EDSRELIUVEENHELBVIICHANR-IVIZPOVATLEEEE- A
DIREEFIR T HHLEETHS.

COHREICED DA -IVIZ7DBNTFUICLBERE LR BN KL,

(1) FMT_MOF.1 t*1UT H#AD53F\OEHE
FMT_MTD.1 TSF F—A0& &
FMT_SMF.1 &E#EEOHT
TOE (FFREESNLE VAT LE B EDH I, #E1EN\RIVE CWIS oA —TI VI Z 71 EHIPRH#E RE(C RS
325 TOEBRET DTSR TLERE (HKEEOF /B OHD1—F—(1V3—TJ1—-A%RIHT S,
FCOBBEICINERSNZ X 1T EBBRERIRE TS,

(2) FMT_SMR.1 £F1UT/1&%
TOE FVATLEBEDREZHIFL. Z0&R B2z AT LEBE(CEEMTTNS,

1.1.5. E¥*1T4EEOTHEE (TSF_FAU)

XA TBEEOTHEEE. VATLEBEICLNVATLEEEET - FTRESNEIBEEONTRE KL,
FARTOTOEFIRAAECH LT, L\2, D EDLIBIAEREITONELVIERPEERAAY H(FIZIEIEE
PREEEE. 1I-Y-BELE) &, BREETIHOLF1)T(EEOTHEEEREET S,

(1) FAU_GEN.1 BE&T—54%RK
EETADERKE. EBSNEEERZRAIAY M, BEEAVI(CEERSNDEERILT 5,
=29 [CEEAVT-A0METT

& 29 BEEOJOT-5EH

BEBEATREARVME, LTOEERT-FEHICERERIND,

Log ID: EEEMV#EFIFELTORELES (1~60000)

Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®WL3hh)

Time: BZlI7—4% (hh:mm:ss)

Logged Events: /XY & FF (Fx K 32 HIDEEXFSI)

User Name: #Ifi& 4 (&KX 32 HfidEEXF5)

Description: /XY MCEATENAEDERA (X 32 HIOEEXFITHMITRSEBOIL)
Status: 1AV FOMIEBFERE LAIREE (R K 32 HTOEEXFIITEHEMI TS EROCY)
Optionally Logged Items: i@ &% 18 B LSHCEEOINREFSNSEMIER
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Logged Events Description Status
T ADKREZE 1L
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End
1—-Y—F85E
Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
J Password), Failed

Login/Logout .
Locked System Administrator

Authentication -
Detected continuous (KB EHERTE)
Authentication Fail

EAR)Y-LE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT-HA
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMABREER
Adjust Time
Create Mailbox Successful/Failed
Device Settings Delete Mailbox

Switch Authentication Mode | Successful
Change Security Setting (FREEBLRRE)

TIA2EHT —INDTHEA

Import Certificate

Delete Certificate

) Add Address Entry ]
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

Failed
(FAFVEBEXERE)

Communication Trusted Communication
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(2) FAU_SAR.1 & L1~
BEBEOVICREBEINCIANTOEREZ. KA HEIEEZRETS,

F"TEARTPAOVELTRETB"ELDRFHORIVNGBD, COWRECINEFIUT(BEERT TS,
STREIDDTFARI7AILELT, ADVO—-FFBHEN RS, tF1)T(BEEOTT—EIOUO0—-FY
BE(E. Web T30 2R AT HIIC, SSL/TLS BEZAMICHRESNTVEBINELLEL,

(3) FAU_SAR.2 [REEZLL1—
EENTOHEABELE, BIASNEVATLEEBEDHIRET S,
EBEOTADTHEAR ., YATLEBEEN Web T35 OB ERTEET. IBIESRIDOTHEATEIE
[FHERL, YATLEEEN Web J59HEELT TOEADSAIYLTOETNE, YATLEBREDR
SE(O5A ) %IRRT 8EIC 5,

(4) FAU_STG.1 RESNTZE BRI
BEENTOHIFFHEAERFE UL FEGHSAHPHENRESNTLS,

(5) FAU_STG.4 B5&F—518%0O1E
EBENIN BT, RVEWIM LAV T CRBINEEERE T AICLEEELT. HILLEET 4
W8T I EBEEEIND,

BEBEOTHEDINY ME, 34 LARVTEHIC NVRAM [CRFSN 50 HICELZIHEE . NVRAM £oO
550 B T—20T71 V(AT TEEATI7MIVIEMES) ELT, NE SSD HEANRFELT. &
X 15,000 HDIRY peREFTHENHRKD, 15,000 4EBAZIHEEE. —BFBEHVIMLAIVTT
RERSNEEDTI7MINBIEREE LT, BB LTI AV MY #ESNS.

(6) FPT_STM.1 &{E8EAMLARVT
EESNEEERRAAY MEEOTI71IAGEHET 58, TOE Mo TLSIOYIHEEC L34 L
ARV TERTTIMAEERILT S,
et ORELEL TSF_FMT (CED VAT LEEHEZDH N AIEETHS,

71.1.6. HNEBRYII—DT—H{REEMEBE(TSF_NET_PROT)

AERYRI—DT7—SRERKEER ., VAT LEBEICLNVATLEEEET-FTRESNL T 42070
VVEREDEEICELD, RERRY F)—DT7 - RERBEN RSN D,

(1) FTP_TRP.1 &{E%8/\A
TOE&)E— ME (Web [CLBBIEY—ER. TUVA—FIANBBEEY—ER. 77DA M NAEEY-E
A, ®2YI=H1-FT1UT1FBBIEY—EA. ApeosWare Device Setup B@EEY-EABLUEIEHE
HNANERESNZMOY—ER) TEF1 7B TR ENMRIESNIBELREIOIN LS. XET
=R X TAEEBENTT-ASLU TOE BRET I ERETIHEEZIRETS., COBERE/AEL. it
DBENAHEMICE BN, Z0ImRORIESNEFH N B LURELPREND. BIET 2GR ET
BHENEFH STV,
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a) SSL/TLS 7Okl

VATLEBEICIN VAT LEBEE - FCERESINLISSL/TLS @E LKL, RERYFI—-D LR
FNIXET—A, tF1)T(BEEOT TP TOE [RET—HEFRETDI—DOELT, tFa7BT7—4
BIEMMREEENS. SSL/TLS 7O RIS IS LTV,
TOE h'st i 9 B HEEEICLD . SSL/TLS H—/3—%k (3 SSL/TLS D54 7Y FeLTEMET 3 H Sk
%, Ffo SSL/TLS FOMICHIETBEICED. R TOE EYE— MEIDT—HEEL. BEEPHS A
DEADLRETIENH KD, RENODREL., TEREOHEEEICLINBIET —HZIEEILTHLIC
SO TEET?, BPBESRETLIIVDERIIBRICERSN ., MFD RADEREVIMTSH. 3t
DAV T ERBFICEHRT S,

SSLv3/TLSv1.0/TLSv1.2 FORILELTE BRSNSt OIE S i
BAMICIE, TROBESIERM— bOfINHDRIRSND,

SSL/TLS OES{E2M— b H@BESHRX/BY(X NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evb | SHA1L
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evh SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FBSHDODRFEIRX. SSL/TLS BESBETO LD HMAC(Hashed Message
Authentication Code - IETF RFC2104) #Re#E RT3 E(CLH>TERIRT 3,

Web 3472 b LT SSL/TLS BIEEERNCTRE. DIM7V MoDERIG HTTPS ZELT, 218
LN oaLy, SSL/TLS @{ElL. IPSec, SNMPv3 | S/MIME &ty b7y /9 3HI1. F=EY
ATLEEEN T IUT EENT T4 VO- FTBRIICEDCRESN TR FNEZLE,

b) IPSec 7O hIL
VAT LEBECINVATLEBEET - FTERESNELIIPSec BEICHKL. REBRYFI—-DEER
NIXETA, tF1UT(EEDIT—AP TOE [RET—HERETEI—OELT. EF17BT—28E
ENMRIEENS. IPSec FORIICHIE LTINS,
IPSec 7ORILIE. TOE EUE—METEDLST IPSec BIEEITINEL VO, FEFE LB S 7ILTY
ALBEDNIA—REEERTILHD., CF1)TA7VII—VaV0ENLET D, 7YII—YavDHEL
ZIEESNZAHFED IP 7L ABDOLTOBEIET A1, TOE OFEIR OFF FLF)EYFEN3ET
IPSec D FIVAR—FE—RICENEES LN, BHESRIEITIIVORBIFICERSN. MFD K
KOEREVIE TN, FLRE VDR TERFISERT .

IPSec 7O +JJL (ESP:Encapsulating Security Payload) ELTA RSN 3 EfGE DI S8
BHFMICIE, Tioo@@#EsSARE \wo1AKXOs EHhEDANIIEIREND,
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HERES A/ B4 Nyoa1AR
AES/128 Evh SHA1

3Key Triple-DES/168 Ewk SHA1

c) SNMPv3 FOohkail
VATLEBEICIN VAT LEBEE— FCRESNLISNMPYI EE LK. *YI—HEETO
FL®D SNMP 2RI T 2B 0. £F1UT1VY1—vavd—2ELT, SNMPV3 FO USRI LT
3. SNMPv3 FObIILIE IETF RFC3414 THRESN TS LI, F—0EELOH 55T, &
SNMP Ayt—J%FREI T HHICFERSINS,
COMEERERAT I, FBE) AT — RETIANY—(BEBE) SAD— FOE A%, TOE EUE— MY
—N—=0OmAICeyrPyTUEBIINEELEN, FENAT—REHIC8 XFULTERULBINEEL
A AN
SNMPv3 OB} SHA-1 /\wy1R8%EE AL, R E1k(d CBC -DES #EA13, hHEE
BRI a3V 0REERFICERSN, MFD KEOERZVIE TSN, FRE Va3V 0 T ERIFHTHRK
EER

SNMPv3 FORILELTE RSN S it B DRSS i

HBRES A/ BY(X NyYa1AR
DES/56 Evhk SHA1

d) S/MIME Z7aokail
VAT LEBECEINI AT LEBEE— FTERESNLIS/MIME BE RN, RERyMI—DEL
USNERY M I—DEERNIXET—HERETEI—DELT. LF17HBA-ILBEENMRIIENS.
S/MIME 70 FLICHE LTS,
S/MIME BEBA—ILDiEZIEWEEICED. HEEBF AN TEIETIIHEDA—IERERFIR L TO
XET-ADEEER, £z S/MIME BRA—ILDEZEBEEICLD XET-HDZEPREELE
EE-R
BREEBESRBEA-IILOESLRREICERIN. MFD KMADEREVIMT2H., FLEA-ILOES
LT ERBFICERT S,

S/MIME 70O LELTERENSA—ILEE S LDz D I EREE S A =X

HEBERES AR/ BT
RC2/128 vtk

3Key Triple-DES/168 £k
AES/128 Ewhk

AES/192 Evwhk

AES/256 Evhk
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S/MIME JARVELTERSNSA—ILERDTHDNYY1 A K

NyoahA=R
SHA1
SHA256

1.1.1. 77H270-tF1)71H48E (TSF_FAX_FLOW)

TrDAT0-tF1)T4HEE. LWDERIBEICHEVTE USB A UA—J1— ATV bO—Jik— RERE#EN T
W3 T7DAR— RERUT TOE [CRIECPDEATEHLIFITEY
REFEIRT —HEZTESTIVMERETHS,

AY:

AREBFERRENORAERRY FI—-DIC2

(1) FDP_IFC.1 #JtyMEHRIO—%1H
FDP_IFF.1 HEffit¥i)5( Bt
NREFEEBRENONERY FI—DIC AR

NRBERRT —IERTESBLDOT, AREBFEERZED
ZEUVEARERT—RERAERY FI-DEEICELB L,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CC JEVH547)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—174 03—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SEMREELAJL (Evaluation Assurance Level)
KED:EFHIFERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

IIT E& A H3—3F)L (Image Input Terminal)

10T EfgH H58—3+)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 13 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LTHEAXEY (Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP J079Y3a»70774 b (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR X1 T H#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

SSD Y1)y RAT— bk F5147 (Solid State Drive)

ST t¥a1)713—-5v(Security Target)

TOE FT{fixt & (Target of Evaluation)

TSF TOE %1 74#%#E (TOE Security Function)
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A ST CHITBRAFEELTICEREAT .

RiE EENE

—_— TOE D4V ERICH>T TOE EXIEEFTBEEDIV 7174, EARMICE—AEFIFAE .
VATLERE . BLUNAMN-IVIZT,

SA(System BHEEENDL MFD O EEY TOE tXi T(#EEDREEHFAIEINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
WWMEEEE SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  89FRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,

VATLEBENFATEIIMT U, YATLEEERX Web T30,

Sy CIR=E:
J_XTL\ SRS ApeosWare Device Setup &f#l\ MFD [CxtL T, TOE RET—SDHEE®
D247k =
EFRZET,
tIA—017 TOE A® Web H—N—T®HN. FIAE D17V +D) Web 7595 %&MH LT, TOE
EEEST [CxtdBIRAERESRE. SR ELEF. XEDINH L/ERIERNTEEIY—EATHD,
T—EA(CWIS) Windows D1Z# Web J5OYTHERTRENTES,
BREEENVATLEERBEDSAT7Y M OERD MFD (L LTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHRP7HAH|

Device Setup

R, BENYDA, 5Bk K. YaTIA-BEDBFER. SLUHBOEKIFERE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OFERIREICENDE T, TOE HRNENMERE® TOE X171 EERTE
DNER/EHEVL, REMBOEREITIEMIEE—F,

TPDARIAN

—MRFIREIIMT7V b LOT-HEMRIERE UEE T, MFD AT—A%%{EL. B
BOPDOREIET S (A LD N I7DAKEE) Teth DY T b7 THO— MR FAE DS
PULTHERT S

FYRI=D2%rF—1
—T1)741

MFD ROFHEBNVIAICRFSNTVBXET - IEe—RFIREIF17Y MoER
DHEIZHDOYTIIT,

TIVR=FFAN

—RFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR— Uik EZE(PDL)
THREASNIEHRT—2CERTEYIIITT, MREIVIATPV N THERAT S,

MFD DMEIRATREBAR— YL 55 (PDL) TRERSNZT—45, EIRIT—4(3,

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’Hﬁ!:d‘w“é/\— FOI71ZY MR TITONSBIEDSS. IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—BECSIFESRENLT 8. BLUTUVI—HREICINFIAE STV b
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FzE

EEAR

DOEESNIZENRI T —AETIVR—IHBETEBR LT -5, EvkIvTT—43
(F3 B AKX TEBGERELTAER SSD FEICHEMHINS,

TAVR—XHERE

R—YEEit B 55 (PDL) CHERSNEIRI T — &ML, EV by T T —2(CE#
JHHEE,

TAVIR—XHBEICED R—YRER EFE(PDL) CHERSN T — S &L, Evh

TAR=Z T F— AL BT RS,

B AE—HEET [T HhBOEH AHORRELZ X EPLE. BELEERT,
— AR FIFEN MFD OO —HEE. TS —HEE. A% v —HEE. J7DAMEES
FIFT 3. MFD NEEEBT 32 TOERIERESLT—E. BHLTX
BT REERRTD, XEF-ACELUTORBMNEENS,
- AR AT BRI, [T THHAEN. 10T TEIRISNBEY FYyTF—
3,

X EF 4 TUU— B RIFT BRI —RFIFEDSATY M BRIESNBEIRIT— 45

SU. ENETIVR-AVEIBRIERSNIEY VT T4,

A% v —HEEEFI AT SRRIC, IIT hoEtd AFNAER SSD HKEICERINDE
YhRYT TR,

TP AREERI AT BRRIC, IIT hoFdr A FNEREE FHRICEFTIEY YT
T8 8LV, EREFHNOREL 10T THIRISNIEY YT T—4,

FRBFEHXET R

MFD OR#EB SSD FEICERSNLE. FIANKE T LI7MUGRIBRLIZN, RER
SSD #EMICF. T—AMEHEELTVBREOXET S,

X1V TAEEDTT

BEEPERERE. I-YI#ELBE. TIMARNTREVCEEGERE. 1V
Mar (3 ) D, TESLTE ). TEDHER 1IELI K TR RINCEEERLIZE D,

—ROIMTUIB LY —N-FB—RFAEISM17V FRAICEESN TS,
TOE O#RECERDZ U DT,

—f7 -4 RE%y hD—DENG TOE DMEECIRDZ LI OT -4,
TOE 2> TERREN R U TOE [CBIL TR RSN T~ T, TOE DBEIC
BFEESABTRMLOHZLD, RIFMICIL, SSD ESILIER. VAT LEEE

ToE tms—y | L NANY-IOUZTRAERIRIEHR. K0 R0 SORIER O/ R0 Kk
PR, VA7 LEEE ID &/SA0- KR, VAT LEEEBIERKICEETY
LABEER. WSy FO—DT S REWER. LT BEOIHER. AR
RYDAHER. 1~ —BIEELR.

;_ﬂj?_’ﬁ“ "B | 08 OBEIB 5 LB Py M- - BT

e HAENANTS 12 FOXBT. M SSD BEABSILAMEC, C0F
—IELLCRSREERT S,

- EBILF—ELLICEBMEMSNG 256 EYFOT—5, MESSD EEAES L
A OXET—SOREHIC. CORT—IEEAL TSI,

F9h9—=1 SRR RI—DERERRYFI-EE AT —RNICEATIBA0RE.

SERRY R =D

TOE 2 EE T3 TIEENHEL V., ARy II-DLUSNDRY FI—D% T
R
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ERELGY—N—PD3M4PU b PCRIDTFrRIEHET

TOE n&#ee=E AT 3H1IC. FIAEDHRET>T TOE OF| REEHICHIRE

1—4—-335 MFIBHDHEEETHD,
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